Appendix 1 - Line Item - Process Mapping Template

Department of Veterans Affairs
Line Item - Process NMapping

{In Millions)

Legend
Financial Statement
BS Balance Sheet
SBR Statement of Budgetary Resources
SHC Statement of Net Cost
SOF Statement of Financing
SCHP Statement of Change in Met Position

Percent Contribution

Financial

[— B
- [== B =]
Financial Statement Line ltem Py Z0X¥ s 5 B : ;
Statement Amount g E E & B
S S 28 8
[~ =1
o A o g
Y=z List each line tem as it appears on the financisl E:nﬂ:;::?rg;”tar:e Percent of ine ftem
abbreviations i il _ that corresponds to |% |% (% |% |% (% |% |w [w |w
staternent financial statemert in
shove Frocess 1
thousands

Internal Control Roles and Responsibilities Stakeholder Procedures Manual Template Appendices | 1



Appendix 2 - Financial Statement Assertions Template

Financial Statement Assertions

[In Millions)

Legend
Financial Statement Financial Statement Asser
BE Ealance Shect P | Presentation & Disclosure
EBR Etatement of Budgetary Resources E | ExistencefOccurrence
SHC Etatement of Met Cost R | Right=/0bligations
S0OF Etatement of Financing T | Completenesstaccuracy
SCHP Etatement of Change in Met Position Y | Valuation!&llocation
a dditio | ertio
LER | Compliance with Laws & Requlations
F | Zafeguarded against fraud and abuse
D | Documentation

Financial Financial Statement Line Item
Hae List ench line item 2z it the Finaneial
abbreviations 12k ech ine (Rem 22 18 appears On Ehed FIRARC

skatement
abave

PAark an X in the column For cach relevant assertion

F¥ 20XY

Enter the dallar
amaunk fram the
financial statement in
thauzands

FPrimary Process

Enter the primary process that
feeds the line ikem.

Sub Process

Enter the sub-pracess ar sub-pracesses
that relate ko the line item

Critical
Lizt any critical
applications that
impact the
primary process
and line item.
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Appendix 3 - RCM Template

Department of Veterans Affairs
Risk/Control Matrix

Process: PP&E Management- Personal Property- Disposal

Assertions (mark all that apply)
Presentation/Disclosure X
Existence or Occurance X

Rights and Obligations
Completeness

Yaluation or Allocation
Fraud, Waste and Abuse
Cornpliance
Documentation

R R

Information . :
. Financial Statement -
Processing . Control Description
- Assertions
Objectives

Control Process Owner
Reference Actual Control Activity (name, title,
Number i

Application  Frequency =

Control Objective Expected Key Control Gap Description

(if Automated) of Control =

Risk Level (H, M, L)

Presentation and Disclosure
Existence of Occurrence
Rights and Obligations
Preventative (P) or Detective
Manual (M) or Automated (A} ?

Completeness
Fraud, Waste and Abuse

Completeness (C)
Accuracy (A)
Restricted Access (R)
Valuation or Allocation
Compliance
Documentation

Key Control

Design Gap (Y,N)

Unauthorized disposal
transactions

Disposals of fixed assets and
removals from service are
properly authorized

The designated Custodial
Officer reviews the Turn-in
Request for completensss and
accuracy of the request. If the
Custodial Officer appraves the
Turn-in Request, the Custodial
Officer sends the approved Tumn-
in Request to Property
Management Specialist. If the
Custodial Officer rejects the
request, the Custodial Officer
sends the Tum-in Request back
to the assigned VA employee

The designated Custodial
Officer reviews the Turn-in
Request for completeness and
accuracy of the request. If the
Custadial Officer approves the
Turn-in Request, the Custadial
Officer sends the approved Turn-
in Request to Property
Management Specialist. If the
Custadial Officer rejects the
request, the Custadial Officer
sends the Turn-in Request back
to the assigned VA employee

Custodial Officer

Disposal of personal property is
unauthorized or inaccurately
input for processing resulting in
an error on the financial
statements

Disposals of fixed assets and
removals from service are
properly authorized

The Property Management
Specialist reviews the Turn-in
Request and compares the
information on the Turn-in
Request to the equipment
preventive maintenance and
repair record in AEMS/MERS to
ensure the information is
accurate and complete, and that
the facility owns the item

The Property Management
Specialist reviews the Turn-in
Request and compares the
infarmation on the Turm-in
Request to the equipment
preventive maintenance and
repair record in AEMS/IMERS to
ensure the information is
accurate and complete, and that

the facility owns the item.

Property
Wanagement
Specialist
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Appendix 4 - Location-Based Risk Assessment Template

Department of Veterans Affairs
Location-Based Risk Assessment Template

Location-Eazed Rizk

ir 2

actor M

<k F ack:
F ack:

i
D
=
=
L)
=
=

3
o

Location 1
Location 2
Location 3

Location M
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Appendix 5 - Location Selection Template

Department of Veterans Affairs
Location Selection

Process:

o
s
a
=
1]
=
=
=
[y:]

Managernent Input
Dite Selected?

Location 1
Location 2

Location M
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Appendix 6 - SAS 70 Assessment Checklist
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Department of Weterans Affairs
A-123, Appendix A, Assessment

SAS 70 Assessment Checklist

icing arganization

it Title

Report Date

Question
Are controls in place to provide reasonable assurance that physical and logical access to %A mainframe and client-server
resources, using computer terminals at client locations, is restricted to authorized individuals?

YiN

Hotes

Are controls in place to provide reasonable assurance that designated individuals, at client locations, comply with %A,
security policies, standards, and procedures?

Are controls in place to provide reasonable assurance that audit reports of systern use made available by VA are reviewed?

Are contrals in place to provide reasonable assurance that WA receives prompt wiitten notification of changes for indviduals
who are authorized to add, change, and delete user access to WA application production regions?

Are contrals in place to provide reasonable assurance that client custom programming changes are appropriately
docurnented, reviewed, tested, and implemented?

Are contrals in place to provide reasonable assurance that comprehensive user acceptance testing for any fixes and
enhancements are performed and communicated to the responsible individual(s)?

Are controls in place to provide reasonable assurance that the record-retention (e.qg., oft-line storage) requirements for
financial staterments is docurmented and communicated to the responsible individual(s)?

Are contrals in place to provide reasonable assurance that on-line retention and archiving of %A data has been established
and communicated to the responsible individual(s)?

Are contrals in place to provide reasonable assurance that Computer Incident Response procedures have been developed in
coordination with the responsible individual(s)?

Are contrals in place to provide reasonable assurance that the production cycles are properly maintained and changes to
them are timely communicated ta the responsible individual(s)?

Are contrals in place to provide reasonable assurance that obligations are not incurred in excess of the available budgetary
amaunts?

Are contrals in place to provide reasonable assurance that appropriate users review output reports for completeness and
accuracy?

Are contrals in place to provide reasonable assurance that the transactions processed are complete, accurate, and
appropriately authorized and approved?

Are contrals in place to provide reasonable assurance that erroneous data is corrected and resubmitted?

Are contrals in place to provide reasonable assurance that incompatible job functions surrounding the processing of Wi,
transactions are identified and pertinent palicies and procedures are enforced to segregate these job functions?

Conclusion:

Completed by:
Date:

Reviewed by:
Diate:




Appendix 7 - GCC Template

Department of Veterans Affairs
General Computer Controls Assessment

Zix domains within
FISCAM include:
Security Program
Planning and
Managemernt (P,

Element

Descrie the .
purpose of the

control activity

being performed and
howy often the activity is
performed, e.d., daily,
weeekly, monthly,

Control Technigues
Deszcribe the reguirements
azzociated with an effective
cantrol for this control activity

PorD (1)
Indicate the
contral
approach as
either
prevertive or

Aarh ()
[dentify the
control activity as
automated
[performed using
a system or

Caontrol
ffectiy
(/M)
Indicate the
control design a3
effective (v or
not effective (M)

Accezs Controls (AC), annally detective applicationjar

Change Cortral (CC), manual (reguires

System Software human

(=5, Service intervention or

Continuity (=C), judoment)

Segregation of Duties

=0

Ac-2.1 Resodrce owners |Access aothorizations |1 Aporopriate BRsiness awhers F M ¥

have Jdentified
authorized nsers
ghed thelr docess
Is authorized.

gre {a) docamented on
standard foris ahd
maintained on fite, and
fh) evidence of
management approval is
retained. Daify oty

periodically review current
goeess levels and determine
whether Bsers and thelr
gesociated access HNghts remaln
gowropriate. Documentation of
management review gnd
carrective actions taken are
retained. 2. inactive ysers’
gooounts are monitored and
removed aiter a predetermined
period af Ingetivity (e, 120
days)
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Appendix 8 - Process-Level Test Plan Template
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Department of Veterans Affairs

Test Plan

Process

Contral O

Unauthorized Digposals of The desighated Custodial Continuous A Obtain a list of all equipment Failed Three of 45 Turn-In
disposal fixed assets and |Custodial Officer  |Officer disposals between 107107 to Requests were not
transactions removals from  |reviews the Turn-in 5/31/08. signed by the Custodial
service are Request for B. For the sample selected obtain Officer.
properly cormpleteness and Turn-In Reguest (Form 2237) and
authorized accuracy of the print out the equipment preventative
request. If the maintenance repair record from
Custodial Officer AEMSMERS
approves the Tumn- C. Verfy that the Turn-In Request is
in Request, the approved (signed and dated) by the
Custodial Officer Custodial Officer
sends the approved D. Compare info on Turn-In Request
Turn-in Reguest to to AEMS/MERS to verify accuracy.
Property
Management
Specialist. |
C-B.1.13 [WwACO Disposal of Digposals of The Froperty Property Continuous 45 A, Obtain a list of all equipment Y.L Passed This control appears to
personal fixed assets and |Management Management disposals between 10/1/07 to be designed effectively
property is removals from  |Specialist reviews [Specialist 5/31/08. and operating as
unauthorized or |service are the Turn-in B. For the sample selected obtain intended.
inaccurately properly Request and Turn-In Reguest (Form 2237) and
input for authorized compares the print out the equipment preventative
processing infarmation on the maintenance repair recard from

resulting in an
errar an the
financial
statements

Turn-in Reguest to
the equipment
preventive
maintenance and
repair record in
AEMS/MERS to
ensure the
information is
accurate and
cormplete, and that
the faci

AEMS/MERS (signed and dated)
C. Werify that the Turn-In Request is
approved (signed and dated) by the
Warehouse Personnel

D. Compare info on Turn-In Request
to AEMS/MERS to verify accuracy.
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Appendix 9 - Evidence Request List Template

Department of Veterans Affairs
Evidence Request List

Date

Process

Sub Process

As part of the A-123, Appendix A assessment, the Internal Control Service is beginning the testing phase of the assessment. We have

identified below evidence that will be needed to allow us to test the operating effectiveness of controls identified during documentation. Upon
compilation of the evidence, please group all appropriate lterm Numbers together (in folders, binder clips, etc). Thank you for your continued
help with our assessment.

Mote: Please be prepared with copies of all requested evidence. The assessment tearn will not be able to return original copies back to process owners.
Mote: If you are not the responsible party for the specific itern, please forward this list onto the appropriate personnel/department.

Sample

Item
Number
A unigue 1D
nurnber
beginning

with 1

Location Sub-process

Marne of  |Relevant key process Relevant sub-process

the site

Control
Reference
Number
Contral
reference
number from
the RCM

Process Owner

Marne and Title of the
Process Owner

Document Description

Requested test sample/documentation including a
description of all supporting documentation

Evidence
Requested

ldentifying
information
(dates, invoice
nurnbers, etc)
for selected
sample

Date Due

Date due to
testing team

WACO Funds Management Accounts Payable

C-1356

Jog Smith, Accountant

Approved involces and all supporting
documentation

Involce
numbers:
2533563
6786366
678260

051508
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Appendix 10 - Test Sheet
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Department of Veterans Affairs
Test Sheet Example

Process

Reference Number [SEl=RNP
LG TEIRG T LSRN The designated Custodial Officer reviews the Turn-in Request for
completeness and accuracy of the request. If the Custodial Officer
approves the Turn-in Request, the Custodial Officer sends the approved
Turn-in Request to Property Management Specialist. If the Custodial
Officer rejects the request, the Custodial Officer sends the Turn-in
Request back to the assigned VA employee.

T Palo Alto, CTA

T R A G ITEN TR Continuous
EETUTENELTY Turn-In Request Forms 10107 and 7/31,/08)

Sample Size §i]

Test Results [EIEL]
Number of Deviations [

SN TR Three of 45 Turn-In Reguests were not signed by the Custodial Officer.
Conclusion

LETG TN GG TS Explanation of how the sample was selected (i.e. Randomly selected a
GELLED N sample of 3 monthly Property Reconciliations)

Control Attribute Description:
A, Obtain a_list of all equipment disposals between 10/1/07 to 5/31/08.

B. For the sampleselected obtain Turn-In Reguest (Form 2237) and print out
C. Werify that the Turn-In Requéstis-approved (signed and dated) by the

Custodial Officer
D. Compare info on Turn-ln Reguest to AEMS/MERS towetifiaccuracy.

Sample Number Sample ldentification Control Control Control Control Work Paper
Date Attribute A Attribute B Attribute C Attribute D Reference
1 HP Ultrasound 4431706 ® ¥ #1 ® HY.Z
2
3

Testing Tickmark Explanation:
X - Attribute Present; Mo Exception Noted
# - Attribute Mot Present; Exception Moted

Notes:
1. Turn-In Request was not signed by the Custodial Officer.
2.
3.

Testing:

Performed By:
Completed On:

—] Reviewed By:
Reviewed On:

TS UWIRCTTOTTCT T TOCTUUTTS viarraar

TCTPTaC PPTTIUICeS T I




Appendix 11 - Issue Log Template

Department of Veterans Affairs
Issue Log

Date

Key Control
Number

ID Number

Process Sub-Process Location Potential Risk Contrel Activity

Unigue Relevant Relevant Sub-  |Location Key control  |Risk for the key  |Control Activity, as stated in

ExceptioniFinding
Type
(Design Deficiency,
Design Gap,

Fregquency

Operating Deficiency)

As stated in|  Select appropriate

ExceptioniFinding

If a design gap, copy

Compensating
Controls

List ary compensating

Suggested
Corrective
Action

What should be

Management
Response

Conclusion {Simple Deficiency,
Significant Deficiency, Material
Weakness)

Select the appropriate conclusion-

identifier process process number fram  |contral, as stated|the RCM the RCM finding type from the RCM under  [controls and notes done to salve the Simple Deficiency, Significant
the RCM inthe RCM "design gap." If an regarding those problem Deficiency, Material Weakness
operating deficiency,  |contrals.
copy from the Test
Plan under "summary
7 Property Personal VACO C-8411722 PPEE The Branch Head reviewed | Continuous | Ooerating Deficiency  |Four exceptions nofed. |None Sign and date Agreed with  [Simple Deficiency
Management | Properdy acquisitions the JV and reconciled the JV One exception was due JV's prior fo carrective

were nof with the supborting to posting prior fo JV oosting action

autharized docurmentation. If any aporoval One

resulfing in discrepancies existed, exception due to lack

risappropniation |hedshe would refurn the JV fo of JV approval date

of Capital funds. |the Propery Accountant fo One exception due to

resolve the errar. If no
discrepancies exlst, hedshe
wouwld sign and date the JV
and refurn fo the Properfy
Accountant. Hedshe printed
and atfached screenshots of
the PO information
(acquisifion document confrol
numbet) and costs.

lack of supporting
documentafion. One
excegtion due fo
Inability fo reconciie
with supporting
documentaion.
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Appendix 12 - Testing Quality Review Checklist
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Department of Veterans Affairs
A-123, Appendix A, Assessment

Testing Quality Review Checklist

Reviewers: Place check marks in each of the boxes to
indicate review of the attribute. Initial and date the bottom of
the column as evidence of your review.

|3 Director

Associate Director
Cither:

Process-level test plan

Contral reference number, control objective, risk,
tisk level, control activity, Process Owner and
frequency correspond to data on RCM

Sample size is correct based on frequency
Test steps achieve test objective

Workpaper reference number is correct

Test result and summary matches data in test
sheet

Test Sheet

Reference number matches process-level test
plan and RCM

Contral activity matches process-level test plan
and RCh

Control freguency matches process-level test
plan and RCM

Sample size is correct based on frequency
Test Results matches Finding

MNurmber of deviations matches test detail
Findings description is clear and matches test
results

Test attributes achieve test objective and match
process-level test plan

All attributes are completed far each sample
All exceptions are clearly documented
Supporting documentation is pravided far all
exceptions

Data on Issue Log matches individual test

sheets and process-level test nlan

1 Drate| [ [ |
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Appendix 13 - Remediation Plan Template

Department of Veterans Affairs
Remediation Plan

Control 1D[s

C-156.2

C-156.7

A3

2002

Joe Smith

2o

FPP&E Mamt n
Fersonal Property
Joe Smith

Control Deficiency

Froperty dizpasals are not properly authorized. In a sample of 45 disposals, 16 of the Turn-In Request Forms
were not signed by the Custodial Officer.

iption

Siv

|In Frogress |

—1

Izzue memaorandum to Custodial | Joe Smith, 202-123-4567 Froperty Office S32003 SHEZ2003
Officers
FC-iB Conduct Training Session Jane Ooe, 202-123-46567 Jioe Smith, 202-123-4567 FProperty OFfice SF2003 0% Training Scheduled For 941008
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