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	INTRODUCTION:


	The E-Government Act of 2002 (eGov) requires that Federal agencies conduct a privacy impact assessment (PIA) for projects with information technology (IT) systems that collect, maintain, and/or disseminate individually identifiable information of the public, not including information on Federal employees or others working for the agency (e.g., contractors, interns, etc.).  This “personally identifiable information” (PII) is information that can be used to identify a specific person.  

	A privacy impact assessment is an analysis that seeks to identify and mitigate the privacy and security risks associated with the use of personal information by a project, system or practice.  A privacy impact assessment provides a framework for ensuring that privacy, security and other vital data stewardship issues are identified, addressed and incorporated into the conception, design, operation, redesign, maintenance, and disposal of electronic information systems.  These PIAs also form the basis for VA’s privacy reviews of all privacy-protected data as mandated by VA Directive 6502 Privacy Program, section 3.d.(7).  ALL PROJECTS MAINTAINING PERSONAL INFORMATION OF THE PUBLIC IN IT SYSTEMS MUST COMPLETE A PIA EVERY YEAR.

	For the goal of encouraging eGov, these PIAs will:

	o Ensure and promote the trust and confidence of veterans and the general public in VA’s stewardship of their personal information.

	o Identify the risks and adverse effects of collecting, maintaining and disseminating personal information in electronic information systems.

	o Evaluate and develop protections and alternative processes for handling information to mitigate privacy risks.

	o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

	o Provide documented assurance that privacy, security and other vital data stewardship considerations are integrated into information technology systems, starting with the initial outlining of a project’s objectives and data usage requirements and continuing through design, operation, redesign and maintenance.

	o Ensure that decision-makers are provided the information required to make informed system design or procurement decisions, based on an understanding of privacy risk, and of options available for mitigating that risk.

	o Greatly reduce the risk of needing to interrupt a program or service because privacy and other vital data stewardship considerations were not adequately addressed before the program or service was implemented.

	o Promote awareness and understanding of privacy issues.

	o Provide valuable documentation on the flow of personal information, and related privacy considerations and design decisions.

	o Ensure compliance with applicable privacy law and regulations, as well as accepted privacy policy.

	 


 

	1. PROJECT IDENTIFICATION:


 

	1.A) Project Basic Information:


	1.A.1) Project or Application Name:
	Health Data Repository-2007

	1.A.2) OMB Unique Project Identifier:
	029-00-01-11-01-1183​-00-110-248

	1.A.3) Brief Project Description and Stage:
	The purpose of this project is to establish a Health Data Repository (HDR).  The HDR is defined as a repository of clinical information normally residing on one or more independent platforms for use by clinicians and other personnel in support of patient-centric care.  The data is retrieved from legacy, transaction-oriented​ systems and is organized in a format to support clinical decision-making in support of patient care, independent of the physical location of patient information. The HDR will hold individual patient medical records that delineate all aspects of a patient's care across the continuum within Veterans Health Administration (VHA). The HDR performs as a database that stores clinical data about patients.  The data comprised of demographics, patient-centered data (e.g., problem list, allergies & adverse reactions, vitals), ancillary data (e.g., medications, laboratory test results, radiological results), encounters (e.g., purpose of visit, procedures, diagnoses), discharge summaries, etc.  A perpetual store representing the veteran's medical history is managed via the HDR.  Storage and retrieval of data from HDR is in real-time to accommodate clinical needs to care for the patients.  The repository is intended to be the legal medical record.  Data is not overwritten.  HDR will meet the following business requirements: Allow access to patient encounter information regardless of VHA location; Allow other medical agencies to share information with VHA; Provide improved patient care through decision support tools and alerts of required actions; Support legal record of patient care; Provide environment for population based reporting; Provide improved data security; Enable enhanced patient safety, convenience, high quality care, and measurable health care delivery; Maintain data quality and integrity to ensure patient safety and protect patient privacy; Optimize asset and resource management. In Feb 2004 the HDR Prototype project was completed.  Using sound project management principles an assessment was done using data from the prototype.  Based on those findings the project took changes in not using a COTS application, changed the architectural design and used risk mitigation efforts to come up with interim deliverables.  The project schedule was reviewed; a new baseline approved and now consists of several components: HDR Interim will be a HL7 message store of standardized data with data being viewable with the CPRS user interface 'Remote Data View.' It will provide for pharmacy data (drug/drug and allergy/drug) decision support with VHA and DoD data. HDR will be a repository of all relevant clinical data using the most current standards and accommodating requirements for a local instance of the HDR. The local instance of the HDR is to be a subset of the national HDR and will serve as a transaction database for CPRS. HDR Hx will be a repository for all historical clinical data not populated into the HDR IMS or HDR.  HDR Warehouse will provide access to data stored for the purpose of analysis.  It will provide data feeds to the corporation as needed.  Enterprise Terminology Services (ETS) will provide central management of the clinical reference terminologies used in VHA's systems.  VA Strategic Management Council approved the HDR Capital Investment Proposal on 1/22/2002.  The HDR Project is currently within the control phase in the IT Investment Mgmt process.  The project is monitored by acquisition request reviews and monthly reports that are provided to the VA Ass't Secretary for Information and Technology and the VA Under Secretary for Health by the Project Manager.  As part of the control process Milestone reviews are held at major decision points in the development life cycle.  The HDR Project Milestone Review schedule has also been modified.  The HDR IMS, HDR Hx and ETS underwent a successful Milestone 2 (System Development Approval) review. A milestone 3 (Deployment Approval) review is planned in June 2005. 


 

	1.B) Contact Information:


	1.B.1) Person completing this document:
	 

	Title:
	Greene, Matthew

	Organization:
	HSD&D

	Telephone Number:
	801-588-5228

	Email Address:
	Matthew.Greene2@med.​va.gov

	1.B.2) Project Manager:
	 

	Title:
	Cromwell, Tim

	Organization:
	HSD&D

	Telephone Number:
	801-588-5222

	Email Address:
	tim.cromwell@med.va.​gov

	1.B.3) Staff Contact Person:
	 

	Title:
	Lein, Sylvia 

	Organization:
	HSD&D

	Telephone Number:
	801-588-5056

	Email Address:
	Sylvia.Lein2@med.va.​gov

	 
	 


 

	2. DETERMINATION OF PIA REQUIREMENTS:


	A privacy impact assessment (PIA) is required for all VA projects with IT systems that collect, maintain, and/or disseminate Personally Identifiable Information (PII) of the public,  not including information of Federal employees and others performing work for VA (such as contractors, interns, volunteers, etc.)  PII is any representation of information that permits the identity of an individual to be reasonably inferred by either direct or indirect means.  Direct references include: name, address, social security number, telephone number, email address, financial information, or other identifying number or code.  Indirect references are any information by which an agency intends to identify specific individuals in conjunction with other data elements.  Examples of indirect references include a combination of gender, race, birth date, geographic indicator, and other descriptors.

	2.a) Will the project collect and/or maintain personally identifiable information of the public in IT systems?  

	Yes

	If "YES" then a PIA is required for this project. Complete the remaining questions on this form.


 

	3. PROJECT DESCRIPTION:


	Enter the information requested to describe the project’s maintenance of personal information of the public.

	3.a) Provide a concise description of why personal information of the public is maintained for this project, such as determining eligibility for benefits or providing patient care.

	The Health Data Repository is defined as a repository of clinical information normally residing on one or more independet platforms for use by clinicians and other personnel in support of longitudinal patient-centric care.  Data will be organized in a format that supports the clinical decision-making process requisite to patient care, independent of the physical location of that patient information.

	3.b) Identify, by selecting the appropriate range from the list below, the approximate number of individuals that will have their personal information stored in project systems.

	1,000,000 - 9,999,999

	3.c) When is the application expected to be operational? 

	7-30-05


 

	4. SYSTEM OF RECORDS:


	The Privacy Act of 1974 (Section 552a of Title 5 of the United States Code) and VA policy provide privacy protections for employee or customer information that VA or its suppliers maintain in a system of records (SOR).  A system of records is a file or application from which employee or customer information is retrieved by an identifier (e.g. name, unique number, symbol).  Data maintained in a SOR must be managed in accordance with the requirements of the Privacy Act and the specific provisions of the applicable SOR Notice.  Each SOR Notice is to be published in the Federal Register.  See VA Handbooks 6300.5 and 6300.5/1, Procedures for Establishing & Managing Privacy Act Systems Of Records, for additional information regarding Systems of Records.

	4.a) Will the project or application retrieve personal information on the basis of name, unique number, symbol, or other identifier assigned to the individual?

	( Select NO if a Privacy Act 'System of Records' is NOT required, or Select YES if a Privacy Act 'System of Records' is required.)

	Yes

	NOTE: If you have answered NO above, then SKIP to section 5, 'Data Collection'.

	4.b) Has a System of Records identifier been assigned?

	Yes

	4.b.1) If no System of Records identifier has been assigned: (1) Explain the application status, and (2) Skip to Section 6, “Data Collection.”

	 

	4.b.2) If a System of Records identifier has been assigned, then Provide the name of the applicable System of Records.

	24VA19 Patient Medical Records - VA

	4.b.3) If a System of Records identifier has been assigned, then Provide the identifier of the applicable System of Records.

	24VA19:  Patient Medical Records - VA

	4.c) Have you read, and will the application comply with, all data management practices in the System of Records?

	Yes

	4.d) Is this a new System of Records (created specifically for this project) or an existing System of Records?

	An Existing System of Records

	NOTE: If you have selected 'New System of Records' above, then SKIP to section 5, 'Data Collection'.

	4.e) If existing, does the System of Records require modification? 

	Modification of the System of Records is NOT Required.

	NOTE: If you have selected 'Modification of the System of Records is NOT Required' above, then SKIP to section 5, 'Data Collection'.

	4.f) Describe the required modifications.

	 


 

	5. DATA COLLECTION:


 

	5.1 Data Types and Primary Data Uses


	Identify the types of data collected and the intended use of that data:

	a) Identify the types of personally identifiable information. Select all applicable data types below.  If the provided data types do not adequately describe a specific data collection, select the “Other Personal Information” field and provide a description of the information. b.) For each selected data type, concisely describe how that data will be used.  

	Important:  Please be specific.  If different data types or data groups will be used for different purposes or multiple purposes, specify.  For example: “Name and address information will be used to communicate with individuals about their benefits, while Name, Service, and Dependent’s information will be used to determine which benefits individuals will be eligible to receive.  Email address will be used to inform individuals about new services as they become available.”


	
	
	

	
	Yes
	Veteran’s or Primary Subject’s Personal Contact Information (name, address, telephone, etc.)
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	Yes
	Dependent Information 
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	Yes
	Service Information 
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	Yes
	Medical Information 
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	No
	Criminal Record Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Guardian Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	Yes
	Education Information 
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	Yes
	Rehabilitation Information 
	

	


	Specify and describe the primary, intended use of the data:

	Data will be used to support the clinical decision-making process requisite to patient care, independent of the physical location of that patient information. The key objectives of the HDR project are to: The ability to create a composite, portable, legal medical record will enable providers to obtain integrated data views (computable views) and acquire the patient-specific clinical information needed to support treatment decisions.


	
	
	

	
	No
	Other Personal Information (specify): 
	

	


	Specify and describe the primary, intended use of the data:

	 


 

	5.2 Data Sources


	Identify the source(s) of the collected information.  Check all applicable data sources below.  

	For each source :a) Specifically identify the source (e.g. organization, agency or other entity supplying the information).  b) Provide additional, clarifying information about the sources you have identified.  If known, specifically identify the source.  For example if “Other Federal Agency” was selected as a Data Source, provide the name of the other Federal Agency in the “Description of Data Source” field.

	If the provided data sources do not adequately describe a specific data collection, select the “Other Source(s)” field and identify and describe the source of information.  


	
	
	

	
	Yes
	Veteran Source 
	

	


	Specify and describe the primary, intended use of the data:

	Clinical data entered by veterans or their caretakers will be stored in the regional instance of the Health Data Repository (HDR).  This may be information they enter into the personal health record section of MyHealtheVet.  This data will then be transmitted to the national HDR via HL7 messaging.  Data in the regional and national HDRs will be synchronized


	
	
	

	
	Yes
	Public Source (not including from veteran sources)
	

	


	Specify and describe the primary, intended use of the data:

	Clinical data from a public source will be entered at the local VA site (medical center or CBOC) and stored in the regional instance of the Health Data Repository (HDR).  This data will then be transmitted to the national HDR via HL7 messaging.  Data in the regional and national HDRs will be synchronized.  This may include clinical data documented by a veteran’s non-VA community providers.   


	
	
	

	
	Yes
	VA Files and Databases
	

	


	Specify and describe the primary, intended use of the data:

	Clinical data stored in VA files and databases is being extracted from these sources and populated into the historical portion of the HDR (HDR-Hx).  This data will be available from both the regional and national HDRs.  This will be viewable data only, not computable.


	
	
	

	
	Yes
	Other Federal Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	Clinical data from the Department of Defense’s Clinical Data Repository (CDR) will be shared and stored in the HDR on patients discharged from the military.  Plans are also being made to share Indian Health Services (IHS) clinical data with the HDR for Native-American veterans.  Data sharing with the Department of Health and Human Services and the Center for Communicable Diseases will also be possible when interoperability between these systems is achieved.  


	
	
	

	
	Yes
	State Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	State agencies will be able to share clinical data with the HDR where the appropriate agreements are in place.  This data will be entered at the local VA site (medical center or CBOC) and stored in the regional instance of the Health Data Repository (HDR).  This data will then be transmitted to the national HDR via HL7 messaging.  Data in the regional and national HDRs will be synchronized.    State agencies may be required to share disease data with the VA, such as Tuberculosis or gunshot wounds.


	
	
	

	
	Yes
	Local Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	Local health agencies will be able to share clinical data with the HDR where the appropriate agreements are in place.  This data will be entered at the local VA site (medical center or CBOC) and stored in the regional instance of the Health Data Repository (HDR).  This data will then be transmitted to the national HDR via HL7 messaging.  Data in the regional and national HDRs will be synchronized. 


	
	
	

	
	Yes
	Contractor Source
	

	


	Specify and describe the primary, intended use of the data:

	Contractor sources will be able to share clinical data with the HDR where the appropriate agreements are in place.  This data will be entered at the local VA site (medical center or CBOC) and stored in the regional instance of the Health Data Repository (HDR).  This data will then be transmitted to the national HDR via HL7 messaging.  Data in the regional and national HDRs will be synchronized.


	
	
	

	
	No
	Other Source(s) 
	

	


	Specify and describe the primary, intended use of the data:

	 


 

	5.3 Collection Media


	Identify the media used to collect information.  Check all applicable collection media below.  If the provided media types do not adequately describe a specific data collection, select the “Other Media” field and provide a description of the information.  For each medium selected, provide additional information as indicated.


	
	
	

	
	No
	Web Forms Media:
	

	


	Identify the URL(s) of each Web site(s) from which information will be submitted, and the URLs of the associated privacy statement.  If not known at this time, explain. (Note: This question only applies to Web forms that are submitted online.  Forms that are accessed online, printed and then mailed or faxed are considered “Paper Forms Media.”)

	 


	
	
	

	
	No
	Paper Forms Media:
	

	


	Identify and/or describe the paper forms by which data is collected.  If applicable, identify standard VA forms by form number.  If not known at this time, explain.

	 


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Describe the type of computer transfer media, and the process used to collect information via computer transfer media.  If not known at time, explain.

	Most of the patient information stored in the Health Data Repository will be extracted from the VistA databases through an electronic data extraction mechanism.  In the future, the HDR will collect patient information electronically via HL7 messages.  The HDR will also provide a link to the VHA Imaging Systems, which contain images and scanned paper documents.  


	
	
	

	
	No
	Telephone Contact Media:
	

	


	Describe the process through which information is collected via telephone contacts.  If not known at this time, explain.

	 


	
	
	

	
	No
	Other Media (specify): 
	

	


	Specify the media and the process through which information is collected.

	 


 

	6. DESCRIPTION OF THE ACTIVITIES SURROUNDING THE HANDLING OF, USE OF, AND ACCESS TO THE DATA


 

	6.1 User Access and Data Sharing


	Who or what has access to system data, whether individuals, other systems, or other agencies, must be clearly defined and documented.

	 --> Individuals - Access granted to individuals should be limited to the data needed to perform their assigned duties. List procedures to detect and deter browsing and unauthorized access. 

	 --> Other Agencies – Any Federal, State or local agencies that have authorized access to collected personal information must be identified.

	 --> Other Systems – Information systems of other programs or projects that interface with the information system(s) of this project must be identified and the transferred data must be defined.  Also, the controls that are in place to ensure that only the defined data are transmitted must be defined.

	6.1.a) Identify all individuals and organizations that will have access to collected information. Check all applicable Individual/organizat​ional access below.


	
	
	

	
	Yes
	System Users
	

	
	Yes
	System Owner, Project Manager
	

	
	Yes
	System Administrator
	

	
	Yes
	Contractor
	

	
	Yes
	Other Veteran Organization
	

	
	Yes
	Other Federal Agency
	

	
	Yes
	State Agency
	

	
	Yes
	Local Agency
	

	
	 
	Other System
	

	
	 
	Other User(s)
	

	


	6.1.a.1) Describe here who has access to personal information maintained in project’s IT systems:

	Systems Administrator, Data Warehouse Manager

	6.1.b) How is access to the data determined?  

	The PIA identified the need to locate the HDR systems at the AAC with strict access and operation controls.  Access to the HDR data must use standard VA role based controls with audit logs to comply with Privacy Act and Privacy Rule requirements.  

	6.1.c) Are criteria, procedures, controls, and responsibilities regarding access documented?  If so, identify the documents.

	The information contained in the HDR will be used for such purposes as: Ongoing treatment of the patient; documentation of treatment provided; payment; healthcare operations such as producing various management and patient follow-up reports; responding to patient and other inquiries; for epidemiological research and other health care related studies; statistical analysis, resource allocation and planning; providing clinical and administrative support to patient medical care; determining entitlement and eligibility for VA benefits; processing and adjudicating benefit claims by Veterans Benefits Administration Regional Office (VARO) staff; for audits, reviews and investigations conducted by staff of the health care facility, the networks, VA Central Office, and the VA Office of Inspector General (OIG); sharing of health information between and among Veterans Health Administration (VHA), Department of Defense (DoD), Indian Health Services (IHS), and other government and private industry health care organizations; law enforcement investigations; quality assurance audits, reviews and investigations; accreditation of a facility by an entity such as the Joint Commission on Accreditation of Healthcare Organizations (JCAHO).
 
All information is included in System of Records 24VA19, Patient Medical Records – VA.  The Privacy Act permits the VA to disclose information about individuals without their consent for a routine use when the information will be used for a purpose that is compatible with the purpose for which we collected the information.  In all of the routine use disclosures described above, the recipient of the information will use the information in connection with a matter relating to one of VA's programs, will use the information to provide a benefit to the VA, or disclosure is required by law.  System of Records 24VA19 includes all routine uses of this information.

	6.1.d) Will users have access to all data on the project systems or will user access be restricted?  Explain.

	Access to the HDR data must use standard VA role based controls with audit logs to comply with Privacy Act and Privacy Rule requirements.  

	6.1.e) What controls are in place to prevent the misuse (e.g. unauthorized browsing) of data by those having access?  (Please list processes and training materials that specifically relate to unauthorized browsing)

	Access to the HDR data will use standard VA role based controls and that access will have specific, limited purpose.  Clinicians will view data from an extract provided to the user interface, not direct access to the database.   Researchers will view data from a data cube specifically prepared from an extract from the database.  No other access will be provided.

	6.1.f) Do other systems share data or have access to data in this project's systems? 

	Yes

	6.1.f.1) If you have selected YES above, explain below. If you have selected NO above, then SKIP to section 6.2 'Data Quality'.

	VA – Department of Defense Consolidated Health Data Repository (CHDR), CPRS, MyHealtheVet, HDR Data Warehouse

	6.1.f.2) If you have selected YES for 6.1.f) above, then describe who will be responsible for protecting the privacy rights of the individuals whose data will be shared across this interface.   

	 System Administrator


 

	6.2 Data Quality


	6.2.a) Explain how collected data are limited to required elements:

	The HDR Data Content Team has identified all the required data elements that will reside in the HDR.  These will be the only elements collected in the HDR.

	6.2.b) How will data be checked for completeness?

	The HDR Software Quality Assurance (SQA) team will conduct data quality analyses of statistically significant samples for each of the clinical domains stored in HDR IMS

	6.2.c) What steps or procedures are taken to ensure the data are current and not out of date?  

	Current data is sent to HDR IMS as it is generated from the sites.  Updates and corrections are also generated from the sites and update data stored in HDR.

	6.2.d) How will new data be verified for relevance and accuracy?  

	In testing, HDR SQA will conduct data quality tests on stored data.  In production, face validity of data will be accomplished by clinicians, code fixes will be rapidly deployed to the database following a robust configuration management environment.


 

	6.3 Data Retention


	6.3.a) What is the data retention period?

	Retain in HDR until 3 years after last episode of care.  It will then be converted to an archived system.  Data in the archived system will be retained 75 years after the veteran’s last episode of care.

	6.3.b) What are the procedures for eliminating data at the end of the retention period?

	 Data will be purged 75 years after the veteran’s last episode of care. 

	6.3.c) Where are procedures documented?

	Not documented yet.  HDR is still being developed.

	6.3.d) How are data retention procedures enforced?

	Not documented yet.  HDR is still being developed.


 

	6.4 Notice


	The Privacy Act of 1974 and VA policy requires that certain disclosures be made to data subjects when information in identifiable form is collected from them.  Explain here notice procedures for personal information maintained in project IT systems.

	6.4.a) Is personally identifiable information collected directly from individual members of the public and maintained in the project’s IT systems?   

	No

	Note: If you have selected NO above, then SKIP to Section 6.5, 'Consent'. 

	6.4.b) Is the data collection mandatory or voluntary?

	 

	6.4.c) How are the individuals involved in the information collection notified of the Privacy Policy and whether provision of the information is mandatory or voluntary?

	 

	6.4.d) Is the data collection new or ongoing?

	 

	6.4.e.1) If personally identifiable information is collected online, is a privacy notice provided that includes the following elements? (Check all applicable boxes.)


	
	
	

	
	 
	Not applicable, as information will not be so collected.
	

	
	 
	Privacy notice is provided on each page of the application.
	

	
	 
	A link to the VA Website Privacy Policy is provided.
	

	
	 
	Proximity and Timing: the notice is provided at the time and point of data collection.
	

	
	 
	Purpose: notice describes the principal purpose(s) for which the information will be used.
	

	
	 
	Authority: notice specifies the legal authority that allows the information to be collected.
	

	
	 
	Conditions: notice specifies if providing information is voluntary, and effects, if any, of not providing it.
	

	
	 
	Disclosures: notice specifies routine use(s) that may be made of the information.
	

	


	6.4.e.2) If necessary, provide an explanation on privacy notices for your project:

	 

	6.4.f) For each type of collection media used (identified in question 5.3, “Collection Media”), explain: a) What the subjects will be told about the information collection. b) How this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). c) How a privacy notice is provided.


	
	
	

	
	No
	Web Forms Media:
	

	


	Explain:

	 


	
	
	

	
	No
	Paper Forms Media:
	

	


	Explain:

	 


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Explain:

	 


	
	
	

	
	No
	Telephone Contact Media:
	

	


	Explain:

	 


	
	
	

	
	No
	Other Media
	

	


	Explain:

	 


 

	6.5 Consent:


	The Privacy Act and VA policy require that personally identifiable information only be used for the purpose(s) for which it was collected, unless consent (opt-in) is granted.  Individuals must be provided an opportunity to provide consent for any secondary use of information, such as use of collected information for marketing.  

	6.5.a) For each collection media identified in question 6.5, “Collection Media,” describe:1) The opportunities individuals have to decline to provide information, for instances where providing information is voluntary. 2) The opportunities individuals have to grant consent for particular uses of the information. 3) If applicable, how individuals may grant consent.

	Some examples of consent methods are: (1) Approved OMB forms, (2) VA consent form (VA Form 1010EZ), and (3) No consent - only notice of privacy practices is provided.  Provide justification if no method of consent is provided.


	
	
	

	
	No
	Web Forms Media:
	

	


	Concise Narrative Answer:

	 


	
	
	

	
	No
	Paper Forms Media:
	

	


	Concise Narrative Answer:

	 


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Concise Narrative Answer:

	Most of the patient information stored in the Health Data Repository will be extracted from the VistA databases through an electronic data extraction mechanism.  In the future, the HDR will collect patient information electronically via HL7 messages.  The HDR will also provide a link to the VHA Imaging Systems, which contain images and scanned paper documents.  


	
	
	

	
	No
	Telephone Contact Media:
	

	


	Concise Narrative Answer:

	 


	
	
	

	
	No
	Other Media
	

	


	Concise Narrative Answer:

	 

	6.5.b) Will personally identifiable information be used for any secondary purpose?

	No

	Note: If you have selected NO above, then SKIP to question 6.6, "Access to Records and Requests for Corrections".

	6.5.c) Describe and justify any secondary uses of personal information.

	 


 

	6.6 Access to Records and Requests for Corrections


	The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may request access to and amendment of information relating to them that is retained in a System of Records.  

	6.6.a) How can individuals view instructions for accessing or amending data related to them that is maintained by VA?  (Select all applicable options below.)  


	
	
	

	
	 
	The application will provide a link that leads to their information.
	

	
	 
	The application will provide, via link or where data is collected, written instructions on how to access/amend their information.
	

	
	 
	The application will provide a phone number of a VA representative who will provide instructions.
	

	
	Yes
	The application will use other method (explain below).
	

	
	 
	The application is exempt from needing to provide access.
	

	


	6.6.b) Provide here any additional explanation; if exempt, explain why the application is exempt from access and amendment.

	Access to records and requests for corrections will occur through the sites local systems or MyHealtheVet.  Direct access into the HDR will not occur.  Changes made through the local sites system or MyHealtheVet will be updated in the HDR when synchronization with these other systems occurs. 


 

	7. SECURITY


	OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, (OMB M-03-22) specifies that privacy impact assessments must address how collected information will be secured.

	7.a) Per OMB guidance, citing requirements of the Federal Information Security Management Act, address the following items (Select all applicable options below.)


	
	
	

	
	Yes
	The project follows IT security requirements and procedures required by Federal law and VA policy to ensure that information is appropriately secured.
	

	
	 
	 
	

	
	Yes
	The project has conducted a risk assessment, identified appropriate security controls to protect against that risk, and implemented those controls.
	

	
	 
	 
	

	
	Yes
	Security monitoring, testing, and evaluating of IT Systems that contain project data are conducted on a regular basis to ensure that controls continue to work
	

	
	 
	properly, safeguarding the information.
	

	
	 
	 
	

	


	7.b) Describe the security monitoring, testing, and evaluating that is conducted on a regular basis:

	Certification and Accreditation of the HDR system will be completed by 8/31/2005.  The HDR is currently operating under the guidelines of a Full Authority to Operate (FATO), which includes the Risk Assessment. 

	7.c) Provide a specific description of how collected information will be secured.  Include the following: 1) A concise description of how data will be protected against unauthorized access, unauthorized modification, and how the availability of the project systems will be protected. 2) A concise description of the administrative controls (Security Plans, Rules of Behavior, Procedures for establishing user accounts, etc.). 3) A concise description of the technical controls (Access Controls, Intrusion Detection, etc.) that will be in place to safeguard the information. 4) If applicable, include both VA-wide and system-specific measures which provide security.

	Information stored in the HDR may be accessed only by authorized VA employees, such as the HDR Database Administrator, HDR Data Warehouse Administrator and other HDR staff.  These employees, both VA and contractor, must meet the appropriate security requirements in order to work on this project.  Direct access into the HDR by patients or hospital staff will not be permitted.  Web access directly into the HDR will also not be allowed. The agency is following IT security requirements and procedures required by federal law and policy.  Information stored in the HDR is secured in the Austin Automation Center behind a secure firewall.  As part of the Certification and Accreditation process an Authority to Operate (ATO) will be granted which includes a risk assessment, assessment of the security controls to mitigate risk and assurance that the controls are in place.  HDR will be compliant with all three requirements of the ATO to ensure that information is appropriately secured.  As part of the Service Level Agreement with AAC, monitoring/testing and evaluation will occur regularly.  The point of contact will be Bryant Headley at the AAC.  Currently, an interim ATO has been granted pending completion of the risk assessment process.


 

	8. CHILDREN’S ONLINE PRIVACY PROTECTION ACT


	8.a) Will information be collected through the Internet from children under age 13? 

	No

	Note: If you have selected NO above, then SKIP to Section 9, "PIA Considerations".

	8.b) How will parental or guardian approval be obtained. 

	 


 

	9. PIA CONSIDERATIONS


	9.a) Identify what choices were made regarding IT system or collection of information as a result of performing the PIA.  Examples of choices made include reconsideration of: collection source, collection methods, controls to mitigate misuse of information, provision of consent and privacy notice, and security controls. 

	The PIA identified the need to locate the HDR systems at the AAC with strict access and operation controls.  Access to the HDR data must use standard VA role based controls with audit logs to comply with Privacy Act and Privacy Rule requirements.  No other changes have been made with respect to choices of IT systems or collection of information since the original PIA was completed.


 


 

	10. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILITY:


	10.1) I have carefully reviewed the responses to each of the questions in this PIA.  I am responsible for funding and procuring, developing, and integrating privacy and security controls into the project.  I understand that integrating privacy and security considerations into the project may affect the development time and cost of this project and must be planned for accordingly.  I will ensure that VA privacy and information security policies, guidelines, and procedures are followed in the development, integration, and, if applicable, the operation and maintenance of this application.  

	Yes

	10.2) Project Manager/Owner Name and Date (mm/dd/yyyy)

	Cynthia Kindred 04-01-05








