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	INTRODUCTION:


	The E-Government Act of 2002 (eGov) requires that Federal agencies conduct a privacy impact assessment (PIA) for projects with information technology (IT) systems that collect, maintain, and/or disseminate individually identifiable information of the public, not including information on Federal employees or others working for the agency (e.g., contractors, interns, etc.).  This “personally identifiable information” (PII) is information that can be used to identify a specific person.  

	A privacy impact assessment is an analysis that seeks to identify and mitigate the privacy and security risks associated with the use of personal information by a project, system or practice.  A privacy impact assessment provides a framework for ensuring that privacy, security and other vital data stewardship issues are identified, addressed and incorporated into the conception, design, operation, redesign, maintenance, and disposal of electronic information systems.  These PIAs also form the basis for VA’s privacy reviews of all privacy-protected data as mandated by VA Directive 6502 Privacy Program, section 3.d.(7).  ALL PROJECTS MAINTAINING PERSONAL INFORMATION OF THE PUBLIC IN IT SYSTEMS MUST COMPLETE A PIA EVERY YEAR.

	For the goal of encouraging eGov, these PIAs will:

	o Ensure and promote the trust and confidence of veterans and the general public in VA’s stewardship of their personal information.

	o Identify the risks and adverse effects of collecting, maintaining and disseminating personal information in electronic information systems.

	o Evaluate and develop protections and alternative processes for handling information to mitigate privacy risks.

	o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

	o Provide documented assurance that privacy, security and other vital data stewardship considerations are integrated into information technology systems, starting with the initial outlining of a project’s objectives and data usage requirements and continuing through design, operation, redesign and maintenance.

	o Ensure that decision-makers are provided the information required to make informed system design or procurement decisions, based on an understanding of privacy risk, and of options available for mitigating that risk.

	o Greatly reduce the risk of needing to interrupt a program or service because privacy and other vital data stewardship considerations were not adequately addressed before the program or service was implemented.

	o Promote awareness and understanding of privacy issues.

	o Provide valuable documentation on the flow of personal information, and related privacy considerations and design decisions.

	o Ensure compliance with applicable privacy law and regulations, as well as accepted privacy policy.

	 


 

	1. PROJECT IDENTIFICATION:


 

	1.A) Project Basic Information:


	1.A.1) Project or Application Name:
	Insurance System Maintenance and Operations-2007

	1.A.2) OMB Unique Project Identifier:
	029-00-01-15-01-1280​-00-112-040

	1.A.3) Brief Project Description and Stage:
	This is a “steady state” Exhibit 300 for the continuing maintenance and operations of the VA Insurance Systems. The mission of VBA's Insurance program is "to provide life insurance benefits to veterans and service members not available from the commercial insurance industry due to lost or impaired insurability resulting from military service. Benefits and services will be provided in an accurate, timely and courteous manner and at the lowest achievable administrative cost. Insurance coverage will be provided in reasonable amounts at competitive premium rates. A competitive, secure rate of return will be ensured on investments held on behalf of the insureds." The Insurance IT systems located at the Philadelphia Regional Office and Insurance Center provide Insurance program with modern processing applications in support of the six government life insurance programs. These programs provide coverage to 1.5 million veteran policyholders. The Insurance systems interface with C&P and BIRLS systems, generate five million pieces of mail and disburse approximately 1.7 billion dollars annually in dividends, death awards and other insurance payments. The Insurance systems consist of related systems that share data in online, batch, and summary form. Insurance applications run on mainframe, client/server, and web-based platforms. The Insurance payment system runs on an IBM Multiprise server in Philadelphia. Subsystems include Inforce (current policyholders), Awards (recipients), Actuarial, and Online. Prior to 1996, Insurance online application processing ran on a Bull mainframe while batch processing ran on an IBM mainframe. In 1996, the Insurance online applications were rehosted onto the IBM mainframe system, thereby eliminating a material weakness.  VICTARS (Veterans Insurance Claims Tracking and Response System) and VMLI (Veterans Mortgage Life Insurance) are client/server systems. VICTARS is Insurance’s Customer Relationship Management system, providing a gateway for insurance personnel to access data in client/server tables and on other systems. VICTARS users can quickly access a caller’s record and make any updates. All calls are journalized and can be reviewed whenever the record is accessed. Automated PC letters, tools for calculating policy values, and other tools are also available. VICTARS also manages access to Insurance imaging applications. The most critical insurance forms received from policyholders and beneficiaries are imaged and stored on a SAN (storage area network). Over 6.7 million images are stored. Most recently, VICTARS has been the foundation for Insurance’s “paperless workflow” distribution application. The Insurance Service has had an Internet site since the late 1990s. The VA Insurance web site includes general program information, links for e-mail inquiries, and the ability to download insurance forms. Insurance Self-service allows policyholders access to their account information with an individual PIN number. Recently implemented “autoform” makes one of the most common Insurance forms available for on-line completion and electronic submission. Unclaimed Funds Search by Name (UFN) allows any user to check whether he/she is owed money from a VA Insurance "liability" (such as a dividend that was returned in the mail because the person could not be found); UFN is available to the general public. The Insurance General Ledger runs on an IBM system at the Austin Automation Center and provides data to the Department’s Financial Management System (FMS).   A commercially supported Interactive Voice Response (IVR) system permits insured veterans to access their insurance records via touch-tone telephone technology. The Insurance call center in Philadelphia answers 3,200 calls per day on 80 lines, supports voice mail for non-business hours and IVR access 24 hours a day. The IVR has been in use since 1995. About eight percent of all Insurance calls are answered to completion by the IVR system. 


 

	1.B) Contact Information:


	1.B.1) Person completing this document:
	 

	Title:
	Buffington, Thomas

	Organization:
	VA Insurance Center

	Telephone Number:
	215-381-3034

	Email Address:
	thomas.buffington@vb​a.va.gov

	1.B.2) Project Manager:
	 

	Title:
	Buffington, Thomas

	Organization:
	VA Insurance Center

	Telephone Number:
	215-381-3034

	Email Address:
	thomas.buffington@vb​a.va.gov

	1.B.3) Staff Contact Person:
	 

	Title:
	Buffington, Thomas

	Organization:
	VA Insurance Center

	Telephone Number:
	215-381-3034

	Email Address:
	thomas.buffington@vb​a.va.gov

	 
	 


 

	2. DETERMINATION OF PIA REQUIREMENTS:


	A privacy impact assessment (PIA) is required for all VA projects with IT systems that collect, maintain, and/or disseminate Personally Identifiable Information (PII) of the public,  not including information of Federal employees and others performing work for VA (such as contractors, interns, volunteers, etc.)  PII is any representation of information that permits the identity of an individual to be reasonably inferred by either direct or indirect means.  Direct references include: name, address, social security number, telephone number, email address, financial information, or other identifying number or code.  Indirect references are any information by which an agency intends to identify specific individuals in conjunction with other data elements.  Examples of indirect references include a combination of gender, race, birth date, geographic indicator, and other descriptors.

	2.a) Will the project collect and/or maintain personally identifiable information of the public in IT systems?  

	Yes

	If "YES" then a PIA is required for this project. Complete the remaining questions on this form.


 

	3. PROJECT DESCRIPTION:


	Enter the information requested to describe the project’s maintenance of personal information of the public.

	3.a) Provide a concise description of why personal information of the public is maintained for this project, such as determining eligibility for benefits or providing patient care.

	The mission of VBA's Insurance program is "to provide life insurance benefits to veterans and service members that are not available from the commercial insurance industry due to lost or impaired insurability resulting from military service. "

Information is collected to provide all entitled benefits in the most complete and effective manner.

	3.b) Identify, by selecting the appropriate range from the list below, the approximate number of individuals that will have their personal information stored in project systems.

	1,000,000 - 9,999,999

	3.c) When is the application expected to be operational? 

	The system is operational. 


 

	4. SYSTEM OF RECORDS:


	The Privacy Act of 1974 (Section 552a of Title 5 of the United States Code) and VA policy provide privacy protections for employee or customer information that VA or its suppliers maintain in a system of records (SOR).  A system of records is a file or application from which employee or customer information is retrieved by an identifier (e.g. name, unique number, symbol).  Data maintained in a SOR must be managed in accordance with the requirements of the Privacy Act and the specific provisions of the applicable SOR Notice.  Each SOR Notice is to be published in the Federal Register.  See VA Handbooks 6300.5 and 6300.5/1, Procedures for Establishing & Managing Privacy Act Systems Of Records, for additional information regarding Systems of Records.

	4.a) Will the project or application retrieve personal information on the basis of name, unique number, symbol, or other identifier assigned to the individual?

	( Select NO if a Privacy Act 'System of Records' is NOT required, or Select YES if a Privacy Act 'System of Records' is required.)

	Yes

	NOTE: If you have answered NO above, then SKIP to section 5, 'Data Collection'.

	4.b) Has a System of Records identifier been assigned?

	Yes

	4.b.1) If no System of Records identifier has been assigned: (1) Explain the application status, and (2) Skip to Section 6, “Data Collection.”

	 

	4.b.2) If a System of Records identifier has been assigned, then Provide the name of the applicable System of Records.

	Veterans and Armed Forces Personnel U.S. Government Life Insurance.
Veterans Beneficiaries and Attorneys U.S. Government Insurance Award Records.

	4.b.3) If a System of Records identifier has been assigned, then Provide the identifier of the applicable System of Records.

	36VA00, 46VA00

	4.c) Have you read, and will the application comply with, all data management practices in the System of Records?

	Yes

	4.d) Is this a new System of Records (created specifically for this project) or an existing System of Records?

	An Existing System of Records

	NOTE: If you have selected 'New System of Records' above, then SKIP to section 5, 'Data Collection'.

	4.e) If existing, does the System of Records require modification? 

	Modification of the System of Records is NOT Required.

	NOTE: If you have selected 'Modification of the System of Records is NOT Required' above, then SKIP to section 5, 'Data Collection'.

	4.f) Describe the required modifications.

	 


 

	5. DATA COLLECTION:


 

	5.1 Data Types and Primary Data Uses


	Identify the types of data collected and the intended use of that data:

	a) Identify the types of personally identifiable information. Select all applicable data types below.  If the provided data types do not adequately describe a specific data collection, select the “Other Personal Information” field and provide a description of the information. b.) For each selected data type, concisely describe how that data will be used.  

	Important:  Please be specific.  If different data types or data groups will be used for different purposes or multiple purposes, specify.  For example: “Name and address information will be used to communicate with individuals about their benefits, while Name, Service, and Dependent’s information will be used to determine which benefits individuals will be eligible to receive.  Email address will be used to inform individuals about new services as they become available.”


	
	
	

	
	Yes
	Veteran’s or Primary Subject’s Personal Contact Information (name, address, telephone, etc.)
	

	


	Specify and describe the primary, intended use of the data:

	To contact the veteran policyholder on a scheduled basis, such as to pay annual dividends. 


	
	
	

	
	Yes
	Dependent Information 
	

	


	Specify and describe the primary, intended use of the data:

	To contact the policyholder’s beneficiary, such as to pay all or part of a death claim. 


	
	
	

	
	Yes
	Service Information 
	

	


	Specify and describe the primary, intended use of the data:

	To determine eligibility for the Insurance benefit. 


	
	
	

	
	No
	Medical Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Criminal Record Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	Yes
	Guardian Information 
	

	


	Specify and describe the primary, intended use of the data:

	To ensure the Insurance benefit is administered correctly. 


	
	
	

	
	No
	Education Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Rehabilitation Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Other Personal Information (specify): 
	

	


	Specify and describe the primary, intended use of the data:

	 


 

	5.2 Data Sources


	Identify the source(s) of the collected information.  Check all applicable data sources below.  

	For each source :a) Specifically identify the source (e.g. organization, agency or other entity supplying the information).  b) Provide additional, clarifying information about the sources you have identified.  If known, specifically identify the source.  For example if “Other Federal Agency” was selected as a Data Source, provide the name of the other Federal Agency in the “Description of Data Source” field.

	If the provided data sources do not adequately describe a specific data collection, select the “Other Source(s)” field and identify and describe the source of information.  


	
	
	

	
	Yes
	Veteran Source 
	

	


	Specify and describe the primary, intended use of the data:

	To determine eligibility for the Insurance benefit.  To locate and contact the veteran. 


	
	
	

	
	Yes
	Public Source (not including from veteran sources)
	

	


	Specify and describe the primary, intended use of the data:

	To locate and contact the veteran. .  Public Source is Fair Isaac, a National Change of Address data contractor


	
	
	

	
	Yes
	VA Files and Databases
	

	


	Specify and describe the primary, intended use of the data:

	Premium, dividend, and interest rates are derived by law and regulation.  VA data source is Benefits Delivery Network (BDN).


	
	
	

	
	Yes
	Other Federal Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	To locate and contact the veteran. Other Federal Agency Sources are Social Security Administration (SSA), Defense Finance and Accounting Service (DFAS), U.S. Coast Guard, and Department of Treasury.


	
	
	

	
	No
	State Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Local Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Contractor Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Other Source(s) 
	

	


	Specify and describe the primary, intended use of the data:

	 


 

	5.3 Collection Media


	Identify the media used to collect information.  Check all applicable collection media below.  If the provided media types do not adequately describe a specific data collection, select the “Other Media” field and provide a description of the information.  For each medium selected, provide additional information as indicated.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Identify the URL(s) of each Web site(s) from which information will be submitted, and the URLs of the associated privacy statement.  If not known at this time, explain. (Note: This question only applies to Web forms that are submitted online.  Forms that are accessed online, printed and then mailed or faxed are considered “Paper Forms Media.”)

	The website is at www.insurance.va.gov​​.  This site from which forms are accessed references the VA Privacy and Security site (http://www.va.gov/p​​rivacy/), as well as the VA Disclaimer site (http://www.va.gov/d​​isclaim.htm) and the VA FOIA site (http://vaww.va.gov/​​OIT/CIO/FOIA/defaul​t​.asp).”  


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Identify and/or describe the paper forms by which data is collected.  If applicable, identify standard VA forms by form number.  If not known at this time, explain.

	Paper forms are primarily the following VA forms:
     29-0165, VA Matic Change
     29-0309, Direct Deposit Enrollment
     29-0352-1, Application for VA Matic Authorization
     29-1546, Application for Cash Surrender Value/Application for Policy Loan
     29-1549, Application for Change of Permanent Plan
     29-336, Designation of Beneficiary
     29-352, Application for Reinstatement
     29-357, Claim for Disability Insurance Benefits
     29-4364, Application for Service-Disabled Veterans Insurance
     29-8636, Application for Veterans Mortgage Life Insurance
     29-888, Insurance Deduction Authorization
 


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Describe the type of computer transfer media, and the process used to collect information via computer transfer media.  If not known at time, explain.

	The data is not collected directly from individuals but is collected via another government entity.  In the case of allotments from retired pay (DFAS, U.S. Coast Guard) and deductions from benefits (Hines VAITC), the data is collected specifically to start, stop or change payments for VA Insurance. 
 
The media used with this project and these agencies are primarily electronic file transfers: 
Data interchange with Social Security Administration (SSA) – to request and receive addresses, date of death
Data interchange with Department of Defense (DFAS) – to process allotments from military retired pay to pay premiums
Data interchange with VAITC, Hines, Illinois – to process deductions from benefits (DFB) to pay premiums
Data interchange with Department of Treasury – to process disbursements and returned items

The media used with this project and these agencies are primarily tape cartridges:
Data interchange with U.S. Coast guard – to process allotments from retired pay to pay premiums
Data interchange with Fair Isaac, a National Change of Address (NCOA) postal address data contractor


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Describe the process through which information is collected via telephone contacts.  If not known at this time, explain.

	The Insurance Center toll-free number is 1-800-669-8477. 


	
	
	

	
	No
	Other Media (specify): 
	

	


	Specify the media and the process through which information is collected.

	 


 

	6. DESCRIPTION OF THE ACTIVITIES SURROUNDING THE HANDLING OF, USE OF, AND ACCESS TO THE DATA


 

	6.1 User Access and Data Sharing


	Who or what has access to system data, whether individuals, other systems, or other agencies, must be clearly defined and documented.

	 --> Individuals - Access granted to individuals should be limited to the data needed to perform their assigned duties. List procedures to detect and deter browsing and unauthorized access. 

	 --> Other Agencies – Any Federal, State or local agencies that have authorized access to collected personal information must be identified.

	 --> Other Systems – Information systems of other programs or projects that interface with the information system(s) of this project must be identified and the transferred data must be defined.  Also, the controls that are in place to ensure that only the defined data are transmitted must be defined.

	6.1.a) Identify all individuals and organizations that will have access to collected information. Check all applicable Individual/organizat​ional access below.


	
	
	

	
	Yes
	System Users
	

	
	Yes
	System Owner, Project Manager
	

	
	Yes
	System Administrator
	

	
	No
	Contractor
	

	
	Yes
	Other Veteran Organization
	

	
	No
	Other Federal Agency
	

	
	No
	State Agency
	

	
	No
	Local Agency
	

	
	Yes
	Other System
	

	
	No
	Other User(s)
	

	


	6.1.a.1) Describe here who has access to personal information maintained in project’s IT systems:

	Employees of the Philadelphia Insurance Center have access to records, with some exceptions, primarily clerical personnel.
Authorized representatives of veterans service organizations on-site in Philadelphia (currently American Legion) have access.  In addition, approximately 90 other employees at VBA Regional Offices have access. 

	6.1.b) How is access to the data determined?  

	Requests are initiated by an Insurance supervisor or local ISO.  They are reviewed by Insurance Internal Control Staff prior to access being granted.

	6.1.c) Are criteria, procedures, controls, and responsibilities regarding access documented?  If so, identify the documents.

	Information may be shared with VSOs only when authorized by the individual veteran.  VBA has emplaced strict control measures to prevent the inadvertent or deliberate release of confidential business information, Privacy Act, and certain information that is subject to confidentiality protections to non-authorized personnel.  These are federal entities and consist of the Department of Defense, Coast Guard, Social Security Administration, Treasury Department, and Federal Reserve Bank.  This system has documented Memorandums of Understanding/Agreem​ent with all of its business partners, including veteran organizations, federal agencies, state agencies, and local agencies in regard to confidential business information, Privacy Act, and certain information that is subject to confidentiality protections. A detailed listing of all business partners is available from the project manager.  

	6.1.d) Will users have access to all data on the project systems or will user access be restricted?  Explain.

	The system includes authorization at the application and function level.  Users may have inquiry, update (sometimes sub-divided), or verifier authority to different screens. 

	6.1.e) What controls are in place to prevent the misuse (e.g. unauthorized browsing) of data by those having access?  (Please list processes and training materials that specifically relate to unauthorized browsing)

	The system logs violations, such as an employee attempting to access the record of a dignitary.  Also, Rules of Behavior have been published, acknowledged, and enforced

	6.1.f) Do other systems share data or have access to data in this project's systems? 

	Yes

	6.1.f.1) If you have selected YES above, explain below. If you have selected NO above, then SKIP to section 6.2 'Data Quality'.

	The Insurance file number is shared with the BIRLS system.
The Insurance file number and monthly premium amount is shared with BDN, for veterans who wish to pay by deduction from benefits.
The Insurance file number and monthly premium amount is shared with DOD (DFAS), for veterans who wish to pay by allotment.
The veteran’s TIN number is included on disbursement files to Treasury, as is either an address or a bank routing/transit number. 

	6.1.f.2) If you have selected YES for 6.1.f) above, then describe who will be responsible for protecting the privacy rights of the individuals whose data will be shared across this interface.   

	Other systems do not access this data on-line, it is provided by interface files and becomes as appropriate a part of the receiving system.  


 

	6.2 Data Quality


	6.2.a) Explain how collected data are limited to required elements:

	Information is collected primarily on defined forms and entered to specific fields of database records.  We ask for minimal identifying information.  Because of GPRA we review forms on a schedule and would remove the request for any data we no longer need to collect. 

	6.2.b) How will data be checked for completeness?

	Data is checked for completeness manually and by system edits. 

	6.2.c) What steps or procedures are taken to ensure the data are current and not out of date?  

	Certain data such as dividend rates are updated on an annual schedule.  Other data is updated as a result of returned mail, or returned direct deposits, or through contact with policyholders after a significant event affecting their account. 

	6.2.d) How will new data be verified for relevance and accuracy?  

	Certain data such as SSN is verified with Social Security Administration.  Other data is updated as a result of returned mail, or returned direct deposits, or through contact with policyholders after a significant event affecting their account. 


 

	6.3 Data Retention


	6.3.a) What is the data retention period?

	Active records are retained.  Data on active records is changeable.  Prior copies of active records and their changing values are not retained.  Inactive records are purged from some applications, but the record as it appeared at its final active day is retained indefinitely.  A list of transactions affecting the system has been maintained since 1995 and there are no plans to remove records.  The records retention program requires storage of inactive records at a servicing Federal Archives and Records Center for 50 years. 

	6.3.b) What are the procedures for eliminating data at the end of the retention period?

	Data on tapes are controlled by the CA-TMS product.  At the expiration of their retention period, tapes are returned to the pool and are written-over with subsequent processing cycles.  Tapes returned from off-site storage are also returned to the pool and written-over.  Electronic records are retained indefinitely.  When hardware is excessed, fixed drives are sanitized of that copy of the data in accordance with VA and VBA procedures.

	6.3.c) Where are procedures documented?

	Philadelphia ITC Operating Memorandum 284-07-00, Subj: Protection of VA Indispensable Records.
Philadelphia ITC Operating Memorandum 284-16-05, SUBJ: Direct Access Storage Device (DASD) Management.

	6.3.d) How are data retention procedures enforced?

	By using the CA-TMS product, and manual procedures in OMs 284-07-00 and 284-16-05.  Proper off-site tape retentions are periodically verified via the Disaster Recovery Exercise when the depository sends all of the stored tapes to the alternate site.


 

	6.4 Notice


	The Privacy Act of 1974 and VA policy requires that certain disclosures be made to data subjects when information in identifiable form is collected from them.  Explain here notice procedures for personal information maintained in project IT systems.

	6.4.a) Is personally identifiable information collected directly from individual members of the public and maintained in the project’s IT systems?   

	Yes

	Note: If you have selected NO above, then SKIP to Section 6.5, 'Consent'. 

	6.4.b) Is the data collection mandatory or voluntary?

	Mandatory

	6.4.c) How are the individuals involved in the information collection notified of the Privacy Policy and whether provision of the information is mandatory or voluntary?

	VA Form 29-4364 includes the following statement: The Insurance forms, and the Insurance website include a statement similar to the following (this example is taken from VA Form 29-4364):
“Important Notice About Information Collection.  We need this information to determine, establish, or verify your eligibility for VA Insurance benefits (38 U.S.C. 722).  Title 38, United States Code, allows us to ask for this information.  We estimate that you will need an average of 40 minutes to review the instructions, find the information, and complete this form.  VA cannot collect or sponsor a collection of information unless a valid OMB control number is displayed.  You are not required to respond to a collection of information if this number is not displayed.  Valid OMB control numbers can be located on the OMB Internet page at www.whitehouse.gov/l​​ibrary/omb/OMBINVC.​h​tml#VA.  If desired, you can call 1-800-827-1000 to get information on where to send comments or suggestions about this form.”  
“Privacy Act Notice.  The VA will not disclose information collected on this form to any source other than what has been authorized under the Privacy Act of 1974 or Title 5, Code of Federal Regulations 1.526 for routine uses identified in the VA system of records, 36VA00, Veterans and Armed Forces Personnel U.S. Government Life Insurance Records- VA, published in the Federal Register.  Your obligation to respond is voluntary, but your failure to provide us the information could impede processing.  Giving us your SSN account information is voluntary.  Refusal to provide your SSN by itself will not result in the denial of benefits.  The VA will not deny an individual benefits for refusing to provide his or her SSN unless the disclosure of the SSN is required by a Federal Statute of law in effect pprior to January 1, 1975, and still in effect.  The responses you submit are considered confidential (38 U.S.C. 5701).”

	6.4.d) Is the data collection new or ongoing?

	Ongoing

	6.4.e.1) If personally identifiable information is collected online, is a privacy notice provided that includes the following elements? (Check all applicable boxes.)


	
	
	

	
	No
	Not applicable, as information will not be so collected.
	

	
	No
	Privacy notice is provided on each page of the application.
	

	
	Yes
	A link to the VA Website Privacy Policy is provided.
	

	
	Yes
	Proximity and Timing: the notice is provided at the time and point of data collection.
	

	
	Yes
	Purpose: notice describes the principal purpose(s) for which the information will be used.
	

	
	Yes
	Authority: notice specifies the legal authority that allows the information to be collected.
	

	
	Yes
	Conditions: notice specifies if providing information is voluntary, and effects, if any, of not providing it.
	

	
	Yes
	Disclosures: notice specifies routine use(s) that may be made of the information.
	

	


	6.4.e.2) If necessary, provide an explanation on privacy notices for your project:

	VA Form 29-4364 is a two-page form.  Privacy notice is provided on the second page.

	6.4.f) For each type of collection media used (identified in question 5.3, “Collection Media”), explain: a) What the subjects will be told about the information collection. b) How this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). c) How a privacy notice is provided.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Explain:

	Provided by electronic notice, , see 6.4.c


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Explain:

	Provided by paper notice, , see 6.4.c


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Explain:

	Not provided.  Data was already collected by another government entity.


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Explain:

	Provided by verbal notice.  Guidance concerning notice and acceptable methods of authentication are included in the “VIPS Procedures and Guidelines” training materials for the phone specialists.


	
	
	

	
	No
	Other Media
	

	


	Explain:

	 


 

	6.5 Consent:


	The Privacy Act and VA policy require that personally identifiable information only be used for the purpose(s) for which it was collected, unless consent (opt-in) is granted.  Individuals must be provided an opportunity to provide consent for any secondary use of information, such as use of collected information for marketing.  

	6.5.a) For each collection media identified in question 6.5, “Collection Media,” describe:1) The opportunities individuals have to decline to provide information, for instances where providing information is voluntary. 2) The opportunities individuals have to grant consent for particular uses of the information. 3) If applicable, how individuals may grant consent.

	Some examples of consent methods are: (1) Approved OMB forms, (2) VA consent form (VA Form 1010EZ), and (3) No consent - only notice of privacy practices is provided.  Provide justification if no method of consent is provided.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Concise Narrative Answer:

	Individuals provide consent through electronic submission to receive insurance coverage and benefits.  In addition, limited consent is provided as part of routine use as specified in various Privacy Act System of Record notifications.


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Concise Narrative Answer:

	Individuals provide consent through the use of signed consent forms, through notarized indication of a Power of Attorney or through authorized or verified signature. In addition, limited consent is provided as part of routine use as specified in various Privacy Act System of Record notifications.


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Concise Narrative Answer:

	No secondary (non-insurance) use of the information collected in this manner.


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Concise Narrative Answer:

	No secondary (non-insurance) use of the information collected in this manner.


	
	
	

	
	No
	Other Media
	

	


	Concise Narrative Answer:

	 

	6.5.b) Will personally identifiable information be used for any secondary purpose?

	No

	Note: If you have selected NO above, then SKIP to question 6.6, "Access to Records and Requests for Corrections".

	6.5.c) Describe and justify any secondary uses of personal information.

	 


 

	6.6 Access to Records and Requests for Corrections


	The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may request access to and amendment of information relating to them that is retained in a System of Records.  

	6.6.a) How can individuals view instructions for accessing or amending data related to them that is maintained by VA?  (Select all applicable options below.)  


	
	
	

	
	Yes
	The application will provide a link that leads to their information.
	

	
	Yes
	The application will provide, via link or where data is collected, written instructions on how to access/amend their information.
	

	
	Yes
	The application will provide a phone number of a VA representative who will provide instructions.
	

	
	Yes
	The application will use other method (explain below).
	

	
	No
	The application is exempt from needing to provide access.
	

	


	6.6.b) Provide here any additional explanation; if exempt, explain why the application is exempt from access and amendment.

	Policyholders may also request information from the Insurance Center by U.S. Mail. 


 

	7. SECURITY


	OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, (OMB M-03-22) specifies that privacy impact assessments must address how collected information will be secured.

	7.a) Per OMB guidance, citing requirements of the Federal Information Security Management Act, address the following items (Select all applicable options below.)


	
	
	

	
	Yes
	The project follows IT security requirements and procedures required by Federal law and VA policy to ensure that information is appropriately secured.
	

	
	 
	 
	

	
	Yes
	The project has conducted a risk assessment, identified appropriate security controls to protect against that risk, and implemented those controls.
	

	
	 
	 
	

	
	Yes
	Security monitoring, testing, and evaluating of IT Systems that contain project data are conducted on a regular basis to ensure that controls continue to work
	

	
	 
	properly, safeguarding the information.
	

	
	 
	 
	

	


	7.b) Describe the security monitoring, testing, and evaluating that is conducted on a regular basis:

	Security logs are reviewed on a daily basis.  The Internal Control Staff receives reports and samples disbursements.  The Insurance system is audited annually as part of the Financial Statement audit.  The Insurance Center is audited annually by OIG as part of the review of data centers.  

	7.c) Provide a specific description of how collected information will be secured.  Include the following: 1) A concise description of how data will be protected against unauthorized access, unauthorized modification, and how the availability of the project systems will be protected. 2) A concise description of the administrative controls (Security Plans, Rules of Behavior, Procedures for establishing user accounts, etc.). 3) A concise description of the technical controls (Access Controls, Intrusion Detection, etc.) that will be in place to safeguard the information. 4) If applicable, include both VA-wide and system-specific measures which provide security.

	All information stored in VBA databases is secured in agreement with VA strategy. This strategy implements Federal Regulations, VA IT security policy and guidelines, NIST Guidelines and industry best practices. Security is implemented in compliance with VA's Office of Cyber and  Information Security (OCIS) guidelines, policies, and mandates. With guidance from OCIS, the VBA administers and monitors security controls on multiple operating levels including the managerial, operational and technical levels. This System uses strong passwords.  Access is granted on the principles of least privilege and separation of duties.  Users have completed ethics training, annual cybersecurity training, and have signed rules of behavior.  
 
All security controls are implemented through a cohesive security structure and is geared to maintaining risk to information and information resources to acceptable levels. In addition to documented risk management, other management level controls such as system security planning, certification and accreditation and security reviews are also implemented to assure that controls reflect management policies at operational levels including at the enterprise, business line and project level. Operational and technical controls such as contingency planning, input/output settings, data integrity and validation measures and logical access controls, are implemented on the various network, system, server and application levels to assure that information is secured in transit, process and storage. For example, the VA employs a virtual private network to assure the privacy of information in transit. This system works in conjunction with strong authentication measures to ensure and authenticate the identification of VA network users. 
 
System interconnection agreements (SIA)s are a system level measure to ensure that all interconnected systems meet minimum VA access policies for interconnected systems from within and outside the VA wide are network (WAN) boundaries. Moreover, the VA employs a comprehensive incidence response unit to respond to unwanted incursions and institutes enterprise level anti-virus system to protect mission critical applications on the desktop. Finally, the VA security program is an iterative program with repeatable processes that, in an ongoing basis,  will mitigate vulnerabilities, minimize security exposures and maintain security and operating risk at acceptable levels.
 
A security plan has been developed that documents the procedures required ensuring the integrity, confidentiality, and availability to VA information.   Specifically, personnel security, physical protection, production input/output controls, contingency planning, system hardware and software maintenance controls, security awareness and training, and incident response capabilities are discussed in detail. The details contained within these sections include specific activities and procedures, which ultimately ensure that the integrity, confidentiality, and availability to VA information contained within the system is protected as required by Federal policy. All files, records, reports, and other papers and documents pertaining to any claim under any of the laws administered by the Department of Veterans Affairs and the names and addresses of present or former members of the Armed Forces, and their dependents, in the possession of the Department shall be confidential and privileged.  This specifically includes all individually identifiable health information of a veteran, which is stored electronically and in hard copy form.   All works or items of intellectual property used, transmitted, stored, or disseminated by the Department as part of the this initiative, in any form, including electronic or physical, will be used in conformance with laws and regulations applicable to copyright, patent, trademark, or licensing of such works.


 

	8. CHILDREN’S ONLINE PRIVACY PROTECTION ACT


	8.a) Will information be collected through the Internet from children under age 13? 

	No

	Note: If you have selected NO above, then SKIP to Section 9, "PIA Considerations".

	8.b) How will parental or guardian approval be obtained. 

	 


 

	9. PIA CONSIDERATIONS


	9.a) Identify what choices were made regarding IT system or collection of information as a result of performing the PIA.  Examples of choices made include reconsideration of: collection source, collection methods, controls to mitigate misuse of information, provision of consent and privacy notice, and security controls. 

	As a result of performing the PIA, continual emphasis and attention will be applied to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information stored in VBA databases are secured per VA security standards.  


 

	10. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILITY:


	10.1) I have carefully reviewed the responses to each of the questions in this PIA.  I am responsible for funding and procuring, developing, and integrating privacy and security controls into the project.  I understand that integrating privacy and security considerations into the project may affect the development time and cost of this project and must be planned for accordingly.  I will ensure that VA privacy and information security policies, guidelines, and procedures are followed in the development, integration, and, if applicable, the operation and maintenance of this application.  

	Yes

	10.2) Project Manager/Owner Name and Date (mm/dd/yyyy)

	Thomas Buffington, PMP  03/04/2005 








