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	INTRODUCTION:


	The E-Government Act of 2002 (eGov) requires that Federal agencies conduct a privacy impact assessment (PIA) for projects with information technology (IT) systems that collect, maintain, and/or disseminate individually identifiable information of the public, not including information on Federal employees or others working for the agency (e.g., contractors, interns, etc.).  This “personally identifiable information” (PII) is information that can be used to identify a specific person.  

	A privacy impact assessment is an analysis that seeks to identify and mitigate the privacy and security risks associated with the use of personal information by a project, system or practice.  A privacy impact assessment provides a framework for ensuring that privacy, security and other vital data stewardship issues are identified, addressed and incorporated into the conception, design, operation, redesign, maintenance, and disposal of electronic information systems.  These PIAs also form the basis for VA’s privacy reviews of all privacy-protected data as mandated by VA Directive 6502 Privacy Program, section 3.d.(7).  ALL PROJECTS MAINTAINING PERSONAL INFORMATION OF THE PUBLIC IN IT SYSTEMS MUST COMPLETE A PIA EVERY YEAR.

	For the goal of encouraging eGov, these PIAs will:

	o Ensure and promote the trust and confidence of veterans and the general public in VA’s stewardship of their personal information.

	o Identify the risks and adverse effects of collecting, maintaining and disseminating personal information in electronic information systems.

	o Evaluate and develop protections and alternative processes for handling information to mitigate privacy risks.

	o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

	o Provide documented assurance that privacy, security and other vital data stewardship considerations are integrated into information technology systems, starting with the initial outlining of a project’s objectives and data usage requirements and continuing through design, operation, redesign and maintenance.

	o Ensure that decision-makers are provided the information required to make informed system design or procurement decisions, based on an understanding of privacy risk, and of options available for mitigating that risk.

	o Greatly reduce the risk of needing to interrupt a program or service because privacy and other vital data stewardship considerations were not adequately addressed before the program or service was implemented.

	o Promote awareness and understanding of privacy issues.

	o Provide valuable documentation on the flow of personal information, and related privacy considerations and design decisions.

	o Ensure compliance with applicable privacy law and regulations, as well as accepted privacy policy.

	 


 

	1. PROJECT IDENTIFICATION:


 

	1.A) Project Basic Information:


	1.A.1) Project or Application Name:
	Loan Guaranty Maintenance and Operations-2007

	1.A.2) OMB Unique Project Identifier:
	029-00-01-16-01-1290​-00-101-001

	1.A.3) Brief Project Description and Stage:
	The mission of the Loan Guaranty (LGY) program is to assist veterans and active duty personnel purchase and retain homes in recognition of their service to the Nation.  The VA provides assistance through the use of a partial guaranty of VA loans made by private lenders.  VA loans may be used to purchase, build or repair a home.  Additionally, VA loans may be used to refinance an existing loan or buy a manufactured home. IT maintenance support to the LGY program is provided for legacy applications databases, which process on the IBM enterprise system at the Austin Automation Center (AAC), and are funded by VBA through the AAC franchise fund. These applications are maintained through a combination of VBA personnel and contractor personnel located at the Austin Systems Development Center.   Newer applications operate in VBA’s corporate information environment or the Internet/Intranet environment. The VBA corporate environment is hosted on a SUN E10000 system located at the AAC. EMC storage hardware is used to support the large corporate environment. The SUN E10000 hosts the corporate Oracle relational database and the application code for the newer systems. Tuxedo is used as the transaction processor to link the regional offices for transactions to the corporate database. The VBA corporate environment consists of both client-server and web-based applications. The web-based applications are hosted at the VBA point of presence at the Philadelphia ITC. This environment is comprised of application servers, database servers and EMC storage capabilities. Applications that process in the VBA corporate or Internet/Intranet environment include, but are not limited to the following: Automated Loan Processing System (ALPS) - A Web based application that provides a case management tracking system for loan processing. Automated Certificate of Eligibility (ACE) - A Web base application that provides Internet access for lenders to generate online Certificates of Eligibility (COEs) and retrieve limited loan information from ALPS. The Loan Administration Redesign (LARD)/VA Loan Event Reporting Interface (VALERI), an external Commercial Off The Shelf (COTS) product,  which replaces the Loan Servicing and Claims (LS&C)  application, which provides automation of the supplemental servicing, liquidation management and tracking, and claims processing for the Loan Administration section. It has an automated interface with VA’s financial management system.   Other interfaces are Countrywide Home Loans (CHL)  Other Web base applications are the Special Adaptive Housing (SAH), Condo, Pud, Builders (CPB), and National Control Listing (NCL) - Provides a repository of undesirable vendors with whom the VA does not want to do business (i.e., builders, mortgage brokers, lenders, etc.). Centralized Property Tracking System (CPTS) - Provides an online system to automate daily property acquisition, maintenance and disposition loan processing functions.  VALERI is an external service, acquired as the result of an OMB A-76 study.  The interfaces between VA and VALERI are supported by this OMB 300.
The Appraisal System (TAS) - A Web base application that provides lenders and VA personnel with online access for appraisal assignments and determination of value for VA-qualified home loans. Due to its relationship to the Internet-dependent mortgage and lending institutions, VA’s LGY program is well positioned to benefit from the implementation of e-government strategies. The Appraisal System (TAS) and the Automated Certificate of Eligibility (ACE)-both Internet applications are currently implemented for production use. VALERI requires monthly electronic reporting of the status all active VA home loans, and daily event driven reporting (new loan closed, loan sold, servicing transferred, default and cures, etc.), eliminating the bulk of paper reporting to Loan Guaranty.   Data collected by VALERI is used by applications supported by this OMB 300.


 

	1.B) Contact Information:


	1.B.1) Person completing this document:
	 

	Title:
	Frank Purgason, Acting Assistant Director for Oversight and Information Technology

	Organization:
	Loan Guaranty

	Telephone Number:
	202-273-7403

	Email Address:
	Frank.purgason@vba.v​a.gov

	1.B.2) Project Manager:
	 

	Title:
	Susan Fannin

	Organization:
	VBA, Austin SDC

	Telephone Number:
	512-326-6855

	Email Address:
	susan.fannin@vba.va.​gov

	1.B.3) Staff Contact Person:
	 

	Title:
	Frank Purgason

	Organization:
	Loan Guaranty

	Telephone Number:
	202-273-7403

	Email Address:
	frank.purgason@vba.v​a.gov

	 
	 


 

	2. DETERMINATION OF PIA REQUIREMENTS:


	A privacy impact assessment (PIA) is required for all VA projects with IT systems that collect, maintain, and/or disseminate Personally Identifiable Information (PII) of the public,  not including information of Federal employees and others performing work for VA (such as contractors, interns, volunteers, etc.)  PII is any representation of information that permits the identity of an individual to be reasonably inferred by either direct or indirect means.  Direct references include: name, address, social security number, telephone number, email address, financial information, or other identifying number or code.  Indirect references are any information by which an agency intends to identify specific individuals in conjunction with other data elements.  Examples of indirect references include a combination of gender, race, birth date, geographic indicator, and other descriptors.

	2.a) Will the project collect and/or maintain personally identifiable information of the public in IT systems?  

	Yes

	If "YES" then a PIA is required for this project. Complete the remaining questions on this form.


 

	3. PROJECT DESCRIPTION:


	Enter the information requested to describe the project’s maintenance of personal information of the public.

	3.a) Provide a concise description of why personal information of the public is maintained for this project, such as determining eligibility for benefits or providing patient care.

	The applications supported by this OMB 300 are necessary to determine entitlement, issue loan guaranty, and assist veterans in retaining their homes. 

	3.b) Identify, by selecting the appropriate range from the list below, the approximate number of individuals that will have their personal information stored in project systems.

	10,000,000 - 19,999,999

	3.c) When is the application expected to be operational? 

	LGY applications presently operational


 

	4. SYSTEM OF RECORDS:


	The Privacy Act of 1974 (Section 552a of Title 5 of the United States Code) and VA policy provide privacy protections for employee or customer information that VA or its suppliers maintain in a system of records (SOR).  A system of records is a file or application from which employee or customer information is retrieved by an identifier (e.g. name, unique number, symbol).  Data maintained in a SOR must be managed in accordance with the requirements of the Privacy Act and the specific provisions of the applicable SOR Notice.  Each SOR Notice is to be published in the Federal Register.  See VA Handbooks 6300.5 and 6300.5/1, Procedures for Establishing & Managing Privacy Act Systems Of Records, for additional information regarding Systems of Records.

	4.a) Will the project or application retrieve personal information on the basis of name, unique number, symbol, or other identifier assigned to the individual?

	( Select NO if a Privacy Act 'System of Records' is NOT required, or Select YES if a Privacy Act 'System of Records' is required.)

	Yes

	NOTE: If you have answered NO above, then SKIP to section 5, 'Data Collection'.

	4.b) Has a System of Records identifier been assigned?

	Yes

	4.b.1) If no System of Records identifier has been assigned: (1) Explain the application status, and (2) Skip to Section 6, “Data Collection.”

	 

	4.b.2) If a System of Records identifier has been assigned, then Provide the name of the applicable System of Records.

	Loan Guaranty Home, Condominium and Manufactured Home Loan Applicant Records, Specially Adapted Housing Applicant Records, and Vendee Loan Applicant Records--VA

	4.b.3) If a System of Records identifier has been assigned, then Provide the identifier of the applicable System of Records.

	55VA26

	4.c) Have you read, and will the application comply with, all data management practices in the System of Records?

	Yes

	4.d) Is this a new System of Records (created specifically for this project) or an existing System of Records?

	An Existing System of Records

	NOTE: If you have selected 'New System of Records' above, then SKIP to section 5, 'Data Collection'.

	4.e) If existing, does the System of Records require modification? 

	Modification of the System of Records is NOT Required.

	NOTE: If you have selected 'Modification of the System of Records is NOT Required' above, then SKIP to section 5, 'Data Collection'.

	4.f) Describe the required modifications.

	 


 

	5. DATA COLLECTION:


 

	5.1 Data Types and Primary Data Uses


	Identify the types of data collected and the intended use of that data:

	a) Identify the types of personally identifiable information. Select all applicable data types below.  If the provided data types do not adequately describe a specific data collection, select the “Other Personal Information” field and provide a description of the information. b.) For each selected data type, concisely describe how that data will be used.  

	Important:  Please be specific.  If different data types or data groups will be used for different purposes or multiple purposes, specify.  For example: “Name and address information will be used to communicate with individuals about their benefits, while Name, Service, and Dependent’s information will be used to determine which benefits individuals will be eligible to receive.  Email address will be used to inform individuals about new services as they become available.”


	
	
	

	
	Yes
	Veteran’s or Primary Subject’s Personal Contact Information (name, address, telephone, etc.)
	

	


	Specify and describe the primary, intended use of the data:

	 Determination of entitlement, credit underwriting review, assisting veterans to retain their homes, outreach


	
	
	

	
	Yes
	Dependent Information 
	

	


	Specify and describe the primary, intended use of the data:

	 Counts only, used to determine if appropriate credit and income standards were used in underwriting the loan


	
	
	

	
	Yes
	Service Information 
	

	


	Specify and describe the primary, intended use of the data:

	 Determination of entitlement


	
	
	

	
	Yes
	Medical Information 
	

	


	Specify and describe the primary, intended use of the data:

	Determine eligibility for specially adapted housing, determine appropriate modifications under specially adapted housing program 


	
	
	

	
	No
	Criminal Record Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Guardian Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Education Information 
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	Yes
	Rehabilitation Information 
	

	


	Specify and describe the primary, intended use of the data:

	Determine eligibility for specially adapted housing, determine appropriate modifications under specially adapted housing program


	
	
	

	
	No
	Other Personal Information (specify): 
	

	


	Specify and describe the primary, intended use of the data:

	 


 

	5.2 Data Sources


	Identify the source(s) of the collected information.  Check all applicable data sources below.  

	For each source :a) Specifically identify the source (e.g. organization, agency or other entity supplying the information).  b) Provide additional, clarifying information about the sources you have identified.  If known, specifically identify the source.  For example if “Other Federal Agency” was selected as a Data Source, provide the name of the other Federal Agency in the “Description of Data Source” field.

	If the provided data sources do not adequately describe a specific data collection, select the “Other Source(s)” field and identify and describe the source of information.  


	
	
	

	
	Yes
	Veteran Source 
	

	


	Specify and describe the primary, intended use of the data:

	 The veteran provides appropriate information when requesting entitlement determination or other assistance from VA.


	
	
	

	
	Yes
	Public Source (not including from veteran sources)
	

	


	Specify and describe the primary, intended use of the data:

	 Credit reports are obtained for the purpose of credit underwriting


	
	
	

	
	Yes
	VA Files and Databases
	

	


	Specify and describe the primary, intended use of the data:

	Compensation and Pension, VHA


	
	
	

	
	Yes
	Other Federal Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	Loan Guaranty applications indirectly use data obtained from DoD.  E.g. Defense Manpower Data Center (DMDC) feeds Veterans Information System (VIS) which is queried by ACE for entitlement determination purposes (read only).


	
	
	

	
	No
	State Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Local Agency Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	No
	Contractor Source
	

	


	Specify and describe the primary, intended use of the data:

	 


	
	
	

	
	Yes
	Other Source(s) 
	

	


	Specify and describe the primary, intended use of the data:

	Access is restricted to that information required to perform the user's duties


 

	5.3 Collection Media


	Identify the media used to collect information.  Check all applicable collection media below.  If the provided media types do not adequately describe a specific data collection, select the “Other Media” field and provide a description of the information.  For each medium selected, provide additional information as indicated.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Identify the URL(s) of each Web site(s) from which information will be submitted, and the URLs of the associated privacy statement.  If not known at this time, explain. (Note: This question only applies to Web forms that are submitted online.  Forms that are accessed online, printed and then mailed or faxed are considered “Paper Forms Media.”)

	 VIP.VBA.VA.GOV (Automated Certificate of Eligibility (ACE) application).  Veteran access has not been enabled due to registration issues.  Privacy statement will be part of log on process.


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Identify and/or describe the paper forms by which data is collected.  If applicable, identify standard VA forms by form number.  If not known at this time, explain.

	VA Form 26-1880, 16-1883


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Describe the type of computer transfer media, and the process used to collect information via computer transfer media.  If not known at time, explain.

	Program participants provide data to VA via secure electronic transfer in industry standard formats, usually flat files via encrypted file transfer


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Describe the process through which information is collected via telephone contacts.  If not known at this time, explain.

	The VBA toll free number for benefits is 1-800-827-1000.  Separate toll free lines for the regional loan centers is being evaluated.


	
	
	

	
	Yes
	Other Media (specify): 
	

	


	Specify the media and the process through which information is collected.

	Veterans and program participants occasionally complete hard copy forms, and fax copies to VA.  These do not meet the definition of web media since they are not completed on line.


 

	6. DESCRIPTION OF THE ACTIVITIES SURROUNDING THE HANDLING OF, USE OF, AND ACCESS TO THE DATA


 

	6.1 User Access and Data Sharing


	Who or what has access to system data, whether individuals, other systems, or other agencies, must be clearly defined and documented.

	 --> Individuals - Access granted to individuals should be limited to the data needed to perform their assigned duties. List procedures to detect and deter browsing and unauthorized access. 

	 --> Other Agencies – Any Federal, State or local agencies that have authorized access to collected personal information must be identified.

	 --> Other Systems – Information systems of other programs or projects that interface with the information system(s) of this project must be identified and the transferred data must be defined.  Also, the controls that are in place to ensure that only the defined data are transmitted must be defined.

	6.1.a) Identify all individuals and organizations that will have access to collected information. Check all applicable Individual/organizat​ional access below.


	
	
	

	
	Yes
	System Users
	

	
	Yes
	System Owner, Project Manager
	

	
	Yes
	System Administrator
	

	
	Yes
	Contractor
	

	
	No
	Other Veteran Organization
	

	
	Yes
	Other Federal Agency
	

	
	No
	State Agency
	

	
	No
	Local Agency
	

	
	Yes
	Other System
	

	
	Yes
	Other User(s)
	

	


	6.1.a.1) Describe here who has access to personal information maintained in project’s IT systems:

	System Users:  Employees with a need to know:  e.g. employees are granted access to data that is necessary for the performance of their duties
 
System Owner and Project Manager:  Access is used for quality control, program management and oversight
 
System Administrator and Contractors:  Access is used to research and trouble shoot application problems. 
Other Federal Agency/Other System:  Loan level information is provided to GNMA via secure FTP for GPADS – that application is used by Federal residential credit / home loan agencies for lender management and oversight and economic analyses – Note:  This information does not contain names or SSNS, but may be consider private in that it does include the VA loan identification number and default status information.
 
Other User(s):  Program participants have restricted access to some applications for use in requesting appraisals, reporting loan information, etc.  Access is restricted to cases being processed by the participant
 

	6.1.b) How is access to the data determined?  

	 Access is authorized by VA officials based on the need of the person/agency applying for access.

	6.1.c) Are criteria, procedures, controls, and responsibilities regarding access documented?  If so, identify the documents.

	This system has documented Memorandums of Understanding/Agreem​ent with all of its business partners, including veteran organizations, federal agencies, state agencies, and local agencies in regard to confidential business information, Privacy Act, and certain information that is subject to confidentiality protections. This includes all the entities mentioned previously within this document and includes the Department of Defense, the Social Security Administration, Educational Institutions, Federal Housing Administration, Internal Revenue Service and the Department of Housing and Urban Development.  A detailed listing of all business partners is available from the project manager.  VBA has emplaced strict control measures to prevent the inadvertent or deliberate release of information to non-authorized personnel.

	6.1.d) Will users have access to all data on the project systems or will user access be restricted?  Explain.

	 Access is restricted to that need to perform the user’s duties.

	6.1.e) What controls are in place to prevent the misuse (e.g. unauthorized browsing) of data by those having access?  (Please list processes and training materials that specifically relate to unauthorized browsing)

	 Rules of behavior, mandated annual privacy, ethics and system security training, automated access controls, supervisory and program oversight

	6.1.f) Do other systems share data or have access to data in this project's systems? 

	Yes

	6.1.f.1) If you have selected YES above, explain below. If you have selected NO above, then SKIP to section 6.2 'Data Quality'.

	Payment and collections information is sent to the VA Financial Management System.

	6.1.f.2) If you have selected YES for 6.1.f) above, then describe who will be responsible for protecting the privacy rights of the individuals whose data will be shared across this interface.   

	 FMS interface does not include personal information, other than VA Loan Identification Number.  FMS access is limited to employees with a need to know.


 

	6.2 Data Quality


	6.2.a) Explain how collected data are limited to required elements:

	Forms are designed to collect only necessary data.  Electronic data transfers are subject to design criteria, industry format standards and automated checks to ensure that only appropriate data is contained in the transfer. 

	6.2.b) How will data be checked for completeness?

	Forms are visually examined.  Automated edits and audits determine that a) a data element is present, and b) that the value is consistent with the data requested, and c) consistent with the record being created/updated.

	6.2.c) What steps or procedures are taken to ensure the data are current and not out of date?  

	 Regulations (to be placed in effect FY 2006) require program participants to provide loan performance data on existing active VA home loans monthly or more often. 

	6.2.d) How will new data be verified for relevance and accuracy?  

	  Forms are visually examined.  Automated edits and audits determine that a) a data element is present, and b) that the value is consistent with the data requested, and c) consistent with the record being created/updated.


 

	6.3 Data Retention


	6.3.a) What is the data retention period?

	Electronic records are retained until they are no longer of interest to the program.  Loan Guaranty is evaluating this practice in relation to privacy requirements: e.g. does the privacy information need to be retained, or can program needs be met by retention of information that is not subject to privacy considerations?

	6.3.b) What are the procedures for eliminating data at the end of the retention period?

	Shredding or burning for hard copy, erasure, and destruction of storage media for electronic records.

	6.3.c) Where are procedures documented?

	 RCS VBA 1 for hard copy, VA Information Technology Directives and Handbooks for electronic records

	6.3.d) How are data retention procedures enforced?

	 Manage oversight and reviews


 

	6.4 Notice


	The Privacy Act of 1974 and VA policy requires that certain disclosures be made to data subjects when information in identifiable form is collected from them.  Explain here notice procedures for personal information maintained in project IT systems.

	6.4.a) Is personally identifiable information collected directly from individual members of the public and maintained in the project’s IT systems?   

	Yes

	Note: If you have selected NO above, then SKIP to Section 6.5, 'Consent'. 

	6.4.b) Is the data collection mandatory or voluntary?

	Voluntary

	6.4.c) How are the individuals involved in the information collection notified of the Privacy Policy and whether provision of the information is mandatory or voluntary?

	 Disclaimer on forms and veteran access log in screen, verbally if by telephone or face to face.

	6.4.d) Is the data collection new or ongoing?

	Ongoing

	6.4.e.1) If personally identifiable information is collected online, is a privacy notice provided that includes the following elements? (Check all applicable boxes.)


	
	
	

	
	No
	Not applicable, as information will not be so collected.
	

	
	No
	Privacy notice is provided on each page of the application.
	

	
	Yes
	A link to the VA Website Privacy Policy is provided.
	

	
	Yes
	Proximity and Timing: the notice is provided at the time and point of data collection.
	

	
	Yes
	Purpose: notice describes the principal purpose(s) for which the information will be used.
	

	
	Yes
	Authority: notice specifies the legal authority that allows the information to be collected.
	

	
	Yes
	Conditions: notice specifies if providing information is voluntary, and effects, if any, of not providing it.
	

	
	Yes
	Disclosures: notice specifies routine use(s) that may be made of the information.
	

	


	6.4.e.2) If necessary, provide an explanation on privacy notices for your project:

	Privacy statement is not included on all on line pages where peronal information is collected.  The requirement post-dates many screens, and the length of the standard statement makes it difficult to build easy to use screens without using multiple pages, which adds to complexity, process and application maintenance issues.  A project to add a link to a standard privacy statement to all appropriate screens has been initiated.

	6.4.f) For each type of collection media used (identified in question 5.3, “Collection Media”), explain: a) What the subjects will be told about the information collection. b) How this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). c) How a privacy notice is provided.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Explain:

	Veteran access to Loan Guaranty applications is not enabled due to registration issues.
 
Veteran will be advised that submission of data is voluntary, why it is needed and other possible uses of the data.  Electronic notice and links rto privacy polices will be used..


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Explain:

	Veterans are advised that submission of data is voluntary, why it is needed and other possible uses of the data.  Notice is printed on the forms.


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Explain:

	 Computer transfers are with program participants only.  Veterans are advised at application for a loan, and at loan closing that data will be provided to VA.


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Explain:

	Veterans are advised verbally of purpose of data collection and that it is voluntary.


	
	
	

	
	Yes
	Other Media
	

	


	Explain:

	Veterans sometimes fax completed forms.  Privacy notice is printed on the forms.


 

	6.5 Consent:


	The Privacy Act and VA policy require that personally identifiable information only be used for the purpose(s) for which it was collected, unless consent (opt-in) is granted.  Individuals must be provided an opportunity to provide consent for any secondary use of information, such as use of collected information for marketing.  

	6.5.a) For each collection media identified in question 6.5, “Collection Media,” describe:1) The opportunities individuals have to decline to provide information, for instances where providing information is voluntary. 2) The opportunities individuals have to grant consent for particular uses of the information. 3) If applicable, how individuals may grant consent.

	Some examples of consent methods are: (1) Approved OMB forms, (2) VA consent form (VA Form 1010EZ), and (3) No consent - only notice of privacy practices is provided.  Provide justification if no method of consent is provided.


	
	
	

	
	Yes
	Web Forms Media:
	

	


	Concise Narrative Answer:

	 Consent will be signaled by the user continuing to log in after the notice is displayed.


	
	
	

	
	Yes
	Paper Forms Media:
	

	


	Concise Narrative Answer:

	 Consent is signaled by completion and submission of the form(s)


	
	
	

	
	Yes
	Computer Transfer Media:
	

	


	Concise Narrative Answer:

	Consent is obtained via signed release obtained by the lender at time of application and/or loan closing


	
	
	

	
	Yes
	Telephone Contact Media:
	

	


	Concise Narrative Answer:

	 Consent is obtained verbally if necessary


	
	
	

	
	Yes
	Other Media
	

	


	Concise Narrative Answer:

	Consent is signaled by the person  submitting completed forms via fax

	6.5.b) Will personally identifiable information be used for any secondary purpose?

	Yes

	Note: If you have selected NO above, then SKIP to question 6.6, "Access to Records and Requests for Corrections".

	6.5.c) Describe and justify any secondary uses of personal information.

	 Outreach efforts are used to ensure veterans are aware of their benefits or to provide information that they may find useful or that VA is required to provide.


 

	6.6 Access to Records and Requests for Corrections


	The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may request access to and amendment of information relating to them that is retained in a System of Records.  

	6.6.a) How can individuals view instructions for accessing or amending data related to them that is maintained by VA?  (Select all applicable options below.)  


	
	
	

	
	Yes
	The application will provide a link that leads to their information.
	

	
	Yes
	The application will provide, via link or where data is collected, written instructions on how to access/amend their information.
	

	
	Yes
	The application will provide a phone number of a VA representative who will provide instructions.
	

	
	No
	The application will use other method (explain below).
	

	
	No
	The application is exempt from needing to provide access.
	

	


	6.6.b) Provide here any additional explanation; if exempt, explain why the application is exempt from access and amendment.

	 Veteran access to the applications is currently disabled pending resolution of registration issues


 

	7. SECURITY


	OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, (OMB M-03-22) specifies that privacy impact assessments must address how collected information will be secured.

	7.a) Per OMB guidance, citing requirements of the Federal Information Security Management Act, address the following items (Select all applicable options below.)


	
	
	

	
	Yes
	The project follows IT security requirements and procedures required by Federal law and VA policy to ensure that information is appropriately secured.
	

	
	 
	 
	

	
	Yes
	The project has conducted a risk assessment, identified appropriate security controls to protect against that risk, and implemented those controls.
	

	
	 
	 
	

	
	Yes
	Security monitoring, testing, and evaluating of IT Systems that contain project data are conducted on a regular basis to ensure that controls continue to work
	

	
	 
	properly, safeguarding the information.
	

	
	 
	 
	

	


	7.b) Describe the security monitoring, testing, and evaluating that is conducted on a regular basis:

	 Management performs periodic reviews of user access levels, third party penetration testing and security assessments are performed per VA requirements

	7.c) Provide a specific description of how collected information will be secured.  Include the following: 1) A concise description of how data will be protected against unauthorized access, unauthorized modification, and how the availability of the project systems will be protected. 2) A concise description of the administrative controls (Security Plans, Rules of Behavior, Procedures for establishing user accounts, etc.). 3) A concise description of the technical controls (Access Controls, Intrusion Detection, etc.) that will be in place to safeguard the information. 4) If applicable, include both VA-wide and system-specific measures which provide security.

	All information stored in VBA databases is secured in agreement with VA strategy. This strategy implements Federal Regulations, VA IT security policy and guidelines, NIST Guidelines and industry best practices. Security is implemented in compliance with VA's Office of Cyber and  Information Security (OCIS) guidelines, policies, and mandates. With guidance from OCIS, the VBA administers and monitors security controls on multiple operating levels including the managerial, operational and technical levels. This System uses strong passwords.  Access is granted on the principles of least privilege and separation of duties.  Users have completed ethics training, annual cybersecurity training, and have signed rules of behavior.  
 
All security controls are implemented through a cohesive security structure and is geared to maintaining risk to information and information resources to acceptable levels. In addition to documented risk management, other management level controls such as system security planning, certification and accreditation and security reviews are also implemented to assure that controls reflect management policies at operational levels including at the enterprise, business line and project level. Operational and technical controls such as contingency planning, input/output settings, data integrity and validation measures and logical access controls, are implemented on the various network, system, server and application levels to assure that information is secured in transit, process and storage. For example, the VA employs a virtual private network to assure the privacy of information in transit. This system works in conjunction with strong authentication measures to ensure and authenticate the identification of VA network users. 
 
System interconnection agreements (SIA)s are a system level measure to ensure that all interconnected systems meet minimum VA access policies for interconnected systems from within and outside the VA wide are network (WAN) boundaries. Moreover, the VA employs a comprehensive incidence response unit to respond to unwanted incursions and institutes enterprise level anti-virus system to protect mission critical applications on the desktop. Finally, the VA security program is an iterative program with repeatable processes that, in an ongoing basis,  will mitigate vulnerabilities, minimize security exposures and maintain security and operating risk at acceptable levels.
 
A security plan has been developed that documents the procedures required ensuring the integrity, confidentiality, and availability to VA information.   Specifically, personnel security, physical protection, production input/output controls, contingency planning, system hardware and software maintenance controls, security awareness and training, and incident response capabilities are discussed in detail. The details contained within these sections include specific activities and procedures, which ultimately ensure that the integrity, confidentiality, and availability to VA information contained within the system is protected as required by Federal policy. All files, records, reports, and other papers and documents pertaining to any claim under any of the laws administered by the Department of Veterans Affairs and the names and addresses of present or former members of the Armed Forces, and their dependents, in the possession of the Department shall be confidential and privileged.  This specifically includes all individually identifiable health information of a veteran, which is stored electronically and in hard copy form.   All works or items of intellectual property used, transmitted, stored, or disseminated by the Department as part of the this initiative, in any form, including electronic or physical, will be used in conformance with laws and regulations applicable to copyright, patent, trademark, or licensing of such works.


 

	8. CHILDREN’S ONLINE PRIVACY PROTECTION ACT


	8.a) Will information be collected through the Internet from children under age 13? 

	No

	Note: If you have selected NO above, then SKIP to Section 9, "PIA Considerations".

	8.b) How will parental or guardian approval be obtained. 

	 


 

	9. PIA CONSIDERATIONS


	9.a) Identify what choices were made regarding IT system or collection of information as a result of performing the PIA.  Examples of choices made include reconsideration of: collection source, collection methods, controls to mitigate misuse of information, provision of consent and privacy notice, and security controls. 

	As a result of performing the PIA, continual emphasis and attention will be applied to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information stored in VBA databases are secured per VA security standards.  


 

	10. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILITY:


	10.1) I have carefully reviewed the responses to each of the questions in this PIA.  I am responsible for funding and procuring, developing, and integrating privacy and security controls into the project.  I understand that integrating privacy and security considerations into the project may affect the development time and cost of this project and must be planned for accordingly.  I will ensure that VA privacy and information security policies, guidelines, and procedures are followed in the development, integration, and, if applicable, the operation and maintenance of this application.  

	Yes

	10.2) Project Manager/Owner Name and Date (mm/dd/yyyy)

	 Frank Purgason 07/13/2005








