	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	VA-Learning Management System-2006

	OMB Unique Project Identifier:
	029-00-01-11-01-1185-00-403-224

	Proj. Mgr. 1 Name:
	Melinda E. Griffin

	Proj. Mgr. 1 Phone:
	407-648-6076

	Proj. Mgr. 1 E-mail:
	Melinda.griffin@lrn.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	No


 

	 


	Service Info Collected:
	No

	Medical Info Collected:
	No


 

	 


	Criminal Record Info Collected:
	No

	Guardian Info Collected:
	No


 

	 


	Education Info Collected:
	Yes

	Rehabilitation Info Collected:
	No


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	No

	Other Personal Info Description:
	 


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	25,000


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	No

	Public Source:
	No

	Other Federal Agency Source:
	No


 

	 


	State Agency Source:
	No

	Local Agency Source:
	Yes

	Contractor Source:
	Yes


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	Yes

	Concise narrative answer:
	The VA LMS is not currently in production so no information is currently being collected.  Information will be collected to uniquely identify and group VA Employees, contractors, volunteers, interns/students, and other Federal Agencies.  Please contact Melinda Griffin, VA LMS Project Manager for a complete list.


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	Yes

	Paper Forms Media:
	Yes


 

	 


	Computer Transfer Media:
	Yes

	Telephone Contact Media:
	No


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	No

	Concise narrative answer:
	N/A – OPM controls the website and the URL has not yet been determined.


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	The VA LMS will meet the following Strategic Goals of the Dept of Veterans Affairs: 
Goal 1 – Restore the capability of veterans with disabilities to the greatest extent possible and improve the quality of their lives and that of their families. 
The LMS will meet this goal by providing an application that will be able automatically to track and manage employee learning activities; provide access to specialized training for employees based on individual needs, skills and competencies; and provide a reduction of costs associated with education training and tracking through resource leveraging. 
  
Goal 2 – Ensure a smooth transition for veterans from active military service to civilian life.   
The VA LMS is an enterprise-wide application that is part of the eGov, eLearning initiative.  It will be able to improve the coordination and education of staff in all VA facilities regarding returning service members.


 

	 


	3.
	What is the intended use of the information?

	 
	Internal VA usage and/or reporting

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	Yes

	Concise narrative answer:
	The VA LMS will collect uniquely identifying information in order to associate Learner records with the correct domains and assign them to groups that will be managed and maintained at the local level.


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	No

	Public :
	No

	Other Federal Agency :
	Yes

	State Agency :
	Yes

	Local Agency :
	Yes

	Contractor :
	No

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	The VA LMS is part of the eGov, eLearning initiative that is managed by the Office of Personnel Management (OPM).  OPM provides hosting, integration and COTS software therefore they have access to data that is shared per MOU dated April 2004, signed by the VA CIO.  


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	The VA LMS is not currently in production.  The VA Web Site Privacy Notice (http://www.va.gov/privacy) VA Disclaimer (http://www.va.gov/disclaim.htm) will be part of the Home Page.

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	No Consent Form - VA Notice of Privacy Practices form provided


 

	 


	6.
	How will the information be secured?

	 
	(i)                   Yes, the VA LMS is being configured IAW VA ITSCAP Handbook 6214 
(ii)                 No, a Risk Assessment has not been conducted to date, the Risk Assessment is planned during the prototype phase of the VA LMS 
(iii)                The VA LMS will be certified and accredited, monitored and evaluated IAW NIST guidance by OPM 
(iv)                OPM is hosting the eGov, eLearning initiatives and is the POC for additional questions.


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	No.  In order to be a Privacy Act system of records personal information must be collected on an individual and retrieved by the individual's name or unique identifier (e.g., SSN).  If the information is collected but never retrieved by the individual's name or unique identifier, it is not a system of records. This is the case with the training web site.

	 
	If applicable, please provide the SOR Identifier.

	 
	 


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	As a result of performing the PIA, greater emphasis and attention will be applied in the development phase to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information is stored in VA databases that are secured per VA security standards.  The project is currently in the Prototype Development phase, and all the PIA will be utilized in all development decisions. 


