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4 THE BUSINESS OWNER'S VIEW: FUNCTIONAL DECOMPOSITION AND
ALLOCATION

This chapter decomposes the VA’s major Enterprise Business Functions (EBFs) and the Key
Enabling Functions (KEFs) described in the previous chapter into subfunctions that describe
smaller, more atomic activities.

Sections 4.1 through 4.15 describe subfunctions of each major EBF and KEF, conveying what
subset of the overall function the subfunction accomplishes. The descriptions are presented from
the Business Owner’ s viewpoint, describing functions that need to be performed, encompassing
both the current (baseline) and desired (target) environments for IT systems across the
Department. There are afew select cases where both environments are explicitly discussed; such
cases are identified in the appropriate subsection. EBFs may utilize KEF functions and
subfunctions to accomplish their functions (e.g., VBA Account Management subfunctions utilize
subfunctions from the Finance and Accounting KEF).

Section 4.16, “Registration and Eligibility,” and section 4.17, “ Contact Management,” describe
new KEFs which are opportunities for Functional Consolidation and Integration. In these cases
the effect on processis depicted: baseline and target processes are shown. Another opportunity
for Functional Consolidation and Integration, “ Supplier Management,” fits into the existing
Finance and Accounting KEF and is described in section 4.11.10.

In addition to the opportunities for Functional Consolidation and Integration, this EA identifies
several opportunities for Infrastructure Consolidation and Integration. These opportunities fit
into existing EBFs and KEFs, and are described in subsection 4.8.3.1, “VHA Health Data
Repository,” subsection 4.13.1, “Cyber Security,” subsection 4.13.2, “Network Communication/
Telecommunication,”, and subsection 4.13.3, “ Data Center Coop.”

Each of the Consolidation and Integration opportunities highlighted above provides the benefits
of enhancing the quality of the services provided by VA, increasing flexibility of the overall EA,
and, with one possible exception, reduces long term costs through elimination of duplication of
systems and services and centralization of operational support (e.g., through economies of scale).
The possible exception is the area of Cyber Security, where the focus is on Cyber Security (to
include infrastructure support for privacy); however even in this opportunity when the cost of not
having adequate security or privacy is considered then there is a positive cost benefit to this
consolidation opportunity as well.

The topics of security and privacy as part of this Enterprise Architecture are addressed in the
subsection describing Information Technology functionality. In particular, section 4.13.1is
devoted to these topics.

Each EBF/KEF subfunction has an accompanying table that contains information on “ Associated
Data Classes.” The table defines data classes holding key information either required by the
subfunction and/or produced by the subfunction for later use or for use by other subfunctions.
Thisinformation isimportant to capture so that “process threads’ — chains of subfunctions that
perform alarger function — can be accurately defined and represented, and to assist in identifying
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areas within the enterprise where there is redundancy and/or conflict that may present an
opportunity for consolidating and integrating functions and/or subfunctions across the enterprise.

For greater understanding of data class usage, the Associated Data Class tables include a column
entitled “CRUD”, standing for “Create’, “Read”, “Update”, and “Delete.” A “C”, “R”, “U”,
“D”, or any combination indicates how the data class is used by the subfunction. This
information aids in understanding where in the enterprise information is generated (“ Create’),
used (“Read”), modified (“Update”), or removed (“Delete’). Thisinformation assistsin creating
accurate process threads, for example by ensuring that information needed by a process thread
subfunction is either generated within the thread or is arecognized input to the thread generated
from outside the thread.

The result of this analysis clearly shows that there is significant duplication across the enterprise.
The identified duplications indicate a future opportunity for integrating and consolidating them.
More immediate priorities, such as Registration and Eligibility and Contact Management, are
explored in later subsections of this section. Other opportunities will be identified, prioritized,
and addressed as an ongoing process to further refine and streamline the VA enterprise in
subsequent fiscal years and in subsequent updates to this One-V A Enterprise Architecture.

4.1 Compensation

The following section provides a detailed decomposition of the existing functions and
subfunctions pertaining to Compensation. The Compensation program assists veterans who have
suffered aloss or areduction of earning potential because of service-connected disabilities. The
program also compensates the spouses and dependents of veterans whose deaths occur due to
service-connected disabilities.

4.1.1 Subfunction 1: Eligibility Determination

This subfunction focuses on the receipt, evaluation and first payment for al original clams.
Eligibility determination encompasses the following processes:

Establishing facts of service.

DOD provides service member data at start of service (creates Beneficiary
| dentification and Resource Locator System (BIRLS) record).

DOD sends DD214 when separation occurs (to Austin).

Veteran applies for compensation benefits.

Viamail, in person, online.

Create pending issue file (CEST) for veteran development.

Develop CEST from BIRLS information.

Request sent to Records Management Center (RMC).

Personnel Information Exchange System (PIES) request to archived information.
Physical exam of veteran.

Compile other medical records.

Rating board makes decision on service connection of disability.

July 8, 2002 4-2 Version 1.0



One-VA Enterprise Architecture

The Business Owner’s View

Case goes to veteran' s service representative to create award based on case-specific

circumstances.

Letter of notification sent to veteran and representative.

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU
Personal Data | benefits distribution, including, but not limited to:

- Name and address

SSN

Family/dependents

Marital status

Medical status

Death information
Service Data | Information on a veteran’s service record provided by DOD | RU

(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
Police records Incarceration at federal, state or local facility. R
concerning Fugitive felon status.
injury Investigative reports for some accident.
Guardian Court proceedings of guardianship R
information Field examinations

Appointment and bonding of fiduciaries

Annual accountings

Records of supervisory visits and how the visit was

conducted

Estate information
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Disability services to the veteran and management of the overall

Compensation program Information will include (where appropriate):
Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

4.1.2 Subfunction 2: Account Maintenance
This subfunction includes activities associated with account maintenance and payment of
supplemental claims:
Keep payment information up to date
Name (and change)
Address
Electronic Funds Transfer (EFT) Information
Process claims for increase in disability
Claim development
Rating board review
Veterans Service Representative (VSR) award calculation
Notification
Track changes in dependency status
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Associated Data Classes

Title Description CRUD
Veteran All personal information for aveteran used in supporting RU
Personal Data | benefits distribution including, but not limited to:

Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information
Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution
Data including, but not limited to:
Name and addresses
SSN
Relationship to veteran
Medical status
Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
Police records Incarceration at federal, state or local facility R
concerning Fugitive felon status
injury Investigative reports for some accidents
Guardian Court proceedings of guardianship R
information Field examinations
Appointment and bonding of fiduciaries
Annual accountings
Records of supervisory visits and how the visit was
conducted
Estate information
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Associated Data Classes

Title Description CRUD

Federa Veteran-specific information from other agencies, e.g., SSA, | R
agency data DOD, used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.

Federa V eteran-specific information from other agencies (e.g., R
Agency Data | IRS), of ahighly sensitive/confidential nature used in
(sensitive) assessment of benefits claims, fraud detection, and other
purposes. Thisinformation will require specia handling
and protection.
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Disability services to the veteran and management of the overall

Compensation program Information will include (where appropriate):
Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

4.1.3 Subfunction 3: Program Integrity
Program integrity is primarily the detection and prevention of fraud by claimants and staff in

claims processing. Thereis aresponsibility for reviewing internal controls to ensure
accountability against fraud. The following activities are part of this process:

Code 18 review: checks employment history of recipients
Matching programs: checks against other agency records on veteran financial status
Prison matches and fugitive felons

IRS (financial)

DOD (on reserve activity)

SSA (on death notices)
Routine Futures. scheduling exams for cases for which improvement is expected
Managerial oversight/approval of awards over $25,000 made through regional offices
Perform data integrity on regional office activities
Address checking with postal records
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Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including, but not limited to:

- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information
Service Data | Information on a veteran's service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution
Data including, but not limited to:
Name and addresses
SSN
Relationship to veteran
Medical status
Police records Incarceration records at the federal, state and local R
concerning level
injury Fugitive fell records at the federal, state and local
level
Guardian Annual accounting R
information Field examination
Federal V eteran-specific information from other agencies (e.g., R
agency data SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.
Federal Veteran-specific information from other agencies (e.g., IRS) | R
Agency Data | of ahighly sensitive/confidential nature used in assessment
(sensitive) of benefits claims, fraud detection, and other purposes. This
information will require specia handling and protection.
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Associated Data Classes
Title Description CRUD
Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/VHA, and other sources
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran’s
case in a benefits decision (used for STAR sheets)

4.1.4 Subfunction 4: Appeals

This subfunction includes activities associated with claimant appeals. Claimants have the right
to appeal VA'sdecisions. The following activities are part of this process.

VA receives Notice of Disagreement (NOD) from veteran

Board of Veteran’s Appeals and Regional Office (RO) track case after NOD received
Decision Review Officer (DRO) performs review and issues new decision, at
Regional Office

Board of Veterans Appeals (BVA) receives case, aso reviews and issues decision,
including DRO action, using entire claims file (sustain, reverse, remand)

Control cases for 150 days following BV A decision for possible appeal to the Court
of Appeals of veteran claims.

Associated Data Classes

Title Description CRUD

Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including, but not limited to:

Name and address

SSN

Salary

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information
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Associated Data Classes

Title Description CRUD
Service Data | Information on aveteran’'s service record provided by DOD, | R
e.g., DD214 or equivalent, and the following:

Reserve and Guard participation

Retired pay or severance pay

Hazardous agent exposure
Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution
Data including, but not limited to:

Name and addresses

SSN

Relationship to veteran

Medical status
Eligibility Information compiled by aVVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit.
Federa V eteran-specific information from other agencies (e.g., R
Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.
Federal Veteran-specific information from other agencies (e.g., IRS) | R
Agency Data | of ahighly sensitive/confidential nature used in assessment
(sengsitive) of benefits claims, fraud detection, and other purposes. This

information will require special handling and protection
Veteran Information on the state of a veteran's health, prior medica | R
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Disability services to the veteran and management of the overall

Compensation program Information will include (where appropriate):
Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

Police r_ecords - Incarceration at federal, state or local facility R
concerning - Fugitive felon status

Iinjury - Investigative reports for some accidents

_Guardiar_l - Court proceedings of guardianship R
information - Field examinations

Appointment and bonding of fiduciaries

Annual accountings

Records of supervisory visits and how the visit was
conducted

Estate information

4.1.5 Subfunction 5: Outreach

Title 38 requires VA to inform veterans, service personnel, reservist, dependents and other
eligible persons about all VA benefits he/she may be eligible to receive. The Outreach program
is designed to provide this information, as well as any changes to this information, through many
different mediums. These include briefings to service personnel before and upon separation,
mail outs, web sites, etc. Functions within this area include:

Termination from active duty triggers mailing of Veterans Assistance Discharge
System (VADYS) package -- For all VA benefits.

Transition Assistance Program (TAP), Disability TAP (DTAP) briefings at
Separation.

General information distribution when veteran contacts VA.

Compensation program — specific outreach to individual veterans, e.g., Agent
Orange, Gulf War, other special categories.

In-person outreach: VA representatives attend public/veterans group events
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Use of selected media.
Initial mailings through VADS and initial outreach under "veterans right to know

act."
Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including, but not limited to:
Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical Status
Death information
Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
List of Specific lists of veterans from DOD to include: R
veterans from
DOD, VHA In country Vietnam veterans
In country Southwest Asia veterans
POWSs
Chemical exposure individuals
Current Records
Similar types of records
Specific lists from VHA to include all of the registers such
asthe Agent Orange register, tumor register, homeless
veteran rosters, etc.
Federal V eteran-specific information from other agencies (e.g., R
Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes

4.1.6 Subfunction 6: Customer Service
The Compensation Service provides program and claim information to program participants and
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others seeking information about the compensation program. These activities include:

Support for incoming 800 calls to regiona offices

Coordination with States on State-level benefits for disabled veterans
Incoming emails from Consumer Affairs and Regional Office web sites
Walk-in at Regional Offices

Associated Data Classes

Title Description CRUD
Eligibility Information compiled by aVVA organization used in CRU
Information deciding an applicant’s eligibility for a program benefit, and
Data in assessing the level of benefit.

Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Disability services to the veteran and management of the overall

Compensation | program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

4.1.7 Subfunction 7: Program Management
Many activities are required to run benefits programs. The activities include:

Statistical and Technical Accuracy Report (STAR)

Physical folder review

Quality assurance

Station Surveys on Regional Office operations

Cooperation with Census on veterans issues

Analysis of BIRLS information

Budget formulation

Customer surveys

Provides financia cost inputs to legislation

Employee Training and Development

Recommendeation tracking on Inspector General (I1G)/GAO/other actions
Inter-department Liaison (DOD, SSA, DOJ, other countries)
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Associated Data Classes

Title Description CRUD
Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including, but not limited to:

Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical Status
Death information
Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's
case in a benefits decision (used for STAR sheets)
Economic and | Market, demographic, macro and micro-economic, R
Demographic | historical usage and other data statistics, and analyses used
Projections to support long range forecasts, projections, and
assessments of VA benefits and claims volumes, program
costs and funding requirements, legislation development,
and other strategic program management functions.
Workload and | Long range forecasts, projections, and assessments of VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legidlation development, and
other strategic program management functions
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's
case in a benefits decision (used for STAR sheets)
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4.2 Pension

Pension benefits are provided to eligible veterans or survivors based on need. Veterans who
have served on active duty during a designated wartime period and who have sustained
permanent and total disability and who have income below a certain level may receive pension
benefits. Survivors of wartime veterans can also apply for and receive survivor benefits, if they
meet the income, net worth and relationship criteria of the law.

4.2.1 Subfunction 1: Eligibility Determination

This subfunction focuses on the receipt, evaluation and first payment for all origina claims.
Eligibility determination encompasses the following processes:

Establishing facts of service:
DOD provides service member data at start of service (creates BIRLS record)
DOD sends DD214 when separation occurs (to Austin).
Veteran applies for pension benefits:
Viamalil, in person, online.
Create pending issue file (CEST) for veteran development:
Develop CEST from BIRLS information
Request sent to RMC
PIES request to archived information
Physical exam of veteran
Compile other medical records
Rating Board makes decision on service connection of disability.

Case goes to Veterans Service Representative to create award based on case-specific
circumstances.

Letter of Notification sent to veteran and representative.

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU

Personal Data | benefits distribution including, but not limited to:

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Death information

July 8, 2002 4-14 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

Associated Data Classes

Title Description CRUD

Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Non Service services to the veteran and management of the overall

Connected program. Information will include (where appropriate):
Pension - Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,

Records VA/VHA, and other source

Police r_ecords - Incarceration at federal, state or local facility R
concerning - Fugitive felon status

Iinjury - Investigative reports for some accident

Guardian - Court proceedings of guardianship CRU
information - Field examinations

Appointment and bonding of fiduciaries

Annual accountings

Records of supervisory visits and how the visit was
conducted

Estate information

4.2.2 Subfunction 2: Account Maintenance

This subfunction includes activities associated with account maintenance and payment of
supplemental claims.

Keep payment information up to date:
Name (and change)
Address
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EFT

Process claims for increase in disability
- Claim development
Rating board review (limited to incompetence and claims from veterans under
age 65 not in anursing home and/or not found disabled by socia security)
VSR award calculation
- Notification
Track changes in dependency status

Associated Data Classes

Title

Description

CRUD

Veteran
Personal Data

All personal information for a veteran used in supporting

benefits distribution including (but not limited to):

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Death information

RU

Service Data

Information on a veteran’'s service record provided by DOD
(e.g., DD214 or equivalent), and provided to VA by other

sources (frequently during development or claims)

Veteran
Dependent
Data

All personal information for a veteran’s dependents and

family members used in supporting benefits distribution,

including (but not limited to):

Name and addresses
SSN

Relationship to veteran
Medical Status

RU
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Associated Data Classes

Title Description CRUD

Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Non Service services to the veteran and management of the overall
Connected program Information will include (where appropriate):
Pension Name (identity) of the veteran

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,

Records VA/NVHA, and other sources

Federal V eteran-specific information from other agencies (e.g., R

Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.

Federa Veteran-specific information from other agencies (e.g., IRS) | R
Agency Data | of ahighly sensitive/confidential nature used in assessment
(sensitive) of benefits claims, fraud detection, and other purposes. This

information will require specia handling and protection.

Police r_ecords - Incarceration at federal, state or local facility R
concerning - Fugitive felon status

Iinjury - Investigative reports for some accidents

_Guardi an - Court proceedings of guardianship R
information - Field examinations

Appointment and bonding of fiduciaries

Annual accountings

Records of supervisory visits and how the visit was
conducted

Estate information

4.2.3 Subfunction 3: Program Integrity

Program integrity is primarily the detection and prevention of fraud by claimants and staff in
claims processing. Thereisaresponsibility for reviewing internal controls to ensuring
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accountability against fraud. The following activities are part of this process:

Code 18 review: Checks employment history of recipients
Matching programs: Checks against other agency records on veteran financial status
Prison matches and fugitive felons

IRS (financial)

DOD (on reserve activity)

SSA (on death notices)
Routine Futures. Scheduling exams for cases in which improvement is expected
Manageria oversight/approval of awards over $25,000 made through regional offices
Perform dataintegrity on Regional Office activities
Address checking with postal records

Associated Data Classes

Title Description CRUD

Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including (but not limited to):

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Death information

Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):

Name and addresses
SSN

Relationship to veteran
Medical Status

July 8, 2002 4-18 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

Associated Data Classes

Title Description CRUD

Federa V eteran-specific information from other agencies (e.g., R
Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.

Federa Veteran-specific information from other agencies (e.g., IRS) | R
Agency Data | of ahighly sensitive/confidential nature used in assessment
(sensitive) of benefits claims, fraud detection, and other purposes. This

information will require specia handling and protection.

Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/VHA, and other sources

Account Specific information related to aveteran’s account with a R

Information: VA program, which is used to support the delivery of
Non Service services to the veteran and management of the overall
Connected program. Information will include (where appropriate):
Pension - Name (identity) of the veteran

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran’'s
case in a benefits decision (used for STAR sheets)

Police records - Incarceration records at the federal, state and local R
concerning level
injury . Fugitive fell records at the federal, state and local

level
Guardian - Annua Accounting R
information . Field examination

4.2.4 Subfunction 4: Appeals

This subfunction includes activities associated with claimant appeals. Claimants have the right
to appeal VA's decisions. The following activities are part of this process:
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VA receives Notice of Disagreement (NOD) from veteran
Board of Veteran’s Appeals and Regional Office (RO) track case after NOD received
Decision Review Officer (DRO) performs review and issues new decision, at Regional
Office
- Board of Veterans Appeals (BVA) receives case, aso reviews and issues decision,
including DRO action, using entire claims file (sustain, reverse, remand)
Control cases for 150 days following the BV A decision for possible appeal to the
Court of Appeals of veteran’s claims.

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting R

Personal Data | benefits distribution including (but not limited to):

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Death information

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):

Name and addresses
SSN

Relationship to veteran
Medical Status

Federal V eteran-specific information from other agencies (e.g., R
Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.

July 8, 2002 4-20 Version 1.0



One-VA Enterprise Architecture

The Business Owner’s View

Associated Data Classes
Title Description CRUD
Federa Veteran-specific information from other agencies (e.g., IRS) | R
Agency Data | of ahighly sensitive/confidential nature used in assessment
(sensitive) of benefits claims, fraud detection, and other purposes. This
information will require specia handling and protection.

Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Non Service services to the veteran and management of the overall
Connected program Information will include (where appropriate):
Pension Name (identity) of the veteran

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's

case in a benefits decision (used for STAR sheets)

4.2.5 Subfunction 5: Outreach

Title 38 requires VA to inform veterans, service personnel, reservist, dependents and other
eligible persons about all VA benefits he/she may be eligible to receive. The Outreach program
is designed to provide thisinformation, as well as any changes to this information, through many
different mediums. These include briefings to service personnel upon before and upon
separation, mail outs, web sites, etc. Functions with this areainclude:

Termination from active duty triggers mailing of Veterans Assistance Discharge System
(VADYS) package -- For all VA benefits.
Transition Assistance Program (TAP), Disability TAP (DTAP) briefings at separation.
General information distribution when veteran contacts VA.
Compensation program — specific outreach to individua veterans, e.g., Agent Orange,
Gulf War, other special categories.

In-person outreach: VA representatives attend public/veterans group events.
Use of selected media.
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Initial mailings through VADS and initial outreach under "V eterans Right To Know

Act."
Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including (but not limited to):
Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical Status
Death information
Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
List of Specific lists of veterans from DOD to include: R
veterans from
DOD, VHA In country Vietnam veterans
In country Southwest Asia veterans
POWSs
Chemical exposure individuals
Current Records
Similar types of records
Specific lists from VHA to include all of the registers such
as the agent orange register, tumor register, homeless
veteran rosters, etc.
Benefit Data: | Information intended for widespread distribution to veterans | R
Non Service as part of VA promotion, marketing, and outreach activities
Connected for Non Service Connected Pension programs
Pension
Federa V eteran-specific information from other agencies (e.g., R
Agency Data | SSA, DOD) used in assessment of benefits claims, fraud
(non-sensitive) | detection, and other purposes.
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4.2.6 Subfunction 6: Customer Service

The Compensation Service provides program and claim information to program participants and
others seeking information about the compensation program. These activities include:

Support for incoming 800 callsto regiona offices

Coordination with States on State-level benefits for disabled veterans
Incoming emails from Consumer Affairs and Regional Office web sites
Walk-in at Regional Offices

Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Non Service services to the veteran and management of the overall
Connected program Information will include (where appropriate):
Pension Name (identity) of the veteran
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history

Eligibility Information compiled by a VA organization used in CRU
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit.

4.2.7 Subfunction 7: Program Management
Many activities are required to run benefits programs. The activities include:

Statistical and Technical Accuracy Report (STAR)
Physical folder review

Quality assurance

Station Surveys on Regional Office operations
Cooperation with Census on veterans issues
Analysis of BIRLS information

Budget formulation

Customer surveys

Provides financial cost inputs to legislation
Employee Training and Development
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Recommendation tracking on | G/GA O/other actions
Inter-department Liaison (DOD, SSA, DOJ, other countries)

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution including (but not limited to):

Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical Status
Death information
Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of a veteran's
case in a benefits decision (used for STAR sheets)
Economic and | Market, demographic, macro and micro-economic, R
Demographic | historical usage and other data statistics, and analyses used
Projections to support long range forecasts, projections, and
assessments of VA benefits and claims volumes, program
costs and funding requirements, legislation development,
and other strategic program management functions.
Workload and | Long range forecasts, projections, and assessmentsof VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legidlation development, and
other strategic program management functions
Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
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4.3 Vocational Rehabilitation and Employment

The Vocational Rehabilitation and Employment Service provides benefits and assistance to
eligible service-connected disabled veterans to help them obtain and maintain suitable
employment or independence in daily living. Before a service-disabled veteran may receive
training and rehabilitation services under Title 38, United States Code, 3100 (Ch 31) three basic
requirements must be met: (1) The Department of Veterans Affairs must first find that the
veteran has basic entitlement to services (Authority: 38 U.S.C. 3102); (2) The services necessary
for training and rehabilitation must be identified by the Department of Veterans Affairs and the
veteran (Authority: 38 U.S.C. 3106); (3) An individua written plan must be developed by the
Department of Veterans Affairs and the veteran describing the goals of the program and the
means through which these goals will be achieved (Authority: 38 U.S.C. 3107).

4.3.1 Subfunction 1: Eligibility Determination

Upon receiving a veteran’s application for vocational rehabilitation and employment services,
VA will perform abasic digibility determination based on the veteran’s military service and
level of disability (disability rating). Once this determination is made, a more in-depth
evaluation is performed to determine entitlement to Ch 31 services and evaluate the types and
extent of benefitsto be provided. VA helps the veteran develop the claim, and compiles medical
records, special evaluations, test results and other information to assist the veteran. The decision
on services and the plan for rehabilitation is made in concert with the veteran, if possible,
through face-to-face meetings or phone communications between the veteran and a VA case
manager. The results of the evaluation are officially provided to the veteran in aletter. And, the
veteran isinformed in writing of the rehabilitation plan and services to be provided.

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU

Personal Data | benefits distribution, including, but not limited to:

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
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Associated Data Classes
Title Description CRUD

Veteran Information on the state of aveteran’s health, prior medical RU
Medical history, prior care and procedures, available from DOD,
Records VA/VHA, and other sources
Account Specific information related to a veteran’s account with a C
Information - | VA program, which is used to support the delivery of
Vocationd services to the veteran and management of the overall
Rehabilitation | program. Information will include (where appropriate):
&
Employment - Name (identity) of the veteran (to link to personal
Services data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history
Eligibility Information compiled by aVVA organization used in CRU
Determination | deciding on an applicant’s éligibility for a program benefit,
Data and in assessing the level of benefit.

4.3.2 Subfunction 2: Account Maintenance

A Case Manager (Counselor) is assigned to support the veteran as the rehabilitation plan is
implemented. The case manager will routinely communicate with the veteran, and meet with the
veteran in person on aregular basis. The case manager evaluates the veteran’s progress with the
plan, and assists the veteran in specific elements of the plan, e.g., preparation for job interviews.
The case manager can reassess the veteran's status, and authorize changes to services and the
rehabilitation plan as needed.
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’ s account with a RU
Information - | VA program, which is used to support the delivery of
Vocational services to the veteran and management of the overall
Rehabilitation program Information will include (where appropriate):

& Name (identity) of the veteran (to link to personal
Employment data)
Services . Caselaccount number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.3.3 Subfunction 3: Program Integrity

Program integrity and quality assurance are maintained through two levels of review of VRE
records. Each regional office randomly selects a percentage of case files for each case manager
within each regional office for review. In addition, the VA central office conducts areview of
each regional office twice ayear. In addition, two VR&E task teams review VRE program and
data integrity VA-wide.

Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a R
Information - | VA program, which is used to support the delivery of
Vocational services to the veteran and management of the overall
Rehabilitation | program. Information will include (where appropriate):

&
Employment - Name (identity) of the veteran (to link to personal
Services data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.3.4 Subfunction 4: Appeals

A veteran can request that an entitlement determination or any action concerning his case
proceed with an administrative review, with his case manager, Director, VR& E Service, and may
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be provided an informal or formal hearing. The veteran can further appeal the outcome of this
reconsideration to the Board of Veteran Appeals (BVA). At every stage of this process VA is
required to assist the veteran on preparing his case, and must provide full information and advice
in this regard.

Associated Data Classes
Title Description CRUD

Veteran All pgrsor_lal i_nfo_rmat_i on for aveteran us_ed_in supporting R
Personal Data benefits distribution, including (but not limited to):

Name and address

SSN

Current occupation

Salary and financial

Family/dependents

Marital status

Medical Status

Death information
Service Data Information on avet_eran’ sservice rec_ord provided by DOD | R

(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Eligibility Information compiled by a VA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit.
Account Specific information related to a veteran’s account with a R
Information - | VA program, which is used to support the delivery of
Vocational services to the veteran and management of the overall
Rehabilitation | program. Information will include (where appropriate):
&
Employment Name (identity) of the veteran (to link to personal
Services data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history
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Associated Data Classes

Title Description CRUD
Veteran Information on the state of a veteran’s health, prior medical R
Medical history, prior care and procedures, available from DOD,

Records VA/VHA, and other sources.

4.3.5 Subfunction 5: Outreach

VRE conducts several outreach activities to make veterans aware of rehabilitation services that
are available to them. There are outreach activities at the 16 VA/DOD separation centers to
provide information on al VA programs as veterans separate. VRE has ongoing partnerships
with other federal agencies (DOL and DOD) on their outreach programs. DOD’ s “Transportal”
site for separating military is linked to the VR& E web site. Individual regional office staffs
participate in local community veterans events.

Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a
Information: VA program, which is used to support the delivery of
Vocationd services to the veteran and management of the overall
Rehabilitation | program. Information will include (where appropriate):

& - Name (identity) of the veteran (to link to personal
Employment data)
Services . Caselaccount number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.3.6 Subfunction 6: Customer Service

There are several ways VRE targets individual veterans for information, and responds to requests
from individual veterans in seeking information on rehabilitation services. The Rating Board
will send a motivation letter to a veteran after making a rating on a specific disability, describing
potential services that may be available and the application process. VRE coordinates with VHA
to identify veterans when disability cases are identified. Veterans can obtain information
through the VA 800 number (used for all services), and individua offices have their own access
numbers. Regional offices and VACO respond to email inquiries from veterans. VRE
participatesin “One VA” customer service activities.

July 8, 2002 4-29 Version 1.0




One-VA Enterprise Architecture The Business Owner’s View

Associated Data Classes

Title Description CRUD
Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,

Records VA/VHA, and other sources.
Veteran All personal information for a veteran used in supporting CRU

Personal Data | benefits distribution, including, but not limited to:

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical Status

Death information

4.3.7 Subfunction 7: External Service Provider Approval

VA must approve rehabilitation services, education programs, and other support services for use
in a specific veteran’' s rehabilitation plan. Because the needs of individual veterans are often
case-specific, the service-providing organization will often be applying for approval for the first
time, and/or the case manager must make a specific determination of whether a program meets
will meet the needs of a specific veteran, or is suitable for doing business with VA. The case
manager will be involved in reviewing certifications, licenses, the condition of facilities, staff
qualifications, and other information on the service provider in making this decision. VRE
coordinates approval of conventional education and training programs with VA’s Education
function (described in alater section).

Associated Data Classes

Title Description CRUD
Educational List of approved courses, effective dates, types of training. | CRU
Program This information includes such things as facility code,
Approva objective code, and training type.
Information
Rehabilitation | Institution certifications, licenses, approval information. CRU
Program
Approva
Information
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a CRU
Information - | VA program, which is used to support the delivery of
Vocational services to the veteran and management of the overall
Rehabilitation | program. For this subfunction, information on an individual
& veteran may be required because the service provider may
Employment | be approved on the basis of the specific requirements for the
Services rehabilitation service needed by the individual. Information
(Master will include:

Record)

Name (identity) of the veteran
Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit information

4.3.8 Subfunction 8: Program Management

V RE makes projections on expected case volume and support requirements based on
Compensation and Pension disability rating actions and new legislation. VRE also uses VA
customer service surveys to gauge its service delivery quality.

Associated Data Classes

Title Description CRUD

Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Economic and | Market, demographic, macro and microeconomic, historical | R
Demographic | usage and other data statistics, and analyses used to support
Projections long range forecasts, projections, and assessments of VA
benefits and claims volumes, program costs and funding
requirements, legislation development, and other strategic
program management functions

Workload and | Long range forecasts, projections, and assessments of VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legidlation development, and
other strategic program management functions
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Associated Data Classes
Title Description CRUD
Customer Results from VA customer service surveyson all VA R
Satisfaction services.
Surveys

4.4 Education

The programs managed in this function honor and reward veterans, service members, reservists,
and eligible dependents for sacrifices made in military service to the United States by assisting
them in achieving their educational or vocational goals. This mission is accomplished by
providing financial assistance, generally in the form of monthly benefit payments, as mandated
in Title 38 USC and Title 10 USC. Education benefits first became available under the
Servicemen’'s Readjustment Act of 1944. Thislaw and its successors have made possible the
investment of billions of dollars in education and training for millions of veterans. The nation
has gained substantially from this investment in terms of increased taxes and a more productive
workforce.

4.4.1 Subfunction 1: Eligibility Determination

This sub function focuses on the receipt, evaluation and first payment for all original claims.
Original claims encompass the following processes:

Receive application
Place claim under control
Develop claim (acquire additional information required to make an eligibility
determination)
Determine eligibility
Determine entitlement
Determine eligibility period (delimiting date)
Determine full time payment rate (basic rate plus kickers and buy-up)
Notification
Denia of claim
Origina payment
Certificate of Eligibility
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Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU
Personal Data | benefits distribution, including, but not limited to:
Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical Status
Death information
Service Data | Information on aveteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Veteran All personal information for aveteran’s dependents and CRU
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):
Names and addresses
Socia Security Numbers (SSNs)
Relationship to veteran
Medical Status
External Information on third party (commercial, non-profit, other CRU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Examples include education and training institutions,
rehabilitation service providers, mortgage lenders
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Associated Data Classes
Title Description CRUD
Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Educational services to the veteran and management of the overall
Assistance program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history
Educational List of approved courses, effective dates, type of training. R
Program This information includes such things as facility code,
Approval objective code, and training type.
Information

4.4.2 Subfunction 2: Account Maintenance
This subfunction includes activities associated with account maintenance and payment of

supplemental claims.

Validate eligibility

Enrollment certification (from schools)
Changes in enrollment (from schools)

Monthly certification (from claimant)

Process payment (award)

Changes to information - Name, Address, EFT

Notification
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Associated Data Classes

Title Description CRUD

Veteran All personal information for a veteran used in supporting RU
Personal Data | benefits distribution, including (but not limited to):

- Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information

Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
External Information on third party (commercial, non-profit, other RU
Service government agency) providers of services delivered to
Provider Data | veterans and paid for with funds from VA program. Data

will include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl&s include education and training institutions,
rehabilitation service providers, mortgage lenders
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a CRU

Information: VA program, which is used to support the delivery of

Educational services to the veteran and management of the overall

Assistance program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

Educational List of approved courses, effective dates, type of training. R

Program This information includes such things as facility code,
Approval objective code, and training type.
Information

4.4.3 Subfunction 3: Program Integrity

Program integrity is primarily the detection and prevention of fraud in claims processing. This
function is responsible for reviewing internal controls to ensuring accountability against fraud.
The following activities are part of this process:

Cross checking with other programs and agencies to verify/validate data (DOD)
Fraud detection and prevention

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting RU

Personal Data | benefits distribution, including (but not limited to):

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information
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Associated Data Classes

Title Description CRUD

Service Data | Information on aveteran’'s service record provided by DOD | RU
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
External Information on third party (commercial, non-profit, other RU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will

include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Educational services to the veteran and management of the overall

Assistance program Information will include (where appropriate):
Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

July 8, 2002 4-37 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

Associated Data Classes
Title Description CRUD
Educational List of approved courses, effective dates, types of training. | R
Program This information includes such things as facility code,
Approval objective code, and training type
Information
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's
case in abenefits decision (used for STAR sheets)

4.4.4 Subfunction 4: Appeals

This subfunction includes activities associated with claimant appeals. Claimants have the right
to appeal VA's decisions. The following activities are part of this process:

Notice of disagreement (from the claimant)

Statement of case

Certification of appeal

Remand (request for additional information from Education Service)
Final Decision

Notification
Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting RU

Personal Data | benefits distribution, including (but not limited to):
- Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information

Service Data | Information on aveteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
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Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution,

Data including (but not limited to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
External Information on third party (commercial, non-profit, other RU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Datawill

include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Educational services to the veteran and management of the overall

Assistance program Information will include (where appropriate):
Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

Educational List of approved courses, effective dates, types of training. R

Program This information includes such things as facility code,
Approval objective code, and training type
Information
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Associated Data Classes

Title Description CRUD
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of a veteran's

case in abenefits decision (used for STAR sheets)

4.4.5 Subfunction 5: Outreach

Title 38 requires VA to inform veterans, service personnel, reservists, dependents and other
eligible persons about the education benefits he/she may be eligible to recelve. The Outreach
program is designed to provide this information, as well as any changes to this information,
through many different mediums. These include:

Pamphlets

Letters

Websites

Education Service Web Site (www.gibill.VA.gov)
VA Website (www.VA.gov)

Briefings at discharge points

Information to VA approved training institutions

Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
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Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):
Names and addresses
SSNs
Relationship to veteran
Medical Status

Benefit Data: | Information intended for widespread distribution to veterans | RU
Educational as part of VA promotion, marketing, and outreach activities
Assistance for Educational Assistance programs

4.4.6 Subfunction 6: Education/Training Program Approval

Title 38, Chapter 36 requires that al training programs be approved programs of study before a
beneficiary can receive benefits to attend the program. This training can take place at both
accredited and non-accredited institutions as long as the program meets VA requirements.
Functions that are part of this activity include:

Request for program approval (from training institution).

Evaluation of application.

Site Vidit to verify program information and ensure that the facility meets federa
requirements.

Preliminary determination by State Approving Agencies (SAA).

VBA concurrence with SAA decision.

Periodic follow-up to ensure program still meets standards.

Notification of decision to the training institution.
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Associated Data Classes
Title Description CRUD
External Information on third party (commercial, non-profit, other CRU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Examples include education and training institutions,
rehabilitation service providers, mortgage lenders
Educational List of approved courses, effective dates, type of training. CRU
Program This information includes such things as facility code,
Approval objective code, and training type.
Information

4.4.7 Subfunction 7: Program Management
Many activities are required to run benefits programs. The activities include:

Enrollment/workload analysis and projections
Trend Analysis

Legidation

Budget formulation
Quality Assurance
Case Reviews
Process Reviews
Program Evaluations
Customer Satisfaction Surveys
Implementation of Oversight Requirements (OMB, Legidlation, etc.)
Employee Development
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Associated Data Classes

Title Description CRUD

Veteran All personal information for a veteran used in supporting RU
Personal Data | benefits distribution, including (but not limited to):

- Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information

Service Data | Information on aveteran’s service record provided by DOD | RU
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
External Information on third party (commercial, non-profit, other RU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will

include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Educational services to the veteran and management of the overall
Assistance program. Information will include (where appropriate):

- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
Educational List of approved courses, effective dates, types of training. | R
Program This information includes such things as facility code,
Approval objective code, and training type
Information
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's
case in abenefits decision (used for STAR sheets)
Benefit Data: | Information intended for widespread distribution to veterans | R
Educational as part of VA promotion, marketing, and outreach activities
Assistance for Educational Assistance programs
Economic and | Market, demographic, macro and microeconomic, historical | R
Demographic | usage and other data statistics, and analyses used to support
Projections long range forecasts, projections, and assessments of VA
benefits and claims volumes, program costs and funding
requirements, legislation development, and other strategic
program management functions
Workload and | Long range forecasts, projections, and assessments of VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legisation development, and
other strategic program management functions
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4.4.8 Subfunction 8: Customer Service

Education Service provides program and claim information to program participants as well as
others seeking information about the various educational assistance programs. These activities

include:

Responding to inquiries about program approvals

Responding to eligibility inquiries
Responding to payment inquiries
Assisting claimants develop their claims

Associated Data Classes

Title Description

CRUD

Name and address
SSN
Current occupation

Family/dependents
Marital status
Medica status
Death information

Salary and financia information

Veteran All personal information for a veteran used in supporting RU
Personal Data | benefits distribution, including (but not limited to):

Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

SSNs

Medical Status

Names and addresses

Relationship to veteran

Veteran All personal information for a veteran’s dependents and RU
Dependent family members used in supporting benefits distribution,
Data including (but not limited to):
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Associated Data Classes
Title Description CRUD
External Information on third party (commercial, non-profit, other RU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Educational services to the veteran and management of the overall
Assistance program Information will include (where appropriate):
Name (identity) of the veteran (to link to persona
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
Educational List of approved courses, effective dates, types of training. | R
Program This information includes such things as facility code,
Approval objective code, and training type
Information
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of a veteran's
case in a benefits decision (used for STAR sheets)
Benefit Data: | Information intended for widespread distribution to veterans | R
Educational as part of VA promotion, marketing, and outreach activities
Assistance for Educational Assistance programs
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4.5 Insurance

The Insurance Program was established by the War Risk Act of 1914 to provide Marine
insurance protection for merchant ships supplying the alies. The War Risk Act was later
amended to provide life insurance benefits to veterans and service members that are not available
from the commercia insurance industry due to lost or impaired insurability resulting from
military service. Insurance benefits and services are provided in an accurate, timely and
courteous manner and at the lowest achievable administrative cost. Insurance coverageis
provided in reasonable amounts at competitive premium rates. A competitive, secure rate of
return is ensured on investments held on behalf of the policyholders.

4.5.1 Subfunction 1: Eligibility Determination

This sub function focuses on the receipt, evaluation and issuance of insurance policies for the RH
(S-DVI)* and Veterans' Mortgage Life Insurance (VMLI) programs. Eligibility determination
encompasses the following processes:

Receive application & first payment
Place application under control

Develop application (acquire additional information required to make an eligibility
determination)

Determine eligibility
Notification
Issue Policy
Denid letter

Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on a veteran’s service record provided by DOD | U
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

! RH is the prefix used to denote Service-Disabled Life Insurance (S-DV1)
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Associated Data Classes
Title Description CRUD
Eligibility Information compiled by aVVA organization used in CRU
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
Beneficiary All personal information for a beneficiary; used in CRU
Data supporting benefits distribution, including (but not limited
to):
- Names and addresses
SSNs
Relationship to veteran
Medical Status
Account Specific information related to a veteran’s account with a CRU
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall
program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
Veteran Information on the state of a veteran’s health, prior medical | RU
Medical history, prior care and procedures, available from DOD,
Records VA/NVHA, and other sources
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Disability services to the veteran and management of the overall
Compensation | program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a RU

Information: VA program, which is used to support the delivery of

Non Service services to the veteran and management of the overall

Connected program. Information will include (where appropriate):
Pension - Name (identity) of the veteran (to link to personal
data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of

Vocational services to the veteran and management of the overall
Rehabilitation program Information will include (where appropriate):

& Name (identity) of the veteran (to link to personal
Employment data)

Services . Caselaccount number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.5.2 Subfunction 2: Account Maintenance

This subfunction includes activities associated with account maintenance and payment of
insurance claims and awards.

Premium collection

Customer service - phone inquiries

Process policy actions/changes

Pay annual dividends

Generate Annual Policy Statement

Process waiver of premium disability claims
Pay insurance death awards

Maintain monthly insurance awards
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Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting RU
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on a veteran’s service record provided by DOD | U
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Eligibility Information compiled by aVVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
Beneficiary All personal information for abeneficiary; used in RU
Data supporting benefits distribution, including (but not limited
to):
- Names and addresses

SSNs

Relationship to veteran

Medical Status
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
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Associated Data Classes

Title Description CRUD
Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,

Records VA/NVHA, and other sources

4.5.3 Subfunction 3: Program Integrity

The Program Integrity subfunction implements security, procedures and internal controls to
insure the integrity of insurance processes and payments.

This includes:

Crosschecking data with other programs and agencies to verify/validate data. (SSA,

Treasury)

Fraud detection and prevention
Oversight and review of Insurance operation

Associated Data Classes

Title

Description

CRUD

Veteran
Personal Data

All personal information for a veteran used in supporting U
benefits distribution, including (but not limited to):

Name and address

SSN

Current occupation
Sdary and financial information
Family/dependents

Marital status
Medical status

Death information
Death Master Record

SSA Addresses

Service Data

Information on a veteran’'s service record provided by DOD | R
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Eligibility
Determination
Data

Information compiled by aVVA organization used in R
deciding on an applicant’s eligibility for a program benefit,

and in assessing the level of benefit
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Associated Data Classes

Title Description CRUD
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited

to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history

4.5.4 Subfunction 4: Appeals

This subfunction includes activities associated with claimant appeals. Claimants have the right
to appeal VA'sdecisions. Activities that are part of this process include:

Notice of disagreement

Statement of case

Forward FormVAF-9 and certify to board
Final decision

Notification
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Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Eligibility Information compiled by aVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited
to):
- Names and addresses

SSNs

Relationship to veteran

Medical Status
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
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4.5.5 Subfunction 5: Outreach
Outreach activities targets veterans, beneficiaries, separating service member about insurance

benefits. Thisincludes:

Letters

Phone calls Interactive Voice Response (IVR)

Insurance website

Pamphlets

Video & web-based training for VSRs & other VA & military personnel

Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information
Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)
Eligibility Information compiled by aVVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited
to):
- Names and addresses
SSNs
Relationship to veteran
Medical Status
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Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history

4.5.6 Subfunction 6: Customer Service

Customer service activities answer written and phone inquires about insurance benefits and
policy account information from veterans, beneficiaries and their representatives.

Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Eligibility Information compiled by a VA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
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Associated Data Classes

Title Description CRUD
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited

to):

Names and addresses

SSNs

Relationship to veteran

Medical Status
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history

4.5.7 Subfunction 7: Program Evaluation
The performance of the Insurance functions are evaluated through multiple activities:

The Insurance Center reviews its performance in comparison to private insurance
companies through the Life Office of Management Association (LOMA).

Evaluations to ensure the strength and growth of the VA Insurance trust funds and the
integrity of the supporting systems and data.

Software Quality Control (SQC) program reviews to assess timeliness and accuracy.

Review management and balanced scorecard data to determine if targets are being
met.
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Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Eligibility Information compiled by aVVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited
to):
- Names and addresses

SSNs

Relationship to veteran

Medical Status
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall

program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to persona
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
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4.5.8 Subfunction 8: Program Management
Many activities are required to run benefits programs. The activities include:

Workload analysis and projections
Trend Analysis
Legidation
Budget formulation
Quality Assurance

Case Reviews

Process Reviews
Program Evaluations
Customer Satisfaction Surveys
Implementation of Oversight Requirements (OMB, Legidlation, etc.)
Employee Devel opment

Associated Data Classes
Title Description CRUD
Veteran All personal information for a veteran used in supporting R
Personal Data | benefits distribution, including (but not limited to):
- Name and address
SSN
Current occupation
Salary and financia information
Family/dependents
Marital status
Medical status
Death information
Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)
Eligibility Information compiled by aVVA organization used in R
Determination | deciding on an applicant’s eligibility for a program benefit,
Data and in assessing the level of benefit
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Associated Data Classes
Title Description CRUD
Beneficiary All personal information for abeneficiary; used in R
Data supporting benefits distribution, including (but not limited
to):
Names and addresses
SSNs
Relationship to veteran
Medical Status
Account Specific information related to a veteran’ s account with a R
Information: VA program, which is used to support the delivery of
Insurance services to the veteran and management of the overall
program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
Employee Individual Development Plans, Training Plans. RU
Data
Economic and | Market, demographic, macro and microeconomic, historical | C
Demographic | usage and other data statistics, and analyses used to support
Projections long range forecasts, projections, and assessments of VA
benefits and claims volumes, program costs and funding
requirements, legislation development, and other strategic
program management functions
Workload and | Long range forecasts, projections, and assessments of VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legislation development, and
other strategic program management functions

4.6 Loan Guaranty

The Loan Guaranty Program (LGY') provides housing credit assistance to veterans and service
persons with the objective of enabling entry into the home-buying market. Assistanceis
provided through the Government’s partial guaranty of loans by private lendersin lieu of the
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substantial down payment and other investment safeguards required in conventional mortgage
transactions. The program was one of the major innovations and a most important part of the
original Servicemen’s Readjustment Act of 1944, Public Law 78-346. The first legal framework
was set forth in Title 111 of that Act. In away, the loan guaranty program was advanced as an
alternative device to a cash bonus, because it would be vastly less expensive to the Government,
and because it would better serve the needs of veterans.

4.6.1 Subfunction 1: Eligibility Determination

This sub function focuses on veteran eligibility determination and loan approval. Activities
performed include:

Approve application for Certificate of Eligibility

Develop (acquire additional information required to make an eligibility
determination)

Determine eligibility

If eligible, Lender collects loan information

VA case number assigned/Fee appraiser assigned

Lender involvement/coordination

Notification of loan approval

Loan closes

I ssuance of guaranty to lender

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran used in supporting CRU
Personal Data | benefits distribution, including (but not limited to):

- Name and address
SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information
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Associated Data Classes

Title

Description

CRUD

External
Service
Provider Data

Information on third party (commercial, non-profit, other
government agency) providers of services delivered to
veteran paid for with funds from VA program. Data will
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

Eligibility
Determination
Data

Information compiled by aVVA organization used in
deciding on an applicant’s eligibility for a program benefit,
and in assessing the level of benefit

CRU

Service Data

Information on a veteran’' s service record provided by DOD
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Account

I nformation:
Loan
Guaranty
Services

Specific information related to a veteran’s account with a
VA program, which is used to support the delivery of
services to the veteran and management of the overall
program Information will include (where appropriate):

Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

CRU

4.6.2 Subfunction 2: Account Maintenance

This subfunction includes activities associated with providing loan administration (servicing) on
defaulted loans and the resale of property.
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Involvement in a specific loan begins at request of veteran or lender (lender files an

NOD)

Veteran requests help: VA or lender provides financial counseling
Types. Repayment plan, Deed in Lieu of Foreclosure, VA Refunding, or Compromise

Sale

VA maintains information on sale of property (case number, other data)
Loan cures or isterminated

Associated Data Classes

Title Description CRUD
Account Specific information related to a veteran’s account with a RU
Information: VA program, which is used to support the delivery of
Loan services to the veteran and management of the overall
Guaranty program. Information will include (where appropriate):

Services - Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.6.3 Subfunction 3: Program Integrity

The Program Integrity subfunction implements security, procedures, and processes to insure the
integrity of data and the oversight of benefits processes.

9 Regional loan centers provide oversight of lendersin their region of jurisdiction.
They review percentage of cases each month.
Monitoring Unit (MU) performs more in-depth analysis
MU performs audits (more lender focused, higher % cases/lender)

Medium and small lender audits done at VA

Large and Medium |lenders done at lender location
Survey Teams perform oversight of Regional Loan Centers (all LGY OPS)
Portfolio Loan Oversight Unit (PLOU) oversight of Portfolio Contractor on Vendee

Loans

Fraud detection and prevention (IG Referral)
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Associated Data Classes
Title Description CRUD
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Loan services to the veteran and management of the overall
Guaranty program Information will include (where appropriate):
Services Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
External Information on third party (commercial, non-profit, other R
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Datawill
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders
Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran's
case in a benefits decision (used for STAR sheets)

4.6.4 Subfunction 4: Appeals
This subfunction includes activities associated with eligibility appeals and approval appeals.

Veteran can appeal denial of eigibility or loan disapproval
Any interested party can appeal property value determination
Notifies VA office

Letter (required)

Phone call
Regional loan centers or 2 Regional offices can decide appeal
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Associated Data Classes

Title Description CRUD

Service Data | Information on aveteran’'s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Loan services to the veteran and management of the overall
Guaranty program. Information will include (where appropriate):
Services - Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary
Veteran contact history

Eligibility determination information
Benefit entitlement information
Payment information and history

4.6.5 Subfunction 5: Outreach

Title 38 requires VA to inform veterans, service personnel, reservist, dependents and other
eligible persons about all VA benefits he/she may be eligible to receive. The Outreach program
is designed to provide thisinformation, as well as any changes to this information, through many
different mediums. These include briefings to service personnel upon before and upon
separation, mail outs, websites, etc. Activities within this area include:

Pamphlet creation and distribution to other VA organizations and third parties
Use of overal VA publicity programs
Websites
Web-site (www.VA.gov)
Briefings at discharge points
Information to VA approved training institutions
Program participant training on VA loans

Associated Data Classes

Title Description CRUD

Service Data | Information on a veteran’s service record provided by DOD | R
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)
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Associated Data Classes
Title Description CRUD
Account Specific information related to a veteran’s account with a R
Information: VA program, which is used to support the delivery of
Loan services to the veteran and management of the overall
Guaranty program Information will include (where appropriate):
Services Name (identity) of the veteran (to link to personal
data)
Case/account number
Name (identity) of beneficiary
Veteran contact history
Eligibility determination information
Benefit entitlement information
Payment information and history
Benefit Data: | Information intended for widespread distribution to veterans | R
Loan as part of VA promotion, marketing, and outreach activities
Guaranty for Loan Guaranty Services
Services
External Information on third party (commercial, non-profit, other CRU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Datawill
include:
Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

4.6.6 Subfunction 6: Program Participant Approval

This subfunction evaluates and approves lenders (called participants here) for participation in the
Loan Guaranty program. Activities include:

Request for program participant approval with financial data, and other data
Evaluation of application/criteria

Must be subject to Federal/State Regulatory Agencies (SRA) mandatory periodic
examinations to be considered a Supervised Lender
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Non-supervised lender subject to one-year probationary period
Non-supervised automatic lender must submit annual financial statement and list of
agents

Fees are levied on participants, including:

One-time fee for non-supervised lender’ s underwriters, and Staff Appraiser
Reviewers

Annual fee required to be submitted for lender’ s agents used on an ongoing basis
(more than 4 times/year)

Associated Data Classes

Title Description CRUD
External Information on third party (commercial, non-profit, other CRU
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will

include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

4.6.7 Subfunction 7: Program Management

This subfunction provides long range strategic analysis and forecasting of VA program financia
requirements and status, and support for policy/legidative initiatives. Many activities are
required to run benefits programs. The activities include:

Projection of claims and guaranty dollar volumes
Workload analysis and projections
Trend Analysis
Legidation support, development & implementation
Budget formulation
Quality Assurance
Case Reviews
Process Reviews
Program Evaluations
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Customer Satisfaction Surveys
Implementation of Oversight Requirements (GAO, OMB, Legidation, etc.)

Associated Data Classes

Title Description CRUD
External Information on third party (commercial, non-profit, other R
Service government agency) providers of services delivered to
Provider Data | veteran paid for with funds from VA program. Data will

include:

Name, address, contact data for institution
Specific information on provider concerning services
to be provided
VA programs to be supported
Services authorized
Data concerning conditions, status of approval
Assessment analysis data
Exampl es include education and training institutions,
rehabilitation service providers, mortgage lenders

Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Economic and | Market, demographic, macro and microeconomic, historical | C
Demographic | usage and other data statistics, and analyses used to support
Projections long range forecasts, projections, and assessments of VA
benefits and claims volumes, program costs and funding
requirements, legislation development, and other strategic
program management functions

Workload and | Long range forecasts, projections, and assessments of VA CRU
Budget benefits and claims volumes, program costs and funding
Forecasts requirements which support legidlation development, and
other strategic program management functions

4.6.8 Subfunction 8: Customer Service
This subfunction provides information about the Loan Guaranty Program:

Uses other VA organizations to provide information

Take calls, respond to inquiries, answer questions

All Regional Offices and loan centers can accept and track calls

Duty to Assist -- the obligation that VBA employees help applicants to obtain
benefits
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Associated Data Classes

Title Description CRUD

Veteran All personal information for a veteran used in supporting CRU
Personal Data | benefits distribution, including (but not limited to):

- Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Death information

Service Data | Information on a veteran’s service record provided by DOD | RU
(e.g., DD214 or equivaent), and provided to VA by other
sources (frequently during development or claims)

Benefit Loan | Information intended for widespread distribution to veterans | R
Guaranty as part of VA promotion, marketing, and outreach activities
Services for Loan Guaranty Services

4.6.9 Subfunction 9: Property Management
When aloan is defaulted upon and the lender forecloses, the property may pass into the

possession of VA. This subfunction manages the maintenance and disposal of such properties.
Activities include:

VA property management (PM) brokers handle sale of property.

Brokers list, show, act as VA agent, find buyers, and obtain financial information on
borrowers when necessary.

VA can provide financing when necessary.

Countrywide Home Loans (CHL) currently serves as portfolio contractor.

CHL provides administration of vendee loans.

Associated Data Classes

Title Description CRUD

Borrower Data | Information on borrowers receiving VA loans for the CR
purchase of VVA-held properties acquired through
foreclosure of VA-backed loans (in general, thiswill NOT
be a veteran)

Name and address

L oan number
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Associated Data Classes

Title Description CRUD

Loan Dataon VA provided loan/financial assistance for sale of CRU
Description V A-held properties resulting from foreclosures on VA
mortgages. Datawill include:
- Loan number
L oan amount
Loan ID of VA-provided loan (if provided)
Loan information (type, interest rate, repayment
terms, etc...)
Borrower name, address and other information

Sale Data from sale of VA held properties resulting from C
Transaction foreclosures on VA mortgages. Sales are on the open
Data market, and VA as seller will be required to retain
information on transaction for some period of time. Data
will include:
Buyer name, address and other information
Sale amount
Property information (address, condition, €tc...)
Saetype

Loan ID of VA-provided loan (if provided)

4.7 Memorials and Burial

VA has the responsibility of honoring veterans with afinal resting place and lasting memorials
that commemorate their service to our nation. The following subfunctions implement this
responsibility.

4.7.1 Subfunction 1: Provide Burial Space For Veterans and Their Eligible Family
Members

This subfunction provides burial space for veterans and their eligible family members. It inturn
contains subfunctions including burial in anational cemetery; establishing new national
cemeteries; expanding existing national cemeteries; and administering grants for establishing or
expanding state veterans cemeteries.

4.7.1.1 Subfunction 1.1: Burial In A National Cemetery
This subfunction provides burial space for veterans and their eligible family membersin
National Cemeteries. Specific high-level activities include:

Pre need qualification
Recelve request
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Determine eligibility
Establish electronic record
Schedul e Interment/Inurnment
Provide Committal Service
Interment / Inurnment
Electronic data sharing

Associated Data Classes

Title

Description

CRUD

Veteran

An individua who by virtue of eigible military service may
be interred in a national cemetery. The veteran has the
option of choosing casket, in-ground cremain or columbaria
interments.

CRU

Family
Member

The spouse or minor or dependent child of an eligible
veteran who may select interment in a national cemetery
based on the veteran’ s eligibility. Eligible family members
may predecease the veteran. Family members are usually
interred in the same or adjacent gravesite as the eligible
veteran.

CRU

Decedent

The decedent is the veteran or family member that will be
buried in the national cemetery. The request will be
submitted by afuneral home or next of kin (NOK) on behalf
of the decedent. The eligibility is determined for the
decedent.

CRU

Burial Request

The funera home, NOK or other accountable party
requesting buria at a national cemetery submits a burial
request. The request contains the submitter’s identifying
information, point of contact (POC), initial POC if different
from POC, NOK, decedent information, and requested
cemetery.

CRU

State and
Local Permits

Information required by state or county authorities in order
to perform a buria, e.g., death certificate, cremation
certificate

Burial Record
(ROI — Record
of Interment)

Documentation that a burial has been completed and a
gravesite is occupied in anational cemetery.

CRU
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Associated Data Classes

Title Description CRUD
Buria The existence of burial igibility verification means a CRU
Eligibility request is valid and in the process of being fulfilled. The

record contains all the necessary information to initiate and
complete the request.
Sensitive Case | Documentation of request for an eligibility waiver or CRU

Information disposition of a Capital Crimes determination. Information
includes arecord of communication with the family and
other accountable parties.

Buria Site The buria site describes the specific location where burial CRU
will occur and the headstone/marker will be placed. Thisis
used to support the committal service, shipment of the
headstone/marker, and update of perpetua care
requirements and available cemetery space.

Buria The Gravesite Reservation System (GRS) tracks the CRUD
Reservation remaining reserved gravesites from an Army program that
Information was discontinued in 1962. Persons holding reserved grave
gpace in national cemeteries are contacted regularly to
determine their current intentions regarding use of the
reserved space. Released reservations are added back to the
cemeteries gravesite inventory.

Adjacent The Adjacent Gravesite Set Aside Program enables national | CRUD
Gravesite Set | cemeteries to set aside the gravesite next to the eligible

Aside veteran or spouse for later use by the surviving spouse. This
Information is done in cemeteries where soil conditions prevent more

(AGS) than one interment per grave or when both spouses are

eligible veterans and therefore eligible for individual graves.
Set asides are subtracted from the cemetery’ s gravesite

inventory.
Committal This provides the schedule information for the burial CRU
Service service. Itisused as abaseline for measuring performance,

e.g., timeto place marker after burial. It will also link to the
buria site information, to enable tracking of performance by
sites. Committal Service information aso records whether
or not military funeral honors were requested and provided.
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Associated Data Classes

Title Description CRUD
Funeral Professionals who are often the spokespersons for the CRU
Directors veteran or next of kin and who are also directly involved in

Information the delivery of buria services through the scheduling of
committal services of interments and inurnments.
Information includes name of firm, point of contact,
address, and phone number.

Sensitive Case | Documentation of request for an eligibility waiver or CRU
Information disposition of a Capital Crimes determination. Information
includes arecord of communication with the family and
other accountable parties.

4.7.1.2 Subfunction 1.2: Establish New National Cemeteries

VA works to establish new national cemeteries in areas where there is alarge veteran population
and where no burial optionsin a state veterans or national cemetery within 75 miles exists.
There are several activities within this sub function:

Site selection

National Environmental Policy Act Compliance
Land Acquisition

Master Planning and Design Development
Construction Documents Preparation
Construction Award and Completion

Staffing and Equipping

Outreach
Associated Data Classes
Title Description CRUD
Veterans The number of veterans who reside within the servicearea | CRU
Served (75 miles) of an open national or state veteran’s cemetery.
Veterans The number of veterans who do not have accessto an open | CRU
Unserved national or state veteran's cemetery within 75 miles of their
residence.
Veteran Datarelating to veteran deaths, mobility, population, and CRU
Demographic | age by geographic location (state, county) across the United
Information States and Puerto Rico.
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Associated Data Classes

Title Description CRUD

Burial Option | Anindicator of access. Veterans are considered served by a | CRU
buria option if there is anational or state veterans
cemetery with space for an initial casket or cremain burial
within 75 miles of their residence.

Projections Number of expected burialsin a new cemetery extended CRU
over 20 years
Construction - Funding CRU
Information - Gravesite Layout
Contracts

Acquisition information
Architectural Design/Blueprints/As-Builts
Vendorg/Contractor/Builders

4.7.1.3 Subfunction 1.3: Expand Existing National Cemeteries

VA provides continued service to meet projected burial demands. National cemeteries will close
due to the depletion of grave space when the cemetery’s acreage is fully developed. Activitiesin
this sub function do not include phased development of existing land in VA’s inventory.

Associated Data Classes

Title Description CRUD
Veterans The number of veterans who reside within the servicearea | CRU
Served (75 miles) of an open national or state veteran’s cemetery.

Veteran Datarelating to veteran deaths, mobility, population, and CRU

Demographic | age by geographic location (state, county) across the United
Information States and Puerto Rico.

Buria Access | Anindicator of options available. Veteransare considered | CRU
served by aburia option if thereis anational or state
veterans cemetery with space for afirst casket or cremain
buria within 75 miles of their residence.

Projections Number of expected burialsin a new cemetery extended CRU
over 20 years.
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Associated Data Classes

Title Description CRUD
Construction - Funding CRU
Information . Gravesite Layout

Contracts

Acquisition information
Architectural Design/Blueprints/As-Builts
Vendorg/Contractor/Builders

Interment Anindicator of usage or veteran preference. The number of | CRU
Trends burials by type, casketed, in ground cremation, columbaria

cremains.
Interment Number of annual burialsin an established cemetery. Used | CRU
Actions to project expansion needs.
Buria The Gravesite Reservation System (GRS) tracks the CRUD

Reservation remaining reserved gravesites from an Army program that
Information was discontinued in 1962. Persons holding reserved grave
Space in national cemeteries are contacted regularly to
determine their current intentions regarding use of the
reserved space. Released reservations are added back to the
cemeteries gravesite inventory.

Adjacent The Adjacent gravesite Set Aside Program enables national | CRUD
Gravesite Set | cemeteries to set aside the grave site next to the eligible

Aside veteran or spouse for later use by the surviving spouse. This
Information is done in cemeteries where soil conditions prevent more

(AGS) than one interment per grave or when both spouses are

eligible veterans and therefore eligible for individual graves.
Set asides are subtracted from the cemetery’ s gravesite
inventory.

4.7.1.4  Subfunction 1.4: Administer Grants For Establishing State Veterans Cemeteries
VA, through the State Cemetery Grants Program (SCGP), provides burial space for eligible
veterans and their families in state managed veteran’s cemeteries that complement the national
cemetery system.

States determine need, investigate availability of suitable land, assess impacts,
encourage support, complete application SF 424

Receive Grant Application Request

Review and evaluate application submissions

Final design process approval

July 8, 2002 4-74 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

Award
State / VA construction award and coordination

Associated Data Classes

Title Description CRUD
State The SCGP was established in 1978 to complement VA's CRUD
Cemetery National Cemetery Administration. The program assists

Grant Program | states in providing graves sites for veterans in those areas
where VA'’s national cemeteries cannot fully satisfy their
burial needs. Information includes authorizing legidation,
budget history and projections, regulations, policies and

procedures.
State Grants used for the purpose of establishing, expanding or CRU
Cemetery improving veterans cemeteries that are owned and operated
Grants by astate or U.S. territory. Historical records by state track

Information the date, number and type of grants awarded as well as the

monetary award. Historical records by state track the date,
number and type of grants awarded as well as the monetary
award.

State Each of 56 states, territories and possessions of the United CRU
Information States, including Guam, American Samoa, the U.S. Virgin
Islands and the Commonwealth of the Northern Marianas
Islands, the District of Columbia, and the Commonwealth of
Puerto Rico that are eligible to apply for afedera grant
under the SCGP. State information includes location of
state offices, names and addresses of governing officias,
state VSO points of contact, applicable state laws or
regulations, and state veteran demographics.

Grant Format and documentation states are required to use for R
Application reguesting government funds to establish a new state
veteran’s cemetery or to expand/improve an existing
cemetery. Information includes Employee Identification
Number (EIN), budget estimates (federal and state), design
concept, needs assessment, Congressional districts to be
served, location of project, date application is submitted,
date application received, and Federal Application
|dentifier.
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Associated Data Classes
Title Description CRUD

Design Guidance provided by NCA through the State Cemetery CRU
Document Grants Service for the design of new cemeteries and
Review improvements to existing cemeteries. Information includes

drawings and specifications of the project, contract manual,

number of projected gravesites, location and size of

buildings and structures, length of roads, and size of burial

areas.
State Annual documentation provided by state veterans R
Cemetery cemeteries that reports the number of interments (veterans
Data Sheet and non veterans), type of interments (casket, cremain,

columbaria), the number of gravesites (used and available),

and annual operating costs.

4.7.2 Subfunction 2: Provide Memorials That Commemorate a Veteran's Service.

This subfunction provides memorials that commemorate a veteran’s service, including ordering
headstones and markers and marking graves in national cemeteries, providing headstones and
markers for the graves of veterans in cemeteries other than national cemeteries, and providing
Presidential Memorial Certificates for friends and family members of deceased veterans. This
subfunction is decomposed further in the following subsections.

4.7.2.1 Subfunction 2.1: Headstones And Markers In National Cemeteries
This subfunction marks veterans graves in national cemeteries with Government-provided
headstones or markers. Activities include:

Eligible buria occurs.

Family members verify inscription information.
Final inscription is approved in the Burial Operations Support System (BOSS).
Transaction is placed in holding queue.
Order Headstone or Marker (Submit order for headstones or markers for veterans
and eligible family members).

Contracting Office reviews order.

Orders are sorted by type, location, and other criteria.
Delivery orders are placed against federal contracts (currently numbering 78).
Contractor Manufactures and Ships Headstone / Marker.
Cemetery Receives and Places Headstone/ Marker.
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Associated Data Classes

Title Description CRUD
Marker Buria in anational cemetery includes an inscribed CRU
Information headstone or marker. The types of available markers are

flat bronze, granite or marble and upright granite or
marble. Columbaria are marked with bronze, granite or
marble niche covers for the inscription of inurnment of
cremated remains. Headstones and markers may also be
provided to memorialize a veteran when the remains are
unrecoverable. When burial or memoriadizationisin a
national, post, or state veterans cemetery, the cemetery
officials will order a headstone or marker.

Inscription The headstone or marker inscription is based on CRU
Information information provided by the next of kin and other
information received through other government sources.
The inscription is the personal information of the
decedent inscribed at the time of need. Mandatory
information includes the name of the veteran, branch of
service, and the year of birth and death, in that order,
and “In Memory Of” for memorial markers. Other
information may be inscribed (space permitting) such as
authorized emblem of belief, grade, rate or rank, war
service, military awards, military organizations, civilian
or veteran affiliations and terms of endearment that meet
acceptable standards of good taste. Spouse or family
information includes name, relationship, date of birth

and desath.
Carrier The shipment, delivery and receipt information of orders | CRU
Information placed against contracts for manufactured goods. This

category of information includes shipper information,
mode of transportation, weights, shipping and delivery
dates and associated shipping costs.

Contract Federal government procurement vehicles used to CRU
Information acquire headstones, markers and inscriptions.
Information includes manufacturer, marker type, unit
cost, length of contract, capacity, location, terms of
quality and timeliness
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Associated Data Classes
Title Description CRUD
Order Information | Legal authority for the manufacturer to begin work. CRU
|dentification of the items manufactured, purchase
(obligation) order #, inscription details, type, and

destination.
Invoice Certification of work that has been completed by the R
Information manufacturer includes carrier information/Government

Bill of Lading.

Monument Order | An automated report of approved inscription data, which | CRU
Acknowledgement | includes shipment number and space for the cemetery to
Receipt (MOAR) | track receipt and setting dates.

4.7.2.2 Subfunction 2.2: Headstones And Markers In Cemeteries Other Than VA National
Cemeteries
This subfunction marks veteran's graves in cemeteries other than VA national cemeteries.

For non VA cemeteries using BOSS.

Eligible burial occurs
Inscription information is verified by family members
Final inscription is approved in BOSS.
Transaction is placed in Holding Queue.
Headstone or Marker is ordered
Centralized Contracting Division reviews order.
Orders are sorted by type, location, and other criteria.
Delivery orders are placed against federal contracts (currently 78).
Contractor Manufactures and Ships Gravestone / Marker
Cemetery Receives and Places Gravestone / Marker

OR
For private cemeteries, post cemeteries and some state veterans' cemeteries:

Receive Request (VA Form 40-1330). Request can come from a State Cemetery, a
Private Cemetery, funeral home or Next of Kin (NOK).

Determine Eligibility

Establish Electronic Record in the Automated Monument Application System
(AMAYS)

Final inscription is approved in AMAS

Transaction is placed in Holding Queue.
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Order headstone or marker

NCA Contracting Office reviews order.

Orders are sorted by type, location, and other criteria.

Delivery orders are placed against federal contracts (currently 78).
Contractor Manufactures and Ships Gravestone / Marker Order Headstone or Marker
Cemetery or other consignee receives headstone / marker.

Associated Data Classes

Title

Description

CRUD

Headstone /
Marker

Application
Information

When buria isin a private cemetery, the next of kin,
funeral director or cemetery representative submits VA
Form 40-1330, Application for Standard Government
Headstone or Marker. A copy of the veteran’s military
discharge documents is required.

CRU

Marker
I nformation

VA provides the following type of headstones and
markers for placement in non-VA cemeteries; flat
bronze, granite or marble, upright granite or marble and
columbaria niche covers of bronze, granite or marble for
the purpose of marking the location of veteran's grave
site. Headstones and markers may also be provided to
memorialize a veteran whose remains are not
recoverable.

CRU

Inscription

Inscription of headstones and markers is the personal
information of the decedent inscribed at the time of
need. Mandatory information includes the name of the
veteran, branch of service, and the year of birth and
death, in that order. Other information may be inscribed
(space permitting) such as authorized emblem of belief,
grade, rate or rank, war service, military awards,
military organizations, civilian or veteran affiliations
and terms of endearment that meet acceptable standards
of good taste.

CRU

Carrier
I nformation

The shipment, delivery and receipt information of orders
placed against contracts for manufactured goods. This
category of information would include shipper
information, mode of transportation, weights, shipping
and delivery dates and associated shipping costs.

Contract

Pre-established federal government procurement
vehicles used to acquire headstones and markers.

CRUD
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Associated Data Classes

Acknowledgement | includes ordering and receipt of headstone and marker
Receipt (MOAR) | delivery information.

Title Description CRUD
Manufacturer |dentification of the items manufactured, invoice CRU
Information numbers, inscription details, and type.

Monument Order | An automated report of approved inscription data that CRU

4.7.2.3 Subfunction 2.3: Provide Presidential Memorial Certificate
A Presidential Memoria Certificate (PMC) is provided for family members or friends to
recognize a deceased veteran’s service to a grateful nation. Key activities include:

Receive Request
Veteran interred in a national cemetery (data source: BOSS)
Personal request from family or friend
First Notice of Death (FNOD) records (Beneficiary Identification & Record
Locator System/Internet BIRLS/BDN Access (BIRLS/IBBA))
Determine Eligibility
Contractor produces PMC
NCA verifies PMC quality
Contractor embosses and mails

Associated Data Classes
Title Description CRUD
PMC Request | A request for PMC may be generated automatically through | CRU
BOSS first notice of death or by individual request from
friends or family members. Friends and family members
may request PMCs by personal letter, email, fax or
telephone call.
Certificate A printed document on parchment paper inscribed with the | CRU
veteran's name and the signature of the sitting President of
the United States. The certificate also has agold foil
embossed sedl.
Eligible Families and friends of veterans discharged under honorable | R
Veterans conditions may receive a PMC.
Contractor Responsible for embossing and mailing PMCs. CRU
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4.7.3 Subfunction 3: Maintain National Cemeteries As National Shrines

This subfunction maintains national cemeteries and affiliated soldiers’, Government, and
Confederate lots, as national shrines. Each national cemetery and affiliated soldiers’,
Government, and Confederate lot exists as a national shrine and as such serves as an expression
of the appreciation and respect of a grateful Nation for the service and sacrifice of her veterans.
Each national shrine provides an enduring memorial to their service as well as a dignified and
respectful setting for their final rest.

The commitment of our Nation, as defined by law, is to create and maintain these sites as
national shrines, transcending the provision of benefits to an individual. A national shrine may
be defined as a place of honor and memory that declares to the visitor or family member who
views it that, within its majestic setting, each and every veteran may find a sense of serenity,
historic sacrifice and nobility of purpose. Each visitor should depart feeling that the grounds, the
gravesites and the environs of the national cemetery are a beautiful and awe-inspiring tribute to
those who gave much to preserve our Nation’'s freedom and way of life.

NCA maintains occupied graves and developed acres in a manner befitting their stature as
national shrines. Extensive renovations and improvements in the appearance of buria grounds
and historic structures, as well as perpetual maintenance, is performed to avoid the deterioration
of veterans' graves, grave headstones and markers, monuments and memorials, cemetery
grounds, buildings, and other infrastructure. Maintenance involves the following activities:

Develop separate but equal Standards / Performance Measures for 1) active
cemeteries and 2) closed/historic cemeteries

Measure against standards

Evaluate and submit budget request

Implement measures

Measure results
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Associated Data Classes

Title Description CRUD
National One of 120 national cemeteries. NCA ensures that national
Cemetery cemeteries are maintained as national shrines dedicated to

preserving our Nation’s history, nurturing patriotism, and
honoring the service and sacrifice veterans have made.

Active Cemeteries. 87 cemeteries with gravesites
and/or columbaria niches available for interment.
Active cemeteries may encompass historic sections
that are inactive which are maintained as a national
shrine with respect for and retention of historic
original features—grounds, buildings and structures.
Historic Cemeteries: 66 cemeteries closed to burials,
typically more than 50 years old. Maintained as a
national shrine with respect for and retention of
historic original features.

Information includes the date the cemetery was
established, date of first burial, notable burials, size
of the cemetery (in acres), number of occupied
gravesites and inventory of cemetery assets both
historical and others.

Soldiers, One of 33 small and historic cemetery properties typically CRU
Government embedded in alarger private cemetery. NCA ensures these

and diverse cemetery properties are maintained as national

Confederate shrines dedicated to preserving our Nation’s history,

Lots nurturing patriotism, and honoring the service and sacrifice

veterans have made. Includes information about these
locations as well as documentation of projects, repair and
maintenance.

Headstones Permanent memorials used to mark the burial location or CRU
and Markers memory of an eligible veteran or hig’her eligible family
member in anational cemetery. These permanent
memorials of granite, bronze or marble communicate the
identity and service of those buried. Includesinformation
about these monuments as well as documentation of
projects, repair and maintenance.
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Associated Data Classes

Title

Description

CRUD

Gravesites

Burial locations for caskets or cremains. Gravesites may be
in ground or in structures known as columbaria. Gravesites
in national cemeteries are planned to accommodate more
than one set of remains from the same family. Includes
information about gravesites and burial sections as well as
documentation of projects, repair and maintenance.

CRU

Monuments
and Memorials

Structures placed to commemorate the service of
individuals or groups of veterans. Most memorialsin
national cemeteries and affiliated soldiers’, Government,
and Confederate lots are of historical significance.
Monuments and memorials in national cemeteries vary in
size, materials and design. Includes information about the
monuments and memorials as well as documentation of
projects, repair and maintenance.

CRU

Grounds

The turf, trees, shrubs, flowers, water elements, perimeter
walls, entrance gates and other landscape features both
natural and designed. Includes information about grounds
and landscape features as well as documentation of projects,
repair and maintenance.

CRU

Buildings/
Infrastructure

Structures that house or have historically housed
administrative and maintenance functions, committal
shelters, roads, walkways, electrical and irrigation systems,
etc., necessary to accomplish the mission of the national
cemetery. Includes information about the structure as well
as documentation of projects, repair and maintenance.

CRU

Perpetual
Maintenance

VA’s commitment to veterans states that their cemeteries
will be maintained and protected forever. National
cemeteries carry expectations of appearance higher than
other cemeteries. Includes NCA inventory, documentation
and tracking of historic cemeteries and their features to
ensure cyclical maintenance and long-term preservation.

CRU
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Associated Data Classes

through exhibits, printed literature, electronic media, school
and organizational programming, etc. Information includes
records of public ceremonies, educational programs at the
cemetery and in the community, transcripts of speeches,
informational brochures and pamphlets with NCA and
cemetery data, and fact sheets on buria benefits and
national cemetery operations.

Title Description CRUD
Historical VA iscommitted to preserving its historical record. CRU
Research & Recording NCA’s administrative history and the
Documentation | physical/cultural evolution of its cemeteries within the

context of American history will ensure its record as a

federal agency. Thisdata—archival and graphic material,

oral histories, artifacts, resource databases—is the source

for educating present and future constituencies about the

sacrifices made by veterans of generations past and will

inform future decision-making.
Education, VA is committed to educating its employees, constituents CRU
Outreach, and the general public about its origins, accomplishments
Interpretation | and historic resources. Public recognition of VA'’s history
Information and that of its cemeteries as nationa shrinesis achieved

4.8 Medical Care

VA serves the health care needs of America' s veterans through a comprehensive, integrated
health care system providing primary care, specialized care, and related medical and social
support services. These needs are supported by the following subfunctions.

4.8.1 Subfunction 1: Beneficiary/Member Management
This sub function encompasses the front-end of the medical care value chain. It includes al

aspects of registration, enrollment, eligibility, scheduling, and patient movement, e.g., between
facilities. Specific high-level activities include the following:

Regl stration, Enrollment, Eligibility
Gather patient information
Determine/Verify digibility [also includes determining catastrophic disability,
verifying benefits, and verifying SSN/income]

Process Enrollment [also includes determining enrollment priority]
Assign Preferred Facility

Assign Primary Care Physician

Process Appeal/Notice of Disagreement [includes initiating appeals, preparing
for hearing, and evaluating appeal s
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Determine Enrollment Group Threshold

Process Request for Referral
Scheduling

Schedule Appointment

Register/Admit Patient
Discharge/Transfer Patient

Associated Data Classes

Title Description CRUD

Veteran Veteran is the most important customer/stakeholder within | CRU
VA. A Veteran is a person who served in the active
military, naval, or air services and who was discharged or
released under conditions other than dishonorable.

Employee A person who works for VA in return for financia or other | R
compensation. Employees may also include administrative
staff, e.g., member management, billing, customer service,
authorizations, claims processing, contract management,
policy and VA IT staff.

Care A person responsible for the provision of healthcare services | R
Practitioner to an individual, or involved in the provision of healthcare
related services. This classisnot a healthcare provider
organization. Examplesinclude physician, midwife, and
nurse practitioner. Related caregivers and allied health staff
such as physical therapists, rehab specialists may also be
included.

Referra An introduction of a patient from one caregiver to another CRU
caregiver or provider ingtitution. The referral may authorize
the patient to receive Healthcare services. A referral may
authorize a specified quantity of a particular kind or level of
service. A referral may also simply be a recommendation or
introduction.

Facility A place where patient services are delivered. A facilityisa | R
distinct real property entity (i.e., a man-made object and its
surrounding real estate), including al objects managed by
facility management system, but not including furnishings
that are included in property management systems.
Facilities incorporate the properties of being (1) objects,
established at (2) specific places for (3) specific purposes.
Within this context, facilities are limited to place-based
objects that are subject to facilities management and work.
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Associated Data Classes

Title Description CRUD

Appointment | Appointments are instances of the performance of aservice | CRU
or the use of aresource. They describe the “why”, the
“who”, and the “when” in any communication of scheduling
transactions. These appointments occupy one or more slots
on a service or resource schedule, causing those slots to
become unavailable or “booked”. Initssimplest form, an
appointment consists of one service or resource for a period
of time, for a specific reason (Abstracted from HL7 v2.4,
fina standard Nov 2000).

Eligibility A condition or attribute of an applicant that can determinea | CRU
person’s qualification for VA headlthcare related benefits.
Information related to a person's or an organization's
entitlement to benefitsis captured. This subject area
includes eligibility criteria, available benefits, service
connected disability information, and entitlement decisions.
Title 38, USC designates the beneficiaries of the VHA
system. The Veterans Health Care Eligibility Reform Act
of 1996 direct VA to limit care to those veterans who have
enrolled for care, with the following priorities for
enrollment:

1. Veterans with service-connected disabilities of 50
percent or more.

2. Veterans with service-connected disabilities rated at 30
or 40 percent.

3. Former prisoners of war and veterans with service-
connected disabilities rated at 10 or 20 percent.

4. Catastrophically disabled veterans and veterans
receiving increased nonservice-connected disability
pensions because they are housebound or need the aid
and attendance of another person to accomplish
the activities of daily life.

5. Veterans unable to defray the cost of medical care.

6. All other veterans in the so-called “core group,”
including veterans of World War | and veterans with
priority of care based on presumed environmental
exposure.

7. All other veterans.
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Associated Data Classes

Title Description CRUD

Patient

A person who is subject to receive, isreceiving, or has CRU
received hedlthcare services. A patient may have a
relationship to the veteran/beneficiary.

4.8.2 Subfunction 2: Healthcare Delivery Management

Hedlthcare Delivery and Provider Management includes Healthcare Delivery, Order
Management, Healthcare Management, and Management of Providers. Heath Care Delivery
Services encompasses the processes by which patients are provided healthcare services, e.g.,
primary and ambulatory, specialty, inpatient, mental health, extended care, acute care, allied
health care, rehabilitation care, domiciliary care, remote care, and nursing home in a seamless

manner.

High-level activities for this sub function include: Provide Direct Care, e.g., primary,
specialized, inpatient, outpatient, dental, orthotics, Mental Health, prosthetic, acute, and
emergency; in addition it also includes:

Provide/leverage clinical practice guidelines

Manage Orders (order entry, validation, tracking — e.g., consults, procedures)
Implement/M anage Population Health Programs (Health Cohorts, e.g., diabetes,
stroke, hypertension)

Deliver Caregiver Education

Monitor Healthcare Quality and Safety Outcomes

Monitor Patient Satisfaction

Manage Providers (credentialing, privileging, profiling)

Obtain patient history and review complaints (or problem lists)

Obtain health summary and integrated/comprehensive health record
Examine the patient (e.g., vitals, alergies, adverse reactions, current
medications)

Analyze the results of the examination

Assess, evaluate health status, and determine risks

Leverage guidelines, protocols, disease management strategies, and research
materials to determine the most appropriate intervention

Develop atreatment plan and a course of action

Consult peersif necessary

Deliver treatments, services, and recommendations

Document notes using common medical lexicon/terminology, e.g., observations.
Review/update patient demographic information

Capture patient care encounter information

Monitor and follow-up on patient’s health status and progress

July 8, 2002

4-87 Version 1.0




One-VA Enterprise Architecture The Business Owner’s View

Provide Extended Care (nursing and domiciliary); in addition it also includes:

Provide/leverage clinical practice guidelines

Manage Orders (order entry, validation, tracking — e.g., consults, procedures)
Implement/M anage Population Health Programs (Health Cohorts, e.g., diabetes,
stroke, hypertension)

Deliver Caregiver Education

Monitor Healthcare Quality and Safety Outcomes

Monitor Patient Satisfaction

Manage Providers (credentialing, privileging, profiling)

Obtain patient history and review complaints (or problem lists)

Obtain health summary and integrated/comprehensive health record
Examine the patient (e.g., vitals, alergies, adverse reactions, current
medications)

Analyze the results of the examination

Assess, evaluate health status, and determine risks

Leverage guidelines, protocols, disease management strategies, and research
materials to determine the most appropriate intervention

Develop atreatment plan and a course of action

Consult peersif necessary

Deliver treatments, services, and recommendations

Document notes using common medical lexicon/terminology, e.g., observations.
Review/update patient demographic information

Capture patient care encounter information

Monitor and follow-up on patient’s health status and progress

Provide Ancillary Services (pharmacy, lab, imaging, therapy, monitoring); in addition it also

includes;

Provide/leverage clinical practice guidelines

Manage Orders (order entry, validation, tracking — e.g., consults, procedures)
Implement/M anage Population Health Programs (Health Cohorts, e.g., diabetes,
stroke, hypertension)

Deliver Caregiver Education

Monitor Healthcare Quality and Safety Outcomes

Monitor Patient Satisfaction

Manage Providers (credentialing, privileging, profiling)

Obtain patient history and review complaints (or problem lists)

Obtain health summary and integrated/comprehensive health record
Examine the patient (e.g., vitals, alergies, adverse reactions, current
medications)

Analyze the results of the examination

Assess, evaluate health status, and determine risks
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Leverage guidelines, protocols, disease management strategies, and research
materials to determine the most appropriate intervention

Develop atreatment plan and a course of action

Consult peersif necessary

Deliver treatments, services, and recommendations

Document notes using common medical lexicon/terminology, e.g., observations.
Review/update patient demographic information

Capture patient care encounter information

Monitor and follow-up on patient’s health status and progress

Provide Allied Health Services, e.g., dietics, physical therapy; in addition it aso includes:

Provide/leverage clinical practice guidelines

Manage Orders (order entry, validation, tracking — e.g., consults, procedures)
Implement/M anage Population Health Programs (Health Cohorts, e.g., diabetes,
stroke, hypertension)

Deliver Caregiver Education

Monitor Healthcare Quality and Safety Outcomes

Monitor Patient Satisfaction

Manage Providers (credentialing, privileging, profiling)

Obtain patient history and review complaints (or problem lists)

Obtain health summary and integrated/comprehensive health record
Examine the patient (e.g., vitals, alergies, adverse reactions, current
medications)

Analyze the results of the examination

Assess, evaluate health status, and determine risks

Leverage guidelines, protocols, disease management strategies, and research
materials to determine the most appropriate intervention

Develop atreatment plan and a course of action

Consult peersif necessary

Deliver treatments, services, and recommendations

Document notes using common medical lexicon/terminology, e.g., observations.
Review/update patient demographic information

Capture patient care encounter information

Monitor and follow-up on patient’s health status and progress

Provide Remote Care (telemedicine); in addition it also includes:

Provide/leverage clinical practice guidelines

Manage Orders (order entry, validation, tracking — e.g., consults, procedures)
Implement/M anage Population Health Programs (Health Cohorts, e.g., diabetes,
stroke, hypertension)

Deliver Caregiver Education
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Monitor Healthcare Quality and Safety Outcomes

Monitor Patient Satisfaction

Manage Providers (credentialing, privileging, profiling)

Obtain patient history and review complaints (or problem lists)

Obtain health summary and integrated/comprehensive health record
Examine the patient (e.g., vitals, alergies, adverse reactions, current
medications)

Analyze the results of the examination

Assess, evaluate health status, and determine risks

Leverage guidelines, protocols, disease management strategies, and research
materials to determine the most appropriate intervention

Develop atreatment plan and a course of action

Consult peersif necessary

Deliver treatments, services, and recommendations

Document notes using common medical lexicon/terminology, e.g., observations.
Review/update patient demographic information

Capture patient care encounter information

Monitor and follow-up on patient’s health status and progress
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Associated Data Classes

Title

Description

CRUD

Order

Orders are requests for a particular service to be
performed once, repeatedly, or continuously on a
patient. They are usually written by health care
professionals and include the name of a service (for
example, glucose text, vital signs, penicillin) that can
be an observation (glucose test), a medication
(penicillin), anursing treatment (wet to dry
dressings), a consultation, a patient amenity
(stationery), and instructions that specify the amount
of the service, the frequency, the duration, and the
urgency of the service, and specia circumstances that
should control the dispensing of the service.

CRU

Act

A serviceisan intentional action in the business
domain of HL7.? Healthcare (and any profession or
business) is constituted of intentional actions. A
service instance is arecord of such an intentional
action. Theterms service, action, activity, and
service action are al used interchangeably, but
service has been selected as the principle name of this
class. Examplesfor servicesin health care are: a
clinical test, an assessment of health condition (such
as problems and diagnoses), the setting of healthcare
goals, the performance of treatment services (such as
medication, surgery, physical and psychological
therapy,) assisting, monitoring or attending, training
and education services to patients and their next of
kin, notary services, such as advanced directives or
living will.

CRU

Consent

Informed consents and all ssimilar medico-lega
transactions between the patient (or his legal
guardian) and the provider. Examples are informed
consent for surgical procedures, for clinical trials,
advanced beneficiary notice, against medical advice
decline from service, release of information
agreement, etc.

2 Hedlth Level Seven is a health care standards devel opment organization
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Associated Data Classes

Title Description CRUD
Electronic Health All health-related patient information about a patient | CRU
Record over time. Itisconsidered to be the legal evidentia

medical record for an individual. Examples of
documentation found in the legal health record
includes immunization record, problem list,
medication profile, consent forms, consultation
reports, test/study/medication orders, procedure
reports, anesthesia records, patient to care
practitioner/care-practitioner-to-care practitioner
communications, care plan, nursing assessment,
discharge notes, advanced directives, diagnostic
images, and videos of consultations.

Intervention An intervention is the administration of a substance CRU
or technigque (via face-to-face interaction, e-mail,
phone) to provide care for or to prevent a condition.
An intervention need not be administered solely to
individuals. Examples include therapeutic and
preventive treatments, procedure, counseling,
educational campaigns, and media campaigns.
Intervention is atype of Act.

Material All physical and physiological things that are of RU
interest to Veterans Health. Thisincludes
pharmaceutical substances or disposable supplies as
well as durable medical equipment, prosthetics,
implantable devices, accesses, drains, and specimens,
literally everything. Notably the material class
includes facilities, such asimmovable service
locations or ambulances.
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Associated Data Classes

Title Description CRUD

Observation Observations are actions performed in order to CRU
determine an answer or result value. Observation
result values are specific information about the
observed object. The type and constraints of result
values depend on the kind of action performed. The
observation action and observation result include two
aspects of the same concept, just like the two faces of
acoin are not separable from each other. An
observation can be a diagnosis, test, health condition,
problem list, assessment of causality, or health status
inquiry. An observation may also be a public health
case that represents a condition or event that has a
specific significance for public health.

Permission Authorization to provide specified medical, dental R
and other patient care services in the granting facility,
within defined limits, based on the individua's
education, professional license, experience,
competence, ability, health and judgment.

Procedure The term "procedure” is aso commonly knownasa | CRU
"surgical procedure” or an "operative procedure”.
Typically, asurgical procedure involves planned
alteration of the structure of the body, ordinarily
requiring the disruption of some body surface,
usually through an incision. Procedure is atype of
Intervention.

Provider An organization responsible for the provision of RU
healthcare services to an individual, or involved in
the provision of healthcare related services. A
business entity which furnishes health care to a
consumer; it includes a professionaly licensed
practitioner who is authorized to operate a health care
delivery facility. Examplesinclude VHA Hospitals
(medical centers), home care facilities, domiciliary,
long-term care centers, radiology facilities, diagnostic
centers, ambulatory clinics, rehab centers, lab
facilities, nursing homes, counseling centers, out-
patient clinics, community-based clinics, academic
medical centers, and consulting/contracted providers.
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Associated Data Classes

Title

Description

CRUD

Qualification

Evidence that an organization or person has the
required credentials and/or certifications to receive
clinical permissions. Examples include board
certification, professional degree, and healthcare
accreditation.

CRU

Supplier

An entity that provides aresource, e.g., material,
information, to VHA. Examples include brick-and-
mortar medical, device, and surgical suppliers,
distributors, business-to-business exchanges, supply
hubs, e-commerce portals, and online auction sites.

RU

Visit

The visit of an outpatient to one or more units or
facilities located in or directed by the provider
maintaining the outpatient health services (clinic,
medical center, hospital, physician’s office). An
outpatient visit is the physical presence of a person
(at or away from the facility) who has obtained
outpatient services during a single 24-hour period.
Services provided may be diagnostic, therapeutic, or
both. They may be provided by physicians, or at
their direction and supervision, by other personnel.
An outpatient visit can aso be made by or to afamily
member or other collateral person who is providing
needed medical care or information of value to the
treatment team about a veteran whose status is an
outpatient.

CRU
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Associated Data Classes

Title Description CRUD

Volunteer VA Voluntary Service (VS) volunteers assist veteran | R
patients by augmenting staff in such settings as
ambulatory care, Hospice Programs, foster care,
hospital-based home care, hospital wards, nursing
homes, and veterans' readjustment counseling centers
(Vet Centers). VAV S volunteers and their
organizations annually contribute millions of dollars
in gifts, donations, and time.

The Secretary of Veterans Affairsis authorized by
Title 38 United States Code (U.S.C.) 513 and MP-5,
Part |, Chapter 300, Paragraph 4c, to accept
uncompensated services of persons as deemed
appropriate. VAV Svolunteers are covered under this
provision. The services of VAV S volunteers will be
for the purpose of supplementing, not replacing, VA
compensated staff. Volunteers (individuals or
groups) are not to be permitted to participate in or
conduct a program for patientsin a VA facility
independent of VA direction, control, and
supervision.

Examples may include: student volunteers, volunteers
from community organizations, VA employees,
employees from non-VVA organizations, and patients.

Oversight/Regulatory | Oversight groups such as GAO, FDA, OMB, R
Group National Committee for Quality Assurance (NCQA),
Joint Commission on Accreditation of Health Care
Organizations (JCAHO), Policymakers, Institute of
Medicine, Inspector General (1G),
Lawmakers/Congress, and accrediting organi zations
provide oversight for clinical, medical, budget,
policy, information technology, quality, research,
privacy, security, and patient safety initiatives.
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4.8.3 Subfunction 3: Health Data/Process Management/Collaboration
Thisis a strategic sub function that encompasses the following activities:

Manage internal health data
Implement next generation of health delivery to achieve high degree of quality,
patient health care information internally, and maximum collaboration with
DOD and the Health care community/agencies

Share/Exchange Health data/information with partners
Collaborate with DOD (sharing of resources, processes, and operations) in such
areas as research, patient safety, formulary, education, geriatrics, procurement of
medical/surgical/pharmaceutical supplies, guidelines/protocol development,
coordination of specialized care (Traumatic Brain injury, Spinal Cord injury,
Blind Rehab), and coordination of healthcare. Thiswill result in seamless
integration of business processes across departmental lines.
Improve sharing of health data, e.g., electronic health record, and information
with al partners.
Pursue joint venture opportunities with DOD, e.g., infrastructure sharing,
development of health/clinical data repository.

Associated Data Classes
Title Description CRUD
Partner An organization with which VA has aformal agreement, R
that actsasa VA agent in the operation and monitoring of
VA programs. Examples include other Federal Agencies
(DOD, CDC, HHS, SSA, IRS), public hedth institutions,
universities, and contractors.

Pharmacy The internal pharmacy system, on line, and brick- and- R
mortar pharmacies play akey role in delivering care to
veterans. Important strategies include improved ability to
manage pharmacy costs, collaborate with DOD, and
dispense prescriptions in atimely and safe manner.

4.8.3.1 Infrastructure and Integration Opportunity: VHA Health Data Repository

The Enterprise Architecture analysis and functional decomposition of the Enterprise Business
Functions for the Veterans Health Administration identified several key subfunctions that
describe its medical care mission. Analysis of these subfunctions has illuminated the benefit that
would result from a shared clinical repository.

The proposed VHA Health Data Repository (HDR), as the cornerstone to the encompassing
HealtheVet strategy described in Section 3, is intended to serve as the collection point and
authoritative source for clinical information within VHA. Positioned to improve data quality,
consistency, and data integration capabilities within VHA, this infrastructure component
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becomes the foundation upon which the next generation systems within the Administration will
be built, providing greater flexibility through the data servicesit provides. By storing data
consistently in this repository, other systems can be implemented at lower cost by eliminating the
need to store copies of data created in other systems, and by reducing the required number of
interfaces to other systems. The HDR will be the vehicle VHA will use to migrate its systems
towards a patient- and data-centric infrastructure.

The HDR program directly satisfies the needs identified of several of the identified subfunctions,
and offers aresource-sharing approach that crosscuts these functional needs. Akin to the
Department-level benefit opportunities described in other sections, the Health Data Repository
offers similar opportunitiesto VHA. Thistarget architectural infrastructure provides the basis on
which future systems will be built, maximizing reuse and sharing while minimizing redundancy.

Table 4.18-1 below illustrates the subfunctions under Medical Care and the coverage benefit
offered by the HDR program. Although the tangible benefit of HDR to VHA presents a
particularly compelling case in the Medical Care enterprise business function, VHA believes that
HDR will also benefit other areas, such as medical research.

Table4.18-1: Relationship between HDR and VHA Business Functional
Decomposition

Coverage
Function Subfunction by HDR Comments
Medical Care | 1. Beneficiary/
Member
M anagement
Medical Care | 2. Hedthcare Delivery Yes Includes activities such
Management as provision of direct
patient care, extended
care, ancillary services,
allied health services,
remote care
Medical Care | 3. Health Data/Process Yes Addresses areas such as
Management / data interchange with
Collaboration partners.
Medical Care | 4. Financid
M anagement
Medical Care | 5. Beneficiary /
Member Education
M anagement
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Table4.18-1: Relationship between HDR and VHA Business Functional
Decomposition

Coverage
Function Subfunction by HDR Comments
Medical Care | 6. National Emergency Yes Addresses issues such
Hedlthcare as management of
Management medical resources,

continuity of VA
medical facility
operations, etc.

VA Enterprise Opportunities

VHA is positioning HealtheVet-VistA and its Health Data Repository to take maximum

advantage of available Department-level shared resources, and to support other EBFs and KEFs.

Even considering that this document reflects among the earliest identification of such sharing

opportunities, the benefits in leveraging these proposed new-starts are already evident. HDR can
utilize severa of these initiatives as part of its development and maturation. A capsule synopsis

of reuse opportunitiesis presented in the following table.

Key Enabling
Function
(Allocated Relationship of
Functional HDR to
Baseline) EBF/KEF Descriptive Comments
Call Center Initiative | Loose Given the nature of the call center, the HDR
dependency, HDR | will have an indirect dependency. Pertinent
supports Cal medico-legal information will be available
Center in the HDR that may need to be accessed by
the call center.
Telecommunications | Strong There is a strong dependency involved with
and Infrastructure dependency, the HDR deployment alternatives,

function supports
HDR

Improvement function supports | particularly as related to areas of network
HDR performance and deployment.

Security Strong Department level security measures and the
dependency, infrastructure supporting them will provide

the foundation necessary to address many
infrastructure-oriented security needs of the
HDR program.
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Key Enabling
Function
(Allocated Relationship of
Functional HDR to
Baseline) EBF/KEF Descriptive Comments
Data Center / Strong Work in areas of continuity of operations
Continuity of dependency, planning and failover can be leveraged as
Operations program supports | part of HDR contingency planning.
HDR
Registration, Strong Given that the HDR has a co-dependency
Eligibility, dependency, the upon this information, this initiative
Enrollment functions support | provides an authoritative source for this
each other; information and ensures that VHA is
multiple benefits | supporting veterans consistently with
programs (EBFs) | Department records.
involved

The program is targeted to complement severa in-process initiatives, such as the Federal Health
Information Exchange (FHIE) program [providing information interchange capability with other
federal health providers—DOD and IHS], and coreFL S, where the Interface Engine portion of
that project provides akey technology infrastructure component that will be leveraged within
HDR.

Cross-administration capabilities will continue to be identified and instituted, and HDR will take
advantage of them as they become available. Conversely, HealtheVet-VistA will become a
shared asset not only to VHA but to the Department as well, asit isto contain the authoritative
medical information for all VHA beneficiaries.

Health Data Repository (HDR) Functionality

The HDR will serve as an operational clinical repository—a collection of clinical information
residing on one or more independent platforms—to be used by clinicians and other personnel to
facilitate longitudinal, patient-centric care. Datain the HDR will be organized in a format
supporting the delivery of care regardless of the physical location of a patient’s clinical
information. Additionally, the HDR will serve five fundamental purposes within VHA. 1t will:

Serve as a primary source for the legal medical record,

Enable the generation of clinical reports based on the entire clinical holdings of
VHA,

Serve as the foundational platform for next generation VHA clinical systems,
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Facilitate standardization among federal health providers—Department of Defense
(DOD), Indian Health Service (IHS)—and other clinical databases through the
creation of a standards-based database, and

Serve as a platform for patient self-access to the medical record.

One of the primary business drivers behind thisinitiative isto make available at the point of care
the information necessary to improve clinical decisiorn-making to optimize care to our
beneficiaries. Requisite is supporting this need to ensure that data has consistency in
representation, meaning, and quality across VHA —all improvement opportunities facing the
Administration. This persistent, authoritative source of clinical information achieves cross-
facility data integration, improves data quality, captures comprehensive data, provides timely
clinical decision support, and provides the foundation for the electronic legal medical record.
The HDR program further serves as avehicle for VHA to enhance its support of security and
privacy requirements in supporting authorization, authentication, and disclosure needs based
upon legidlation and policy.

The HDR addresses severa content areas vital to VHA' s ability to support the requirements of
clinical care, and include support for notifications, clinical reminders, decision support, and
alerts. Theinitial phase is planned to include:

Physician orders and results

Observations (progress notes, discharge summaries, procedure results, and other
forms of documentation pertinent to the legal medical record)

Patient problem list

Allergies and adverse reactions

Vital measurements

Patient demographic data

Patient Care Encounter (PCE) data (purpose of visit, diagnoses and procedure codes,
immunizations and skin tests, health factors, patient education topics, etc)

Results of select non-Department of Veterans Affairs (VA) care events

Based upon the recommendations of external consultants, the HDR development approach will
be based upon the integration of commercial-off-the-shelf technology (COTYS) into program
plans. The repository structure and information storage will be COTS into program plans, but
that COTS alone would be insufficient to satisfy VHA’s requirements.

VHA iswidely viewed as an industry leader in healthcare repository and user interfaces areas
based upon the systems originally developed and currently maintained by VHA. Presently, VHA
requires a“5th Generation” Computerized Patient Record (as defined by criteria established by
the Gartner Group), with the HDR program intended to satisfy that need. Current off-the-shelf
HDR-type offerings support the 3rd generation level (as defined by Gartner). This stage of
maturity is insufficient to satisfy the needs of VHA. Further, these commercially available
products are not as advanced as current VHA-developed CPRS system and do not integrate with
departmental VistA applications.
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The proposed Health Data Repository program allows VHA the ability to institute a collection
point and authoritative source for clinical information with direct benefitsin areas such as data
quality, consistency, and improved integration of VHA’s systems. As the cornerstone of the
HealtheVet-VistA strategy, the Heath Data Repository establishes the foundation for
information sharing to enable an electronic health record and best support the Veteran by
aligning our systems to patient-centric care.

4.8.4 Subfunction 4: Financial Management

Financial Management sub function includes activities related to transfer of funds between
stakeholders/entities related to provision of medical care. Specific high-level activities include:

Execute Billing and Fee

Process Medical Bills and Fee

Process Collections
Perform overall finance management activities to include execution and management
of General Ledger, Budget, Fixed Assets, Purchasing, Cost Accounting, Asset
Management, Accounts Receivables, Inventory Management, Contract Management,
and Accounts Receivables.

Associated Data Classes

Title Description CRUD
Account A record of financial transaction, e.g., patient account, CRU

material account.

Financid A receipt or disbursement (payment) of money where the CRU
Event amount of money may be posted against accounts where
each posting is either a debit or a credit. This concept
includes payroll payments and collections.

Payor Includes organizations engaged in financia transactions RU
with VA for medical care related services, e.g., HICFA,
Insurance companies, €etc.

Financial A summary of a business transaction that has taken place CRU
Document within the enterprise. Because business transactions may
have financial consequences, they may be associated with
financial accounting transactions, e.g., financial documents
include claim, bill, purchase order, and invoice.

4.8.5 Subfunction 5: Beneficiary/Member Education Management

Upon patient/beneficiary request, or specia situations such as timed reminders, patients are
provided care education in diverse settings from multiple touch points. Areas of interest may
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include: health promotion, wellness, disease management/prevention, and use of prosthetic
appliances/devices.

Associated Data Classes

Title Description CRUD
Education A unit course, agroup of unit courses, or atraining plan, CRU
Program apprenticeship, or on the job training (OJT).

4.8.6 Subfunction 6: National Emergency Healthcare Management

VA plays acritical role during emergency situations, both as a primary and a coordinator. VA
performs the following critical activities:

Ensure the continuity of VA medical facility operations

Back up DOD’ s medical resources following an outbreak of war or other
emergencies involving military personnel

Administer the National Disaster Medical System (NDMS) with DOD, Federdl
Emergency Management Agency (FEMA), and the Department of Health and
Human Services (HHYS)

Carry out Federal Response Plan efforts to assist state and local governmentsin
coping with disasters

Carry out Federal Radiological Emergency Response Plan efforts to respond to
nuclear hazards

Support efforts to ensure the continuity of government during national emergencies
Stockpile pharmaceuticals and medical suppliesin the event of large scale disasters
caused by weapons of mass destruction (WMD)

Maintain pharmaceutical stockpiles for the Centers for Disease Control and
Prevention (CDC)

Associated Data Classes

Title Description CRUD

Facility A place where patient services are delivered. A facilityisa | R
distinct real property entity (i.e., a man-made object and its
surrounding real estate), including all objects managed by
facility management system, but not including furnishings
that are included in property management systems.
Facilities incorporate the properties of being (1) objects,
established at (2) specific places for (3) specific purposes.
Within this context, facilities are limited to place-based
objects that are subject to facilities management and work.
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Associated Data Classes

Title Description CRUD
Material All physical and physiological thingsthat are of interestto | R
Veterans Health. Thisincludes pharmaceutical substances
or disposable supplies as well as durable medical
equipment, prosthetics, implantable devices, accesses,
drains, and specimens, literally everything. Notably the
material class includes facilities, such asimmovable service
locations or ambulances.

4.9 Medical Education

Title 38 U.S.C. mandates that VA assist in the training of health professionals for its own
workforce needs and for those of the nation. This function is decomposed into the following
subfunctions.

4.9.1 Subfunction 1: Graduate Medical Education

This subfunction manages education and training for clinical residents and fellows. Specific
high-level activities include:

Provide medical resident training
Administer VA special resident fellowship
Formulate academic affiliation policy and agreements with medical schools

Associated Data Classes

Title Description CRUD
Education Workload An expression of the amount of work, identified by | CRU
the number of work units or volume of a workload
factor, that awork center has on hand at any given
time or performs during a specified period of time.
Education Workload pertains to work-related
activities in the medical education domain.

Education Programs A unit course, agroup of unit courses, or atraining | CRU
plan, apprenticeship, or on the job training (OJT).
Examples may include: audiology/speech
pathology, blind rehabilitation, dentistry residency,
optometry, pharmacy. Education programs include
all programs in mainstream medical care, and
associated/allied health.
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Associated Data Classes

Title

Description

CRUD

Trainee

Includes al individualsin pursuit of medical care
learning, and that will enroll for one/more
education programs. Examples, residents, nurse,
and care practitioner.

CRU

Trainers/Faculty

Includes all individuals who define, design,
deliver, and manage medical education programs.
Examples, faculty preceptors, program preceptors.

CRU

Accreditation

Includes all information related to accreditation of
medical education programs

Affiliations/Agreements

An agreement or contract between parties, which
specifies the roles and responsibilities of each in
relation to the provision of service(s). Examples,
Veterans Health Care, Education, Research.

CRU

Stipends

Token compensation provided to trainees to
recognize their contributions.

CRU

Medical Education
Policy

A business policy provides plan/course of action,
guiding principles, and guidelines. It isgenerdly
established and ratified by senior management. It
results in influencing and determining business
decisions/actions. Examples, Education Policy, IT
Policy, Research Policy, Security Policy.

CRU

4.9.2 Subfunction 2: Associated and Allied Health Education

This subfunction manages education and training for associated and allied health care
professionals, including academic affiliation policy and agreements with associated health
programs, e.g., dietetics, optometry, physical therapy, and psychology.

Associated Data Classes

Title Description CRUD
See Graduate | All data classes apply.
Medical
Education
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4.10 Medical Research

4.10.1 Subfunction 1: Medical Research Service

Medical Research Service (MRS) is responsible for developing, administering, and
coordinating a program of biomedical and behaviora research that focuses on the etiology,
pathogenesis, diagnosis, and treatment of the wide range of diseases and disorders most
prevalent among the veteran population. The primary goas of MRS are to support high
quality biomedical research relevant to the health care needs of veterans and to develop and
enhance an intramural research environment that promotes research while attracting and
retaining productive research clinicians and scientists. The following high-level activities
encompass the medical research service sub function:

Support biomedical and behavioral research
Enhance intramural research environment
Manage internal grants

Support compliance activities

Associated Data Classes

Title Description CRUD
Research/Living Comprised of subjects that are used in the conduct | CRU
Subject of medical/prosthetic research (examples, animals,

patients, veterans, populations, communities,
individuals, families, volunteers)

Research Area Comprised of designated research areas, e.g., aging, | RU
chronic disease, mental illness, substance abuse,
sensory loss, trauma-related illness, health systems,
specia populations, military occupations and
environmental exposures, priority aress, e.g.,
cancer, diabetes, diseases (ref ICD9 classification),
and disease groupings, e.g., DRGs.

Care Practitioner See Medica Care Function R

Researcher/Investigator | Researchers from VHA, DOD, NIH, CDC, CRU
educational/academic institutions, non-profit
organizations, private organizations
(pharmaceutical companies), public health
organizations collaborate on medical, clinical,
dental, mental health, device, genome, proteome,
geriatric, and drug research. A principal
investigator typically leads a research activity.
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Associated Data Classes

Title Description CRUD

Grant Incorporates information about research grant CRU
information from initial submission through its
disposition. VHA grants are internal.

4.10.2 Subfunction 2: Rehabilitation Research and Development Service

Rehabilitation Research and Development Service (RR&D) is responsible for devel oping,
administering, and coordinating a rehabilitation research program that provides new
knowledge to advance optimal rehabilitation healthcare for veterans. Emphasisis placed on
prosthetics, orthotics, orthopedic rehabilitation, disabilities as a consequence of aging,
neurological dysfunction, spinal cord injury restoration/rehabilitation, visual and hearing
impairment rehabilitation, engineering and rehabilitation outcomes. The following are the
high-level activities:

Support rehabilitation research
Support compliance activities

Associated Data Classes
Title Description CRUD

Materid See Medical Care for further details. RU
Care Practitioner See Medical Care for further details. RU
Researcher/Investigator | See MRS sub function for further details. CRU
Research Observations | Includes research data, methods, outcomes, and CRU

results. May aso include related publications, e.g.,

research observation published in ajournal.

4.10.3 Subfunction 3: Health Services Research and Development Service

Health Services Research and Development Service (HSR&D) is responsible for evaluating how
socia factors, financing systems, organizationa structures and processes, health technologies,
and human behavior affect access to health care, the quality and cost of health care, and
ultimately the health and well-being of veterans. Its research domains are individuals, families,
organizations, institutions, communities, and populations. Health services research emphasizes
studies that have practical applications and can assist patients, health care providers, managers,
and policy makers.
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Associated Data Classes
Title Description CRUD
Oversight/Regulatory | See Medical Care for further details. R
Group
Protocols and Includes evidence-based guidelines, proven best CRU
Guidelines practices related to care delivery.
Qualification See Medical Care, e.g., research accreditation by R
NCQA.

4.10.4 Subfunction 4: Cooperative Studies Program

The Cooperative Studies Program (CSP) is responsible for the devel opment, administration and
coordination of phase 11, multi-center clinical trials within the VA health care system. Studies
may be conducted by VA independently, or may involve coordination with non-VA partners
including the Department of Defense (DOD), Department of Health and Human Services (HHS),
pharmaceutical industry, international healthcare systems, universities, and private and public
corporations or foundations. The following are the critical activities:

Conduct/manage clinical trials
Coordinate with partners
Support compliance activities

Associated Data Classes

Title Description CRUD
Research Area See MRS Sub Function for further details. RU
Material See Medical Carefor further details. RU
Partner See Medical Carefor further details. CRU
Supplier See Medical Carefor further details. RU
Facility See Medical care for further details. RU
Consent See Medical Care for further details. CRU
Researcher/Investigator | See MRS Sub Function for further details. CRU
Procedure See Medical Carefor further details. R
Direction and Includes laws, regulations, policies, and procedures | CRU
Governance that govern research, e.g., FDA regulations.
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Associated Data Classes

Title Description CRUD
Research/Living See MRS Sub function for further details. CRU
Subject
Oversight/Regulatory | See Medical Care for further details. R
Group

4.11 Finance and Accounting
The Finance and Accounting Key Enable Functions provides VA with support of their financial
and logistics management information needs.

4.11.1 Subfunction 1: General Ledger Processing

This subfunction provides financia controls, data collection, and financial reporting to enable
Government-wide data management. It isresponsible for maintaining accurate account balances,
creating and processing journal entries, and closing sets of books in atimely manner; and support

of production of financial reports.
Associated Data Classes
Title Description CRUD
Accounts, The basic structure used for the general ledger and specific | R
Accounting accounts and related information within that structure.
structure
Transactions Individual journal entries. Journal entries are received from | CR
other systems (“R”), e.g., via batch and on-line interfaces,
and on-line transaction processing, and other entries are
entered directly (“C”). Detailed fields include account
number or transaction code that can be associated to
accounts.
Reports 78 reports Genera Ledger reports provide time and useful C
financial information to support management’ s fiduciary
role, budget formulation and execution functions; fiscal
management of program delivery and program decision
making.
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Associated Data Classes
Title Description CRUD

Party Information on Vendors, Debtors, and other organizations R
information and individuals who receive or owe payments, and/or are

responsible for supplying/receiving equipment and/or

services. Detailed fields include name, tax identification

number, address, etc.
Organizational | Specifies organization within VA, e.g., administration, R
information station, and cost center for which the function is being

performed or to which the associated information pertains.

4.11.2 Subfunction 2: Payables Processing

This subfunction provides payment processing and creates financial control to prevent double
payments. It also alows visibility of required information. It includes preparation, approval,
scheduling, processing of any transaction that results in the disbursement of federal funds.

Includes Treasury payment processing, reconciliation, and offset programs.

Associated Data Classes

organizations and individuals that receive payments.

and address, etc.

Detailed fields include name, tax identification number,

Title Description CRUD
Payees Vendors, veterans, employees, etc. R
Party information | Information on payees, e.g., vendors, and other R

Payment request

or vendors, or to other federal agencies. Requests,

Includes status, e.g., disapproved. Detailed fields

associated to accounts.

invoices, etc. Information can be updated due to prompt
payment requirement, e.g., interest automatically added.

include account number or transaction code that can be

Request for payments to be made by VA to its customers | RU

Payment schedule | Schedule of check and EFT payments submitted to C
Treasury for disbursement on behalf of VA.
Contract/Purchase | A written agreement between VA and Federal, or non- R
Agreement Federal entities for goods and/or services. Used to
validate the charge.
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Associated Data Classes

Title Description CRUD
Reports 153 reports. Payables reports provide time and useful C
financial information to support management’s fiduciary
role, budget formulation and execution functions, fiscal
management of program delivery and program decision-
making.
Payments Grants, other agencies, vendors. C
Receiving Report | Documentation providing information necessary to CR
confirm receipt of goods by VA.
Payment Written notification of payments made, submitted to C
notification payee simultaneously with submission of payment
schedule to Treasury. Notification provides details of
individual payments and any offsets, e.g., credits,
discounts, tax withholding, and veteran premiums
collected for insurance or loans.
Treasury payment | Report received from Treasury confirming both check R
report and EFT payments disbursed on behalf of VA, and check
cancellations.
Payment error Notification of error in credit card chargesprocessed by | R
notice credit card vendor, based on discrepancies between order
and charge amounts, or errorsin other payments
disbursed by the Treasury to VA customers and vendors.
Errors are resolved prior to allocation of credit chargesto
appropriate VA organizations, control points, or other
points of payment initiation, and prior to compilation of
final payment information for generation of required
reports.
Credit Card Information on credit card charges processed, including | R
Information information from credit card users pertaining to goods or
services purchased, and statements of credit card charges
processed by credit card vendor.
Cancelled/returned | Unpaid, undeliverable or unaccepted payments (EFT or | R
payments check).
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Associated Data Classes

Title Description CRUD
Bank information | Destination/source for funds transactions. Detailed R
fields include Bank routing number, account type,
account number, address, etc.
Organizational Specifies organization within VA, e.g., administration, R
information station, or cost center for which the function is being
performed or to which the associated information
pertains.
Human Resources | Used to confirm that approver (VA personnel) is R
Information authorized to provide such approval.
Fixed Asset Generated when receiving report describes afixed asset. | C
Requirements Database of information that includes the quantity, types, | C
History Data prices, and sources of goods and services previously
procured by the Government.
4.11.3 Subfunction 3: Receivables Processing
This subfunction manages funds owed to or received by VA, and improves cash flow. It
includes receipt of funds, offset of payments, and invoicing.
Associated Data Classes
Title Description CRUD
Debtor Vendors, veterans, employees (all for adjustments); R
Third Party Insurance Companies, and other
government organizations.
Party information Information on Debtors, and other organizations and R
individuals who owe payments. Detailed fields
include name, tax identification number, address, etc.
Charge Information | Billing information related to a specific event, e.g., R
debtor, amount owed, account, organizational
information, etc.
Payment/Adjustment | Funds received for application to an accounts RU
receivable; any change, other than a charge or
payment, to areceivable. Thisincludes offsets, write-
offs, refunds, etc. Includes transaction code or
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Associated Data Classes
Title Description CRUD
account.
Refund/Transfer An identified overpayment or suspense amount thatis | C
returned to the debtor, or the account, or transferred to
an appropriate entity. Includes transaction code or
account, bank information.
Bill Notification to debtor of payment due. Includes C
transaction code or account.
Account Status Up-to-date, Overdue, Dunning notice sent, etc. U
Contract/Purchase A written agreement between VA and Federal, or non- | R
Agreement Federal entities for goods and/or services. Used to
validate the charge.
Payment Plan A schedule of payments; allows the debtor to make C
payments over a specific period of time.
Third Party Contract between the policyholder and the payer for R
Insurance Policies health care services rendered to the policy
holder/beneficiary according to various chosen
medical benefit plans. Used to validate the charge.
Reports 34 reports. Receivables reports provide time and useful | C
financial information to support management’s
fiduciary role, budget formulation and execution
functions, fiscal management of program delivery and
program decision-making.
Organizational Specifies organization within VA, e.g., Administration, | R
information Station, Cost Center, for which the function is being
performed or to which the associated information
pertains to.
Human Resources Used to confirm that submitter (VA personnel) is R
Information authorized to create such atransaction.

4.11.4 Subfunction 4: Fixed Assets Processing

This subfunction provides financial analysis for fixed (capitalized) assets, e.g., calculates
depreciation, performs tracking functions, and conducts “what if” scenarios for fixed assets.
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Associated Data Classes

Title Description CRUD
Real Property | Accounting information for fiscal reporting of capitalized R
Asset real property assets. Includes original value, acquisition

Accounting date, salvage value, transaction code or account,
Information organization.

Personal Accounting information for fiscal reporting of capitalized R
Property Asset | personal property assets. Includes original value,
Accounting acquisition date, salvage value, transaction code or account,
Information organization.

[tem Information about items that can be contracted for, paid for, | R
information received and handled, and/or inventoried. Detailed fields
include item number, item name, unit of measure, inventory
organization, vendor, and location.

Report Fixed Asset reports provide time and useful financial C
information to support management’ s fiduciary role, budget
formulation and execution functions; fiscal management of
program delivery and program decision making.

4.11.5 Subfunction 5: Project Cost Accounting Processing

This subfunction maintains detailed cost and billing information to monitor project performance
in aformat that optimizes productivity, while financial managers track the total cost of running
the business. Project planning, execution, and analysis, including reporting, phases are included.

Associated Data Classes

Title Description CRUD
Work Definition of activitiesto be performed on aproject, defined | R
Breakdown in ahierarchical structure.
Structure
Cost and Definition of expected spending and income by the project; | R
Revenue includes allocated funding.
Budgets
Project For revenue and billing. R
Customers
Actual costs Detailed costs. R
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Associated Data Classes
Title Description CRUD
Revenue Income generated by the project. R
Invoices Statements of funds owed to others by the project. R
Organizational | Specifies organization within VA, e.g., administration, R
information station, and/or cost center for which the function is being
performed or to which the associated information pertains.
Human Information about employee/volunteer related to a project, R
Resources e.g., as supervisor, manager, staff. Detailed fieldsinclude
Information Name, employee number (SSN), job classification, job title,
organization, cost center, schedule, etc.
Project 62 reports. Financial Reports used to describe the financial | C
financiad status of the project. Project Cost accounting reports
reports provide time and useful financial information to support
management’ s fiduciary role, budget formulation and
execution functions; fiscal management of program delivery
and program decision making.

4.11.6 Subfunction 6: Budget Processing

This subfunction handles budget execution, federal report definition, and the year-end closing
process.

Associated Data Classes
Title Description CRUD

Budget Some budgets are determined by Congress (“R”), some CRU
determined internally (“C”), some modified as the year
continues (“U”).

Reports 43 reports. Budget reports provide time and useful financial | C
information to support management’ s fiduciary role, budget
formulation and execution functions; fiscal management of
program delivery and program decision making.

Payables Disbursements by VA, used in Payables and Travel R
Management processing to record payment information.

Receivables Funds received by VA. R
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Associated Data Classes

Title Description CRUD
Organizational | Specifies organization within VA, e.g., administration, R
information station, and/or cost center for which the function is being

performed or to which the associated information pertains.

4.11.7 Subfunction 7: Travel Management

This subfunction racks all travel-related obligations and expenditures, travel related invoices,
storage and relocation costs.

Associated Data Classes
Title Description CRUD

Party Information on Vendors of travel services. Detailled fields | R
information include name, tax identification number, address, etc.
Bank Destination/source for funds transactions. Detailed fields R
information include Bank routing number, account type, account

number, address, etc.
Reports Travel reports provide time and useful financial information | C

to support management’ s fiduciary role, budget formulation

and execution functions, fiscal management of program

delivery and program decision-making.
Organizational | Specifies organization within VA, e.g., administration, R
information station, and/or cost center for which the function is being

performed or to which the associated information pertains.
Human Information about travelers and approvers. Detailed fields | R
Resources include Name, employee number (SSN), job classification,
Information job title, organization, cost center, schedule, etc. Also used

to confirm that approver (VA personnel) is authorized to

provide approvals.

4.11.8 Subfunction 8: Grants

This subfunction is responsible for grant processing that handles the financing of Federal
programs executed by organizations outside the Federal Government. Activities include
issuance and administration of letters of credit, cash advancement through treasury check, grant
reimbursement, and grant accounting.
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Associated Data Classes
Title Description CRUD
Recipient Information on recipients of Grants. Detailed fieldsinclude | R
Organization | name, tax identification number, address, etc.
(grantee)
Organizational | Specifies organization within VA, e.g., administration, R
information station, and/or cost center for which the function is being
performed or to which the associated information pertains.
Human Used to confirm that approver (VA personnel) isauthorized | R
Resources to provide approvals.
Information

4.11.9 Subfunction 9: Financial System Setup, Operations and Maintenance

This subfunction establishes the general ledger structure, organizational structure, and budget
structure; and supports updating associated referential tables used by multiple functions as
needed, e.g., vendors, party information, etc.

Associated Data Classes
Title Description CRUD

Accounting The basic structure used for the general ledger and specific | CUD
structure, accounts and related information within that structure.
Accounts
Organizational | The government agency to which the dataisto be reported. | CUD
Structure Detailed elements include specific addressee, e.g., office

and location.
Party Information on Vendors, Debtors, and other organizations CUD
information and individuals that receive or owe payments, and/or are

responsible for supplying/receiving equipment and/or

services. Detailed fields include name, tax identification

number, address, etc.
Transaction A code that indicates transaction types; can be mapped to an | CUD
Code account number.
Credit Card Information on credit card charges processed, including CuUD
Information information from credit card users pertaining to goods or

services purchased, as well as statements of credit card

charges processed by credit card vendor.
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Associated Data Classes

Title Description CRUD
Bank Destination/source for funds transactions. Detailed fields CuUD
information include Bank routing number, account type, account

number, address, €tc.

Human Used to confirm that approver (VA personnel) is authorized | CUD
Resources to perform I.
Information

4.11.10 Subfunction 10: Functional Consolidation and Integration Opportunity: Supplier
Management

VA currently has multiple systems and processes dealing with supplier (vendor) management.
Thisis recognized as an opportunity for improvement. Consistent handling of vendor
registration and management leads to a better quality of data and thus of service and operations.
Elimination of redundant processes reduces operating costs. This section describes the approach
to arrive at a consolidated Supplier Management Process for the enterprise. It describes the
current process for each major line of business, and provides a description of the target
consolidated Supplier Management Process.

4.11.10.1 Approach

The approach taken to consolidate Supplier Management processes was to develop process flow
diagrams that describe the “asis’ operation across VA businesses. These diagrams are stated in
terms of the function, subfunction, and data class decompositions for each line of business or key
enabling function. The collection of process flow diagrams thus represents a set of “vertical”
views of how VA currently performs Supplier Management.

The next step was to review each of the process flow diagrams to determine what subfunctions
and data classes are (or should be) common across the enterprise, and to identify any
subfunctions or data classes that are unique to aline of business. The resulting “to be” process
flow diagram is thus a “horizontal” view of a consolidated Supplier Management subfunction for
the enterprise, which still preserves those aspects that are unique to aline of business.

4.11.10.2 As Is Process Flows

VA currently has several vendor files spread out across the enterprise and utilized by various
business ownersin VHA, VBA, NCA, and associated staff offices. The “asis’ operation for
Supplier Management includes registering and maintaining multiple vendor files through master
and secondary systems and is shown in Figure 4-1, Figure 4-2, and Figure 4-3. The vendor files
include the following:

Financial Management System (FMS) centralized vendor file,
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Integrated Funds Distribution Control Point Activity Accounting and Procurement
(IFCAP) vendor file,

Local FEE Basis vendor file,

Central FEE vendor file,

Health Administration Center (HAC) vendor file,

Loan Servicing and Claims (LS& C) vendor file, and

Corporate Waco, Indianapolis, Newark, Roanoke, Seattle (WINRS) vendor file.

The Local FEE Basis VistA System performs entire fee for service processing, both authorized
and unauthorized, for Outpatient Medical Fee, Civil Hospital, Community Nursing Home, and
Pharmacy. It sends vendor registration requests to the Central FEE system to keep al files
accurate and up-to-date in FMS.

The Central FEE system supports VHA's Fee for Service Project. Central FEE manages all
Local FEE vendor registration requests and payment requests for transmission to the FMS. The
system is the centralized receiving point for the VistA Fee Basis system operating at each
medical facility. Central FEE receives payment confirmations from the Department of Treasury
viaFMS, and then passes this information (check numbers and payment dates) to the medical
centers through VistA Local Fee.

Corporate WINRS (used in Waco, Indianapolis, Newark, Roanoke, Seattle) is a comprehensive
case management system that interfaces to other VA systemsto track and manage a station's
Vocational Rehabilitation and Employment workload.

Loan Servicing and Claims (L S& C) automates the claims process of liquidation and claims
processing and provides a financial management tool to the regional offices.

The Financial Management System (FMYS) is an integrated, COTS, JFMIP-compliant, SGL
accounting system. FMSis atable-driven, on-line transaction processing system that
simultaneously posts to the general ledger and all subsidiary ledgers and tables. FMS maintains
acomprehensive audit trail of all transactions to provide users with the capability to reconcile
input.

Integrated Funds Distribution Control Point Activity Accounting and Procurement (IFCAP) is
the decentralized procurement, funds control, and front-end accounting system that is used at the
VA Medical Centers and certain Regional and Administrative Offices. IFCAP integrates the
functions of Fiscal Service, Acquisition and Material Management and other VA Medica Center
services that request supplies and services for the DVA. IFCAP is used to fund budgets, order
goods and services, maintain records of available funds, determine the status of arequest,
compare vendors and items to determine the best purchase, record the receipt of itemsinto the
warehouse, and pay vendors.

FM S maintains the master vendor record for all recurring vendors. In order to stay synchronized
with secondary system vendor files, FM S sends those systems vendor reconciliation or update
files nightly.
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FMS, IFCAP, Loca FEE Basis, and HAC are source systems for vendor registration and update
asshown in Figure 4-1. HAC staff enter and update vendors directly in FMS. LS&C and
Corporate WINRS staff send hard-copy vendor request forms to the Austin Vendorizing Unit
where they are validated before being re-keyed in FMS.

As-Is Vendor Registration and Maintenance

Local
IFCAP FsC
IVAP Man >\ FMS

Local Review
IFCAP
‘
FEE FSC
Central FVAP Man FMS
FEE i
Review

Local 4
FEE

Hard- Ls&C ‘
Fax to FSC Enter
copy in FMS FMS ‘
Winrs ‘

IFCAP

FEE

req

Corp Win/LS&C

Man
Man
update FMS ‘ @

Hard-

HAC

Fax to FSC Enter EMS

cony in FMS
req

FMS

Figure 4-1: Supplier Management As-Is Registration and Maintenance

The Austin Vendorizing Unit currently maintains responsibility for entering and updating all
non-HAC vendors in the FM S vendor file. The VBA Denver Regional Loan Center (RLC) and
the HAC have a separate vendorizing unit with direct access to the FM S vendor file.

While IFCAP and Local Fee employ decentralized vendorizing structures, entries and updates to
those vendor files are electronically submitted to FM S interface tables where the Austin
Vendorizing Unit manually validates them before loading them to the FM S vendor file.

IFCAP and Local FEE (via Central FEE) electronically submit recurring vendor
additions/updates to FM S where the Austin Vendorizing Unit validates them before being loaded
to the FM S vendor file as shown in Figure 4-2 and Figure 4-3.
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The Austin Vendorizing Unit is comprised of one FM S centralized vendor file (VEND) team,
four cross-functional teams, and one Mortgage Loan Accounting Center (MLAC) team. The
VEND team includes eight staff who:

Enter/update vendor data from manual requests,

Validate and update vendor data from IFCAP and FEE electronic requests,
| ssue 1099s,

Process 1099 adjustments, and

Oversee the VEND file, communicate legidlative mandates, etc.

The four cross-functional teams include eight additional staff members who are responsible for
all payment functions associated with specific field facilities. These functionsinclude
processing the vendor requests received from the field stations. The MLAC team completes all
payment functions associated with MLAC payments including processing vendor requests
received from the regional offices.

Currently, the vendorizing unit in Austin receives on average:

300-500 IFCAP vendor entry/update requests daily,
200-300 FEE vendor entry/update requests daily, and
200-250 manual vendor entry/update requests daily.

The HAC Vendorizing Unit, located in Denver, is comprised of four to five staff and is
responsible for entering and updating HAC vendors in both the FMS and HAC vendor files. The
HAC Vendorizing Unit processes approximately 300-500 vendor requests daily.

July 8, 2002 4-120 Version 1.0



One-VA Enterprise Architecture

The Business Owner’s View

Originating

Source?

Non IFCAP / Non Fee (e.g., Corporate WINRS, LS&C, Central Office, OAMM)

As-Is Vendorizing Process

VA field station personnel
complete hard-copy
requests for additions,
changes or deletions to
the FMS Centralized
Vendor File.

VA field station personnel fax
or email the requests to the
FSC Vendorizing Staff in
Austin. When applicable,
invoices should be attached.

FSC Vendorizing Staff
reviews and validates
vendor data. For additions, !
the Vendorizing Staff
establish a vendor code.

FSC Vendorizing Staff
inputs/changes the
vendor data in the FMS
Centralized Vendor file
(FMS VEND).

The FMS VEND
file batch updates
related end-user
files nightly.

From IFCAP

Vendor additions,
updates or deletions are
made in IFCAP and
update local IFCAP 440
file.

Vendor requests (VRQ
documents) are submitted
from IFCAP to FMS
Vendorizing Unit (IVAP file).

FSC Vendorizing Staff
reviews data to determine if
request is valid.

4

Keep record local

Figure 4-2: Supply Management As-Is Vendorizing Process (Part 1)

FSC Vendorizing Staff
inputs/changes the
vendor data in the FMS
Centralized Vendor file
(FMS VEND).

The data is
transmitted back to
IFCAP.

FSC Vendorizing Staff
returns to IFCAP the fields
submitted on the VRQ,
changed to the correct
values, on a Vendor File

The values on the VUP
overwrite the same
fields in the IFCAP
vendor file.

Update (VUP) transaction.

For vendor
changes
associated with a
particular inventory
point, IFCAP
sends an
electronic mail
message to
Inventory Mar.
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As-IsVendorizing Process

Originating
Source?

From FEE

Vendor additions,
updates or deletions are
made in FEE BASIS
(Vendor File 161.2).

I

" Central Fee updates its ..
Xre 2: :r: éi?;:ié:gggon yendor ﬁle, consolidates the FSC Vendor?zing Staff ;igégﬁ:ggégg]gtaﬁ Austin returns data to
are submitted from FEE P information, and forwards the [— manufallly validates data vendor data in the FMS | Central Fee which
Basis to Central Fee. change and qdd requests to submitted. Centralized Vendor file passes data back to
FMS (FVAP file). (FMS VEND). Fee Basis.

FSC Vendorizing Staff Central Fee updates its

changes data and passes —» file and sends back to

back to Central Fee. Fee Basis.

Figure 4-3: Supply Management As-Is Vendorizing Process (Part 2)
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4.11.10.3 To Be Decomposition
At the highest level, the to-be Supplier Management process has been decomposed into four
subfunctions, as follows.

4.11.10.3.1 Subfunction 1: Register Vendor

The Register Vendor subfunction contains the process of entering or listing current or potential

VA vendors or suppliersin a database for the first time (enrollment), including their associated

information relating to their product/service, TAX information, contract demographic status etc

and generating a unique ID for the supplier that can be used by the vendor when transacting
businesswith VA. VA employees are also considered vendors for certain financial and

accounting purposes.

Associated Data Classes

Title

Description

CRUD

Current or
Potential
vendor.
Subclasses
include:

Commercid
vendors

Individual
Vendor

VA
employee

Canteens

Mortgage
Loansg/Loan
Guaranty

Utility
company

A current or potential vendor is any supplier or afuture
supplier of aproduct, materiel, or service that has been
contracted by VA or iseligible to supply to VA.

Commercia vendors will make up the majority of vendors.
They include any vendor such as corporations, partnerships,
and foreign vendors operating in the U.S. using a Tax

| dentification Number (TIN).

Individual vendors are vendors who are sole proprietors or
contractors. They use their Social Security Number (SSN)
instead of a Tax Identification Number (TIN).

These “vendors’ are VA employees who require payment
for travel, tuition, and for transit benefit reimbursement.

Canteens are vendors that operate various cafeterias and
retail storesthroughout VA. They are treated like Federal
vendors, using a TIN.

These vendors are part of the VA mortgage |oan program.
They useaTIN for identification. Mortgage Loans/LGY
will be required to register under the vendor type
commercial or individual.

Utility companies are vendors who provide utilities such as
electricity, telephone, and gasto VA. They use TIN for
identification.

CRUD
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Associated Data Classes

Title

Description

CRUD

Federal
Customers

Agent
Cashiers

Foreign
vendors

Veterans
and
Beneficiary
Recipients

Coast
Guard
vendors

One-time
payment
vendors

Purchase
card
vendors

Federal Customers are Federal organizations other than VA
with which VA does business. They useaTIN for
identification.

Agent Cashiers are cashiers at the various VA field
facilities. They useaTIN for identification.

Foreign vendors are non-U.S. owned companies located
outside the United States.

These payees are veterans or individuals who receive
beneficiary payments. They use SSNs for identification.

Coast Guard vendors are often students at school and may
not be able to access the Internet site. They use a SSN for
identification.

One-time payment vendors are vendors who receive only
one payment from VA; usually made via check payment.

Purchase card vendors are vendors who utilize the purchase
card to receive payment for merchandise or services. They
usea TIN or SSN for identification.

Transaction
[tem
I nformation

Product, service, or item supplied, size, unit quantity etc.

CRUD

Vendor
Effective Date

Date on which vendor is enrolled, information about the
vendor is validated, and datarecord created and stored for
VA-wide retrieval

CRUD

Vendor De-
activation
Date

Date on which vendor is notified of potential purge from
vendor database due to lack of activity over a period defined
by VA

CRUD

Tax ID

IRS established TAX ID given to the vendor for business
purposes

CR
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Associated Data Classes

Title Description CRUD
Contract Type of contract, socio-economic information, period of CRUD
Information performance etc.

Address Physical address of the supplier CRUD
information

4.11.10.3.2 Subfunction 2: Update Vendor

The Update Vendor subfunction encompasses the process of maintaining the list of valid and
eligible VA vendors or suppliersin a database or the associated information related to their
product/service, TAX information, contract demographic status etc. This activity can be
performed by VA personnel or by the vendor.

Associated Data Classes

Title Description CRUD

Vendor A vendor is any qualified supplier of a product, materiel, or | CRUD
service that has been contracted by VA or is eligible to
supply to VA.

Transaction Product, service, or item supplied, size, unit quantity, etc. CRUD

ltem

Information

Tax ID IRS established TAX ID given to the vendor for business CR
purposes

Contract Type of contract, socio-economic information, period of CRUD

Information performance etc.

Address Physical address of the supplier CRUD
information

4.11.10.3.3 Subfunction 3: Re-certify vendor

This subfunction supports the process of re-certifying inactive VA vendors or suppliersin a
database including associated information related to their product/service, TAX information,
contract demographic status etc.
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Associated Data Classes
Title Description CRUD
Inactive An inactive vendor is any supplier of a product, materiel, or | CRUD
vendor service that has been contracted by VA who has not
supplied or transacted business with VA.
Vendor A vendor is any qualified supplier of a product, materiel, or | CRUD
service that has been contracted by VA.
Item Product, service, or item supplied, size, unit quantity, etc. CRUD
Information
Tax ID IRS established TAX ID given to the vendor for business CR
purposes
Contract Type of contract, socio-economic information, period of CRUD
Information performance etc.
Address Physical address of the supplier CRUD
information
4.11.10.3.4  Subfunction 4: Manage Employee Registration Information

The Manage Employee Registration Information subfunction is the process of managing the list
of VA employees and associated data. Employees can submit travel expense vouchers, tuition
re-imbursements, and transit reimbursement to VA for expenses incurred. The information
collected in the database includes associated information related to the transaction item for
travel, tuition, or transit. A unique ID is generated from this process that can be used by the
employee in all future transactions as long as the listing is active.

Associated Data Classes

Title Description CRUD
Address Physical address of the supplier or employee CRUD
information
Employee Name, Employee number, job department, title, job code CRUD
information
Expense Information about Travel, tuition, other Business Purpose CRUD
Information
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4.11.10.4 To Be Process Flows

The Supplier Management (SM) subfunction shall be used by authorized VA personnel to
register vendors and maintain their data. Authorized VA personnel can perform initial vendor
registration via an Intranet site. Vendors will then receive a user id and password after
registration and will then be able to self-maintain their respective vendor data via an Internet site.
This vendor information shall then be used by financial and logistics features in coreFLS to
perform functions such as purchasing, benefit payments, accounts payable, issuance of 1099
Forms, and vendor activity history reports. Another aspect of SM provides all VA employees
who require payment for travel, tuition, and for transit benefit re-imbursement to self-register
through the VA Personnel and Accounting Integrated Data (PAID) system interfacing to
coreFLS.

This registration process will replace current processes in the Financial Management System
(FMS) where vendors or VA employees complete hardcopy registration forms and FSC
personnel enter this datainto the FM S vendor file manually. Inthe“To Be’ process VA
personnel must perform initial registration. Vendors or authorized VA personnel may perform
any subsequent changes over the Inter/Intranet. The SM subfunction will consist of Web-based,
front-end software that will interface with and update the coreFL S Master Supplier File database
inreal time. The following figure shows a functional representation of the users of the SM
subfunction and how they would interact with coreFL S system.
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Figure 4-4: Supplier Management To Be Functional Representation

July 8, 2002

4-128

Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

The coreFL S system will provide a custom report that identifies vendors who have a Last Update
Date of greater than 18 months from the date of the report and have no open or closed
transactions in coreFL S for 18 months. The SM function will process the file and generate a
letter for each applicable vendor informing vendors they will be purged if their registration
information is not validated within the following “to be determined” number of months. If
vendor datais not validated in that period (and no new transactions are processed against that
vendor), coreFL S will purge these records from the coreFL S vendor file.

Implementing this subfunction as an Enterprise wide capability is expected to increase efficiency
and productivity. FSC currently devotes 12 full-time personnel to the vendor registration process
supporting FMS. VA field facilities also devote alarge amount of time to this process. By
allowing vendors to maintain their vendor information, a great deal of this workload can be
reduced for both field facilities and FSC. Associated personnel resources can be reprogrammed
to other areas.

At ahigh-level, the SM function must provide coreFL S with data required to support coreFLS
financial and logistics functions, VA and Federal reporting requirements, and secondary system
vendor file requirements.

The figure below shows the processes for Vendor Registration/Update and Re-certification.
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Figure 4-5: Supplier Management To Be Registration Process Flow
July 8, 2002 4-130 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

The SM subfunction allows VA personnel to register vendors by accessing coreFLS viaan
Intranet site. After vendors have been registered, FSC will send a unique user ID and password
by letter. Once vendors receive their unique user id and password they may access the Internet
Site to update existing vendor information or to inquire about payment history through a link
provided to other VA systems. Instructions will be provided to guide vendors through the
updating process. An error check of all mandatory fields will be performed and any errors will
require the vendors to resubmit appropriate information. Vendors will be unable to submit
updates until all error checks are cleared. Vendorswill be required to update only those fields
that need to be changed. Once all error checks have processed, the SM subfunction will update
coreFLS. The system will prevent vendors from having access to any other portion of the
coreFL S system.

The following is a detailed description of some of the system requirements for implementing the
SM subfunction.

The system will contain instructions at each step to assist vendors through the process. The
system will aso provide vendors with information on how to get a Data Universal Numbering
System (DUNS) number, since the DUNS number is an optional field suggested by VA for the
vendor to complete. The system will also provide a Web site with instructions on how to obtain
the bank routing number and bank account number from the vendor check. FSC will provide
vendors with a customer service telephone number for resolving questions and problems. FSC
customer service function will assist vendors without Internet access and vendors having
problems. Vendors that are without Internet access will have the option of receiving a password
if they would like to access the Internet site in the future, or they may have the option of not
receiving the password.

Qualified FSC, Health Administration Center (HAC), and field facility personnel will be
afforded complete access to the system through an Intranet application. All edit checks with
specific instructions at each registration step will be applied to FSC, HAC, and field facility
entries. Where applicable, web-site links shall be provided on the Intranet site to enable
verification of debarred vendors. Set permissions will be required in the system via the Intranet
site to allow access to be limited to authorized VA personne through a user id and password.
User ID will identify VA staff persons who enter or update arecord in coreFLS. Following is
information to be tracked in coreFL S and made available online: Record Created By, Record
Created On, Record Last Updated By, and Record Last Updated On.

Vendor information shall download from coreFL S to separate VA vendor files. The following
vendor files may require real-time online vendor data or nightly batch file updates of vendor
information: Corporate WINRS, LS& C, HAC, FEE Basis, Central FEE, Prosthetics, VistA AR,
and Library. coreFLS will interface required vendor data to these systems to meet their system
requirements.

411.10.5 Functional Allocation

As described in the previous subsection, subfunctions of the Supplier Management function are
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allocated to an Internet site/system for direct supplier interaction, to the PAID system for
vendorized employees, and to coreFL S for supplier information storage, usage within coreFLS,
and for dissemination to legacy systems requiring supplier information.

Implementation of the portions of the Supplier Management process allocated to coreFLS is
currently underway as part of the coreFL S program and the status of each legacy system is
shown in the list below.

Financial Management System (FMS) centralized vendor file will be retired and replaced
by coreFL S Supplier Management process

Integrated Funds Distribution Control Point Activity Accounting and Procurement
(IFCAP) vendor file will be retired and replaced by coreFL S Supplier Management
process

Local FEE Basis vendor file will be re-designed and interfaced with the coreFL S
Supplier Management process

Central FEE vendor file will be re-designed and interfaced with the coreFL S Supplier
Management process

Health Administration Center (HAC) vendor file will be retired and replaced by coreFLS
Supplier Management process

Loan Servicing and Claims (L S& C) vendor file will be re-designed and interfaced with
the coreFL S Supplier Management process

Corporate Waco, Indianapolis, Newark, Roanoke, Seattle (WINRS) vendor file will be
re-designed and interfaced with the coreFL S Supplier Management process

The Employee Time and Attendance (ETA) system is an existing system, which may
require some modifications to interface with coreFLS.

4.11.11 Subfunction 11: External Reports Processing

External reporting requirements include the requirements for financial statements prepared in
accordance with form and content prescribed by OMB, reporting requirements prescribed by
Treasury, and legal, regulatory and other special management reports of the agency.

Associated Data Classes

Title Description CRUD
External [Specific external reports required SF-224; Federal Agency | C
report Centralized Trial Balance System (FACTS| and FACTS

[1); Prompt Payment Report; IRS 1099-INT, G, | (Expand
to include all mandated OMB, Treasury, IRS, GAO, etc
reports).

Customer The government agency to which the dataisto bereported. | R
Detailed elements include specific addressee, e.g., office,
and location.
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4.12 Acquisition and Material Management

The Acquisition and Material Management (A&MM) Key Enabling Functions (KEFsS) are a
complex set of functions supporting the VA enterprise supply chain and supply-chain
management for the U.S. Veterans, the American citizenry, and the highly diversified
Department of Veterans Affairs organizational base.

4.12.1 Subfunction 1: Acquisition Management

The “Acquisition” aspect of the KEF devel ops acquisition strategies, and procures products and
servicesfor VA aswell as Other Government Organizations (OGA) through the award and
administration of cost-effective national, regional, commodity based and service based contracts.

4.12.1.1 Subfunction 1.1: Acquisition Policy Management
Acquisition Policy Management focuses on the development of policies and proceduresin the
Federal acquisition arena, on behalf of the Department of Veterans Affairs.

These policy activities include:

VA Acquisition Regulations (VAAR) maintenance.
VA Circular processing.

Directive issuance.

Handbook issuance.

Information Letter issuance.

Associated Data Classes

Title Description CRUD

VAAR Review of VA Acquisition Regulations to ensure currency CRU
Maintenance | to existing/changed Federal Acquisition Regulations.
Periodically updating the entire VAAR to ensure it contains
only codified information. Updating non-codified
information through the development of Handbooks and
Directives.

VAC Changes to the VAAR are implemented through the CRU
processing of VA Circulars (VAC).

Directives Prescribe mandatory Department-wide policies. They may | CRU
be permanent or temporary. If the policies are temporary,
e.g., for one-time reports or data collections, an expiration
or rescission date will be specified.

Handbooks Prescribe mandatory Department-wide procedures or CRU
operational requirements implementing policies contained in
directives.
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Associated Data Classes

Title Description CRUD
I nformation Prescribe non-directive information. CRU
Letters

4.12.1.2 Subfunction 1.2: Acquisition Oversight

Acquisition Oversight provides department-wide acquisition oversight and focuses on providing
guidance and oversight to VA acquisition professionals through technical, legal, and business
reviews. Determinations regarding specific acquisition activities are conducted through the
review of the department’ s protest, debarment/suspension, and voluntary disclosures.

Associated Data Classes

Title Description CRUD
Technical At specified dollar thresholds, as outlined in the VAAR, a RU
Reviews review is conducted of solicitations and other pre-bid

documents to ensure their technical sufficiency, prior to
release to the bidding public.

Business Site-specific reviews of aV A acquisition entity to ensure RU
Reviews that all activities performed at the facility are in compliance
with FAR/VAAR and other regulatory requirements.

Protest Provides for responding to GAO and other Federa entities | R
when bidders have entered protests to a solicitation/award of
acontract. Also provides for responding to protest of
solicitations/awards filed at the Departmental level.

Debarment/ Action to preclude (debar) and/or suspend contractorsfrom | CU
Suspension receiving Federal government contracts on an administrative
basis (civil remedy).

Voluntary Actions that support a contractor’ s determination to return R
Disclosure funds to the Federal government on avoluntary basis, asa
result of wrongful action by the contractor.

4.12.1.3 Subfunction 1.3: Acquisition Training
Acquisition Training manages department-wide acquisition training and certification programs.
It includes avariety of activities in support of Clinger-Cohen requirements, such as:

Training of acquisition professionals
Providing an Acquisition Training Program
Supporting the Acquisition Management Forum
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Providing the Center for Acquisition and Materiel Management Education Online
(CAMEO)

Implementing the Contracting Officer Certification Program

Career Devel opment

Associated Data Classes

Title Description CRUD
Acquisition The Acquisition Training Program (ATP) consists of CRU
Training providing specified courses to department’ s acquisition
Program professionals.

Acquisition Entails providing 40 hours of continuing education every CRU
Management | other year to al VA acquisition professionals and allied

Forum acquisition professionals (COTRs, €tc.).

Contracting The Contracting Officer Certification Program (COCP) CRU
Officer reviews training, experience, education and other credentials
Certification for the purpose of issuing warrants that authorize specific

Program department personnel to obligate the government in support

of acquisition actions.

CAMEO The Center for Acquisition and Materiel Management CRU
Education Online (CAMEO) is an automated program that
provides for tracking education, training, warrant, and
certification data of the acquisition workforce.

Career Develops an Acquisition Intern Program provides CRU
Development | information on acquisition career opportunities within the
department and devel ops/implements succession planning
projects.

4.12.1.4 Subfunction 1.4: Acquisition Analysis

Acquisition Analysis collates and analyzes department-wide data on acquisitions. It provides for
the analysis of data located in the Procurement History File for the purpose of establishing
acquisition trends and determining items that should be standardized throughout the department
for the purpose of realizing cost avoidance/cost savings.

Associated Data Classes

Title Description CRUD
Procurement | Database collected from the Integrated Funds Distribution CRU
History File Control Point Activity, Accounting and Procurement
(IFCAP) System that includes sources of goods and
services, item, quantity, and price.
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Associated Data Classes
Title Description CRUD
Trend Consists of analyzing information contained in the PHF for | CRU
Analysis the purpose of determining patterns of acquisition/buying on
an individual site basis and on a national level.
Support Standardization consists of a determination that an itemis CRU
Standardiza- bought in sufficient quantity on arecurring basis to ensure
tion the item is utilized throughout the department on a cost
avoidance/cost reduction basis.

4.12.1.5 Subfunction 1.5: Marketing
Marketing identifies potential customers of available services for the purposes of revenue
generation. It promotes Office of Acquisition and Materiel Management’ s products and services
and identifies business opportunities through business development schemes and market

planning.

Associated Data Classes

Title

Description

CRUD

Business
Development

Develop resources and business opportunities, e.g., research
prospective clients, cold calls, conferences, to gain more
business/accomplish an objective/increase the depth of
business knowledge. Identifies resource-sharing
opportunities with the DOD activities and other government
agency partnership opportunities and conducts Federal
Healthcare Summits.

CRU

Market Plan

Process of planning, organizing, and managing tasks and
resources to accomplish a defined objective, usually within
constraints on time, resources, or cost.

CRU

4.12.1.6 Subfunction 1.6: Specialized Contract Management
Specialized Contract Management manages the devel opment and execution of specialized
contracts. The types of specialized contracts include, but are not limited to:

Information Technology.
Telecommunications.
Management Studies.

Flags.

Other specialized acquisition actions include, but are not limited to:
Memorandums of Agreement.
Blanket Purchase Agreements.
Interagency Agreements.
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This subfunction also includes a purchasing and procurement analysis component.

Associated Data Classes

Title Description CRUD
Information A written agreement between VA and Federal, or non- CRU
Technology Federal entities for goods and/or services for hardware or
Contract software.

Telecommunic | A written agreement between VA and Federal, or non- CRU
ations Federal entities for good and/services for telephones and
Contract switchboards.
Management | A written agreement between VA and Federal, or non- CRU
Studies/Specia | Federal entities for advisory and assistance services.
lized Studies
Contract
Flags Contract | A written agreement between VA and Federal, or non- CRU
Federal entities for flags used in burial services at National
Cemeteries.
Memorandum | Bilateral agreement between parties that spells out the CRU
sof terms, conditions, and agreements of the parties relative to a
Understanding | specific issue. MOU may be used for intrasVA agreements,
inter-governmental agreements between Federal agencies,
or between VA and other Federal agencies under the
Economy Act or between VA and States under certain
circumstances.
Blanket Agreements written against existing contracts for repetitive | CRU
Purchase products and services acquired on avolume basis.
Aqgreements
I nteragency Provides for the utilization of support services, e.g., CRU
Agreements materials, supplies, equipment, services, of other agenciesto
the extent feasible, also provides for other government
agencies to utilize the support services of VA.
Purchasing Procurement functions to process requisitions, purchase CRU
orders and receipts.
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4.12.1.7 Subfunction 1.7: National Contract Management
National Contract Management manages the development and execution of national contracts.
The types of national contracts include, but are not limited to the following:

Supplies
Service
Equipment
Prime Vendor

Other actions under this subfunction include the development and execution of Federal Supply
Schedules, including a purchasing and procurement analysis component.

Associated
Data Classes
Title Description CRUD
Supply A written agreement between VA and Federal, or non- CRU
Contract Federal entities for medical supplies. These agreements
include, but are not limited to, medical, surgical, and
pharmaceutical products.
Service A written agreement between VA and Federal, or non- CRU
Contract Federal entities for services. These agreements include, but
are not limited to, home oxygen and medical gases.
Equipment A written agreement between VA and Federal, or non- CRU
Contract Federal entities for high technology/high cost equipment.
These agreements include, but are not limited to, MRI, CT
Scan, PET equipment.
Prime Vendor | A written agreement between VA and Federal, or non- CRU
Contract Federal entities for distribution services. These agreements
include, but are not limited to, subsistence, dental,
medical/surgical, etc.
Federal Simplified process of acquiring commonly used supplies R
Supply and services while obtaining volume discounts through
Schedules contracts that are awarded using competitive procedures to
commercial firms. GSA has delegated the authority for VA
to enter such Schedules for avariety of medical products
and services.
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4.12.2 Subfunction 2: Material Management

The Materiel Management subfunction performs supply chain operations relating to management
and business oversight of afull range of materiel and property management products and
services.

4.12.2.1 Subfunction 2.1: Perform Materiel Management Operations

This subfunction includes activities to assure that VA’ s supplies, inventory and property
management activities are effective and meet the needs of the department. This subfunction
includes several operational programs such as freight management, household goods, employee
relocation, publications, and homeless veterans support. Specific activities include:

Distribution - to provide guidance and manage distribution of expendable and re-
usable supplies and equipment including ordering, receiving, inventory
management, proper handling, and meeting the user’ s needs.

Property Management - to provide guidance on how to manage or directly
manage VA nonexpendable equipment and furnishings.

Customer Service - to provide assistance to the VA materiel management staff
and customers regarding policy, training, guidance and regulations. To also
provide timely information about the status of the customer transaction or assist
the customer.

Transportation — to provide transportation support for VA on moving supplies and
equipment as well provide assistance for household moves for VA employees.
This includes assistance in transportation of suppliesto San Juan, PR.

Repair — to provide repair service for medical equipment such as endoscopes,
hearing aids for VA and Department of Defense at a reduced cost and provide
replacement equipment for use during the repair

Associated Data Classes

Title Description CRUD

Supplies Expendable and re-usable medical, surgical, engineering, CRUD
office, prosthetics, pharmaceuticals, and Automatic Data
Processing supplies

Non- Medical durable equipment (X-ray, CAT scan, wheelchairs), | CRUD

expendable I'T, Telecommunications, Office automation, Furniture,

Equipment vehicles, security/fire-arms.

Handling Procedures/Operations to safely handle equipment and CRU
supplies.

Customer Requisition, inquiry, shipment or other relevant action CRU

Transaction

Policy VA established rules CRU
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Associated Data Classes

Title Description CRUD
Guidance Commercialy available or VA provided information for CRU
established rules
Regulations Authoritative rules dealing with details or procedures CRU
Inventory Establishing policy and procedures for VA inventory CRU

management (e.g. item number, storage location, vendor).

Equipment Responsible for establishing policies and procedures for CRU
Accountability | equipment accountability, disposal, and replacement (e.g.,
equipment, serial number).

4.12.2.2 Subfunction 2.2: Provide Materiel Management Oversight
Oversight is provided through policy and procedura guidance for:

Business Reviews - scheduled visitsto VA operations to review compliance with
policy and other requirements and to provide guidance as required.

Executive Assistance Programs - Executive Assistance reviews are conducted at
the request of the medical center director, network directors or other management
to review problems with policy violations and to provide guidance in other areas.

Associated Data Classes

Title Description CRUD
Medical Senior Executive of the medical center R
Center
Director
Network Senior Executive of all Medical centerswithin aregion/area | R
Director
Guidelines | ssuance of departmental guidance such as regulations and CRU

(Compliance) | procedures.

Findings Audit results, studies, and other materiel pertinent to CuU
(Business materiel management operations.

Reviews)

Recommendat | Provides corrective actions to findings. CRU
ions
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Associated Data Classes

Title Description CRUD

Resolutions Appropriate actions to resolve customer issues and correct | CRU
any identified operational deficiencies.

4.12.2.3 Subfunction 2.3: Perform or Provide Materiel Management Quality Assurance
Review and determine that departmental materiel management program is operating set
targets/measures through:

Inspections
Vigits are made to VA material management operation facilities to identify
any potential operational problems and provide recommendation for identified
deficiencies.
Ensure the facility is operating with in established standards.
Review performance measures to determine overall operational effectiveness
and compliance (metrics).

SPD certification program

The SPD Certification program documents the training and provides national testing for VA’s
SPD staff. The program tracks completion of annual continuing education unit requirements.

Associated Data Classes

Title Description CRUD
Targets and Establish goals to achieve operationa effectiveness. CRU
Measures
Standards Set criteriathat are in conformance with industry standards | CRU

and meet VA'S needs.

Metrics Establish performance indicators to monitor compliance. CRU

Result Measured performance against metrics. For example, nearly | CR
3,000 employees have received SPD certification.

4.12.2.4 Subfunction 2.4: Provide Materiel Management Training

This subfunction provides atraining program to assure a competent workforce. Thisis done
through formal training events, written guidance, and through the SPD certification program.
Activities include:

SPD (Supply Processing and Distribution) Cluster Training - Training to provide
the technical information to the SPD technicians. This training program includes
preparation, decontamination, distribution and inventory management functions.
The training aso covers the required SPD level one training.
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Seminar Management - Section level Supervisors/Chiefs training for the materiel
management staff at VA facilities, including VHA, VBA and NCA. This
training/information is designed for inventory management, distribution,
reprocessing reusable supplies (preparation/decontamination) and warehousing.
IFCAP (Integrated Funds Distribution Control Point Activity, Accounting and
Procurement) - Provides hands on training of the automated inventory system,
automated case carts and control point modules. Classes are scheduled as
required for system changes or personnel needs.

AEMS/MERS (Automated Equipment Management System/ Medical Equipment
Repair Service - Hands on training of automated equi pment management system.
The training is conducted in different phases depending on the need or changes to
the AEMS/MERS system.

Equipment Turn-in - Hands on training of the automated equipment request and
turn-in system that integrates with AEMS/MERS and IFCAP. Phased training is
conducted based on system changes or unit requirements.

Associated Data Classes

Title Description CRUD
Section Level | Person responsible for managing the section handling R
Supervisor/ specific items (medical and surgical supplies) in inventory,

Chief distribution, or reprocessing reusable supplies

Inventory Systematic approach to managing VA’'s Materiel assets CRUD
Management

SPD The SPD certification program acknowledges mastery of CRUD

Certification technical aspects and demonstrated employee competency.
In addition to the SPD certification program, VA employees
can attend other training forums, conducted by OA& MM to
acquire needed technical information for competency.

Section Chief | Materiel Management Seminars present technical and CRUD
Level Training | management topics that address departmental requirements

Seminars and policies.

Results Measured performance against metrics. For example, over | CRU

500 materiel management employees receive formal
training each year. To date over 3,000 VA employees have
received SPD certification.
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4.12.2.5 Subfunction 3.1: Materiel Management Policy
This subfunction provides operation standards and guidance for the proper operation of VA’s
materiel assets.

VA Directives - Policy and guidance to meet the requirements of the VA materiel
management program

Management and Information Letters - Policy, regulations and guidance provided
to the materiel management programs until the information isincluded in a

directive.
Associated Data Classes
Title Description CRUD
VA Administrative Instruments that provide guidance for the CRU

Directives proper functioning of the VA materiel management
Management | programs

and

Information

Letters

Standards A common set of methods, processes and/or proceduresfor | CRUD
the performance of designated operations or in designated
situations.

Guidance Advice and interpretation of established procedures forthe | CRUD

management of VA material assets.

4.12.3 Subfunction 3: Financial Management

The “Financial Management” subfunction provides the ability for innovative financial servicesto
VA customers viathe VA Supply Fund. This Supply Fund provides the capability to extend
obligation authority of appropriated funds up to five years beyond the current fiscal year for bona
fide needs. This subfunction is aso used to ease up front acquisition costs for leasing capital
equipment. Beyond supply fund management and oversight, this financial management
subfunction includes accounting, budgeting, costing, financial records management and expense
activity support for both internal and external customers or Other Government Agencies (OGA).

4.12.3.1 Subfunction 3.1: Manage Supply Fund Accounting

This subfunction enables financial servicesto VA customers viathe VA Supply Fund. The
Supply Fund is authorized by Title 38 U.S.C 8121 as arevolving fund with cost reimbursements
from appropriated customer agencies and provides the capability to extend obligation authority
of appropriated funds up to five years beyond the current fiscal year for bonafide needs for an
execution fee. It isused to ease up-front acquisition costs for leasing capital equipment. The
Supply fund consists of two programs, One VA+ and Leasing. One VA+ applications include
Information Technology Projects, Telecommunications Projects, Activation and other
Equipment, and larger programs that require longer planning or site development lead-time. It
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establishes formal agreements including bona fide need between a customer Program Office
(PO) and the Supply fund using VA Form 2269; Receive the Obligation as an Unfilled Customer
Order and Reimbursement; Receivable Program Office solicits procurement and Obligates
against Supply Fund Accounts; Customer order is filled and the PO obligation Supply Fund is
reduced; Return obligation balance to Treasury upon completion of agreement fulfillment or
after five years.

Establish formal agreement including bona fide need between a customer
Program Office (PO) and the Supply fund using VA Form 2269
Receive the Obligation as an Unfilled Customer Order and Reimbursement
Recelvable
Program Office solicits procurement and Obligates against Supply Fund Accounts
Customer order is filled and the PO obligation Supply Fund is reduced
Return obligation balance to Treasury upon completion of agreement fulfillment
or after five years

Associated Data Classes
Title Description CRUD
Customer Internal VA program office or department office from any R
VA administration (VHA, VBA, NCA) or OGA program or
department utilizing the services for the Supply Fund.
Obligation Funds required for the operation of the Supply fundand all | R
its programs. Sub-accounts consist of funds for People,
Services, Space, Travel, Equipment, etc.
Obligation Authority to Obligate appropriated funds on potential future | R
Authority purchases or expenses.
Revolving Self-sustaining fund, i.e., no appropriations, that recovers R
Fund operations costs through service fees.
Execution Fee | Service fee collected to reimburse cost of administeringand | R
managing this program.
Unfilled Customer designated use of the obligated fund to purchase, | CR
Customer lease, or expense.
Order
Reimburse- Reimbursement to be paid by the customer when CR
ment Acquisition and Materiel Management Finance disburses
Receivable Obligated funds
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4.12.3.2 Subfunction 3.2: Manage Supply Fund Budgeting

This subfunction enables the formulation and execution of the annual budget for the Supply Fund
consisting of three components: full-time equivaent staff (FTES), Obligation, and Performance
Measures.

The formulation of the supply fund budgeting requires the submission of estimates for each of
the three components by all programs within VA and by OGAs wishing to utilize this Supply
Fund. After the review and approval by the Director in the CFO, the formulation is submitted to
the VA Secretary’s office, which after reviews and modifications submits to OMB and Congress.

The execution of the supply fund budgeting mirrors the process for the formulation. This
requires the creation of an annual Budget Operating Plan with monthly estimate at the start of the
Fiscal Year. Thisinformation isinput once annualy into the Financial Management Systems
(FMYS) by the VA Secretary’ s Budget Office. The execution subfunction also compiles the
reporting information about the actual amounts on a monthly basis for the three components of
FTEs, Obligations, and Performance Measures.

Associated Data Classes

Title Description CRUD

FTE Represents the head count for the number of full time staff CRU
required for administering and managing the associated
functionsin Acquisition and Materiel Management
including Supply Fund.

Obligation Funds required for the operation of the supply fund and all CRU
its programs. Sub-accounts consist of funds for people,
services, space, travel, equipment, etc.

Performance | Metrics or targets to measure the performance in each CRU
Measures category for the goals established by VA. Thisisused in

the management and control of the program.
Budget Document that describes what would be purchased or CR
Operating resources utilized, when, and why, along with a monthly
Plan estimate of the total.

4.13 Information Technology

Asdiscussed in Section 3.13, Information Technology (I1T) is an enabler for delivering services.
IT activities and facilities support al other EBFs and KEFs described in this document,
supporting all VA business functions regardless of which administration is operating the IT
assets and managing the supporting personnel and resources.
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The benefits of an Enterprise Architecture view of the IT function are many, including the ability
to:
Provide a basis to establish security controls
Provide a basis to alocate functions to Projects
Provide a basis to delineate the roles and responsibilities
Provide a basis to establish centralized management control
Provide a basis to identify dataitems
Provide a basis to understand the scope of functions performed within IT
Provide a basis to identify location or system allocations
Provide a basis to identify personnel, or organizational responsibilities
Provide a basis to determine business cycles, initiators or terminator of process
strings
Provide a basis to identify and ultimately satisfy the motivators for conducting IT
functions
Provide a basis to reduce network and telecommunications costs and improve
quality and reliability through definition of an integrated, performance based
service
Provide abasis for critical information infrastructure protection for continuity of
operations and disaster recovery.

In this section, the IT Infrastructure is viewed as a whole entity and decomposed into its parts
with the guiding principle of attempting to understand the functions and how they interact with
each other. The decomposition is completed to alevel where an individual subfunction (which
could be many levels deep) can be allocated to a single project or program for management,
budgeting and execution purposes. Since IT elements both integrally support other EBFs and
KEFs by supplying functionality and intertwine with those functions (e.g., through Cyber
Security policy and mechanisms), the approach used to describe I T in this subsection of the
Enterprise Architecture is different than in previous subsections of this Section 4.

At atop level, the IT function encompasses the activities required to provide all VA business
functions and other key enabling functions with an infrastructure able to effectively and securely
collect, store, process, distribute, and communicate data and information.

All of VA’sIT KEF activities are composed in 4 subfunctions:
Cyber Security
Network Communications Telecommunications
Critical Infrastructure Protection (CIP)
Information Technology Management

The following three priority subfunctions have been defined in this document. IT Management
and the remaining portions of CIP will be further defined in the next version of the Enterprise
Architecture.
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Subfunction

Description

Cyber Security Secure the VA enterprise against cyber attack. The primary goal of
Cyber Security isto maintain confidentiality, integrity and access to
information so that VA business operations proceed effectively and
efficiently. Activitiesinclude:

Manage Security Services Oversight

Lead IT Security Workforce

Establish Security Infrastructure & Environment
Operate and Maintain Security Servicesfor VA

Network
Communications/

tions

Implement a“One VA” Telecommunications network to assure that
information can be shared quickly across organizational entities.
Telecommunica Activities include:

Identify business need for connectivity.
Acquire connection.

Monitor connection performance.

Retire connection.

Document connection.

Train user/administrator on the connection.

Data Center

Implements a processing platform and data storage infrastructure
COOP that is secure and reliable. Activitiesinclude:

Establishing business-based recovery time and recovery point
objectives.

Establishing best practices across the enterprise

Supports workload distribution ensuring cost effective
continuity of operations.

Each of these subfunctionsis described in more detail in the following subsections.

4.13.1 Subfunction 1: Cyber Security

The mission of Cyber Security, taken from the Information Technology Strategic Plan April
2002, DRAFT, isto secure the VA enterprise against cyber attack. The primary goals of Cyber

Security are:

Establish and operate an IT environment where Veterans and their families can be
confident that their sensitive personal information is protected and remains

private.

Maintain confidentiality, integrity and access to information so that VA business
operations proceed effectively and efficiently.
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Cyber Security activities undertaken to accomplish these goals include:

Manage Security Services Oversight

Lead IT Security Workforce

Establish Security Infrastructure & Environment
Operate and Maintain Security Servicesfor VA

The concept of “Defense in Depth” is the foundation for the VA Cyber Security functions. The
“Defense in Depth” approach is designed to protect VA's information technology enterprise so
that the presence of an individual with malicious intent within the network will be detected,
identified and neutralized with little or no adverse affect on VA’ s information resources.
“Defense in Depth” is composed of seven strategic processes of defense (See Figure 4-6). Each
of the seven processes has specific subfunctions that, when achieved, establish the
infrastructure’ s ability to defend itself.

Protected Network Infrastructure
Securable Operating Systems
Secure Protocols

Boundary Protection

Intrusion Detection Devices
Online Virus Protection

Active Security Monitoring

Nog,rwWDN R

Figure 4-6: Seven Strategic Processes of Defense
Motivations:

Key Objectives

The key objectives required to accomplish the mission and goals include:

- Maintain the confidentiality, integrity, and accessibility of Veteran's sensitive
information that is collected, processed, stored, and distributed by VA.
Maintain the confidentiality, integrity, and accessibility of VA employee’s sensitive
information that is collected, processed, stored, and distributed by VA.
Maintain the confidentiality, integrity, and accessibility of sensitive business
information that is collected, processed, stored, and distributed by VA.
Meet or exceed the expectation of Congress, the President, and the Secretary in
operating and maintain a secure I'T environment that is responsive to the needs of VA.

Controlling Factorson VA’s ability to achieve its Goals
Controlling factors both constrain and motivate Cyber Security go provide asecure I T
environment. Controlling factors include the following:

Veteran's Confidentiality and Privacy expectations
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Legidation
Health Insurance Portability and Accountability Act of 1996
GISRA

Presidential Directives and OMB Guidance

GAO Audit Guidance - FISCAM

Secretary’ s Goals and Directives

Current Infrastructure Vulnerabilities

Potential and Actual Threat against VA

Subfunctions:
The Cyber Security Function has four primary subfunctions, as summarized below.

Subfunction Description
Establish Security | This subfunction establishes the rules and controls upon which the
Oversight VA IT infrastructure is developed, managed, and operated. There

are several external regulations placed on VA that require periodic
reporting and status maintenance. This collection of activities
addresses Security planning, reporting the infrastructure’ s security
statusto legiglative oversight groups, and Security related policies.
Activities include:

Establish VA Security Plan
Comply with Legidative Oversight
Manage Security Policies

Lead IT Security This subfunction is concerned with leading the I T security
Workforce workforce. This collection of activitiesis the action taken to make
sure people are properly prepared to operate the I T infrastructure in
a secure manner and to protect sensitive information, maintaining
its confidentiality, integrity and access. Activities include:

Control Personnel Activities through Formal Operating
Procedures, Supervision, and Review

Provide Security Training for field Information Security
Officers.

Provide Security Awareness Training for IT personnel
Provide Security Awareness Training for all VA personnel
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Subfunction

Description

Establish Security
Capabilities

This subfunction establishes a secure I T infrastructure. This
collection of activities focuses on the physical and procedural
elements of the infrastructure. The resulting infrastructure should
ensure that the information assets and resources are protected from
malicious attack or inadvertent loss. The assets and resources can
operate and process VA lines of business in a secure environment
where confidence is high that information is available, accurate, and
privacy is maintained at the highest levels possible. Activities
include:

Establish Critical Infrastructure Protection capabilities with

the VA infrastructure

Establish Access Controls

Establish capability to maintain data integrity

Establish capability to protect the physical VA information

infrastructure

Establish PKI capability

Operate &
Maintain Security
Services

This subfunction operates the VA infrastructure in a secure manner
that maintains the confidentiality, integrity and accessibility of
information assets and resources. This environment and its
operation is critical for VA to process is Primary Lines of Business
and preserve each Veteran's confidence that his information is held
is strict confidence and privacy. Activities include:

Operations and Maintenance (O&M) of an IT C3
infrastructure

O&M Security Operations Center (SOC)

O&M centralized and automated intrusion monitoring and
reporting to VA CIRC

Certify & Accredit systems/application/networks

O&M Certificate Authority

O&M Anti-Virus Capability

Cyber Security Functional Decomposition:

The decomposition of al subfunctions encompassing the Cyber Security functionsis listed in the
Decomposition tables below. The numbering scheme and indentation depict the hierarchy of the

decomposition.

Al Establish Security Oversight

All Establish VA Security Plan

Alll Periodically Assess Risk

A112 Document an Entity-wide Security Plan
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A113
A114
A12

A121
A122
A123
A124
A125
A126
A13

A131
A132
A133
A134
A135

Establish a Security Management structure & clearly assign security responsibilities
Monitor the Security Program's effectiveness & make changes as needed
Comply with Legidative Oversight
I dentify Law/regulation requirements
Collect performance data
Evaluate reports from CIRC, Field 1SOs, NOC, and SOC
Update Database(s) for Legidlative Oversight
Report status
Advise leadership
Manage Security Policies
Establish development, review, & retirement procedures for Policies & Guidelines
Segregate Incompatible Duties and Establish Related Policies
Implement effective security-related personnel policies
I dentify Secure Protocols
| dentify and Manage Security Policies

Decomposition 4.13.1-1 Establish Security Oversight

A21

A22
A23
A24

A2 Lead IT Security Workforce

Control Personnel activities through formal operating procedur es, supervision, and
review

Provide Security Training for Field Information Security Officers (1SO)

Provide Security Awarenessfor all IT Personnel

Provide Security Awarenessfor all VA Personnel

Decomposition 4.13.1-2 Lead I T Security Workforce

A3l
A311

A312
A313
A314
A315
A316
A317
A32

A321
A322
A323
A324
A325
A326
A33

A331
A332
A34

A341

A3 Establish Security Infrastructure & Environment

Establish CIP capabilitieswithin the VA Infrastructure
Establish a secure Service from a protected network infrastructure al the way to each
subscriber's facility
Implement secure Operating Systems (OS) on all servers and clients
Establish secure protocols for servers and clients
Establish boundary protection infrastructure at processing and subscriber facilities
Implement Intrusion Detection devices
Implement an Online Virus Protection capability
I dentify key events and their associated alerts
Establish Access Controls
Establish User Registration procedures
Establish User Identification procedures
Establish User Authentication procedures
Establish User Authorization procedures
Permit/Deny Access
Log Access Events
Establish capability to protect the physical VA infrastructure
Establish Environmental Protection
Establish Physical Access procedures
Establish VA PKI
Implement Certification Authority
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Decomposition 4.13.1-3 Establish Security Capabilities

A4 Operate & Maintain Security Services

A4l O&M an IT command, control & communication (C3) infrastructure

A411 Monitor the performance of the information infrastructure

A412 Direct operations of the information infrastructure

A413 Communicate with IT stall in the field

A42 O&M Security Operations Center (SOC)

A421 Administer Centralized Security of Servers and network devices

A422 Actively Monitor the security of the enterprise infrastructure

A423 Report Security Eventsto CIRC

Ad24 Conduct Forensic Analysis

A425 Manage the disposal of sensitive materials

A43 O&M Centralized Reporting and Automated Intrusion Monitoring & Reporting to
VA CIRC

A431 Collect Field Reports

A432 Coordinate with External CIRCs

A433 Disseminate Incident Reports to the field

A434 Maintain Event/Incident database

A435 Report Security Events & Trendsto VA leadership

A44  Certify and accredit systems/applications/networks

Ad41 Certify Systems

Ad42 Monitor System maintenance and changes

A443 Certify Networks

Ad44 Monitor Networks maintenance and changes

A445 Certify Application software devel opment

A446 Monitor Application maintenance and changes

A45 O&M Certificate Authority

A451 I ssue Certificates

A452 Provide certificate validations

A453 Distribute public keys

A454 Revoke Certificates

A46 O&M an Anti-Virus capability

A461 Distribute Anti-Virus software

A462 Digtribute Virus Signature updates

Decomposition 4.13.1-4 Operate & Maintain Security Services
Key Data Elements of Cyber Security:

Cyber Security has many data classes that it creates, reads, updates, or deletes (CRUD) on a
continuous basis. Cyber Security has two types of data classes to be concerned with: data classes
that are used to manage the security of the VA IT Infrastructure; and data classes that need to be
protected within the VA IT infrastructure.

The following table shows a sample of the data classes managed within VA’s Cyber Security
realm of responsibility.
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Associated Data Classes

Title Description CRUD
Access A plan or course of action intended to influence and C
Control Policy | determine decisions, actions, and other matters concerning
how accessis controlled.

Access A set of steps that are used to permit or deny accessto a CRU

Control resource or asset.

Procedures

Access Log A table that identifies each access attempt. It includes CR
whom, what accessed, when.

Access Status | Status of conducting an evaluation for access CR

Asset Collection of information regarding the state of VA assets. CRUD

Information It includes make, model, serial number, location, |P address,
function, POC, etc.

Authorization | Information used by the Authorization function to verify if CR

Information the subject is authorized to access an asset or resource.

Authorization | List of Users, applications and devices that are permitted R

List access to aresource or asset

Authorization | Status resulting from conducting an authorization CRUD

Status evauation.

Certification List of conditions that when met meet an established R

Criteria standard for performance.

CIRT Contact | List of CIRT Team members and their contact information. | CRUD

Information

Classification | Assignment of the information to a classification R

of the

resource/asset

Compliance List of conditions that when met meet a set standard. R

Criteria

Contact A set of data used to make contact. Examples: Telephone, RU

Information location, email, & IP information.
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Associated Data Classes

Title Description CRUD
Course of Direction. A set of stepsto achieve a Goal. CRUD
Action
Employee | dentification, demographic, contact, & employment R
Information information
Encryption A plan or course of action intended to influence and CRUD
Policy determine decisions, actions, and other matters concerning

how encryption is applied.
Family | dentification, demographic, contact, & relationship to the R
Member veteran information
information
GISRA A set of relational tables maintaining the current GISRA CRUD
Database infractions from the VA infrastructure.
|&A Status The status resulting from conducting an identification and CRUD
authentication activity.
Identification | A set of data used to identify a subject. It can be alogical, R
(ID) physical, or biometric set of data. Examples: Badge, smart
card, digital certificate, fingerprint, birth certificate,
passport, etc.
Incident A collection of data elements regarding an event. CR
information
Incidence Reports containing data about security events. CR
reports and
resolutions
Information A set or grouping of information that should receive similar | R
Classes security handling.
Initial An assigned password so that the first time user can access | C
Password an application or web site. Usually this password is set to
be a one-time use password, which requires the user to
select and establish their own unique password that they can
remember and use in the future.
Law Federally mandated statutes. R
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Associated Data Classes

Title Description CRUD

Log A table used to store information about individual events. R

Log Entries Recordsin atable. R

Log Policy A plan or course of action intended to influence and CRUD
determine decisions, actions, and other matters concerning
how logs are created, managed and destroyed.

Method for List of procedures used to group resources or assets. R

applying

classification

Password An aphanumeric string when combined with the user name | R
authenticates the User.

Personally Any data set that can be linked back to a specific individual. | R

|dentifiable

Information

(P11

Privacy Policy | A plan or course of action intended to influence and CRUD
determine decisions, actions, and other matters concerning
how privacy is maintained.

Relationship The relationship an individual has with the Veteran R

Information

Report A disclosure of information about a specific event or CR
subject. It includes who, what information, when, type of
disclosure event, current status.

Representative | Identification, demographic, contact, & relationship to the R

information veteran information

Resource Collection of information regarding the state of a Resource. | R

Information It includes identification, location, function, POC, etc.

Review Steps taken to examine a set of records and report findings. | R

Procedures
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Associated Data Classes

Title Description CRUD

Risk An assessment of threat facing an organization, the inherent | CR
Assessment vulnerabilities contained in the information technology
employed or planned, and the value of the information
controlled by the organization.

Security Logs | Tables containing records describing security events R
Security A plan or course of action intended to influence and CRUD
Policy determine decisions, actions, and other matters concerning

Security issues.

Signature A plan or course of action intended to influence and CRUD
Policy determine decisions, actions, and other matters concerning
how signature is accepted.

Situation A set of environmental conditions or states that are note R
worthy.

Test Results Findings from conducting an evaluation. R

Veteran's Anindividual Veteran's health information R

Health

Information

User Employees, contractors, vendors, and customers that operate | R

within the VA shared environment.

Username Alphanumeric string assigned/chosen to represent the user R

Veteran's | dentification, demographic, military service, health, R
Information contact, & family information

L ocations:

Cyber Security is applied in all facilities and locations where Information Technology is used.
Eight categories of VA Facilitiesare listed in Table 4.13.1-1

July 8, 2002 4-156 Version 1.0



One-VA Enterprise Architecture The Business Owner’s View

Table4.13.1-1. VA Facility Types

Medical Centers Community based Regional Offices Data Processing
Outpatient clinics Centers

Veteran Service National Cemeteries | Affiliated Collocated DOD

Organizations Universities sites

Mapping of Allocated Functions:

One of the key purposes of the Enterprise Architecture isto be able to allocate elemental
functions to individual projects for Budgeting and Project Management efforts, yielding an
allocated functional baseline. Tables 4.13.1-2 through 4.13.1-5 below show the functional
decomposition of Cyber Security allocated to a current or future Project. Note that each function
is allocated to only one Project. If it has the potential to be alocated to more than one then
decomposition continues for that function until each of its subfunctions can be uniquely allocated
to a Project.

There are currently 5 projects or project categories that the functions of Cyber Security are
allocated to for either establishment of the function, acquisition to be able to do the activities, or
manage the activities.

Enterprise Cyber Security Infrastructure Project: the Enterprise Cyber Security
Infrastructure Project (ECSIP) provides boundary protection at Corporate and Regional
Data Center, establishes Virtual Private Network access, installs network and host based
intrusion detection systems, and stands up a Security Operations Center (SOC) for
actively monitoring and reporting security events. Appropriate Cyber Security
functions are alocated to the Project Category: ECSIP.

Telecommunications Modernization Plan: the Telecommunications Modernization Plan
(TMP) provides the capability to acquire and manage the WAN infrastructure among
protected network infrastructures and subscribing facilities. Appropriate Cyber Security
functions are allocated to the Project Category: TMP.

Application Development Projects. There are several application development projects
(ADP) currently underway at VA. Most require only basic security guidance and
services. The Program Manager will be responsible to implement the defense in depth
processes that apply to the application. The key processes that might apply include
Secure Protocols and Secure Operating Systems. As depicted in the tables below the
primary activity iswithin the “Access Control” area. The individua application project
manger will be responsible for implementing the appropriate access controls to the
application. Appropriate Cyber Security functions are allocated to as required to the
Project Category: Application Develop Projects (ADP).
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ADP Privacy HIPAA: Many VA applications handle sensitive information that requires
specific Privacy and Confidentiality assurances. The Federal Government enacted a set
of laws dealing with the Privacy and Security of an individual’ s health information.
Primarily the HIPAA laws are directed toward the healthcare industry to maintain an
individual’s Right to Privacy. This requires anyone who works with protected health
information to take all appropriate safeguards to protect the information. HIPAA has
two sections: Privacy and Security. Privacy is the policies that an organization needs to
establish and follow. Security is a collection of tools and procedures used to execute
the policies. The Security portion of the law has been published in draft only as of July
8, 2002. Cyber Security functions that provide a higher level of Privacy assurances to
meet the requirements of an individual Right to Privacy (HIPAA and like regulation)
are allocated to the Project Category: ADP Privacy HIPAA.

CIRC/SOC: Computer Incident Response Center (CIRC) / Security Operations Center
(SOC) isafuture project for the operation of the CIRC/SOC. Appropriate Cyber
Security functions are allocated to the Project Category: CIRC/SOC.

Other: Remaining Cyber Security functions or activities are allocated to the “ Other”
project category for management and execution.

LEGEND: Valuesin the table cellsidentify the Strategic Process with the Defense in Depth
concept that they support or the key enabling Security Administration function that supports the
Defense in Depth Strategic Processes.

D1 Protected Network Infrastructure
D2  Secure Operating Systems

D3  Secure Protocols

D4  Boundary Protection

D5 Intrusion Detection

D6  Online Virus Protection

D7  Active Security Monitoring

CSA Centralized Security Administration
SO  Security Operations

ITO Information Technology Operations

Highlighted rows are higher-level classification labels for the allocated functions and are not
individually allocated since they could span across several layer of defense or projects.
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Table4.13.1-2. Functional Allocation to Projects— Establish Security Oversight

Function Project
Application
Development ADP -
Projects Privacy | CIRC/
ECSIP | TMP (ADP) HIPAA SOoC Other

Al Establish Security Oversight
A1l Establish VA Security Plan
A111 Periodically Assess Risk
A1111 Identify the Threat CSA
A1112 Determinethe Value of the Assets
X CSA
being protected
A1113 Identify the Vulnerability of the
Network Elements
A1114 Identify the Vulnerability of the
Operating Systems being used
A1115 Identify the Vulnerability of the
Protocols and Applications
A1116 Identify the Vulnerability of the
Firewalls, RAS entry points, and D4
Edge Routers
A1117 Calculate the Acceptable Risk
Level(s)
A112 Document an Entity-wide Security Plan
A1121 Establish element of the plan for
Protecting the Network Infrastructure
A1122 Establish element of the plan for
Securing Operating Systems
A1123 Establish element of the plan for
Securing Protocols
A1124 Establish element of the plan for
Protecting the Boundary
A1125 Establish element of the plan for
Detecting Intrusions
A1126 Establish element of the plan for
Protecting from Online Viruses or D6
Malicious Codes
A1127 Establish element of the plan for
Actively Monitoring for Security D7
Events
A113 Establish a Security Management
structure & clearly assign security CSA
responsibilities
A114 Monitor the Security Program's
effectiveness & make changes as needed
A1141 Evaluate reports from CIRC, the
Field ISOs, NOC, and SOC
A1142 ldentify areas where unacceptable
risk is encountered
A1143 Recommend Changes to Plans and
Implementations
A12 Comply with L egisative Oversight
A121 Identify Law/regulation requirements CSA

D1

D2

D3

CSA

D1

D2

D3

D4

D5

CSA

CSA
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Table4.13.1-2. Functional Allocation to Projects— Establish Security Oversight

Function Proj ect
Application
Development | ADP -
Projects Privacy | CIRC/
ECSIP | TMP (ADP) HIPAA | socC Other
A122 Collect performance data CSA
A123 Evauate reports from CIRC, the Field CSA
ISOs, NOC, and SOC
A124 Update Database(s) for Legidative
. CSA
Oversight
A125 Report status CSA
A126 Advise leadership CSA
A13 Manage Security Policies
A131 Establish development, review, &
retirement procedures for Policies & CSA
Guidelines
A132 Segregate Incompatible Duties and CSA
Establish Related Policies
A133 Implement effective security-related
L CSA
personnel policies
A134 |dentify & Manage Secure Protocols
A1341 Define SMTP/SMIME standards
. D3
based processes for email
A1342 Define VA Firewall Protocols D3
A1343 Define secure system configurations D3
A1344 Define SSL/TLS procedures for D3
server and client 1& A
A1345 Define data encryption procedures for D3
web, FTP, and directory services
A1346 Define IPSEC standards for VPN D3
A135 Identify & Manage Security Policies
A1351 Establish polices and procedures for
reproduction/replication/disposal of CSA
sensitive data
A1352 Establish Polices for Protecting the D1
Network Infrastructure
A1353 Establish Polices for Securing the D2
Operating System
A1354 Establish Policies for identifying & D3
using secure Protocols
A1355 Establish Polices for Protecting the D4
Boundary
A1356 Establish Policesfor Detecting D5
Intrusions
A1357 Establish Policies for Protecting from D6
Online Viruses or Malicious Code
A1358 Establish Policiesfor Actively D7
Monitoring for Security Events
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Table4.13.1-3. Functional Allocation to Projects—Lead IT Security Workforce

Function

Proj ect

ECSIP

TMP

Application ADP -
Development | Privacy
Projects HIPAA
(ADP)

CIRC/

Other

A2 Lead IT Security Workforce

A21 Control Personnel activitiesthrough
formal operating procedures,
supervision, and review

A22 Provide Security Training for Field
Information Security Officers

A23 Provide Security Awareness Training
for all IT Personne

A24 Provide Security Awareness Training
for all VA Personnel

8188 8

Table4.13.1-4. Functional Allocation to Projects — Establish Security
Infrastructure & Environment

Function

Proj ect

ECSIP

TMP

Application ADP -
Development Privacy
Projects HIPAA
(ADP)

CIRC/

Other

A3 Establish Security
Infrastructure & Environment

A31 Establish CIP capabilitieswithin the
VA Infrastructure

A311 Establish a secure service from a
protected network infrastructure all
the way to each subscriber’s
facility

D1

A312 Implement secure Operating
Systems (OS) on all servers and
clients

D2

A313 Establish Secure Protocols for
servers and clients

D3

A314 Establish Boundary Protection
infrastructure at processing and
subscriber facilities

D4

A315 Implement Intrusion Detection
devices

D5

A316 Implement an online Virus
Protection capability

D6

A317 Identify key events and their
associated alerts

D7

A32 Establish Access Controls

A321 Establish User Registration
procedures

CSA

A322 Establish User Identification

CSA
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Table4.13.1-4. Functional Allocation to Projects — Establish Security
Infrastructure & Environment

Function

Proj ect

ECSIP

TMP

Application
Development
Projects
(ADP)

ADP -

Privacy
HIPAA

CIRC/

Other

procedures

A323 Establish User Authentication
procedures

CSA

A324 Establish User Authorization
procedures

CSA

A325 Permit/Deny Access

D2

A3251 Establish "least privilege" based
access permissions

D2

A3252 Establish Access Controlsto
Enforce Segregation of Duties

CSA

A326 Log Access Events

D2

A33 Establish capability to protect the
physical VA infrastructure

A331 Establish Environmental Protection

A3311Review Local/Regional/Federal
regulation

CSA

A3312 Verify compliance

CSA

A3313 Establish periodic review for
compliance

CSA

A3314 Establish new
construction/devel opment
procedures to ensure
compliance

CSA

A3315 Report status to leadership

CSA

A332 Establish Physical Access
procedures

CSA

A34 Edtablish a PK1 capability

A341 Implement Certificate Authority

D3

Table4.13.1-5. Functional Allocation to Projects— Operate & Maintain Security

Servicesfor VA
Function Proj ect
ECSIP | TMP | Application | ADP- | CIRC/ | Other
Development | Privacy SOC
Projects HIPAA
(ADP)
A4 Operate & Maintain Security
Services
A4l O&M an IT command, control & ITo
communication (C3) infrastructure
A411 Monitor the performance of the ITo
information infrastructure
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Table4.13.1-5. Functional Allocation to Projects— Operate & Maintain Security
Servicesfor VA

Function Proj ect

ECSIP | TMP | Application ADP- | CIRC/ | Other
Development | Privacy SOC
Projects HIPAA
(ADP)

A4111 Maintain problem, status, and

. ITO
resolution records and procedures

A4112 Ensure only VA authorized
systems areinstalled on ITO
infrastructure

A4113 Monitor system/network/

C . ITO
application maintenance

A4114 Monitor system/network/

application installation/upgrade 'To

A412 Direct operations of the information

. ITO
infrastructure

A413 Communicate with IT stall in the

field o

A42 O&M Security Operations Center

(SOC) D7

A421 Administer Centralized Security of

Servers and network devices b7

A422 Actively Monitor the security of the

2 D7
enterprise infrastructure

A4221 Conduct regular, no/short notice
independent vulnerability SO
assessments & penetration tests

A4222 Conduct On-site security

- e}
assessments and audits
A42221 Establish auditing procedures CSA
A42222 Conduct Audits e}
A42223 Conduct Network D1
Infrastructure Assessments
A42224 Conduct Operating System D2
Assessments
A42225 Conduct Protocol
D3
Assessments
A42226 Conduct Boundary
D4
Assessments
A42227 Conduct Intrusion Detection D5
Assessments
A42228 Conduct Anti-Virus
D6
Assessment
A42229 Report Assessment Findings SO
A4222.10Ensure internal security
procedures and policies are SO
being properly followed
A4222.11 Identify security .

configuration shortfalls

A4223 Monitor for security incidents

within the VA enterprise network o7
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Table4.13.1-5. Functional Allocation to Projects— Operate & Maintain Security
Servicesfor VA

Function Proj ect

ECSIP | TMP | Application ADP- | CIRC/ | Other
Development | Privacy SOC
Projects HIPAA
(ADP)

A42231 Monitor Intrusion Detection

Systems for Events o7

A42232 Report Detected Intrusion

D7
Events

A42233 Caollect & report Virus

) ; D7
infection events

A42234 Collect & report attempts of

DNS events b7

A42235 Caollect & report evidence of
malicious data tampering,
destruction, compromise, or
loss

D7

A423 Report security eventsto CIRC D7

A424 Conduct Forensic Analysis SO

A425 Manage the disposal of sensitive
materials

A43 O&M Centralized and automated
intrusion monitoring & reporting to
VA CIRC

A431 Collect field reports

A432 Coordinate with External CIRCs

A433 Disseminate incident reportsto the
field

A434 Maintain Event / Incident database

A435 Report Security events & trends to
VA leadership

8 18 8 8|3

A44 Certify and Accredit
systems/applications/networks

A441 Certify Systems

A4411 Verify System uses approved

Operating Systems bz

A4412 Verify System uses defined

Access Control Procedures b3

A442 Monitor System maintenance and

changes o7

A443 Certify Networks

A4431 Verify Network Device uses

approved configuration bl

A4432 Verify Boundary Devices use

approved Configuration b4

A4433 Verify Network uses defined

Access Control Procedures b3

A444 Monitor Networks maintenance and

changes o7
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Table4.13.1-5. Functional Allocation to Projects— Operate & Maintain Security

Servicesfor VA
Function Proj ect
ECSIP | TMP | Application | ADP- | CIRC/ | Other
Development | Privacy | SOC
Projects HIPAA
(ADP)
A445 Certify Application software
development & Change Control
A4451 Processing Features & Program
Modifications as Properly D3
Authorized
A4452 Test & Approveal new & D3
revised Software
A4453 Control Software Libraries D3
A4454 Verify Application uses defined D3
Access Control Procedures
A446 Monitor Application maintenance D7
and changes
A45 O&M Certificate Authority
A451 Issue Certificates CSA
A452 Provide certificate validations CSA
A453 Distribute public keys CSA
A454 Revoke Certificates CSA
A46 O&M an Anti-Virus capability D6
A461Distribute Anti-Virus software D6
A462 Distribute Virus Signature updates D6

Map of Functionsto Defensein Depth

Recent Cyber Security incidents demonstrate the increasing need to prevent unauthorized
individual with malicious intent from access VA'sIT infrastructure. Consequently VA is
implementing the strategy of “Defense in Depth” to defend against cyber attacks of all kinds.
“Defense in Depth” is composed of seven strategic processes. Each of these strategic processes
is specifically designed to protect sensitive information and resources and maintain
confidentiality, integrity and access. Each activity defining Cyber Security will either directly
implement a strategic defensive process or enable the implementation. The following table
depicts the alocation of Cyber Security activities to a strategic process or enabler of strategic
processes.
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Table4.13.1-6. Functional Allocation to Defensein Depth Concepts — Establish
Security Oversight

Function 7 Strategic Processes of
Defensein Depth

<
ek

Boundary Protection
Intrusion Detection

Devices
Centralized Security

Protected Network |
Infrastructure
Securable Operating
Systems

Secur e Protocols
Online Virus
Protection

Active Security
Monitoring

Admin

Security Operations
IT Operations

Al Establish Security Oversight
All Establish VA Security Plan

A111 Periodically Assess Risk

A1111 Identify the Threat X

A1112 Determine the Value of the Assets being X

protected

A1113 Identify the Vulnerability of the Network X

Elements

A1114 Identify the Vulnerability of the Operating X

Systems being used

A1115 Identify the Vulnerability of the Protocols X

and Applications

A1116 ldentify the Vulnerability of the Firewalls, X

RAS entry points, and Edge Routers

A1117 Calculate the Acceptable Risk Level(s) X

A112 Document an Entity-wide Security Plan

A1121 Establish element of the plan for Protecting X

the Network Infrastructure

A1122 Establish element of the plan for Securing X

Operating Systems

A1123 Establish element of the plan for Securing X

Protocols

A1124 Establish element of the plan for Protecting X

the Boundary

A1125 Establish element of the plan for Detecting X

Intrusions

A1126 Establish element of the plan for Protecting X

from Online Viruses or Malicious Codes

A1127 Establish element of the plan for Actively X

Monitoring for Security Events

A113 Establish a Security Management structure & X

clearly assign security responsibilities
A114 Monitor the Security Program's effectiveness
& make changes as needed

A1141 Evaluate reports from CIRC, the Field X

ISOs, NOC, and SOC

A1142 ldentify areas where unacceptablerisk is X

encountered

A1143 Recommend Changesto Plans and X

Implementations
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Table4.13.1-6. Functional Allocation to Defensein Depth Concepts — Establish
Security Oversight

Function 7 Strategic Processes of
Defensein Depth

<
ek

Boundary Protection
Intrusion Detection

Devices
Centralized Security

Admin
Security Operations

Online Virus
Protection
Active Security
IT Operations

Monitoring

Securable Operating

Systems

Protected Network |
Infrastructure
Secur e Protocols

A12 Comply with L egidative Oversight
A121 Identify Law/regulation requirements
A122 Collect performance data
A123 Evauate reports from CIRC, the Field 1SOs,
NOC, and SOC
A124 Update Database(s) for Legidative Oversight
A125 Report status
A126 Advise leadership
A13 Manage Security Policies
A131 Establish development, review, & retirement
procedures for Policies & Guidelines
A132 Segregate Incompatible Duties and Establish X
Related Policies
A133 Implement effective security-related personnel X
policies
A134 |dentify & Manage Secure Protocols
A1341 Define SMTP/SMIME standards based
processes for email
A1342 Define VA Firewall Protocols
A1343 Define system configurations
A1344 Define SSL/TLS procedures for server and
client 1I&A
A1345 Define data encryption procedures for web,
FTP, and directory services
A1346 Define IPSEC standards for VPN X
A135 Identify & Manage Security Palicies
A1351 Establish polices and procedures for
reproduction/replication/disposal of X
sensitive data

X|X|X| X | X|X

X

X|X|X| X

X

A1352 Establish Polices for Protecting the
Network Infrastructure

A1353 Establish Polices for Securing the X
Operating System

A1354 Establish Policies for identifying & using X
secure Protocols

A1355 Establish Polices for Protecting the X
Boundary

A1356 Establish Polices for Detecting Intrusions X

A1357 Establish Policies for Protecting from X
Online Viruses or Malicious Code
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Table 4.13.1-6. Functional Allocation to Defensein Depth Concepts — Establish
Security Oversight

A1358 Establish Policies for Actively Monitoring
for Security Events

Table 4.13.1-7. Functional Allocation to Defensein Depth Concepts—Lead IT
Security Workforce

A21 Control Personnel activitiesthrough formal X
oper ating procedur es, supervision, and review

A22 Provide Security Training for Field X
Information Security Officers

A23 Provide Security Awareness Training for all IT X
Per sonnel

A24 Provide Security Awareness Training for all X
VA Personnel
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Table 4.13.1-8. Functional Allocation to Defense in Depth Concepts — Operate &
Maintain Security Servicesfor VA

Function 7 Strategic Processes of
Defensein Depth

g
<
Q
3

Intrusion Detection

Devices
Centralized Security

Protected Network |
Infrastructure
Securable Operating
Systems

Secure Protocols
Boundary Protection
Online Virus
Protection

Active Security

M onitoring

Admin

Security Operations
IT Operations

A3 Establish Security Infrastructure &
Environment
A31 Establish CIP capabilities within the VA
Infrastructure

A311 Establish a secure service from a protected
network infrastructure al the way to each X
subscriber’ s facility
A312 Implement secure Operating Systems (OS) on al X
servers and clients

A313 Establish Secure Protocols for servers and clients X

A314 Establish Boundary Protection infrastructure at X
processing and subscriber facilities

A315 Implement Intrusion Detection devices X

A316 Implement an Online Virus Protection capability X

A317 ldentify key events and their associated alerts X

A32 Establish Access Controls

A321 Establish User Registration procedures

A322 Establish User Identification procedures

A323 Establish User Authentication procedures

X| X[ X[ X

A324 Establish User Authorization procedures

A325 Permit/Deny Access X

A3251 Establish "least privilege" based access
permissions

A3252 Establish Access Controls to Enforce X
Segregation of Duties

A326 Log Access Events X

A33 Establish capability to protect the physical VA
infrastructure

A331 Establish Environmental Protection

A3311Review L ocal/Regional/Federal regulation

A3312 Verify compliance

A3313 Establish periodic review for compliance

A 3314 Establish new construction/devel opment
procedures to ensure compliance

A3315 Report status to leadership

X|X| X | X]|X]|X

A332 Establish Physical Access procedures

A34 Establish a PK| capability

A341 Implement Certification Authority X
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Table4.13.1-9. Functional Allocation to Defensein Depth Concepts — Establish
Security Infrastructure & Environment

Function 7 Strategic Processes of Sec
Defense in Depth Mgmt

Q

Securable Operating
Systems

Boundary Protection
Intrusion Detection

Devices
Centralized Security

Protected Network |
Infrastructure
Secur e Protocols
Online Virus
Protection

Active Security
Monitoring

Admin

Security Operations
IT Operations

A4 Operate & Maintain Security Services
A41 O&M an IT command, control &
communication (C3) infrastructure
A411 Monitor the performance of the information X
infrastructure
A4111 Maintain problem, status, and resolution X
records and procedures
A4112 Ensureonly VA authorized systems are X
installed on infrastructure
A4113 Monitor system/network/application X
maintenance
A4114 Monitor system/network/application X
installation/upgrade
A412 Direct operations of the information

: X
infrastructure
A413 Communicate with IT stall in thefield X
A42 O&M Security Operations Center (SOC) X
A421 Administer Centralized Security of Servers and X
network devices
A422 Actively Monitor the security of the enterprise X

infrastructure
A4221 Conduct regular, no/short notice,
independent vulnerability assessments and X
penetration tests.
A4222 Conduct On-site security assessments and X
audits
A42221 Establish auditing procedures X
A42222 Conduct Audits X
A42223 Conduct Network Infrastructure X
Assessments
A42224 Conduct Operating System Assessments X
A42225 Conduct Protocol Assessments X
A42226 Conduct Boundary Assessments X
A42227 Conduct Intrusion Detection X
Assessments
A42228 Conduct Anti-Virus Assessment X
A42229 Report Assessment Findings X
A4222.10 Ensure internal security procedures and X
policies are being properly followed

X
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Table4.13.1-9. Functional Allocation to Defensein Depth Concepts — Establish
Security Infrastructure & Environment

Function 7 Strategic Processes of Sec
Defensein Depth Mgmt
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A4222.11 ldentify security configuration X
shortfalls
A4223 Monitor for security incidents within VA X
enterprise network
A42231 Monitor Intrusion Detection Systems for X
Events
A42232 Report Detected Intrusion Events X
A42233 Collect & report Virus infection events X
A42234 Collect & report attempts of DNS events X
A42235 Collect & report evidence of malicious
X

data tampering, destruction,
compromise, or 10ss
A423 Report security eventsto CIRC
A424 Conduct Forensic Analysis
A425 Manage the disposal of sensitive materials
A43 O&M Centralized and automated intrusion
monitoring & reportingto VA CIRC
A431 Collect field reports X
A432 Coordinate with External CIRCs
A433 Disseminate incident reportsto thefield
A434 Maintain Event / Incident database
A435 Report Security events & trendsto VA
leadership
A44 Certify and Accredit systems/applications/
networks
A441 Certify Systems
A4411 Verify System uses approved Operating X
Systems
A4412 Verify System uses defined Access Control X
Procedures
A442 Monitor System maintenance and changes X
A443 Certify Networks
A4431 Verify Network Device uses approved X
configuration
A4432 Verify Boundary Devices use approved X
Configuration
A4433 Verify Network uses defined Access Control X
Procedures
A444 Monitor Networks maintenance and changes X
A445 Certify Application software development &

x| X[ X

XXX X
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Table4.13.1-9. Functional Allocation to Defensein Depth Concepts — Establish
Security Infrastructure & Environment

Function 7 Strategic Processes of Sec
Defensein Depth Mgmt
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Change Control

A4451 Processing Features & Program
Modifications as Properly Authorized
A4452 Test & Approve all new & revised Software
A4453 Control Software Libraries
A4454 Verify Application uses defined Access
Control Procedures
A446 Monitor Application maintenance and changes X
A45 O& M Certificate Authority
A451 Issue Certificates
A452 Provide certificate validations
A453 Distribute public keys
A454 Revoke Certificates
A46 O&M an Anti-Virus capability
A461Distribute Anti-Virus software
A462 Distribute Virus Signature updates

X XX X

XX | X[ X[ X

x| X[ X

4.13.2 Subfunction 2: Network Communication / Telecommunications

Network Communications/ Telecommunications is a subfunction of Information Technology
(IT). Itisresponsible for the creation and administration of policies, standards, and guidelines to
support the implementation, operation, and maintenance of networking and communication
services and equipment for VA.

Network Communications/ Telecommunications encompasses the activities required to build,
operate, and maintain voice, data, and video communications facilities through wire line,
wireless, and satellite media. It provides and operates the VA’ s national backbone network
linking the hundreds of VA sites with one another.

Network Communications/ Telecommunications has eight subfunctions, listed below. This list
is adapted for Veterans Affairs from the Telecommunications Operations Map®, a
telecommunications industry best practice business model produced by the TeleManagement
Forum.

% Telecommunications Operations Map, TMF, GB910, Approved Version 2.1, March 2000.
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Manage Service Request — The Manage Service Request function accepts orders
for service from customers, tracks their progress, authoritatively determines what,
if any, equipment to acquire, designs service and capacity solutions, and reports
service request completion. This function also generates service orders to external
network equipment and service providers on customers behalf. It isresponsible
for making sure that the network and communication services required by user of
the VA facilities are procured and delivered in atimely, cost effective manner.

Problem Management — The Problem Management function accepts problem
notifications from customers. It will notify customersin the event of disruptions,
perform problem isolation, resolve problems and/or refer them to externa service
providers. It will track problem status and report resolution. Problem Management
is also responsible for the analysis of trouble data for future fault prevention.

Service Configuration — The Service Configuration function designs solutions and
assigns available network resources in response to service orders. It isresponsible
for reconfiguring service to maintain performance, balance network load, assure
route diversity, and prevent network outages.

Service Planning and Development — Service Planning and Devel opment
conceives, develops, and implements technical services, procedures, training, and
documentation for network and communication services offered to users of VA
network and communication facilities. 1f new equipment, facilities, or technologies
are required for the service, this function serves as the authoritative source for these
acquisitions. It isaso responsible for facilitating the use of these services by both
VA and non-VA personnel.

Network Management — The Network Management function monitors the
network for problems and performance. It includes providing notifications when
performance degrades, initiating corrective action, and collecting and maintaining
network data. It evaluates, accepts, designs, and deploys technologies that improve
guality and/or reduce costs.

Provisioning — The Provisioning function is responsible for communicating with
network elements to install and test the configuration data necessary to deliver
performance-based telecommunications services for VA. It doesthisin order to
fulfill specific service requests, to support network and information technology
additions, changes, and deletions and to re-configure the network to address
problems. It also initiates and coordinates the installation of customer premise
equipment.

Enterprise Consulting Services — The Enterprise Consulting Service function
provides customized analysis, design, and implementation of communications and
networking solutions for VA organizations. The service also develops policies and
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procedures for network maintenance and usage and provides training and
documentation for al network and communications services.

Network Security — The Network Security function provides day-to-day security
monitoring for maor sections of the VA networks including intrusion detection and
access control violations. In addition, it is responsible for providing remote access
to the VACO VPN.

Data:

Network Communications/ Telecommunications has a large population of data classes that it
creates, reads, updates, or deletes (CRUD) on a continuous basis. The following table shows a
sample of the classes of data managed within VA’s Network Communications /
Telecommunications realm of responsibility.

Associated Data Classes

Title Description CRUD
Customer A set of data items describing an individual or organization | CRU
Data that buys goods and services.

Location Data | Information used to identify where the asset/resource/ CRU

subject can be found.

Serviceorder | A set of dataitems describing a network or communication | CRU
data service that was ordered by a customer to be delivered at a
particular location by a specified date.

Asset Data A set of data items describing the attribute of an asset. CRUD
Network A set of data items describing how network elements are CRUD
Topology physically and logically connected to each other.

Data

Network A set of data items describing how network equipment has | CRUD
Configuration | been configured to deliver itsintended service. This

Data includes (but is not limited to) such things as routing tables,

element identification and addressing schemes, load
balancing parameters, alarm thresholds, and failover
configurations.

Network A collection of dataitems related to the performance metric | CRU
Statistics measurements of a network. This collection could include
bit transfer rates, maximum bandwidth, number of
connections, established/unit of time, etc.
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Associated Data Classes
Title Description CRUD

Network Fault | A set of data items describing problems encountered during | CRU

Data network installation and operation activities. Thisincludes
network alert logs, outage records, element fault reports, and
capacity and utilization reports.

SLA Data A set of data items describing the attributes associated with | CRU
service level agreements. Generally these are the contents
of an agreement for service between the provider and VA
but they may be extended to include the agreements
between VA and its customers.

Vendor Data | Collection of dataregarding the state of aVendor. It CRU
includes name, POC, contact information, services/products
provided, etc.

Network A series of actions to be done in order to accomplish CRU

usage something with respect to network and/or communication

procedures services.

Standards A set of recognized merit of authority or widely used form | CRU

Profile or specification.

SLA Sets of dataitems describing how well SLA targets have CRU

Performance | been met. They include such measures as network

Metrics availability, latency, available bandwidth, and peak
bandwidth utilization and then compare them against agreed
upon service levels.

Allocated Functions;

Table 4.13.2-1, below, provides a mapping of how Network Communications /
Telecommuni cations functions map to projects and programs within VA. The programs and

projects are:

Telecommunications Modernization Program (TMP) — The Telecommunications
Modernization Project (TMP) supports VA'’s strategic and enabling goals to create
aOne VA Information Technology (IT) framework to carry out the Department’s
mission. The TMP project is focused on more efficient use of network capacity
through enhanced optimization and integration planning. The TMP project is
envisioned to be self-supporting through continued capitalization on reductionsin
telecommuni cations sustaining costs as the project successfully completes each
phased milestone. The project isimplemented in accord with the optimization
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portion of the FTS2001 capital investment plan as approved by the Strategic
Management Council (SMC).

Project goals are to improve network performance; meet or exceed Service Level
Agreements (SLA), Quality of Service (QOS) goals and security regquirements,
implement resulting changes to the network seamlessly and without significant
interruption of service to veterans and employees; and insure that dynamic and
future network performance demands are met. These goals represent positive steps
toward an enterprise network conducive to a One-VA solution, system
optimization, maintenance and operation. Once in place, VA’s performance-based
enterprise network will require consistent oversight, project management and
contract administration to ensure that the network is kept current, accurate and
fulfillsits goals and requirements in serving the agency, its employees,
stakeholders and most importantly its business base, veterans and their families.

Narrow Band Transition — In an effort to expand the radio frequency spectrum for
Federal Agencies, Congress, in 1994, mandated doubling the frequencies available
to them in the Ultra High Frequency (UHF) band and the Very High Frequency
(VHF) band. Thisisto be accomplished by replacing 25-kiloHertz (kHz) radio
channels with 12¥>-kHz channels. This action requires VA to replace 44,000 radios
before 2005 and 19,000 radios by 2008. This project will identify and prescribe
replacement narrowband radio equipment and will establish a schedule to meet
Federal timetables for the narrowband transition.

Communications Security — Communications Security (COMSEC) is an essential
element in the protection of private persona information of veterans and in
prevention of covert monitoring of all VA wireless operations. New national
standards have been established providing guidance for operation of safety-of-life
wireless networks and command and control wireless facilities. This project will
establish and equip a central planning, management, accounting and COMSEC
distribution facility, capable of coordinating VA contingency and wireless
operations with other Federal and civil governments nationwide and at its off shore
facilities.

Remote Access — The Remote Access project provides connectivity and end-user
Intranet services to individuals needing to access the VA’s Intranet from sites
remote to the VA network. In addition it offers a help desk support facility
specifically for those users. Both dia-up and broadband accesses are supported.
The Remote Access project’ s boundaries are aligned with the TMP and with the
Cyber Security program ECSIP.

Voice/Video Operations — The Voice/VVideo Operations project represents the
regular day-to-day operations of the Office of Telecommunications. Itis
responsible for delivering conventional voice and video servicesto usersat VA
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sites and making sure that the prices paid for these services conform to the
FTS2001 contract.

The principal litmus test for including a program or project was whether or not a 300-B exhibit
was produced for it. The exception to thisis the column labeled “Voice/Video Operations”.
This column represents day-to-day activities that cannot be allocated to specific projects but are
necessary to the Network Communications/ Telecommunications mission.

The subfunctions included in the table are derived from the list above. Two significant
modifications were made to that list:

The Network Security subfunction was removed. Although this function has
historically been performed within the Office of Telecommunications, the target
vision migratesit to Cyber Security, described in Section 4.13.1.

In order to allocate a function to a single program or project, each of the
subfunctions was decomposed into more granular activities. The singular
assignment facilitates project scope definition and avoids confusion over where the
responsibility for the delivery of specific services may lie.

Like the vast mgjority of telecommunications companies, network communications /
telecommunications projects have been set up according to particular technologies, services, or
media. In short, the programs and projects are telecommunications product-centered. There are
some compelling reasons for doing this:

Different technologies and media require different expertise. For example, the
knowledge and skills required to deliver wide area network data services are very
different than those required for narrow band radio services.

Different forms of communication often have different user communities, and
communications professionals specialize their skills for those communities.

Different telecommunications services are often handled as different lineitemsin
both consuming and providing organizations' budgets.

This organization gives rise to the dominant pattern in the Functional Allocation table: the same
activity is performed multiple times by different groups of people and systems, depending on the
particular telecommunications product. For example, requests for WAN services are processed
by different people and recorded in different systems than requests for voice or video services,
even when the same customer orders them. Likewise, problems are tracked and reported upon in
separate systems. While high levels of service can often be maintained under such an
organization, many opportunities for integration quickly appear that would better support a
customer-centric view:
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Establish a single service request process that will handle all types of
telecommunications services.

Establish a single problem tracking process capable of dealing with al types of
networks and problems.

Establish a single source for customer profile information that will support analysis
and trending across current and future telecommunications services.

Table4.13.2-1. Allocated Functions

Programs/
Projects

Communications Security

Telecommunications

M oder nization (TM P)
Narrow Band Transition
Remote Access
Voice/Video Operations

ID Sub Function/Activity

1 M anage Ser vice Request

Coordinate Request for Service

Coordinate Request for WAN Service X

Coordinate Request for Narrow Band Service X

Coordinate Request for COMSEC Service X

Coordinate Request for Remote Access X

Coordinate Request for Voice Long Distance Service X

Coordinate Request for Video Service X

Coordinate Request for Field Service (DSL/VPN) X

Establish New Service Project

Establish New WAN Service Project X

Establish New Narrow Band Service Project X

Establish New COMSEC Service Project X

Establish New Remote Access Project X

Establish New Voice Long Distance Service Project X

Establish New Video Project X

Establish New Field Service Project (DSL/VPN) X

Track Service Project Status

Track WAN Service Project X
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/

Projects

Telecommunications

M oder nization (TM P)

Communications Security
Remote Access
Voice/Video Operations

Track Narrow Band Service Project

| Narrow Band Transition

Track COMSEC Service Project

X

Track Remote Access Project

Track Voice Long Distance Service Project

Track Video Service Project

Track Field Service Project (DSL/VPN)

Report Service Project Status

Report WAN Service Project Status

Report Narrow Band Service Project Status

Report COMSEC Service Project Status

Report Remote Access Project Status

Report Voice Long Distance Service Project Status

Report Video Service Project Status

Report Field Service Project Status (DSL/VPN)

Initiate Service Configuration Specification

Initiate WAN Service Specification

Initiate Narrow Band Service Specification

Initiate COMSEC Service Specification

Initiate Remote Access Specification

Initiate Voice Long Distance Service Specification

Initiate Video Service Specification

Initiate Field Service Specification (DSL/VPN)

Close Service Project

Close WAN Service Project

Close Narrow Band Service Project

Close COMSEC Service Project

Close Remote Access Project

Close Voice Long Distance Service Project
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/
Projects

Telecommunications
M oder nization (TM P)

Narrow Band Transition

Communications Security

Remote Access

Close Video Service Project

X| Voice/Video Operations

Close Field Service Project (DSL/VPN)

X

2 Problem Management

| solate and Diagnose Problem

| solate and Diagnose WAN Problem

| solate and Diagnose Narrow Band Problem

| solate and Diagnose COM SEC Problem

| solate and Diagnose Remote Access Problem

| solate and Diagnose V oice Long Distance Service Problem

| solate and Diagnose Video Service Problem

| solate and Diagnose Field Service Problem (DSL/VPN)

Track Problem Status

Track WAN Problem Status

Track Narrow Band Problem Status

Track COMSEC Problem Status

Track Remote Access Problem Status

Track Voice Long Distance Service Problem Status

Track Video Service Problem Status

Track Field Service Problem Status (DSL/VPN)

Report Problem Status

Report WAN Problem Status

Report Narrow Band Problem Status

Report COMSEC Problem Status

Report Remote Access Problem Status

Report Voice Long Distance Service Problem Status

Report Video Service Problem Status

Report Field Service Problem Status (DSL/VPN)
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/
Projects

Telecommunications
M oder nization (TM P)

Narrow Band Transition

Communications Security
Remote Access
Voice/Video Operations

Resolve Problem

Resolve WAN Problem

X

Resolve Narrow Band Problem

Resolve COM SEC Problem

Resolve Remote Access Problem

Resolve Voice Long Distance Service Problem

Resolve Video Service Problem

Resolve Field Service Problem (DSL/VPN)

Analyze Problem Data

Analyze WAN Problem Data

Analyze Narrow Band Problem Data

Analyze COMSEC Problem Data

Analyze Remote Access Problem Data

Analyze Voice Long Distance Service Problem Data

Analyze Video Service Problem Data

Analyze Field Service Problem Data (DSL/VPN)

Service Configuration

Specify Service Solution

Specify WAN Service Solution

Specify Narrow Band Service Solution

Specify COMSEC Service Solution

Specify Remote Access Service Solution

Specify Voice Long Distance Service Solution

Specify Video Service Solution

Specify Field Service Solution (DSL/VPN)

Recommend Equipment

Recommend WAN Equipment

Recommend Narrow Band Equipment
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/

Projects

Telecommunications

M oder nization (TM P)

Narrow Band Transition
Voice/Video Operations

Remote Access

Recommend COM SEC Equipment

x| Communications Security

Recommend Remote Access Equipment

X

Recommend V oice Long Distance Service Equipment

Recommend Video Service Equipment

x| X

Recommend Field Service Equipment (DSL/VPN)

L ease or Purchase Equipment

Lease or Purchase WAN Equipment

L ease or Purchase Narrow Band Equipment for VACO

L ease or Purchase COM SEC Equipment

L ease or Purchase Remote Access Equipment

L ease or Purchase Voice Long Distance Equipment

Lease or Purchase Video Equipment

Initiate Provisioning

Initiate WAN Provisioning

Initiate Narrow Band Provisioning

Initiate COM SEC Provisioning

Initiate Remote Access Provisioning

Initiate Voice Long Distance Service Provisioning

Initiate Video Service Provisioning

Initiate Field Service Provisioning (DSL/VPN)

4 Strategic Planning and Development

Migrate WAN to Service-based Network

Approve WAN Applications for Installation and Operations

Plan Tiering of Internet Services at National Data Centers

Plan Campus Area Network Optimization
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/
Projects

Telecommunications

M oder nization (TM P)

Narrow Band Transition

Communications Security
Remote Access
Voice/Video Operations

Plan Network Capacity & Infrastructure for Enterprise-Wide
Email

Plan, Anayze, & Approve Consolidation of Customer Regional
Data Centers

Develop New Service Concepts

Develop New WAN Service Concepts

Develop New Narrow Band Service Concepts

Develop New COM SEC Service Concepts

Develop New Remote Access Service Concepts

Develop New Voice Long Distance Service Concepts

Develop New Video Service Concepts

Develop New Field Service Concepts (DSL/VPN)

Coordinate Development of New Service

Coordinate Development of New WAN Service

Coordinate Development of New Narrow Band Service

Coordinate Development of New COMSEC Service

Coordinate Development of New Remote Access Service

Coordinate Development of New Voice Long Distance
Service

Coordinate Development of New Video Service

Coordinate Development of New Field Service (DSL/VPN)

Define Billing Platforms for Services

Define Billing Platform for WAN Services

Define Billing Platform for VVoice Long Distance Services

Define Billing Platform for Video Services

Define Billing Platform for Field Services (DSL/VPN)
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/
Projects

Telecommunications

M oder nization (TM P)

Narrow Band Transition

Communications Security
Remote Access
Voice/Video Operations

Define SLASs For New Services

Define SLASs for WAN Services

Define SLASs for Narrow Band Services

Define SLAs for Voice Long Distance Services

Define SLAs for Video Services

Define SLAsfor Field Services (DSL/VPN)

Coordinate Roll-out of New Services

Coordinate Roll-out of New WAN Service

Coordinate Roll-out of New Narrow Band Service

Coordinate Roll-out of New COMSEC Service

Coordinate Roll-out of New Remote Access Service

Coordinate Roll-out of New Voice Long Distance Service

Coordinate Roll-out of New Video Service

Coordinate Roll-out of New Field Service (DSL/VPN)

Develop & Promulgate Policies and Standards

Develop & Promulgate WAN Policies and Standards

Develop & Promulgate Narrow Band Policies and Standards

Develop & Promulgate COM SEC Palicies and Standards

Develop & Promulgate Remote Access Policies and
Standards

Develop & Promulgate Voice Long Distance Policies and
Standards

Develop & Promulgate Video Policies and Standards

Develop & Promulgate Field Service (DSL/VPN) Policies
and Standards

5 Networ k M anagement

Monitor the Network
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Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/
Projects

Telecommunications
M oder nization (TM P)

Narrow Band Transition

Communications Security
Remote Access
Voice/Video Operations

Monitor WAN for SLA Specification Compliance

X

Verify NOC System through NOCC Views

X

Mediate for Tier | & Il NOC Support

X

Provide Notifications of Faults and Maintenance Outages

Collect, Analyze & Maintain Network Statistical Data

6 Provisioning

Update Elements with Service Configuration

Update WAN Elements with Service Configuration

Update COM SEC Elements with Service Configuration

Update Remote Access Elements with Service Configuration

Update Voice Long Distance Elements with Service
Configuration

Update Video Elements with Service Configuration

Update Field Service Elements (DSL/VPN) with Service
Configuration

Test New Service Configuration

Test New WAN Configuration

Test New Narrow Band Configuration

Test New COMSEC Configuration

Test New Remote Access Configuration

Test New Voice Long Distance Configuration

Test New Video Configuration

Test New Field Service (DSL/VPN) Configuration

Approve CPE Installation

Approve WAN CPE Instalation

July 8, 2002

4-185

Version 1.0




One-VA Enterprise Architecture

The Business Owner’s View

Table4.13.2-1. Allocated Functions

Sub Function/Activity

Programs/

Projects

Telecommunications

M oder nization (TM P)

Communications Security
Remote Access
Voice/Video Operations

Approve Narrow Band CPE Installation

| Narrow Band Transition

Approve COMSEC CPE Installation

X

Approve Remote Access CPE Installation

Approve Video CPE Installation

Approve Field Service (DSL/VPN) CPE Installation

Coordinate CPE Installation

Coordinate WAN CPE Instalation

Coordinate Narrow Band CPE Installation

Coordinate COMSEC CPE Installation

Coordinate Remote Access CPE Installation

Coordinate Video CPE Installation

Coordinate Field Service (DSL/VPN) CPE Installation

7 Enterprise Consulting

Analyze User Needs for VA

Analyze Users WAN Needs

Analyze Users Narrow Band Needs

Analyze Users COMSEC Needs

Analyze Users Remote Access Needs

Analyze Users' Voice Long Distance Needs

Analyze Users Video Needs

Analyze Users' Field Service (DSL/VPN) Needs

Recommend Solutions for Users

Recommend WAN Solution to Users

Recommend Narrow Band Solution to Users

Recommend COMSEC Solution to Users

Recommend Remote Access Solution to Users

Recommend V oice Long Distance Solution to Users

Recommend Video Solution to Users

July 8, 2002

4-186

Version 1.0




One-VA Enterprise Architecture

The Business Owner’s View

Table4.13.2-1. Allocated Functions

Programs/
Projects
52| |
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ID Sub Function/Activity e Nl el el
Recommend Field Service (DSL/VPN) Solution to Users X
Provide Training & Documentation
Provide WAN Training & Documentation X
Provide Narrow Band Training & Documentation X
Provide COMSEC Training & Documentation X
Provide Remote Access Training & Documentation X
Provide Video Training & Documentation X
Provide Field Service (DSL/VPN) Training & X
Documentation

Allocated Products:

Table 4.13.2-2, below, provides a mapping of how products of the Network Communications/

Telecommunications functions map to the projects and programs within VA. Thelist of projects
isthe same as for the Allocated Functions table and most types of products are created separately
for each different type of telecommunications technology or service.
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Table4.13.2-2. Allocated Products

Programs/ Projects
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Product Description ==1210° =
Active Network Communications /
Telecommunications Telecommunications delivers working
Service telecommunications service in response to
customer service requests. Thisincludes X | X | X | X | X

data, voice, radio, and video services over
wireline and radio media.

Telecommunications Network Communications /

Service Restoration’ Telecommunications delivers restored data,
voice, radio, video, and network access
following incidents of degraded performance

and outages.
Proposals for New Network Communications/
Service Telecommunications periodically assesses

communications technol ogies a ongside of
current and anticipated VA needs. It then
creates proposals for the new X | X | X | X | X
communications services and technologies
that it believes best support VA’s business
direction.

* Each of these items represents products that will differ by the type of technology or service supported by the
program or project. For example, the item “Policies and Standards’ represents separate Policy and Standards
documents for Wide Area Network data services, Internet services, Narrow Band Radio services, Communications
Security services, Remote Access Services, Voice Services, and Video Services.
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Table4.13.2-2. Allocated Products

Product

Description

Programs/ Projects

Communications Security

Telecommunications

M oder nization (TM P)
Narrow Band Transition
Remote Access
Voice/Video Operations

Service Lev*el
Agreements

Network Communications /
Telecommunications creates and negotiates
agreements with network service providers
that specify various performance, availability,
and restoration metrics that the provider is
required to meet.

Policies and
Standards’

Network Communications/
Telecommunications devel ops, publishes, and
maintains policies and standards for the
acquisition, deployment, and use of the
various communication services within VA.
These policies and standards may be
adaptations of those created by other
organizations or wholly created within VA.

Solution Pcopoaals for
Customers

When customers need tel ecommunication
services but standard solutions do not meet
particular customer requirements, Network
Communications/ Telecommunications
devel ops specific proposals to address the
customer’ s needs.
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Table4.13.2-2. Allocated Products

Product

Description

Programs/ Projects

Communications Security

Telecommunications

M oder nization (TM P)
Narrow Band Transition
Remote Access
Voice/Video Operations

Training and
Documentation

Network Communications/
Telecommunications develops and delivers
the training and documentation necessary to
support the communications services they
offer.

Serviced-based Wide
Area Network

Network Communications/
Telecommunications, through the TMP, will
deliver aWide Area Network to VA that is
based on service definitions and service level
agreements rather than circuits.

Tiered Internet Service

Tiered Internet Service is akey by-product of
the Service-based Wide Area Network. The
WAN will route al Internet requests through
the regional data centers permitting the
consumption of Internet servicesto be
measured on an enterprise scale. This enables
acost-effective Tiered Internet Service
pricing plan that will reduce per-unit costs as
total consumption increases.
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Table4.13.2-2. Allocated Products

Product

Description

Programs/ Projects

Telecommunications

M oder nization (TM P)

Narrow Band Transition

Communications Security

Remote Access
Voice/Video Operations

Campus Area network
Optimization Plan

Currently, the typical VA campus Wide Area
Network design consists of independently
billed local and long distance
telecommunications circuits serving a number
of campus service delivery points, each
serving independent facilities and
infrastructures, and each employing
independent circuit based networks in support
of varying business enterprise requirements.
The campus must support a common One-VA
I'T business enterprise network capable of
supporting all tenants’ technical and business
functions. Planning must include supporting
enhanced cyber security and fault tolerance
requirements.

Enterprise Email Plan

Network Communications /
Telecommunications will develop a plan to
rationalize email systems throughout the
Department of Veterans Affairs. The plan
will standardize the email technologies,
consolidate email domains, align email with
TMP and ECSIP objectives, and permit email
to be managed as a corporate business
resource.
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Table4.13.2-2. Allocated Products

Product

Description

Programs/ Projects

Telecommunications

M oder nization (TM P)

Narrow Band Transition

Communications Security
Remote Access
Voice/Video Operations

Regional Customer
Data Center
Consolidation Plan

The key reasons for a Regional data center
consolidation plan are to establish enhanced
cyber security of data services and to address
networking cost. Enterprise customers can
expand the distance and application
capabilities of existing LAN, WAN, and
storage equipment while addressing the need
to move large amounts of data, voice, and
video quickly, securely, and transparently.
Regionalized consolidation allows customers
to build and operate server-less offices for
mail, internet and major applications through
cost-effective data center consolidation.
Regional data centers will offer aqualified,
cost-effective, and easily managed solution
with virtually unlimited connectivity points
across the enterprise network or Internet.
Major applications can be secured with IDS
gateways and back-hauled to clients at a
minimum of costs.
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Table4.13.2-2. Allocated Products

Programs/ Projects

Communications Security

Telecommunications

M oder nization (TM P)
Narrow Band Transition
Remote Access
Voice/Video Operations

Product Description

SLA Compliance Network Communications /

Reports Telecommunications monitors' performance
and availability of the Wide Area Network
and produces regular reports on the degree to
which it meets the Service Level Agreements
negotiated with the network service
providers.

4.13.3 Data Center COOP

Data Center Continuity of Operations Planning is a subfunction of Information Technology (IT).
It isresponsible for several activities, which begins with a series of steps involving risk
assessment, business impact analysis, and emergency preparedness/risk mitigation. Once these
day-to-day processes are in place, the focus turns to crisis management and business resumption
planning.

For the VA Corporate Data Center maintaining Continuity of Operations really revolves around
maintaining four key functions: storage management, platform management, security
management and connectivity management. In the target enterprise model, enterprise security
and connectivity management are incorporated into activities external to the corporate data
center through the network operations center and the security-operating center. However,
operating environments supporting all four functions are contained within the data center.

Classes of Recovery

Today’ s technology architecture alows for datato be mirrored at remote sites and for processor
capacity to also be replicated at one or more sites depending on the criticality of the data and the
processing. Therefore Classes of Recovery of Enterprise Business Functions can be defined in
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advance, and as the systems are designed and platformed, continuity of operations can be
designed in. The goal of the data center is to ensure ongoing processing operations and
protection of datafor its clients. Thisis accomplished through a number of operational processes
and procedures that revolve around the recovery point for data and the recovery time for serviced
applications. The Recovery Point Objective (RPO) measures the acceptable loss of data between
an event’s occurrence and the last piece of backed up or mirrored data. The Recovery Time

Objective (RTO) measures the acceptabl e time between an event’ s occurrence and the recovery
of processing operations.

The charts below describe one approach to such a model.

Class5 Class4 Class 3 Class 2 Class 1
RTO <4 hours 4-8 hours 8-24 hours 24-72 hours >72 hours
Data | Mission Mission Essential Routine Analytical
Type | Critical Essential Support Support
Low tolerance | Low tolerance | Moderate Can be Can be
for Interruption | for interruption | tolerance for performed interrupted
cannot be can bereplaced | Interruption can | manualy at for extended
replaced by by manual bereplaced by | tolerable cost | period of time
manual process | processfor very | manual process | for extended | at little or no
limited time for limited time | period of time | cost
Class 3 Class 2 Class1
Near Current Last backup normally < Last backup normally
RPO 8-24 hoursfrom last 24-36 hours from last
change change
Data | Mission Critical and Routine Support Analytical
Type | Mission Essential and

Assumes missing data can
be reconstructed but at a
moderate cost

Essential Support
Assumes missing data can
be reconstructed at little
or no cost

Assumes missing data
cannot be easily or quickly
reconstructed

These are illustrative of one approach; additional classes or different definitions of the classes
could be developed depending on the EBF. However, economies of scale can be achieved when
a definitive number of classes are identified and each system and its data are placed in asingle
class. In addition, the RTO and RPO, while related, are different issues with different priorities.
The most critical objective for an e-government model is RPO. When all data becomes
electronic the loss of data becomes more important because data cannot be recovered from
subsidiary files and media. In some cases it may represent the only occurrence of documentation
of acritica or crucia event. Therefore the cost and effort required for recreating data out weighs
the cost of protecting it from loss.
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L ocations

VA plans to expand the physical locations of Corporate Data Centersto three sites: the Austin
Automation Center in Austin, Texas, the Hines Information Technology Center (ITC) in Hines,
[llinois and the Philadel phia Information Technology Center (ITC) in Philadel phia Pennsylvania.
In addition, other mission critical and mission essential data is stored on servers at Regional Data
Centers located throughout the United States. For example, VistA runs at 134 Medical Center
locations;, VHA also stores data and processes applications at its ClO field offices. NCA stores
its data at the System Integration Center in Quantico, Virginia. VBA hasdatain Illinois and
Pennsylvania, which is used to process benefits claim and pay benefit claimants. Various staff
offices collect and maintain mission based information in Washington DC. This does not begin
to touch the number of individual servers providing routine support and analytical datato various
VA management offices scattered throughout the continental US. Backup strategiesfor this data
vary and will also need to be documented.

As continuity of operationsis incorporated into the target architecture, consideration must be
given to cost effective recovery of systems and data. Under the Corporate Data Center
Integration (CDCI) initiative, the intent is that mission critical/essential business data will be
processed within alogical corporate data center operated in three physical locations, with each
center providing both primary processing capability and continuity processing capability for the
other sites. Most Enterprise Business Functions are expected to require a primary and alternate
site; however, the proposed model will allow for up to 2 alternate sites. These sites would be
connected to each other with high speed circuits providing for one logical entity to the VA
enterprise and would also be connected to the One-V A core network for connectivity to the EBF
and KEF service locations.

The following 5 subsections describe the subfunctions for the Data Center COOP function. The
descriptions include individual activities within each subfunction. The subsequent subsection
specifies the allocation of these subfunctions to programs, projects, and systems on an activity-
by-activity basis.

4.13.3.1 Subfunction 1: Assess Risk

This subfunction assesses an organization’s current risk posture and vulnerability, defining the
probability of an event occurring that could interrupt services.

Activities Description
AssessBusiness | A management level analysis, which identifies the impacts of losing
Impact of non- resources associated with EBFs and KEFs. The Business Impact of non-
availability availability measures the effect of resource loss and escal ating |osses over
time in order to provide senior management with reliable data upon which
to base decisions on risk mitigation and continuity planning. The focus
hereison the IT systems and applications supporting these EBFs and
KEFs.
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Activities Description
AssessRisk that | A systematic process for identifying and categorizing risk vulnerabilities
could cause non- | that may impact the mission of the entity. Inthisinstanceit istherisk to
availability the continued availability of data and processing that impacts either the
KEF or EBF.

Associated Data Classes

Title Description CRUD
L oss Impact This data defines the impact on the KEF or EBF of thenon- | CRU
Data availability of the application, supporting infrastructure or

supporting telecommunications infrastructure on the KEF or
EBF to function. Thisdatais normally quantified in terms
of the cost. There are anumber of cost factors. They can
include: lost productivity from paying staff that areidle,
overtime cost needed to recovery the lost productivity,
extraordinary costs needed to recover lost data, etc.

L oss Impact Thisdatais similar to loss impact, but focuses on the degree | CRU
Over Time to which cost and ultimately ability to perform the mission
Data diminishes over time. For example, aloss of one hour in
availability may not have a profound impact on mission
accomplishment within a claims processing activity, but
could be significant to a health care delivery function.
However, regardless of the activity, the longer the outage
the higher the probability of material impact.

Criticality of | This dataidentifies consequences of arisk event in both CRU
Risk Data gualitative and quantitative terms. For example in adata
center environment, access to clean stable electrical power
isacritical resource. The consequence iswithout it systems
do not run. Therefore, access to clean power is an important
element to assess in defining potential risks that could result
in non-availability of service.
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Associated Data Classes

Title

Description

CRUD

Probability of
Risk Data

Having defined the criticality of risk, it is also necessary to
identify the probability of an event occurring that could
interrupt it. Probability datais normally expressed as a
number between 0 and 1 where O indicates an impossible
event and 1 represent that the outcome is certain. Again,
using the electrical power example, the probability of that
risk occurring is measured at 1, certain. Either, asa
complete loss of power or as a power fluctuation, it is

significant; therefore, it will be prudent to mitigate the risk.

On the other hand, the probability of certain natural events
occurring such an earthquake will vary widely based on
location, and for some locations the probability of an event
occurring is so low asto ignore it when planning.

CRU

Risk
Prioritization
Data

Oncerisk criticality and probability are assessed, risks can
then be ranked in order of severity. Riskswith ahigher
priority in agiven business area are generally mitigated
first. Risksof alower priority or severity level would
generaly be mitigated last or may ssmply be accepted and
no mitigation attempted.

CRU

4.13.3.2 Subfunction 2: Mitigate Risk

This subfunction encompasses the actions and activities to eliminate or reduce the degree of
identified risk to the VA corporate data center.

Activities Description

Plan for Business | Process of developing advance arrangements and procedures that enable

Continuity an organization to respond to an event in such a manner that critical
business functions continue without material interruption or essential
change

Develop and Actions and activities to eliminate or reduce the degree of risk to life and

implement risk property from hazards. As applied to data and applications, it is the steps

mitigation taken to ensure that systems and data remain available to the EBFs and

strategies KEFs

Plan for Disaster
Recovery

Process of developing advance arrangements and procedures that enable
an organization to respond to a disaster and resume the critical EBFs and
KEFs within a predetermined period of time, minimize the amount of
loss, and repair or replace the damaged facilities as soon as possible.
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Associated Data Classes

Title Description CRUD
Contingency Data concerning advance arrangements, contracts, or other | CRU
Arrangement | plan information to be used in the event of an emergency
Data situation.

Response Written processes or check lists developed in advance that CRU
Procedure are used to respond to an event.
Data
Infrastructure | Information concerning the infrastructure, i.e. facility, CRU
Recovery assets, that will need to be recovered,
Data
HR Recovery | Information concerning personnel and teams needed for CRU
Data recovery.
Risk Oncerisk criticality and probability are assessed, risks can CRU
Prioritization | then be ranked in order of severity. This data provides the
Data ranking of risks for purposes of planning recovery

strategies.
Risk Information concerning steps taken to reduce a particular CRU
Reduction/ risk. May be information concerning contingency
Elimination equipment, redundant capability, off site storage of vital
Data records, etc.
Business Data providing time sensitivity to recovery of particular CRU
Recovery/ business processes that can be used to determine strategy
Resumption for recovery/resumption of services.
Data

4.13.3.3 Subfunction 3: Test Plans

This subfunction develops the plan to ensure that data center COOP activities are tested

according to a VA policy document.

Activities Description
Test Business | Tests are conducted as a schedule of announced and unannounced practice
Continuity drills designed to identify and resolve weaknesses in the plan. Different
Plan scenarios are uses to test different aspects of the plan. Drills can range from

tabletop exercises to full dressrehearsals. Some elements of the risk
mitigation strategies can be tested routinely without impacting operations,
(e.g. generator tests)
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Activities Description
Test Disaster | Generally involves the actual recovery and operation of the covered systems
recovery Plan | at their recovery site for a defined period of time. While unannounced tests
are ideal, normal logistics of reserving the test center, budgeting for travel,
overtime, etc. means these tests are never completely unannounced.
Associated Data Classes
Title Description CRUD
Testing Special datathat provides for unique differences between CRU
Procedure actual business continuity and disaster recovery plans and
Data the test situations that are used to provide readiness testing
Response Written processes or check lists developed in advance that RU
Procedure are used to respond to an event.
Data
Infrastructure | Information concerning the infrastructure, i.e. facility, RU
Recovery assets, that will need to be recovered,
Data
HR Recovery | Information concerning personnel and teams needed for RU
Data recovery.
Risk Oncerisk criticality and probability are assessed, risks can RU
Prioritization | then be ranked in order of severity. This data provides the
Data ranking of risks for purposes of planning recovery
strategies.
Risk Information concerning steps taken to reduce a particular RU
Reduction/Eli | risk. May be information concerning contingency
mination Data | equipment, redundant capability, off site storage of vital
records, etc.
Business Data providing time sensitivity to recovery of particular RU
Recovery/ business processes that can be used to determine strategy
Resumption for recovery/resumption of services.
Data
Post Exercise | Data concerning the results of the execution of planseither | CRU
Evaluation from actual events or from tests and suggested
Data modifications to plans.
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4.13.3.4 Subfunction 4: Respond to Event

This subfunction encompasses the actions related to the data center during the event of an
emergency.

Activities Description
Respondingto | Throughout the year, emergency events covered in the plan may occur,
initial events these events will be responded to following the plan. The responses will be

designed to contain the event and to avoid wherever possible the escalation
of the event. A part of the process also includes assessing the damage and
advising the crisis control managers of the status of the operation

Crisis Control The crisis control function provides overall coordination of the plan and
during events communications to internal and external entities during an event. It isthe
crisis control team that generally makes the decision to declare a disaster
and begin activating the recovery plan.

Declaration of Generally involves the actual recovery and operation of the covered
disaster and systems at their recovery site for adefined period of time. Thisisaworse
response case scenario where the initial emergency response was unable to avoid or
protect the facility from damage or destruction.

Associated Data Classes

Title Description CRUD

Contingency Data concerning advance arrangements, contracts, or other | R
Arrangement | plan information to be used in the event of an emergency

Data situation.

Response Written processes or check lists developed in advance that R
Procedure are used to respond to an event.

Data

Recovery Periodic reports on the status of the responseto beused for | R
Status Data internal and external crisis control and communications.

Post Exercise | Data concerning the results of the execution of planseither | CRU
Evaluation from actual events or from tests and suggested
Data modifications to plans.

4.13.3.5 Subfunction 5: Maintaining Plans

This subfunction is an on-going activity to update, improve and modify the plans. It includes all
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the actions required to keep the plans up-to-date to be a useable product for the VA data center.

learned reviews

Activities Description
Post Event Throughout the year, emergency events covered in the plan may occur,
lessons learned these events will be responded to following the plan. Following
reviews completion of the emergency, a post analysis of the plan components
exercised is accomplished to identify where modifications are needed
Post test lessons | Following planned tests, whether tabletop or full dress rehearsals, the

teams will meet to identify where improvements can be made in the
process.

Routine plan Throughout the year as systems, supporting organizations, contracts and
maintenance vendors change, these changes will need to be made to the plans. These
changes generally involve updating lists that are used to support the action
items on the plans.
Associated Data Classes
Title Description CRUD
Contingency Data concerning advance arrangements, contracts, or other | U
Arrangement | plan information to be used in the event of an emergency
Data situation.
(Changes)
Response Written processes or check lists developed in advance that U
Procedure are used to respond to an event.
Data
(Changes)
Post Exercise | Data concerning the results of the execution of planseither | R
Evaluation from actual events or from tests and suggested
Data modifications to plans.
Infrastructure | Information concerning the infrastructure, i.e. facility, U
Recovery assets, that will need to be recovered,
Data
(Changes)
HR Recovery | Information concerning personnel and teams needed for U
Data recovery.
(Changes)
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4.13.3.6 Functional allocation Matrix

This Functional Allocation matrix is focused on the Key Enabling Function of supporting
Corporate I T systems and applications that support Enterprise Business Functions and Other Key
Enabling Functions such as payroll and finance.

Program /Project

/System

2 ’D‘_\ 7))

2 265

S |s89%

sol8 22§

Sg|epESE

EE|gEGEN

§8|S_OEE

55|22s3k 8
: S8 553w S 9

Functions o |lO08Fsg Comments

Assess Risk

Assess Business Impact of Individual Enterprise Business Programs

Non-availability of owning Enterprise Business Functions and

Enterprise Business Key Enabling Functions will provide RTO

Function and Key Enabling | X and RPO requirements. Note that asaKey

Functions Enabling Function the Data Centers SOC
and NOC will also perform this task

Assess Risk that could Note that as a Key Enabling Function the

cause Non-availability of Data Centers SOC and NOC will aso

enterprise business function | X perform this task

or Key Enabling Function.

Mitigate Risk Note that as a Key Enabling Function the
Data Centers SOC and NOC will also
perform this task

Plan for Business Note that as a Key Enabling Function the

Continuity associated with Data Centers SOC and NOC will also

program functions. These perform this task

plans will incorporate the X

results of CDCI/BCP and

Telecom BCP for the Key

Enabling Function.

July 8, 2002 4-202 Version 1.0




One-VA Enterprise Architecture

The Business Owner’s View

Program /Project

/System
2 ’D‘_\ 7))
2 265
S |«2S 9%
20 |8898 5
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Q +
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: °S8|558ac o ¢
Functions o |lO08Fsg Comments
Develop and implement risk The CDCI project will implement arisk
mitigation strategies for mitigation strategy involving creating N+2
Data Center Delivery of X physical locations for corporate processing.
Service It does not however cover all risksto
operations.
Develop and implement a Thiswill be critical to meeting the needs of
risk mitigation strategy for the EBF and KEFs for communications
Network Connectivity X between the locations that services are
provided and the location of key enabling
services
Plan for Disaster Recovery These are the operations plans put in place
for recovery against the loss of one of the
data center locations. Includes the steps
X needed to resume operations following a
disaster as well as procedures for rolling
processing to back-up data centers
Data Replication Generally Datareplication is an application
specific response to meeting arecovery
X objective. Alternatives range from online
replication to remote vaults to tape backups
stored in off-site locations.
Test Plans
Test Business Continuity Tests can involve al levels of the enterprise.
Plan for EBF and KEF The NOC, SOC and Data Centers should be
components X participants in these tests as necessary to
provide and end-to-end test of the business
functions
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Program /Project

/System
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Functions o |lO08Fsg Comments
Test Disaster Recovery Plan While these tests should be coordinated, they
for Data Centers X can be accomplished transparently to the
customers served by the data centers.
Test Disaster Recovery Plan These tests should be conducted with the
for Network X BCP tests as well as the Data Center DR
tests.
Respond to Event
Responding to initial events Responding to an event will occur at any
within the EBF or KEF level of the enterprise where an event
enterprise impacts on the business operation. Events
may also spread beyond the first location.

X For example, adelay in recovery at a data
center could impact the operation of multiple
field locations unable to get to their dataand
processes.

Crisis Control during events X

Declaration of disaster and

response X

Data Recovery Data recovery will generaly involve the data
X center and the effected program/system

Maintaining Plans

Post test lessons learned Note that as a Key Enabling Function the

reviews X Data Centers SOC and NOC will also

perform this task
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Functions o |lO08Fsg Comments
Routine plan maintenance Note that as a Key Enabling Function the
X Data Centers SOC and NOC will also
perform this task

4.14 Human Resources

As described in Section 3.14, the Human Resources function is responsible for providing
direction and oversight to a diverse group of programs. These programs, all with VA-wide
responsibilities, include human resources management, diversity management and equal
employment opportunity, discrimination complaint resolution, labor-management relations, and
general administrative support (primarily servicesto VACO).

4.14.1 Subfunction 1: Human Resources Management

Human Resources Management (OHRM) provides exceptional |eadership and support through
human resources best practices and programs that enable VA to attract, develop, and retain the
people who provide quality servicesto veterans and their families.

4.14.1.1 Subfunction 1.1: General Administration

The general administration subfunction sets forth procedures for establishing, revising, managing
and distributing departmental Human Resources Management directives and handbooks under
the VA Directives Management System. It plans and formulates department-wide human
resources management policies, programs, and requirements for human resources management
throughout VA; advises key executivesin their application; and appraises the human resources
management program of the Department.

Associated Data Classes

Title Description CRUD

Guidance HRM guidance: handbooks, directives, policies, etc. CRU

Organization | Organizational structure, including permissions for creation, | R
review, and approval of guidance.
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Associated Data Classes

Title

Description

CRUD

Workflow

Datarelated to the flow of guidance documents through
HRM from creation to approval and dissemination.

CRU

4.14.1.2 Subfunction 1.2: Classification
The classification subfunction includes position classification, job grading, and position
management. It facilitates sound and consistent classification and job grading practices and
helps assure that work is organized and assigned among positions in a manner which will serve
the organization's needs effectively and economically, providing the greatest total value to VA.

Associated Data Classes
Title Description CRUD

Classification | Datarelated to classification of jobs, e.g., lists of jobs, CRU
requirements, regulations and guidance, salary range, €tc.

Position Position description library, individual position descriptions. | CRUD

Organization | Organizational structure, including permissions for creation, | R
review, and approval of guidance.

Workflow Datarelated to the flow of guidance documents through CRUD
HRM from creation to approval and dissemination.

Position Data that enables organization and assignment of work CRUD

Management | among positions to provide the greatest total valueto VA.

4.14.1.3 Subfunction 1.3: Staffing
This subfunction is responsible for staffing of positions within the Department of Veterans
Affairs (VA) for personnel appointed or designated under certain title 38 authorities and
personnel appointed under title 5, United States Code. Staffing consists of recruitment/general
employment, appointments, internal placement and promotion.

Associated Data Classes
Title Description CRUD
Applicant Datarelated to an applicant, e.g., QUALS, resume, personal | CRUD
data, etc.
Offer Offers made, results (accept or decline), reason for decline. | CRUD
Registration Veteran datafor special recruitment programs. R
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Associated Data Classes
Title Description CRUD
EEO/DM Data for EEO and diversity recruitment programs. R
Position Data about vacancies. CRUD
Recruitment Recruitment data, e.g., where, how, POCs, etc. CRU

4.14.1.4 Subfunction 1.4: Pay Administration

The pay administration subfunction within the Department of Veterans Affairs (VA) for
personnel appointed or designated under certain title 38 authorities, personnel occupying
positions subject to 5 U.S.C., chapter 51, and personnel subject to the Federal Wage System.

Associated Data Classes

Title Description CRUD
Pay reference | Pay scales, etc. R
Position Position information. R
Employee Adds pay information to employee data. RU
Organization | Organizational structure, including permissions for creation, | R
review, and approval of pay.
4.14.1.5 Subfunction 1.5: Benefits
The benefits subfunction provides employee benefits and program information.
Associated Data Classes
Title Description CRUD
Retirement Retirement programs, e.g., Civil Service, Federal R
Employees.
Workflow Workflow related to processing benefits. CRUD
Organization | Organizational structure, including permissions for creation, | R
review, and approval of benefits.
Disability Disability programs. R
Employee Information on employees and benefits update. RU
Health Care Health care benefit information. R
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Associated Data Classes

Title Description CRUD
Death Death benefit information. R
Life Insurance | Life insurance information. R
Long term Long term care insurance information. R

care Insurance

Professional Professional liability insurance for managers. R

Liability

Investment Thrift Savings Plan. R

Position Information related to position for Title 38, other R
entitlements.

Benefits VA policies and procedures related to benefits. CRUD

guidance.

4.14.1.6 Subfunction 1.6: Work-life

The Work-life subfunction balances work and family responsibilities through aternative work
schedules, childcare tuition assistance, dependent care, teleworking, establishment of hours of
duty and leave, health and wellness support.

Associated Data Classes

Title Description CRUD

Duty Duty hours information related to a position, aternative R
work schedule information.

Leave Leave schedules. R

Employee Add leave, duty hours, and other work life information to RU
employee data.

Workflow Workflow data related to approval of leave requests. CRUD

Organization | Organizational structure, including permissions for creation, | R
review, and approval of work life actions.

Telework Information related to telework. CRUD

Child Care Child care tuition assistance information. CRUD
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Associated Data Classes
Title Description CRUD
Dependent Dependent care information. CRUD
care
Health and Health and wellness program information. CRUD
Wellness

4.14.1.7 Subfunction 1.7: Performance Management
Performance Management is based on Title 5 performance appraisal and Title 38 proficiency
rating; performance-based actions.

Associated Data Classes

Title Description CRUD
Guidance Appraisa and rating guidance, schedules, policies, forms. R
Workflow Workflow data related to appraisal or rating. CRUD
Employee Update employee data with rating or appraisal, cycle RU

information for an employee, performance plan, etc.

Organization | Organizational structure, including permissions for creation, | R
review, and approval of appraisals and ratings.

Administrative | Grievance data submitted by a non-union employee, e.g., CRUD
Grievance handling is covered under workflow above.

4.14.1.8 Subfunction 1.8: Employee Recognition And Awards

The Employee Recognition and Awards subfunction recognizes of individuals and groups of
employees who make contributions in support of organizational goals and objectives. This
subfunction administers special advancements and cash awards for title 38 employees.

Associated Data Classes
Title Description CRUD

Employee Employee data, including performance. R
Financid Financial awards, including one time salary increase. RU
awards

Leave Time off awards. RU
Non-monetary | Awards such as plagques, etc. RU
awards
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Associated Data Classes
Title Description CRUD
Workflow Workflow related to processing awards. CRUD
Organization | Organizational structure, including permissions for creation, | R
review, and approval of awards.
4.14.1.9 Subfunction 1.9: Employee Management Relations
The Employee Management Relations subfunction includes the following activities:
Disciplinary and adverse actions under title 5.
Disciplinary procedures under title 38.
Probationary period actions.
Employee grievances and administrative appeals.
Title 38 appeals to the disciplinary appeals board.
Title 38 separations not covered under Partsii and iii.
Associated Data Classes
Title Description CRUD
Guidance Guidance related to disciplinary procedures. RU
Employee Employee information. R
Disciplinary Disciplinary incident and resolution. RU
Workflow Workflow data related to processing of incidents. CRUD

4.14.1.10 Subfunction 1.10: Labor Relations
Labor Relations entails policies, principles, and procedures governing relationships with labor

organizations.
Associated Data Classes

Title Description CRUD
Guidance Guidance related to labor relations. CRUD
L abor Dataregarding labor organizations and their representatives. | CRUD
organizations
Organization | Datarelated to VA employees who have a part in labor R

relations.
Workflow Workflow data related to processing labor relations items. CRUD
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Associated Data Classes

Title Description CRUD

Historical Labor relation incidents and their resolution. CRU

4.14.1.11 Subfunction 1.11: Workforce Planning

The Workforce Planning subfunction entails the recruitment of new employees and preparation
of current employees for promotions as vacancies occur. It includes the anticipation of needs
caused by projected retirement and separation.

Associated Data Classes

Title Description CRUD

Personnel Personnel data used to for statistical analysis and prediction. | R

4.14.1.12 Subfunction 1.12: Records Management
The Records Management subfunction entails the maintenance of official personnel records.

Associated Data Classes

Title Description CRUD

Personnel Official personnel data. CRU

4.14.2 Subfunction 2: Diversity Management and Equal Employment Opportunity

Diversity Management and Equal Employment Opportunity provides leadership in creating and
sustaining a diverse workforce free of discrimination at the Department of Veterans Affairs.

4.14.2.1 Subfunction 2.1: Diversity Management And Equal Employment
Opportunity/Affirmative Employment

This subfunction entails workforce analysis and recruitment efforts to ensure that qualified

applicants from diverse groups are included in the recruitment pool for VA vacancies, and

progress at comparable rates once employed.

Associated Data Classes
Title Description CRUD
Position Open positions. R
Personnel Personnel statistics. R
Applicant Applicant information. R
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4.14.2.2 Subfunction 2.2: Complaints Prevention
The Complaints Prevention subfunction entails education targeted at preventing EEO and DM
complaints.

Associated Data Classes
Title Description CRUD
Educational Information disseminated to prevent complaints. CRUD
Materias
Organization | Organizational POCs for dissemination of information. R

4.14.2.3 Subfunction 2.3: Internships

This subfunction is the Department's central coordinating point for student internship programs,
including agreements with Historically Black Colleges and Universities (HBCU) through the
National Association for Equal Opportunity in Higher Education (NAFEO); Washington
Internships for Native Students (WINYS); the Workforce Recruitment Program (WRP) for
College Students with Disabilities; and the Hispanic Association of Colleges and Universities
(HACU), where VA ranks consistently among the top federal partners.

Associated Data Classes
Title Description CRUD
Agreements Agreements with organizations that might provide interns. CRUD
Positions Position information used for placing interns. R
Organization | Organizational information including where interns can be R
placed.

4.14.2.4 Subfunction 2.4: Secretary’s EEO Awards
Secretary's EEO Awards recognizes people and events that contribute to EEO and diversity
initiatives.

Associated Data Classes

Title Description CRUD
Award Nominations for EEO awards. CRUD
nominations
Personnel Add nomination and award information to personnel RU

records.

4.14.2.5 Subfunction 2.5: Special Emphasis
The Special Emphasis subfunction entails work to implement Presidential Executive Orders and
Federal personnel programs established by the Office of Personnel Management, to eliminate
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demographic group imbalances in targeted occupations, and to achieve workforce diversity in
VA. National programs include: Asian American and Pacific Islanders Program; Black Special
Emphasis Program; Federal Women's Program; Hispanic Employment Program; Native
American Program; and the People With Disabilities Program.

Associated Data Classes
Title Description CRUD
Program Information on special emphasis programs. CRUD
information
Personnel Personnel statistics. R

4.14.2.6 Subfunction 2.6: Workforce Analysis

The Workforce Analysis subfunction attempts to predict the need for new employees and to
prepare current employees for promotions as vacancies occur. The subfunction uses on-line data
reports that pull together the information necessary for this prediction and preparation, formatted
to facilitate the inclusion of the inherent diversity issues.

Associated Data Classes
Title Description CRUD
Personnel Personnel statistics. R

4.14.3 Subfunction 3: Resolution Management

Resolution Management (ORM) is responsible for the timely processing of complaints of
employment discrimination filed by VA employees, former employees, and applicants for
employment. Resolution Management also proactively reduces complaints through education
and training.

4.14.3.1 Subfunction 3.1: Resolution Management/Dispute Resolution
The Dispute Resol ution subfunction concerns the processing of EEO complaints for VA.

Associated Data Classes

Title Description CRUD
Dispute EEO and DM disputes. CRUD
Personnel Personnel datafor partiesinvolved. R

Organization | Organizational structure, including permissions for creation, | R
review, and approval of disputes.

Workflow Workflow data related to processing disputes. CRUD
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Guidelines Guidelines and regulations for processing of disputes. R

4.14.3.2 Subfunction 3.2: Education and Training
The Education and Training subfunction provides for education and training on handling
disputes.

Associated Data Classes
Title Description CRUD
Course Materials for each course. CRUD
materials
Catalog Catalog of courses, calendar of events, etc. CRUD

4.14.3.3 Subfunction 3.3: Financial Management
The Office of Resource Management is financed by the administrationsin VA based on the
number of cases processed. ORM also contracts out its services to other government agencies.

Associated Data Classes
Title Description CRUD
Dispute Dispute statistics. R
Financial Contracts/agreements, billing, payment tracking, etc. CRUD

4.14.4 Subfunction 4: Administration

Administration provides quality servicesin facilities management, cable plant management,
telephone systems, audiovisuals, nationwide occupationa safety and health programs and other
administrative areas to VA Headquarters and to other customers nationwide.

4.14.4.1 Subfunction 4.1: Property Management

The Administration Property Management subfunction entails materials management,
transportation, executive correspondence tracking, warehousing, and the VA Central Office mall
center.

Associated Data Classes
Title Description CRUD
Inventory Receipt and tracking of all materials. CRUD
Transportation | Transportation assets, scheduling, and tracking. CRUD
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Executive Screens, tracks, and maintains executive correspondence. | CRUD

Correspondence

Mail Datarelated to mail, e.g., express mail, postage meters, CRUD
and statistics for analysis.

4.14.4.2 Subfunction 4.2: Transit Benefit Program
The Transit Benefit Program entails a VA subsidy of employee' s transportation cost using mass

transit.

Associated Data Classes
Title Description CRUD
Transit Forms, information related to use of the transit program. CRUD
Financial Subsidy and pre-tax deduction data. RU

4.14.4.3 Subfunction 4.3: VACO Health Unit
The VACO Hedlth Unit provides health servicesto VA Central Office (VACO) employees,
including health care, EAP services, and a fitness center.

Associated Data Classes
Title Description CRUD
Medical Medical information for an employee. CRUD
EAP EAP service information. CRUD
Fitness Schedule of services, registration data. CRUD
Financial Fees for fitness center. CRUD

4.15 Training and Education

The Department of Veterans Affairs offers programs for expanding employee skills and abilities,
enhancing individual and team performance, and creating a climate of continuous learning in
support of the Department's strategic initiatives.

4.15.1 Subfunction 1: Learning And Content Management

Learning and Content Management focuses the learning and content management training
functions and encompasses the following processes:

Develop educational material.
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Determine training content/subject.
Develop material presentation.
Conference planning.

Associated Data Classes

Title Description CRUD
Training Thetitle, content, date, duration, provider, location of the CRUD
Course training, cost, vendor, approving official, and delivery
Information mechanism.
Training External or internal entity providing the training. R
Vendor
Information
Training Within VHA and VBA business lines and mandatory federal | RUD
Guidelines training, there are minimum competency requirements and

guidelines for certain occupations and employees.

Training Thetitle, content, date, duration, provider, location of the CRUD
Course conference, cost, vendor, approving official, and delivery
Information mechanism.

4.15.2 Subfunction 2: Managing Employee Development

Managing Employee Development includes activities associated with managing learning

opportunities and training development for employees.

Associated Data Classes

Title Description CRUD
Employee Employee’ s name, title, series, and grade. CRUD
Information
Employee This includes employee and course information, including, | CRUD
Training completion date, certification, hours, and subject.
history
Training Thetitle, date, duration, provider, location of the training, RUD
Course cost, vendor, approving official, and delivery mechanism.
Information
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Associated Data Classes

Title Description CRUD

Training Within business lines, VA mandatory federal training and R
Guidelines Office of Personnel Management (OPM) Mandatory
Training Guidelines, there are minimum competency
requirements and guidelines for certain occupations and
employeesin VBA, VHA, and NCA.

4.15.3 Subfunction 3: Learning Delivery
Learning Delivery entails the following:

Online eTraining.

Satellite Networks.

VA Conferences.

Vendor Training.

Externa Conferences.

VA Sponsored Classroom Training.
On the job training.

Associated Data Classes

Title Description CRUD
Training Computer Based Training, Web-based training, satellite CUD
Delivery (video and audio), conferences and classroom setting are al

used to deliver training to VA employees nationwide.

Training External or internal entity providing the training. R
Vendor
Information

4.15.4 Subfunction 4: Personal Information And Tracking (Training Management)

Personal Information and Tracking (Training) Management involves managing personal training
information.

Associated Data Classes
Title Description CRUD
Employee Employee’ s name, title, series, and grade. CRUD
Information
Employee This includes employee and course information, including, | CRUD
Training completion date, certification, hours, and subject.
history
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Associated Data Classes
Title Description CRUD

Training Thetitle, date, duration, provider, location of the training, RUD
Course cost, vendor, approving official, and delivery mechanism.
Information
Training Within business lines, VA mandatory federal training and R
Guidelines OPM Mandatory Training Guidelines, there are minimum

competency requirements and guidelines for certain

occupations and employeesin VBA, VHA, and NCA.

4.15.5 Subfunction 5: Training Cost Management

Training Cost Management focuses on the cost management functions associating with training.
It includes the following processes:

Track cost associated with training.
Track individual employee training.

Associated Data Classes

Title Description CRUD

Financial Budget; Direct, e.g., paying out vendors, employee tuition, | CRUD
travel and reimbursement, and indirect cost, e.g., people’s
salaries, materials, resources, conferences, etc., associated
with carrying out the Training and Education function. This
may also include inter agency transfer of funds to cover
training expenses.

Training Thetitle, date, duration, provider, location of the training, R
Course cost, vendor, approving official, and delivery mechanism.
Information

4.16 Functional Consolidation and Integration Opportunity: Registration and
Eligibility

This section describes the approach to arrive at a consolidated Registration and Eligibility

Process. It describes the current process for each major line of business, and provides a

description of the target consolidated Registration and Eligibility Process.

4.16.1 Approach

The approach taken to consolidate Registration and Eligibility was to develop process flow
diagrams that describe the “asis’, or baseline, operation across VA business operations. The
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diagrams are stated in terms of the function, subfunction, and data class decompositions
described in earlier sections for each line of business. The collection of process flow diagrams
represents a set of ‘vertical’ views of how VA currently performs Registration and Eligibility.

The next step was to review each of the process flow diagrams to determine what subfunctions
and data classes were (or should be) common across the enterprise, and to identify any
subfunctions or data classes that are unique to a particular line of business. The resulting “to
be’, or target, process flow diagram is thus a‘horizontal’ view of a consolidated Registration and
Eligibility function for the enterprise, which still preserves aspects that are unique to aline of
business.

4.16.2 Process Flow Template

The baseline process flow diagrams are modified flowcharts that document actions, data classes,
resources required, and controls for each step in the Registration and Eligibility process. Boxes
are labeled as shown in Figure 4-7 - Process Flow Diagram Template. The function to be
performed is stated in verb-noun format within the box. Data required to perform the functionis
|labeled with an arrow to the left of the function box while data produced by the function is
|abeled with an arrow to the right of the function box. Resources required to perform the
function (personnel, equipment, facilities, etc.) are shown as labeled arrows at the bottom of the
function box. Controls placed upon the function, e.g., legisation, VA policy, standards, etc., are
shown as labeled arrows at the top of the function box. To save space on the process flow
diagramsin section 4.16.3 and to provide amplifying descriptions, a table that further describes
each element of the process flow boxes accompanies each process flow diagram.

CONTROL

FROM FUNCTION e |\PUT FUNCTION OUTPUT * TO FUNCTION

RESOURCE

Figure 4-7: Registration and Eligibility Process Flow Diagram Template
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4.16.3 As Is Process Flow Diagrams

This section presents each of the “asis’ process flow diagrams organized by line of business.
The business process flow for Medical Care, Medical Education, and Medical Research are
nearly identical so a single process flow diagram was created to reflect al three.
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4.16.3.1 Compensation

Veteran/Service Organization/POA/Fiduciary

Apply for - -
Compensation Rggeh{e Rggeh{e
i Notification —» Notification
Benefits )
of Denial of Award
. Notify Veteran, J
VA Compensation Service Organization,
POA of Denial
Review Ll o
Application pp
Determine Rate Notify Veteran Service Distribute
Payable to Organization, POA of Payment to
Veteran Decision and Amount Recipients

Medical Service Provider
(DoD, VHA, Private,...)

Provide Medical
Service
Information;
Conduct Tests

Information Provider
(DoD, NPRC, Other,...)

Provide
Information  |—
on Claim

Figure 4-8: Compensation As Is Registration and Eligibility Process Flow
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Table 4.16.3.1-1 - Compensation Registration and Eligibility

Activity Name I nput Output Control Resource
Apply for - Personal Data | - Submitted
Compensation . Service Data Application
Benefits
Review . Submitted . Reviewed Correspondence
Application Application Application Clerk
- Personal Data
- Service Data
- Benefits Data
Develop - Reviewed - Developed Veterans Service
Application Application Application Representative
. Personal Data (VSR)
- Service Data
- Benefits Data
- Medical Data
Provide Medical - Medical Data
Service
Information;
Conduct Tests
Provide - Service Data
Information on - Medical Data
Clam
Veteran Eligible? - Eligibility
Decision
Notify Veteran, - Eligibility - Letter of
Service Decision Notification
Organization,
POA of Denia
Receive - Letter of
Notification of Notification
Denid
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Table 4.16.3.1-1 - Compensation Registration and Eligibility

Activity Name I nput Output Control Resource
Determine Rate - Developed - Compensation
Payable to Application Rate
Veteran - Eligibility
Decision
Notify Veteran - Compensation | - Letter of
Service Rate Notification
Organization,
POA of Decision
and Amount
Receive - Letter of
Notification of Notification
Award
Distribute - Eligibility - Payment
Payment to Decision Authorization
Recipients - Compensation to Treasury
Rate
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4.16.3.2 Pension

Veteran/Service Organization/POA/Fiduciary

Apply for - N

Compensation Receive Receive

i Notification —» Notification
Benefits .
of Denial of Award
. Notify Veteran, J
VA Pension Service Organization,
POA of Denial
» |, Reoview Applcation
Application pp

Determine Rate Notify Veteran Service Distribute
Payable to P Organization, POA of » Paymentto
Veteran Decision and Amount Recipients

Medical Service Provider
(DoD, VHA, Private,...)

Provide Medical
Service
Information;
Conduct Tests

Information Provider
(DoD, NPRC, Other,...)

Provide
Information ——
on Claim

Figure 4-9: Pension As Is Registration and Eligibility Process Flow
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Table 4.16.3.2-1 - Pension Registration and Eligibility

Activity Name I nput Output Control Resource
Apply for - Personal Data | - Submitted
Compensation . Service Data Application
Benefits
Review . Submitted . Reviewed Correspondence
Application Application Application Clerk
- Personal Data
- Service Data
- Benefits Data
Develop - Reviewed - Developed Veterans Service
Application Application Application Representative
. Personal Data (VSR)
- Service Data
- Benefits Data
- Medical Data
Provide Medical - Medical Data
Service
Information;
Conduct Tests
Provide - Service Data
Information on - Medical Data
Clam
Veteran Eligible? - Eligibility
Decision
Notify Veteran, - Eligibility - Letter of
Service Decision Notification
Organization,
POA of Denia
Receive - Letter of
Notification of Notification
Denia
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Table 4.16.3.2-1 - Pension Registration and Eligibility

Activity Name I nput Output Control Resource
Determine Rate - Developed - Compensation
Payable to Application Rate
Veteran - Eligibility
Decision
Notify Veteran - Compensation | - Letter of
Service Rate Notification
Organization,
POA of Decision
and Amount
Receive - Letter of
Notification of Notification
Award
Distribute - Eligibility - Payment
Payment to Decision Authorization
Recipients - Compensation to Treasury
Rate
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4.16.3.3 Vocational Rehabilitation and Employment

Veteran Meet with
Take | Case Receive
Apply for Receive Tests Worker Notification
| Vocational e e
Rehabilitation r»| Notification of ,
Services Eligibility Evaluation N
Formats Policies,
Statutes
VA VRE Services l v
Create [ | Research Determine Develop
Policies, Master Clamand P  Veteran Rehabilitation  {¢—
Statutes Record and __: Compile Entitlement Plan
Assign Case Information
l Manager
> Rey iew l_\/lgk_e_ » / Veteran T
Application Eligibility > Eligible?
Determination y Case
Manager

Medical Service Provider
(VHA, private, other...)

Conduct Tests
|| (medical, I
skills, etc...)

Evaluate
Disability

Figure 4-10: Vocational Rehabilitation and Employment As Is Registration and Eligibility Process Flow
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Table 4.16.3.3-1 - Vocational Rehabilitation and Employment Registration

and Eligibility
Activity I nput Output Control Resource
Name
Apply for - VAF 28-1900 - Submitted - Legidation | - Veteran,
Vocational Application (TAP/ Service-
Rehabilitation | Data Classes: (formal/ DTAP) member
Services . Veteran Personal informal) - Motivation | - VBA
Data Project Outreach
- VBA Toll
Free Tdl.
#
- Benefits
Special-
ists
- DOD/
DOL
- Internet
Evaluate - VAF 28-1900 - Memorandum | Legislation: - VBA
Disability and service Rating - 38USC Claims
medical records (Service- 3102, Processor
for Memo Rating member) - CFR 21.40
(Service- - Letter to
member) service-
member
Data Classes:
- Veteran Persond
Data
- Service Medical
Records and/or
Veteran Medical
Records
- Service Data
- Veterans
|dentification
Data
- BDN Master
Records
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Table 4.16.3.3-1 - Vocational Rehabilitation and Employment Registration

and Eligibility
Activity I nput Output Control Resource
Name
Review - Completed - Veteran Legisation: - VBA
Application Application |dentification - 38USC employee
. Formal/Informal Data(VID) 3102 (C&Por
Application - All BDN - CFR 21.40 VRE)
Master - M28-1
Data Classes: Records
- Veteran Personal
Data
- Service Medical
Records and/or
Veteran Medical
Records
- Service Datg;
Veterans
| dentification
Data
- BDN Master
Records
Make (Same as above) - Generated - Legidation: | - VBA
eigibility Eligibility 38USC Employee
Determination Determination 3102 (C&Por
(GED) . CFR 21.40 VRE);
- BDN Chapter | - M28-1 BDN;
31 Master . VBA Corporate
Record Circular 28- WINRS
(electronic) 97-1 (PL
104-275)
Receive - Letter toveteran | - VBA letter - CFR21.420 | - VBA
Notification of Employee
Eligibility Data Classes (C&Por
. Eligibility VRE)
Determination
Data
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Table 4.16.3.3-1 - Vocational Rehabilitation and Employment Registration

and Eligibility
Activity I nput Output Control Resource
Name
Veteran - GED - BDN system- (Sameas (Same as
Eligible? generated GED | above) above)
Data Classes document
- Eligibility
Determination
Data
Stop
Create Master | - BDN/Corporate | - Chapter 31 - M28-1 - VBA
Record and WINRS input Master Record Employee
Assign Case . Corporate data (VR&E)
Manager Data Classes: base Record
- Veteran Persond (CWINRS)
Data - BIRLSrecord
- Service Data location
- Account
information
Conduct Tests | - Initial evaluation | - Hard copy data | - M28-1 - VBA
(medical, with veteran filed in . CFR 21.50 Employee
skills, etc.) participation Counseling/ (VR&E)
Evaluation/
Data Classes: Rehabilitation
- Veteran Personal Record
Data - Datafiled in
- Veteran Medical Corporate data
Records base
- Input from (CWINRS)
Veteran
Take Tests (Same as above) (Sameasabove) | (Sameas (Sameas
above) above)
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Table 4.16.3.3-1 - Vocational Rehabilitation and Employment Registration

and Eligibility
Activity I nput Output Control Resource
Name
Research . Initial evaluation | (Sameasabove) | (Sameas (Same as
Claim and with veteran above) above)
Compile participation
Information
Data Classes:
- Veteran Persond
Data
- Veteran
Medical Records
Social Security
Records
- Department of
Labor Records
Determine - Initial evaluation | - Entitlement - 38USC - VBA
Veteran with veteran determination 3106 Employee
Entitlement participation based on . CFR21.50 (VR&E)
employment . 2151,
Data Classes: handicap or 21.53
(Same as above) serious . M28-1
employment . VBA
handicap Circular 28-
- VBA Letter 97-1 (PL
notifying 104-275)
veteran of
entitlement
determination
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Table 4.16.3.3-1 - Vocational Rehabilitation and Employment Registration

and Eligibility
Activity I nput Output Control Resource
Name
Meet with - Entitlement - Determine - 38USC - VBA
Case Worker determination Employment 3107 Employee
and al BDN and Objective or . CFR21.84 (VR&E)
Corporate Independent . M28-1
records Living
Objective
Data Classes:
- Account
Information
VR&E Services
- Eligibility
Determination
Data
Develop - Employment - Individualized | (Sameas - VBA
Rehabilitation Objective or Written above) Employee
Plan Independent Rehabilitation (VR&E)
Living Objective Plan
(Employment
Data Classes: Objective or
- Eligibility I ndependent
Determination Living
Data Objective)
- Account - BDN and
Information Corporate
VR&E Service record
(CWINRS)
Receive - Entitlement - VBA Letterto | (Sameas - VBA
Notification Determination Veteran above) Employee
. BDN and (VR&E)
Data Classes Corporate
- Eligibility record
Determination (CWINRS)
Data
- Veteran Personal
Data
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4.16.3.4 Education

Veteran/Claimant

Apply for I Receive
Education — N(F:t(ief(i::z;\tlif)n | Notification
Benefits . of Eligibility
of Denial
& Payment

Education Service

Create
—p Review Develop > Make.Ellglblllty/ Master Clrgatg
Application Application Entltlelmept Record/ Notification =
Determination Eligible of Eligibility
Create
Create
Master e
Record/ P Nofngcat'loln B
Not Eligible of Denia
DoD
Personal
Record

Figure 4-11: Education As Is Registration and Eligibility Process Flow
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Table 4.16.3.4-1 - Education Registration and Eligibility

Activity I nput Output Control Resource
Name
Apply for - Veteran (other . Completed 38 . Veteran
Education claimant) Information Application U.S.C, or Other
- Name Chapter Claimant
- SSN 304
- Address - 10
- Date of birth Uu.sC,
- Date of death Chapter
- Electronic funds 16065
transfer data & - 38
other data U.sScC,
. Service Information Chapter
- Branch of service 326
- Active duty dates - 38
- Active duty for ghsct:
training dates apter
: 357
- Type of discharge . Public
- Retired/separated Law 96-
- Separation reason 347
- Selected reserve Secfion
periods 9018
- Separation reason . public
from the selective Law 96-
reserve 342
- Veteran's Dependent Section
Information 9039
- Name . Public
- SSN Law 99-
Address 39910
- Date of birth and
other data

* Montgomery Gl Bill — Active Duty Educational Assistance Program (MGIB)
®> Montgomery Gl Bill — Selected Reserve Educational Assistance Program (MGIB)

® Post-Vietnam Era Veterans Educational Assistance Program (VEAP),

" Survivors and Dependents’ Educational Assistance (DEA),
8 Educational Assistance Test Program
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Table 4.16.3.4-1 - Education Registration and Eligibility

Activity I nput Output Control Resource
Name
Review - Completed - Reviewed - Title38 |- VBA
Application Application and Application —same Employee
Attachments controls
- DOD Data as
. Program Approval above.
Data
- Training Information
from School
Develop . Reviewed Additional - Title38 |- VBA
Application Application and information as —same Employee
Attachments Requested: controls | - Training
- DOD Data - Veteran as Institute
. Program Approval information above.
- Training Information | - Service
from School information
- Dependent
information
- Program
Approval
- Training
Information
from School
Make . Reviewed Determinations | - Title38 |- VBA
Eligibility Application and asto: —same Employee
Determination Attachments - Eligibility controls | . Claims
- DOD Data - Months of as Examiner
- Program Approval Entitlement above.
- Training Information | - Period of
from School plus any Eligibility
information obtained | - Payment
in Develop Information if
Application Appropriate
® Educational Assistance Pilot Program
1% Omnibus Diplomatic Security and Anti-Terrorism Act of 1986
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Table 4.16.3.4-1 - Education Registration and Eligibility

Activity I nput Output Control Resource
Name
Create Master | - Selected Datafrom - Master - Title38 |- VBA
Record Reviewed Record —same Employee
Application and controls
Attachments as
- DOD Data above.
- Program Approval
- Training Information
from School plus any
Developed
Information
Create - Master Record One of 3types - Title38 |- VBA
Notification of letter: —same Employee
- Letter of controls
eigibility as
- Letter of above.
digibility
including
award
(Payment)
- Letter of
denia
Receive - Lettersof - Title38 |- Veteran
Notification Notification: —same - Other
- Eligibility controls Claimant
- Eligibility and as
Payment above.
- Denid
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4.16.3.5 Insurance

Veteran
w —p Receive
Apply for . Polic
Insurance  —— Receive _ 5| Make 4
Services —> Not|f|cat_|on of Payment
Denial
VA Insurance Service Provider
(Philadelphia IS)
Notify
Pr_ogr_a_m Veteran of
Eligibility Denial
Criteria
Review | 3] Develop
Application Application
Determine Notify
Insurance T L—p veteran of > Issue In_f,urance | — N
Plan & Rate Approval Policy

Figure 4-12: Insurance As Is Registration and Eligibility Process Flow
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Table 4.16.3.5-1 - Insurance Registration and Eligibility

Activity I nput Output Control Resource
Name
Apply for - 29-0151, or - Completed - Legidation | - Printed
Insurance . 29-4364 application - Regulations | forms
Services . Website
- National
Automated
Response
System
(NARS -
800 #)
- Benefit
specialist
Review - Submitted application | - Reviewed - Legidation | - Live
Application application - Regulations | claims
examiner
Veteran - Reviewed application | - Veteran - Legidation | - Live
Eligible? eligible or - Regulations | claims
notice of examiner
ineligibility
released
Develop - Reviewed application | - Completed - Legidation | - Live
Application application or | - Regulations clams
incomplete . SOP examiner
appli_c_ation - Policy &
requiring procedures
supplemental
information
Application | - Completed - Approved - Legidlation | - Live
Approved? application application - Regulations | claims
. SOP examiner
- Policy &
procedures
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Table 4.16.3.5-1 - Insurance Registration and Eligibility

Activity I nput Output Control Resource
Name
Verify Plan | . Completed - Plan/rate - Plan& rate | - Live
and Rate application (policy) tables clams
examiner
Notify - Plan/rate (policy) - Letter - Policy & - Live
Veteran of released procedures clams
Approval examiner
Make Direct | - Check/money order - Release - Policy & - Veteran, or
Payment or or other than direct future procedures | - Live
Establish pay methods premium - SOP claims
other than (VAMATIC/DFB/ notices examiner
Direct ALT) - Release
Payment status of
Account payment
- Release
status of
other than
direct pay
method
Issue Policy | - Plan/rate/ - Issuepolicy |- Legidation |- Live
- Direct payment/ - Regulations | claims
. Other than direct . SOP examiner
payment method - Policy &
procedures
Receive - Issue policy - Receive - Legidlation | - Veteran
Policy policy - Regulations
- SOP
- Policy &
procedures
Notify - Veteran ineligible, or | - Denia or - Legidlation | - Live
Veteran of - Application disapproval | - Regulations | claims
Denial disapproved |etter . SOP examiner
- Policy &
procedures
July 8, 2002 4-239 Version 1.0




One-VA Enterprise Architecture The Business Owner’s View

Table 4.16.3.5-1 - Insurance Registration and Eligibility

Activity I nput Output Control Resource
Name
Receive - Denial or disapproval | - Denia or - Legidlation | - Veteran
Notification letter disapproval - Regulations
of Denial |etter . SOP
- Policy &
procedures
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4.16.3.6 Loan Guaranty

Veteran
Receive
Apply for Request »| Letter of
Home_ Loan veteran | ” Denial
Benefits and Status
Provide Proof Confirmation
of Service
VA LGY Services
Determine
Eligibility for
»| Veteran Status for *No
use with FHA
loans
. *No, .
Receive VAF 26- Eligible for
1880, Application for Review for Veteran
Home Loan Benefits Ly P N, i .
Eligibility Eligible?
and copy of DD-214, Qualification g
Dlscharg_e from Issue VAF 26-8261,
Service Certificate of
Veteran Status
*No
Receive VAF 26- Review Issue Certificate of
1817, Request for Spouse Eligibility for Home loan Keep Application
3 Determination of Loan A plication Benefits and and supporting
Guaranty Eligibility - Eligible? fofEIi ibilit Pamphlets documentation for
Unremarried Surviving ualifi?:atio)rll 1year
Spouse Q

Veteran’s Unmarried Surviving Spouse

Request
Determination of Loan
Guaranty Eligibility -
Unmarried Surviving

Spouse
VA Veterans Send o
Services Veterans
> Services for [—
Review and
Determination

Figure 4-13: Loan Guaranty As Is Registration and Eligibility Process Flow (Part 1)
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Veteran
Provide Loan Receive Issue
Information Letter of Guaranty
and — Pursue Denial/C Letter and
Certificate of Closure with ancel Pamphlets
Entitlement Lender A
Lending Institution 5| Issue Loan J
Denial/Cancel
Request Case
N 5 oo,
Check and VA A IicF;tion Closed? > Loan
Appraiser pp Guaranty
VA LGY Services
Assign Case A ; .
> ppraise Review Loan Issue
N:?pbrgirszr;d Property —> Closing > Loan
Package Guaranty
Figure 4-14: Loan Guaranty As Is Registration and Eligibility Process Flow (Part 2)
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Table 4.16.3.6-1 - Loan Guaranty Registration and Eligibility

Activity Name I nput Output Control | Resource
Apply for Home - Veteran Persona | - Initial Application
Loan Benefits and Information
Provide Proof of . Service
Service Information
Recelve VAF 26- - Veteran Persona | - Received and
1880, Application Information Completed
for Home Loan . Service Application
Benefits and copy Information
of DD-214, . Initia
Discharge from Application
Service
Review for - Received and LGY
Eligibility Completed Manual
Qualification Application 26-1
Veteran Eligible? - Eligibility

Determination

Issue VAF 26- - Eligibility - Certificate of
8320, Certificate of Determination Eligibility
Eligibility for
Home Loan
Benefits and
Pamphlets
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Table 4.16.3.6-1 - Loan Guaranty Registration and Eligibility

Activity Name I nput Output Control | Resource
Keep Application - Veteran Persona | - Records of Veteran
and supporting Information Application
documentation for | . Service
1 year Information
- Initid
Application
- Received and
Completed
Application
- Certificate of
Eligibility
- Letter of Denial
Send L etter of - Eligibility - Letter of Denial LGY
Denial, and Determination (FL 26-611) Manual
Certificate of 26-1
Veteran Status (if
applicable)
Request for - Veteran Persona | - Veteran Persond
Certificate of Information Information
Veteran Status Service Information | - Service
Confirmation (VAF Information
26-826laor VAF . Request to VA
26-1880)
Determine - Veteran Personal LGY
Eligibility for Information Manual
Veteran Status for . Service 26-1
use with FHA loans Information
- Request to VA
Eligible for Veteran - Veteran Status
Status? Determination
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Table 4.16.3.6-1 - Loan Guaranty Registration and Eligibility

Activity Name I nput Output Control | Resource
Issue VAF 26- . Veteran Status . Certificate of LGY
8261, Certificate of Determination Veteran Status Manual
Veteran Status 26-1
Request - Veteran Persona | - Initial Application
Determination of I nformation
Loan Guaranty - Service
Eligi bili_ty - Information
Unmarried . Beneficiary
Surviving Spouse Information
Receive VAF 26- - Veteran Persona | - Initial Application
1817, Request for Information
Determination of . Service
ann G_uaranty Information
Eligi b|||_ty - . Beneficiary
Unm_ar_rl ed Information
Surviving Spouse . Initial

Application
Send to Veteran - Veteran Persona | - Eligibility
Service Center for Information Determination
Review and - Service
Determination Information
- Beneficiary
Information
- Initia
Application
Eligible for Veteran - Eligibility
Status? Determination
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Table 4.16.3.6-1 - Loan Guaranty Registration and Eligibility

Activity Name I nput Output Control | Resource
Review Spouse - Veteran Personal | - Reviewed and LGY
Application for Information Completed Manual
Eligibility . Service Application 26-1
Qualification Information
- Beneficiary
Information
- Initid
Application
Receive Letter of - Letter of Denial
Denid - (FL 26-611)
Provide Loan - Veteran Personal | - Loan Application
Information Information
- Loan
Information
Perform Credit - Loan Application | - Credit Check
Check Results
Credit OK? - Credit Check - Initial/Preliminary
Results Loan Approval
Request Case - Veteran Persond
Number and VA Information
Appraiser - Loan Information
Assign Case . Veteran Personal | - Case Number LGY Appraiser
Number and Information Manual
Appraiser . Loan 26-1
Information
Process/ Develop - Loan - Fina Loan
Loan Application Information Application
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Table 4.16.3.6-1 - Loan Guaranty Registration and Eligibility

Activity Name I nput Output Control | Resource
Appraise Property | - Loan . Property Appraisal Appraiser
Information
Pursue Closure - Loan Information
with Lender
Close Loan - Loan
Information
- Property
Appraisa
Final Loan Closed? - Final Approved
L oan Package
- Denid
Review Loan - Final Approved - Loan Guaranty
Closing Package L oan Package Approva
Issue Loan - Loan Guaranty - Loan Guaranty LGY
Guaranty Approval Manual
26-1
Recelve Loan - Loan Guaranty
Guaranty
Issue Letter of - Loan Guaranty - Letter and LGY
Guaranty and Pamphlets Manual
Pamphlets 26-1
Issue Loan Denial - Denid - Letter of Loan
Denial
Receive Letter of - Letter of Loan
Denial Denia
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4.16.3.7 Memorials and Burial
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Figure 4-15: NCA As Is Registration and Eligibility Process Thread
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The following table defines the Inputs, Outputs, Controls, and Resources for each
Activity on the preceding process flow diagram. Each of these may be different for three
different functions being performed: Burial in a National Cemetery, placement of a
Government Marker or Headstone, or issuance of a Presidential Memorial Certificate,
denoted BNC, GHM, or PMC, respectively in the table. In some cases the entry applies
to al three functions, thisis denoted by "All" or is not specified.

Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
Request for | - VA 40-1330 - Request - VA Strategic - Family
Service, (application Goal 3: Honor member,
Burial, for Headstone & Serve NOK.
PMC, & Marker;1- Veteransinlife | . Funera
Headstone 800 Cadlls and home
& Marker . Direct Calls or memorialize employee.
Faxes them in death
. PMC Access for their
Numbers sacrifices on
. NCA behalf of the
Homepage, nation;
. Faceto Face a3,
(Establishment
of National
Cemetery
System) (1973);
Title 38 CFR,
(Pensions and
Veterans
Benefits)
Gather All: All: All: All:
Request
Information | - Pre need - Application - VA Strategic - Family
qualification. Information Goal 3: Honor member,
. Veteran, (Submitter’s & Serve NOK.
family identifying Veteransinlife | - NCA or
member, Next information, and VBA
of Kin (NOK) point of memorialize employee.
information. contact them in death . Funerd
(POC), initial for their home
POC if sacrifices on employee.
different from behalf of the
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Table 4.16.3.7-1 — Memorials and Burials

Activity
Name

I nput

Output

Control

Resour ce

POC, NOK,
decedent
information,
and requested
cemetery).

nation;

- Public Law 90-
43,
(Establishment
of National
Cemetery
System) (1973);

- Title 38 CFR,
(Pensions and
Veterans
Benefits)

- Security and
Privacy.

BNC:

- NCA Strategic
Goal: Ensure
that the burial
needs of
veterans and
eigible family
members are
met.

- NCA
Performance
Measures.

- - Percent of
veterans served
by aburid
option within a
reasonable
distance (75
miles) of their
residence;

- - Percent of
veterans served
by aburid
optiononly ina
national
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
cemetery;
- - Percent of
respondents
who rate the
quality of
service
provided by the
national
cemeteries as
excellent.
PMC: PMC: PMC: PMC:
- PMC Request. | - Preliminary - NCA Strategic | - VBA
- First Notice of FNOD Goal 2: Provide Adjudicator
Death information in Veterans and - VBA Hines
(FNOD) Target system. their families Data
(VBA only). - PMC with symbolic Processing
- Record of Information in families of Center
Internment Automated remembrance . NCA
(RQI) in Memorial - Public Law 89- Memorial
BOSS. Application 88; (1965) Programs
System - NCA Customer Service at
(AMAYS) case Service VACO
— PMC Standard — will
Schedule. deliver PMC
with 45 days of
notification of
death.
GHM: GHM: GHM: GHM:
- VA 40-1330 - Scanned 40- - PublicLaw 80- |- MPSCase
- Record of 1330in 87 (1948); Manager.
I nternment Monument - Public Law - Monument
(ROI) in Application 107-103 (2001); Application
BOSS Scanning - NCA Scanning
System Performance System
(MASS) M easures: (MASS).
Percent of - Automated
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
gravesin Monument
national Application
cemeteries System
marked within (AMAYS).
60 days of - National
internment; Cemetery
Provide Employee
headstones and
markers that are
delivered
undamaged and
correctly
inscribed 98%
of the time.
- NCA Strategic
Goa 2: Provide
Veterans and
their families
with symbolic
families of
remembrance
Determine | All: All: All: All:
Eligibility
- Application - Eligibility - Security & - NCA or
Information Determination Privacy. VBA
(Submitter’s - Eligibility employee
identifying Criteria. - BIRLY
information, . Title 38 CFR, IBBA
point of (Pensions and
contact Veterans
(POC), DD Benefits)
Form 214;
initial POC if
different from
POC, NOK,
decedent
information,
and requested
cemetery).
- Eligibility
July 8, 2002 4-252 Version 1.0




One-VA Enterprise Architecture

The Business Owner's View

Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
Information.
BNC: BNC:
- Application in - NCA
NCA Buria Employee.
Operations
Support
System
(BOSS).
PMC: PMC:
- BOSSFNOD - MPS
Extracts. (Memoria
- Preliminary Program
FNOD Service)
Information. employees
- Veteran's - VBA Hines
Information Data
Folder and Processing
Supportive Center.
Paperwork. - VBA
Adjudicator
GHM: GHM: GHM:
- 40-1330 or - New Casein - BIRLY
ROl in BOSS AMAS IBBA
- Automated
Monument
Application
System
(AMAYS)
History
Screen.
Establish All: All: All:
Caseand
Approve - Eligibility - Security & - NCA
Request. Verification. Privacy. employee.
- BOSS.
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
- MPS Case
Manager.
- VBA
Adjudicator
BNC: BNC:
- Eligibility - NCA or
Determination VBA
Codein employee.
BOSS. - BOSS.
- Committal
Service
scheduled in
BOSS.
PMC: PMC:
- Finalized - NCA
FNOD Record employee.
with PMC - VBA
portion Adjudicator
completed.
- PMCin
AMAS -
PMC
Schedule.
GHM:
- Approved
Case.
Suspend All: All: All: All:
Case and
Inform - Incomplete - Noticeto - Eligibility - NCA
Requestor. application. Requestor. criteria. Employee.
- Suspended
Case.
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
BNC:
- Committa
Service
Tentatively
Scheduled.
PMC: PMC:
- Suspended - VBA
Case. Adjudicator
GHM: GHM:
- Suspended - MPS Case
Case. Manager.
Consult All: All: All: All:
other
Eligibility - Application - Eligibility - Security & - Requestor.
Sources. I nformation. Determination Privacy.
- Additional :
Eligibility - Phone call or
Information. L etter
requesting
missing
information.
BNC:
- VA
Regional
Officeor
VA
Records
Processing
Center.
- NCA Hub
Cemetery
(DOD
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
National
Records
Processing
Center).
- NPRC (St
Louis)
PMC: PMC: PMC: PMC:
- VBA
Adjudicator
- Veteran's
Information
Folder.
GHM: GHM:
- Pending - MPS Case
Report. Manager.
- BIRLY
- IBBA.
Disapprove | All: All: All: All:
Request
- Eligibility - Canceled - Security & - NCA
Information. Case/Request. Privacy. Employee.
- All
Pending
Report.
BNC:
- Completed
Veterans
Screen with
HN”
digibility.
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Table 4.16.3.7-1 — Memorials and Burials

Activity I nput Output Control Resource
Name
PMC: PMC:
- Denied - VBA
Request Adjudicator
GHM:
- Updated
AMAS
History
Screen
Inform All: All: All: All:
Requestor
- Eligibility - Noticeto - Public Laws. - NCA
Determination Requestor. Employee.
PMC:
- VBA
Adjudicator
4-257 Version 1.0

July 8, 2002



One-VA Enterprise Architecture The Business Owner's View

4.16.3.8 Medical Care, Education and Research
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Veteran WHA Employes Fractitioner = 558
Apply far Hemographics, military service, means test, awards or
“HA& Heafth catastrophic disability

Care gather Determine werify
—apply Patient Prelim w SENS
Bigibility Determine L Income

info
| Catastrophic
Disability

Apply for
WEBA benefits T
o] verify
& 4 r "1 henefits

¥

as3ign
preferred
facility

determine’
verify
eligibility

(EGT)

determine
enraliment
priority

PrOCess
enrallment

?

Yes
criteria not met
accept meet
enrallinent -+ Mo entoliment
ecizio Sommunicate Criteria
enrollment decision
crtera met
Yes i
cOmMmunicate
enrollment decision
Mo nctify weteran,
health benefit plan
assign reCeie
[ prirmiary notify clini !
assigniment
care doc
- weteran communication

. Prepare

initiste : )

p— notice of disagreement for Appeal Fappeal data evaluatle

Hearing Appes

communicate appeal decizion

(e

Figure 4-16: Medical Care, Education and Research As Is Registration and Eligibility
Process Threads
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Table 4.16.3.8-1 - Medical Care Registration and Eligibility

Activity
Name

I nput

Output

Control

Resour ce

Gather
Patient
I nformation

- Demographics
- Military

Service

- VA Awards
- Payer

(Insurance
Co.)

- Means Test,
- Diagnosis

profile,

- Preferred

facility

- Patient

Demographics

- USC Title 38

- Employee

(medical
facility)

Determine
Preliminary
Eligibility

- Demographics
- Military

Service

- VA Awards
- Payer

(Insurance
Co.)

- Means Test,
- Diagnosis

profile,

- Preferred

facility

- Preliminary

Eligibility
decision

- USC Title 38

- Employee

(medical
facility)
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Table 4.16.3.8-1 - Medical Care Registration and Eligibility

Activity I nput Output Control Resource
Name
Verify SSN | . Demographics | - Verified - USCTitle 38 - Employee
& Income . SSN SSN/Income | - CFR (HEC,
. Income . Privacy Act Medical
(finance) . Internal Facility)
Revenue Code |- IRS/SSA
- FOIA
- Public Law 99-
272
- Circular 10— 90-
10/53
- VHA
Regulations/Dir
ectives
Assign - Demographics, | - Facility, - VHA Policies - Employee
Preferred Diagnoses Provider,
Facility Profile Employee,
Veteran
Verify - Demographics, | - Military - VBA Directives | - VBA
Benefits Military Service Employee
Service Data, | - Service
VA benefits Connection
Disability
- Awards
- Release/
Discharge
Information
C&P
Determine | - Catastrophic - Clinicd - Public Law 104- | - Employee
Catastrophic |  disability Observations 262 - Care
Disability request - Title 38 Practitioner
(CD) - Demographics . CFR (medical
- Millennium Bill care
- Public Law 102- | facility)
585 title |
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Table 4.16.3.8-1 - Medical Care Registration and Eligibility

Activity I nput Output Control Resource
Name
Determine/ | - Demographics | - Eligibility - Public Law 104- | - Employee
Verify . Military Information 262 (HEC)
Eligibility Service Finance . VHA Directive
- Means Test 2001-074,
- CD results - Millennium Bill
Determine | - VA Policies - Priority Group | - Public Law 104- | - Employee
Enrollment | . Regulations (EGT setting) 262 (HEC)
Priority - VHA Policies
Process - Demographics | - Enrollment - Public Law 104- | - Employee
Enrollment | . Eligibility Information, 262 (HEC)
Information eg.,
. Priority Group | enrollment
status,
- Eligibility
decisions
- Health Benefit
Plan
Assign - Demographics | - Care - VHA Policies - Employee
Primary . Diagnoses Practitioner (Medica
Care Doc Profile Veteran Center)
- Employee
Receive - Care - Care - VHA Policies - Employee
Assignment Practitioner Practitioner (Medica
Request . Veteran Center)
- Facility
Initiate - Enrollment, - Appea - USC Title 38 - Veteran
Apped Eligibility - CFR
- Veteran
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Table 4.16.3.8-1 - Medical Care Registration and Eligibility

Activity I nput Output Control Resource
Name
Preparefor | . Enrollment, - Enrollment, - USCTitle 38 - Employee
Apped and Eligibility and Eligibility | - CFR (medical
Hearing decisions, decisions facility)
Veteran - Veteran
demographics demographics
- Apped
package
- Hearing
schedule
Evaluate - Appedl - Appeal/ - USC Title 38 - Employee
Apped Decision - CFR (BVA)

4.16.4 To Be Decomposition
The One-VA Enterprise Architecture team has developed an enhanced Registration and

Eligibility Process that attempts to provide the maximum flexibility to the VA business
and technology communities to better realize aspects of its critical vision. Among these

are:

It identifies a Register Potential Beneficiaries subfunction to enable
outreach to potential beneficiaries and their earliest possible identification.

It creates a Determine Earned Benefits subfunction to enable outreach with
the capability of notifying veterans when they become dligible for VA
benefits rather than waiting until they apply.

It recognizes the complexity of the laws and regulations that the VA lines
of business must comply with and develops the concept of a multi-
threaded workflow subfunction to Determine Line of Business Eligibility
to deal with the complexity in a single expert system and provides the
capability to achieve economies of scale by sharing dligibility and
registration services and data across VA.

It develops an Initiate Benefits Per Program subfunction to enable the
connection of eligibility that may be determined within VA lines of
business unit personnel, to a case worker or veteran advocate who may
work directly with the veteran across programs.
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The benefits of this consolidated Registration and Eligibility Function are:

It is flexible enough to give the VA business and technology communities
maximum freedom to expand on the strategic concepts or to constrain
them, as they deem appropriate.

It is consistent with best practices in the private sector.

It recognizes and attempts to implement all relevant VA Strategic Goals
and Information Technology Strategies.

It recognizes and attempts to satisfy all laws, regulations and VA policies.

It reduces operating costs through the elimination or reduction of multiple,
independent mechanisms for sharing data across the One-V A enterprise.

It reduces or streamlines additional operating costs associated with
sustainment of independent processes and systems where possible.

It streamlines and consolidates interaction between VA and DoD/DEERS
for maintenance and bi-directional exchange of Veteran information.

It reduces required operational support costs at individual facilities (e.g.
through economies of scale).

It improves the quality of service to the veteran by eliminating the need to
register at multiple facilities, and providing those facilities with a record of
previous eligibility decisions improving consistency across the enterprise.

The following area describes the defined subfunctions for this redesigned process and the
data classes associated with these subfunctions.

4.16.4.1 Subfunction 1: Register Potential Beneficiaries
This subfunction contains the process of listing potential VA beneficiaries.

Associated Data Classes

Title Description CRUD
Potential A potential beneficiary is anyone who has areasonable CRU
Beneficiary claim to VA benefits by virtue of military service or other

qualifying circumstances such as surviving spouse or

surviving. Thisincludes registration information provided

by DoD/DEERS.
Registration Laws, regulations and VA policies that specify the basic R
Criteria eligibility criteriafor VA benefits.
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Associated Data Classes

Title Description CRUD
Veteran A VA employee or other interested party who facilitates R
Advocate potential VA beneficiaries becoming €ligible for and

participating in VA benefits.

Registration The determination that a potential beneficiary is or is not CRU
Status listed as a potential VA beneficiary.

4.16.4.2 Subfunction 2: Determine Benefits Earned
The Determine Benefits Earned subfunction is the process of determining potential VA
benefits based on military service or qualifying events.

Associated Data Classes

Title Description CRUD
Registration The determination that a potential beneficiary is or is not R
Status listed as a potential VA beneficiary.

Time or Event | Information supplied to VA or requested by VA that CRU

Information specifies benefit-earning milestones, events or other
circumstances that meet the threshold for qualifying a
potential beneficiary for VA benefits. Thisis predominantly
information sourced by DoD/DEERS.

Timeor Event | Laws, regulations and VA policies that specify benefit- R
Criteria earning criteriafor VA benefits.
Veteran A VA employee or other interested party who facilitates R
Advocate potential VA beneficiaries becoming eligible for and

participating in VA benefits.
Earned The determination that a potential beneficiary has or hasnot | CRU
Benefit met the threshold for qualifying for VA benefits.
Information

4.16.4.3 Subfunction 3: Determine Line of Business Eligibility
The Determine Line of Business Eligibility subfunction is the process of determining an
individual's qualification for VA benefits.
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Associated Data Classes
Title Description CRUD

Earned The determination that a potential beneficiary has or hasnot | CRU
Benefit met the threshold for qualifying for VA benefits.
Information
Eligibility Information supplied to VA or requested by VA that CRU
Information specifies eligibility criteriafor a specific VA benefit within

aVA line of business for a potentia beneficiary.
Line of Laws, regulations and VA policies that specify criteriafor R
Business eligibility for a specific VA benefit within aVA line of
Criteria business.
Veteran A VA employee or other interested party who facilitates R
Advocate potential VA beneficiaries becoming eligible for and

participating in VA benefits.
Eligibility The determination that a potential beneficiary is or is not CRU
Status eligible for a specific VA benefit within a VA line of

business.

4.16.4.4 Subfunction 1.4: Initiate Benefits Per Program
The Initiate Benefits Per Program sets of subfunctions are the processes of initiating
eligible beneficiaries participation in specific VA programs. Each program has its own
version of this subfunction, using business rules particular to the individual program.

Associated Data Classes

Title Description CRUD
Eligibility The determination that a potential beneficiary is or is not R
Status eligible for a specific VA benefit within aVA line of

business.
Initiation Information supplied to VA or requested by VA that CRU
Information initiates a benefit within a VA program for an eligible

beneficiary.
Initiation Laws, regulations and VA policies that specify criteriafor R
Criteria initiating a specific VA benefit.
Veteran A VA employee or other interested party who facilitates R
Advocate potential VA beneficiaries becoming eligible for and

participating in VA benefits.
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Associated Data Classes

Title Description CRUD
Benefit Status | The determination that a specific VA benefit isor is not CRU

initiated.

4.16.5 To Be Process Flow Diagram

The following diagram depicts in a process flow diagram how the subfunctions defined in
the previous subsection are related in the overall target Registration and Eligibility
function.

The left-hand column, titled ‘ External,” consists of actions that are performed external to
VA, eg., by abeneficiary or their representative, or by information sourced from and/or
provided to the Department of Defense through integration with the DEERS system.
The next column, ‘ General Eligibility,” contains those subfunctions that contain activities
applicable across all VA programs. The third column, * Specific Eligibility,” contains
activities where detailed knowledge of a specific line of businessis required. The fourth
column, ‘Initiation,” contains activities that initiate delivery of benefits.

The rows in the figure classify activities into the general categories of ‘ Registration,’
‘Eligibility,” and ‘Initiation.’
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Registration and Eligibility Process
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Figure 4-17: To Be Registration and Eligibility Process
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4.16.6 Functional Allocation

Implementation of the target Registration and Eligibility Processis not currently underway in
any specific VA program. However, as noted above, the Registration and Eligibility Processis
duplicated in numerous existing programs because it is a fundamental activity of virtually all VA
services in each line of business. Therefore, the Registration and Eligibility Processis not
allocated to any existing baseline, but isidentified as a required new effort within the VA
enterprise.

4.17 Functional Consolidation and Integration Opportunity: Contact Management

An Enterprise Architecture review of Contact Management consolidates the various practices
within the department into a single approach. Developing a“One-VA” Contact Management
function is strategic in order to provide a“One-VA” face to the veteransit services. Contact
Management will govern the significant touch points through which the veteran relatesto VA
With improved process, better cross administration collaboration, common information and
flows, advanced scripting and increased self service offerings, VA can support more veterans
faster, more consistently, more efficiently, and with a higher degree of veteran satisfaction.

Contact Management highlights an important opportunity for building greater flexibility and
quality into VA services and applications, and at a reduced operating cost. Contact Management
reduces long term costs through elimination of duplication of systems and services and
centralization of operational support (e.g., through economies of scale). The Contact
Management function will also support the enabling goal related to One VA as recorded in the
VA Strategic Plan, FY 2001-2006.

4.17.1 Approach

The approach taken to define a Contact Management function was to devel op sample process
flow diagrams that represent typical “asis’, or baseline, operation across VA business
operations. The collection of process flow diagrams represents a set of ‘vertical’ views of how
VA currently performs Contact Management. The process flows are presented in Figures Figure
4-18 through Figure 4-21.

The next step was to review each of the process flow diagrams to determine what subfunctions
were (or should be) common across the enterprise, and to identify any subfunctions that are
unigue to a particular line of business. The resulting “to be”, or target, process flow diagramis
thus a ‘horizontal’ view of a Contact Management function for the enterprise, which still
preserves aspects that are unique to aline of business.
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4.17.2 Enterprise To Be Contact Management Functionality

The Contact Management Functions involves severa functions and sub functions. These
functions can be grouped in three evolving states of interaction with the customer:

1. Initiate Contact:  The process and associated activities for initiating contacts
2. Service Contact: Direct activities to resolve remaining contacts
3. Assure Quality:  Monitoring and reporting of customer services activities

4.17.3 Contact Management Functions:

The functions in the following table are the functions that appear to the To Be Functional
Dependency Diagram of the next subsection. Most functions have subfunctions described to
provide more detail about the function. Subsection 4.17.5 shows a process flow for the case of
an inquiry about the status of a claim; that process flow is defined in terms of the subfunctions
described in this table.

Function Subfunction Description
Contact VA The process and associated
activities for initiating
contacts.
Receive Contact The process of identifying,

classifying, routing,
retrieving and logging
contacts from VA customers.

ID customer The process of identifying
and verifying the customer
making the contact.

Classify contact Analyze or gather additional
information to start the
routing process.

Retrieve history Retrieve Customer
identifying information and
relevant history
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Function

Subfunction

Description

Log contact

Entry of information about
this contact into a central log
that is part of the history
related to a customer. The
log includes the list of
contacts received from
customers or initiated by VA
with customer. Records
inbound and outbound
contacts.

Respond to customer

The activities associated with
servicing the customer
contact.

Resolve issues

The process of answering the
majority of contacts; this
subfunction includes
generalists and experts to
service the contacts.

Route contact

Send contact and possible
collaboration across business
lines and levels of expertise.

Follow up with
customer

Respond to additional or
deficient customer
information

Manage Contact Workflow

Oversight of workload
functions, including resource
distribution and analysis.

Monitor contact

Analyze information related

workflow to the contact management
process flow.

Analyze contacts Review and summarize
information collected by
customer contacts.

July 8, 2002 4-274 Version 1.0




One-VA Enterprise Architecture The Business Owner’s View

Function Subfunction Description
Provide Generate and distribute
reports/patterns reports that detail contact

patterns, frequency, response
time, error rates, and support
any service performance
management initiatives.
These periodic reports should
provide detailed analysis of
customer behavior and
effectiveness of VA response.

Collect metrics Collect information to
monitor contact management
performance efforts.

Manage resources Manage and apply resources

strategically relative to
contact workloads,
preplanned business events,
or handle any emergency
situations.

Provide Expert Response The process of validating or
providing expert input by
providing business line
expertise. The process may
not be required for some
responses.

ID customer The process of identifying
and verifying the customer
making the contact.

Reclassify contact Analyze or gather additiona
information to start the
routing process

Collaborate across Working with generalist and

Lines of Business specialty to provide the best
responses to customer
contacts.
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Function Subfunction Description

Reroute contact Send contact and possible
collaboration across business
lines.

Assure Quality Monitoring and reporting of

customer services activities.

Conduct veteran Formulate and administer

satisfaction surveys surveys to veterans and other
customers to ensure our
efforts meet their
expectations.

Recommend Process that takes metrics,

improvements internal feedback, surveys

and other factors into account
and makes recommendations
to change scripts, interna
process, knowledge engines,
etc to improve contact
management processes.

4.17.4 To Be Functional Dependency Diagram

The following diagram depicts the dependencies and rel ationshi ps between the major Contact
Management functions defined in the previous subsection.

The left-hand column, titled * Customer,’” consists of actions that are performed externa to VA,
e.g., by aveteran, dependent, beneficiary or their representative. The next column, ‘ Contact
Management,” contains those subfunctions that contain activities applicable across al VA
programs. The third column, * Subject Matter Expert’ contains activities where detailed
knowledge of a specific line of businessis required.

Therowsin the figure classify activities into the various states of a contact: ‘Initiate Contact’,
‘Service Contact’, and * Assure Quality’.

‘Initiate Contact’ encompasses all contacts that start with the veteran, beneficiary or veteran
representative. The contact includes all forms of current communication (phone, letter, email,
fax, and face-to-face) and possible future communication (internet, electronic self service, chat,
Instant Messaging (IM), etc...). Once acontact is established, it will be tracked in acommon
customer driven function where all such contacts are classified and uniformly available to all
appropriate VA employees servicing veteran issues and benefits. At that point Contact
Management begins to service the contact and through tiered levels of support, advanced
scripting, knowledge engines, on-line self-service expert engines, and/or electronic phone
dialogues attempts to fully respond to the majority of inquiries. This emphasizes the need for a
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certain level of Subject Matter Experts (SMES) performing contact management services and
support. These SMEs should not be involved in the initial contact phase but should be brought in
as appropriate as a scarce resource. However, this does not preclude veterans or others from
contacting SMEs directly once they have established a communication line with the SMEs.
SMEs would be responsible to update the contact log. Contact Management SMEs resolve
issues only when it is determined by tier-one generalists that the issue involves such expertise.
Some of this routing (depending on the contact medium) might be transparent to the customer, or
at least to what is referred to as a hot transfer, where the SME also has online access to the
current contact context. The overall framework of the VA Contact Management function to
ensure use of common business processes and tools, contact tracking, and service quality will
govern interactions between SMES and veterans.

The Contact Management SME may need to involve greater expertise or even collaborative
support across administrations; in such cases the SME can involve “line of business’ SMEs to
facilitate resolution. The entire process can be managed by intelligent workflows to assure
consistency and thoroughness. The Workflow function also collects metrics, reporting and other
relevant statistics to feed the * Assure Quality’ function

The *Assure Quality’ function manages satisfaction surveys. Best practices in the industry
substantiate that an optional survey collected immediately after aresolved contact offers the
most accurate customer satisfaction response. Often, responses collected weeks or months after
contact are less helpful to the organization in terms of process improvement. Analysis of the
surveys, Contact Management metrics (both infrastructural (technical and hardware) and
interaction statistics) and Call Management employee feedback are used to improve the
knowledge base, scripts, current business processes, and other factors. Thisisseenasa
repeatable process that will involve constant improvement of VA’ s ability to service their
customer.
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4.17.5 Contact Management Process Flow: What is the status of my claim? (Inbound)

The defined functions and subfunctions can be invoked in multiple combinations to support
different process flows for different purposes. The following diagram depicts the To Be process
flow, defined in subfunctions, for the case where a customer contacts VA to determine the status
of an existing claim.
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Figure 4-23: Generic VA To Be Process Flow

4.17.6 Key High Level Data

The information required to support One-VA Contact Management consists of personal
information about the applicant, relevant Registration, Eligibility and Enrollment information,
and information from various support systems that contain data relevant to quality contact
management from the customer’s (e.g., Veteran's) perspective. These dataitems are described at
ahigh level in previous sections. Data Classes relevant to Contact Management are described in
the following table:

Associated Data Classes

Title Description CRUD
Appeals Customer contacts as aresult of activitiesin the VA RU

Appeals Process.
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Associated Data Classes

Title Description CRUD
BusinessLine | Feedback to VA management and business lines as CRU
Feedback appropriate to manage the Contact Management Function

and overall responsiveness to veterans.
BusinessLine | A VA employee who provides VA Contact Management RU
Subject Matter | with expert input to validated and complete courteous,
Expert prompt, pertinent and accurate information as aresult of a
contact.
Contact Log Thelist of contacts received from customers or initiated by | RU
VA with customers.
Contact VA policies and procedures that direct and inform VA R
Management | Service Representatives in the receiving, logging, verifying,
Policies and classifying and routing contacts from VA customers.
Procedures
Contact A VA employee who provides VA customers with RU
Management | courteous, prompt, pertinent and accurate information as a
Subject Matter | result of a contact.
Expert
Customer A potential beneficiary is anyone who has a reasonable CRU
clamto VA benefits by virtue of military service or other
qualifying circumstances such as surviving spouse or
surviving dependent.
Expert Input The validation or input requested by a routed contact. CRU
Follow-Up Action taken to determine the status of an unresolved CRU
contact after a specified period of time.
Laws, Laws, regulations, VA policies and procedures that direct R
Regulations, and inform VA Contact Management Subject Matter
VA Policies Expertsin responding to customer initiated contacts or VA
and initiated out-reach contacts.
Procedures
Registration Customer contacts as aresult of activitiesin the VA RU
and Eligibility | Registration and Eligibility Process.
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Associated Data Classes

Title Description CRUD
Routed The determination of the appropriate routing of a contact. CRU
Contact
Service A VA employee who facilitates VA customers getting RU

Representative | courteous, prompt, pertinent and accurate information as a
result of a contact.

Scripts A series of informational responses and flows that aid in R
automating and providing consistent customer service to the
enterprise.

Complaints Tagged and classified description of customer interaction CRU

and Issues involving dissatisfaction with VA service or benefit and
other descriptions that aid in establish the customer
perspective.
Veteran All personal information for a veteran used in supporting R

Personal Data | benefits distribution including, but not limited to:

Name and address

SSN

Current occupation

Salary and financia information
Family/dependents

Marital status

Medical status

Disability Status

Death information

Service Data | Information on aveteran’s service record provided by DOD | R
(e.g., DD214 or equivalent), and provided to VA by other
sources (frequently during development or claims)

Guardian - Court proceedings of guardianship R
information - Field examinations

Appointment and bonding of fiduciaries

Annual accountings

Records of supervisory visits and how the visit was
conducted

Estate information

July 8, 2002 4-281 Version 1.0




One-VA Enterprise Architecture The Business Owner’s View

Associated Data Classes

Title Description CRUD
Veteran All personal information for a veteran’s dependents and R
Dependent family members used in supporting benefits distribution
Data including, but not limited to:

Name and addresses

SSN

Relationship to veteran

Medical status
Veteran Information on the state of a veteran’s health, prior medical | R
Medical history, prior care and procedures, available from DOD,
Records VA/VHA, and other sources [refer to the Medical Care

function].

Account Specific information related to a veteran’s account with a R

Information VA program, which is used to support the delivery of
services to the veteran and management of the overall
program. Information will include (where appropriate):
- Name (identity) of the veteran (to link to personal

data)

Case/account number

Name (identity) of beneficiary

Veteran contact history

Eligibility determination information

Benefit entitlement information

Payment information and history

Case Detailed information on VA employee and office R
Information involvement in the treatment and resolution of aveteran’'s
case in a benefits decision (used for STAR sheets)

4.17.7 VA Enterprise Opportunities

For maximum impact for the customer, Contact Management must take maximum advantage of
available Department-level shared resources, and to support other EBFs and KEFs. Even
considering that this document reflects among the earliest identification of such sharing
opportunities, the benefits in leveraging these capabilities and future capabilities are already
evident. A Contact Management effort can utilize several of these initiatives as part of its
development and maturation. A capsule synopsis of reuse opportunitiesis presented in the
following table.
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Key Enabling Relationship of
Function Contact
(Allocated M anagement
Functional (CCM) to
Baseline) EBF/KEF Descriptive Comments

Health Data Strong Many interactions through the CCM can

Repository dependency revolve around health information about the

customer.

Telecommunications | Strong There is a strong dependency involved with

and Infrastructure dependency, the telecommunications and infrastructure

Improvement function supports | capabilities. CCM deployment depends on
CCM the various telecom deployments.

Security Strong Department level security measures and the
dependency, infrastructure supporting them will provide
function supports | the foundation necessary to address many
CCM infrastructure-oriented security needs of the

CCM program. Access to sensitive data for
the purposes of Contact Management by
VA staff, and ensuring that the person
being contacted is also authorized to
receive the information is an example of a
critical interaction between these
capabilities.

Data Center / Strong Many of the foreseeable capabilities require

Continuity of dependency, CCM | 24x7 availability and presume a solid

Operations presupposes infrastructure architecture for feasibility.
availability of data

Registration, Strong Given that the CCM has a co-dependency

Eligibility, dependency, the upon this information, this initiative

Enrollment functions support | provides an authoritative source for this
each other; information and ensures that VA is
multiple benefits | supporting veterans consistently with
programs (EBFs) | Department records.
involved

The opportunity for Contact Management offers many benefits to the veteran. Asthe veteran
community becomes increasingly Internet savvy, web self-service capabilities can be exploited
to alleviate manual Contact Management activity and respond to many veteran questions
efficiently. Re-directing some of the customer population should improve other processing areas
that are often brought in to respond to veterans common issues; such resources will have more
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time to devote to those areas or in handling the more complex issues requiring such expertise and
care. Integration of contact information will help assure better responses to the veteran by giving
VA employees accurate interaction history, more tools to respond to the veteran, easier
collaboration across lines of business, and a plan to constantly improve internal processes.
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