CoMPLIANCE WITH THE FEDERAL MANAGERS’

FINANCIAL INTEGRITY ACT (FMFIA)

FMFIA Report on Material » Section 4: Seeks to assess nonconformance with
Weaknesses and Nonconformances governmentwide financial systems requirements.
On a regular basis, VA managers monitor and Progress on Material Weaknesses

improve the effectiveness of management controls
associated with their programs and financial
systems. This continuous monitoring and other
periodic evaluations provide the basis for the
Secretary’s annual assessment of and report on
management controls as required by FMFIA.

VA managers are required to identify material
weaknesses relating to their programs and
operations pursuant to Section 2 and Section 4 of
FMFIA as defined:

At the end of 2001, five material weaknesses and
nonconformances were carried over into 2002.

In addition, Deloitte & Touche, LLP, reported

the six material weaknesses in the 2001 audit
report including two repeat material weaknesses

— information technology security controls

and lack of integrated financial management
system. The following are the four new material
weaknesses reported: loan guaranty application
systems, management ownership of financial data,
management legal representations, and reliance on
independent specialists. We are pleased to report
that sufficient corrective actions were taken during
2002 to warrant closure of three of these material
weaknesses, in addition to the closure of another
one carried over from 2001.

Closed Material Weaknesses and Year Identified

Management Ownership of Financial Data (2001) — Management did not perform sufficient review of accounting data and transactions for
certain VBA lines of business. VBA established a process whereby management can ensure data provided is timely and accurate.

» Section 2: Seeks to assess internal controls
necessary to ensure compliance with applicable
laws, protect against loss from waste, fraud,
and abuse; and to ensure receivables and
expenditures are properly recorded.

Management Legal Representations (2001) - The Office of Inspector General indicated the General Counsel’s office did not provide an
adequate legal representation on pending litigation and contingent liabilities as required by the Statement of Federal Financial Accounting
Standards. Subsequently, the Office of General Counsel has provided a legal representation letter that satisfies financial requirements.

Reliance on Independent Specialists (2001) — VA relies on the use of actuarial consultants and other specialists for various financial
statement assertions without adequate understanding of the specialists’ work. VA’s Chief Actuary is reviewing the results of the specialists’
work that supports management’s assertions in the financial statements, and management will periodically obtain independent verification
of the work provided by the specialists.

Inadequate Controls Over Addictive Drugs (1991) - A GAO report concluded controls over a large number of prescriptions in VA medical
facilities were inadequate. At that time, manual controls were used to track prescription drugs. VHA implemented a new software system to
track drug dispensation at every bed in every medical facility.

Federal Financial Management Department is substantially compliant with the
Integrity Act (FFMIA) exception of “Federal financial management
systems requirements.” Lack of an Integrated
Financial Management System was identified as a
material weakness in 2001. CoreFLS will replace
VA’s current financial management system (FMS).

The Department faces challenges in building and
maintaining financial management systems that
comply with the Federal Financial Management
Improvement Act (FFMIA). Under FEMIA, the
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Compliance with FMFIA

The following material weaknesses and nonconformances are being carried over into 2003:

Targeted Correction Date
Material Weaknesses and Nonconformances

Year As of As of
Identified 9/30/01 9/30/02

Information Technology Security Controls — VA’s assets and financial
data are vulnerable to error or fraud because of weaknesses in

information security management, access to controls and monitoring,
and physical access controls. Plans are being implemented to

address this issue. The Department has maximized limited resources
to make significant improvement in VA’s overall security posture in 1998 2003 2005
the near term through prioritizing GISRA remediation activities.

Slippage in meeting FY 2003 corrective action date was due to
revision of remediation plan.

Testing of key controls over security administration and the OIG’s
testing for GISRA reporting identified weaknesses in the following

systems:
a FMS
a PAID
a C&P
a LGY

NOTE: Previously identified “Loan Guaranty Application Systems
(2001)” material weakness has been consolidated into “Information
Technology Security Controls.”

Lack of Integrated Financial Management System — The CoreFLS
project will replace VA’s current financial management system (FMS).
VA is continuing migration of core accounting functions from mixed 2001 2006 2006
systems to FMS. Full implementation of CoreFLS will correct this
deficiency.

Compensation and Pension System — Lack of Adaptability
and Documentation — The system is outdated and needs to be

replaced. Total conversion is planned for 2004. Implementation 1985 2004 2004
of recommendations from the Claims Processing Task Force is
pending.

PAID System — Mission Performance — VA’s central payroll and
personnel system, PAID, lacked the ability to expand. PAID is
currently being updated to bring the system current with deferred
functionality.

1993 TBD 2004

Internal Control Weaknesses in the Compensation and Pension
Payment Process — Erroneous and fraudulent payments were found.
Procedures are underway to augment internal controls in the area

of erroneous payments. Measures are being taken to pinpoint the
amount of overpayments in each program area and to determine the
nature and causes of the overpayments.

2001 TBD TBD

Housing Credit Assistance Program — The Inspector General found
internal control weaknesses in direct loan accounting, loan sales
accounting, and Credit Reform subsidy reporting. This remained as
a material weakness in 2002 because of an inventory reconciliation
issue. The final milestone to correct these deficiencies was
completed in FY 2002. A determination will be made in reference to
addressing the housing credit-related issues identified in the FY 2002
financial statements audit.
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Compliance with FMFIA

Number of Weaknesses

Reported Material Weaknesses and Nonconformances Targeted for Correction by

Issue As of Activity During As of 9/30/05
9/30/01 FY 2002 9/30/02 9/30/03 9/30/04 & Beyond
New Resolved

Auditor-reported
Material Weaknesses 6 0 3 2* 0 0 2

FMFIA

New Resolved

Section 2: Material

Weaknesses 2 0 1 1 1 0 0
Section 4:

Nonconformances 3 0 0 3 1 2 0
FMFIA Total 5 0 1 4 2 2 0
AGENCY TOTAL 11 6* 2 2 2

*Note: The auditors consolidated “the Loan Guaranty Application Systems” material weakness (identified in
the 2001 audit report) with the “Information Technology Security Controls” material weakness.
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