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DEPARTMENT OF VETERANS AFFAIRS
Office of Inspector General
Washington DC 20420

Memorandum to the Secretary

Report of Audit of the Department of Veterans Affairs Consolidated
Financial Statements for Fiscal Years 2003 and 2002

1. Attached is the Report of Audit of the Department of Veterans Affairs (VA) Consolidated Financial Statements
(CFS) for Fiscal Years (FY) 2003 and 2002. The Chief Financial Officers Act of 1990 requires this audit. The OIG
contracted with the independent public accounting firm Deloitte & Touche LLP to perform the audit of VA's FY
2003 CFS.

2. The independent auditors' report by Deloitte & Touche LLP provides an unqualified opinion on VA's FYs 2003 and
2002 CFS. The report on internal control identifies four reportable conditions, of which two are material
weaknesses. The two material weaknesses are (i) information technology security controls and (ii) integrated
financial management system. The two reportable conditions are (i) operational oversight, and (ii) medical
malpractice claims data. Three of the four findings were reported last year; the medical malpractice claims data is
the new reportable condition for FY 2003. During FY 2003, VA management has taken corrective action to
eliminate the following two reportable conditions reported in the FY 2002 audit report: (i) loan guaranty business
process, and (ii) application program and operating system change controls.

3. The report on compliance with laws and regulations continues to conclude that VA is not in substantial compliance
with the financial management system requirements of the Federal Financial Management Improvement Act
(FFMIA) of 1996. The internal control issues concerning an integrated financial system and information
technology security controls indicate noncompliance with the requirements of Office of Management and Budget
(OMB) Circular A-127, "Financial Management Systems," which incorporates by reference OMB Circulars A-123,
"Management Accountability and Control," and A-130, "Management of Federal Information Resources."

4. The material weakness and FFMIA noncompliance issues concerning VA’s financial management systems
underscore the importance that VA must continue its efforts to implement a replacement integrated core financial
management system. The auditors’ unqualified opinion was achieved through the extensive efforts of program and
financial management staff, as well as the auditors, to overcome material weaknesses in internal control to produce
auditable information after the fiscal year-end. Although these efforts resulted in materially correct annual
financial statements, reliable information was not readily available during the year. The risk of materially
misstating financial information remains high with the existing financial management systems.

5. The independent auditors will follow up on these internal control findings and evaluate any corrective actions
during the audit of the Department's FY 2004 Consolidated Financial Statements.

6. VA is to be congratulated for its remarkable accomplishment in accelerating the issuance of its audited financial
statements by November 15, 2003, while maintaining an unqualified audit opinion. This accomplishment is
achieved well in advance of the January 31, 2004 deadline established by the Office of Management and Budget
(OMB). With the success in accelerating the FY 2003 financial statement audit, VA is on target to meet the OMB
required November 15 due date for FY 2004 audited financial statements.

e j/wf

MJCHAEL SLACHTA, JR
Assistant Inspector General for Auditing

Attachment
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INDEPENDENT AUDITORS" REFORT

To thee Secretary
Deparimant of Vaterans Affairs

Wiz have audited the accompanying consolidated batance sheets of the Departmeant of Veterans
Aftairs (VA) as of Seplember 30, 2003 and 2002, and the relaled consolidated statements of net
cost, changas in niel position, financing and the combined slatements of budgetary resources
for the years then ended (collsctrvely referred to as the financial statemants). These financial
staternenis are the responsibility of the managament of YA, Our responsibility is to express an
opinion on these financial statermenis based on our audits.

We conducied our audits in acoordance with auditing standards generally sccepied i the
Unibed Stales of Amedca; the standards apphcable 1o mancial audits conlained in Govermman!
Audifing Sfandards issued by the Complroller Ganaral of the LUniled Siales, and the
requirements of Odffice of Management and Budgst (OMB) Bulstin Noo 01-02, Awad
Ragurements for Feders! Financls! Sfatements, as amended. Those standards and the OMEB
Bullelin requite thal we plan and pedom the audil o oblain reasonable assurance aboul
whather the financial stalements are free of maleral misstaternen).  An awdll includes
examining, on 8 tast basis, evidence supporting the amounts and disclosuras in the financial
stetemenis.  An audit &lso includes ssssssing the accounting principles. used and significant
estimabes made by management, as well a3 evalusiing the overall financial statement
presentation, We believe that our audits provide a reasonable Basis Tor our opinion,

In our opinion, the accompanying financial stdements present Fedy, in ol maderial respects, the
financial positon of Vi as of September 30, 2003 and 2002, and its net costs, changas in net
position, budgetary resources and financing for the years then ended in conformity with
accounting principles generally acceptad in the United States of America.

In sccordance with Govemmeant Auditing Standardz, we have also Bsued our report dated
MWovember 11, 2003, on our consideration of VA's intemal contrel over financial reparting and
our lests of ils compliance with certain provisions of laws, regulafions, conftracts and grants.
That report is an integral part of an auwdit parformed i accordance with Govermmendt Awditing
Standardzs and should ba read in conjunction with this report in considering the results of owr
audil.

Leliitzs ¢ Toncke ccr

VETERANS DAY, 11:00 AM
November 11, 2003
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INDEPENDENT AUDITORS' REPORT OM INTERNAL CONTROL OVER FINANCIAL
REPORTING AND ON COMPLIAMCE BASED UPON THE AUDIT PERFORMED IN
ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS

To the Secretary
Departmant of WVaterans Affais

‘We have audited the financial statements of the Department of Veterans Affairs (VA), &5 of and
for the year ended Seplember 30, 2003, and have issued our report thereon dabed Veberans
Day, Mavember 11, 2003 We conducted our audit in accordance with auditing standards
gensrally acceptad in the United Stales of America; the standards applicable to financial audits
contaned in Govemment Awditing Standardz, issued by the Comptrolier General of the United
Slates; and the requiremends of the Office of Managemenl and Budgel (OMEB) Bullein Mo, 01-
(2, “Audil Requiremants for Federal Financial Statements”, as amandad,

INTERHAL CONTROL OVER FINANCIAL REPORTING

In planning and padorming ouwr audit, we considersd Vib's intemal control over financial
reporting by obiaining an undarstanding of the agency's intemal control, detarmining whethar
internal controls had been placed In operation, assessing contral risks, and padorrming tesis of
conbroks in order 1o delermine our audiling procedures for (he perpose of expressing our opinion
on the financial staterments and not to provide assuranca on the miernal control over financial
reporting.  Howsever, we noted cerain metters involving the internal control over finencial
repodiing and its operation thal we consider 1o be reportable condilions., Reporable conditions
invalvie malers coming 1o ouwr attendion relating 1o sgnificant deficencies in the design or
operation of the intermal condrol over financial repoding that. in our judgment, could advarsely
affect WA's ability to recosd, process, sumenarize, and report financial data consistent with the
assarlions of management in the financial slatements,

A mabenial weakness is a condiien n which the design or operation of one of more ol the
inlernal contred components doss not reduce o a relatively low el the risk that misstabemeants
in amounts that would be malerial in relation o the financial statemenis being awditad may
oocwr and nol be detected within a tmely perod by empgloyess 0 the nomal course of
performing their assigned funclions. Our considesation of the inemal control over fnancial
repoding would not necassanly disclose all matiers in the intemal control that might be
reportable conditions and, accordingly, would not necessarily disclose all reportable conditions
that are alzo considered 1o be material weaknesses.

Wi identilled the following matters imiolving the nlemal conirol over financial reporing and
aperations thal we consider 1o be maleral weaknesses and other reporfable condifions as
dafined above. Material weaknesses and othar reportable conditions that we identified n our
prior year report dated December 16, 2002 are identified &5 repeat conditions. The material

FY 2003 Performance and Accountability Report

137



To the Secratary
Departrment of Velerans Aftairs

Page 2

wesknesses and the reporiable conditions are categorized under the headings Information
Technology and Operations,

Four reportable condifions ane described in the following paragraphs and include ssgndficant
departures from cerain requirements of OMB Circular A - 127, “Financial Management
Systems,” which incorporates by reference: Circulars & = 123, "Managermend Accountability and
Control,” and A — 130, “Managemant of Federal Information Resowces.” among ofher
requiremeants. We believe that the bwo repomable conditions identified s “Information
Technology (IT) Secwity Controls” and “Integrated Financial Managament System,” are also
rrdlerial weaknesses,

INFORMATION TECHNOLOGY
Information Technology (IT) Security Conirols — Material Weakness
{Repeat Comdition)

Diwringg fiscal year 2003, VA mads organizational changss in the information technology area
that tacilitated |T securty controls improvements through centrallzation of cemain information
iechnology conirols iniliatives. Applicalion program offices have also iniliabed comeclive actions
fo remadiabe material weaknesses reported in the prior year imtemal control neport.  Howsesver,
WA's program and financial data continue to bs at risk duse fo seriowes weaknessas related to the
Wi's implemantation and enforcemeant of controls and oversight over eccess to and recovery of
its mlormation systems.  These weaknesses placed sensitive information, including fmancial
data and velerans’ mechcal and benelil information, al risk of inaedverient or deliberale misuse,
fraudulent use, impropar disclosure, of destruction, possibly oocurring withoud defection. The
Vi Offica of Inspector Ganaral (21G) first reporied this condition in its fiscal yaar 1987 audit
repart and made recommendations for VA to impdement & comprehaneive security program that
would improve these controls. WA has acknowledged these weaknesses and firsd reported 1T
security conlrols as a maledal weakness in #s Federal Managers' Financial Inbegrily Act
(FMFIA) raport for fiscal year 19939,

Quir besting of key controls over sscurily administration for the gensral compuber syshems al
Wi's primary data centers and fourtesn medical faciliies, as well as tha payroll system
(Personnal and Accounting Integrate Data — PAID). and the Integrated Funds Distribution,
Coniral Point Activity, Accounting and Procurement (IFCAP] and the OMN3's testing for Federal
Informalion Secuwiily Managerment Acl (FISMA) reporing identified the Tollowing conlral
weaknesses. The systems conbrol weaknesses arm summarnized below:;

= For general computer systems including network, operating systems and databeases, the
control  weaknesses  included  inconsistent implementation  of network  access
authenbicalion rmechanism and administradlion of user access al medical cenders;
inadequate accountability through sharng of genenc administrator  accounts;
inBppropriate ecoess privieges due fo non-restictive sysbtem and datebase access
profiles for intermal operations and programming staff, and inconstEtent monitoring and
review of User acoess.

= In tha PAID and IFCAP applications, we identfied security weaknesses including
improper design of system conbrols to support segregation of dulies, inappropriate
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access privileges and inadequate management of sccesse privileges, and inadequate
segregation of dulies.

= Continuity of Operations Plans (CO0P5) at cerain medical centers and madical
facilities has not bean fully tested. A business continuity plan & the YA's level has not
been fully developed to provide overall guidance, directions and coordination.

These waaknesses increass the riek of unauthorized or ermonsous data transfer, and insbity to
fully recover production programs and data, resulting in unreliable data that are used for VA's
financial reparting,

VA's success in improving information secuily i dependant on VA's conlinuing eMort in
comprehansively addressing thess weaknessas af an enterprise level, induding continuing ils
high leval of comméatmant and obtaining adequate resources to implement the plan.

Recommendation

‘We reaffirm owr prior year recommendations and the OGS recommaendation in the FISMA
raport that WA

1. Apply appropriabe rescwces and accountability mechanisms in ordar that the planned
actions be accomplished within an acceptable tmeframe and will remediste the
deficiencies identified in the IT Security Cerification and Accreditation (C&A&) and
FISMA process,

2 Cormmunicate and implement standardized information systems security administration
policies and procedures, improve informalion syslems securily and segregation of
duties confrals over genasal systems and key financial applications such as the PAID
and IFCAP systems, and assign, communicaie, and coordinate responsbility for
miznitoring and enforcing swch contrals in a consistent feshion throughowt VA

3. Develop a business plan at the WA level that will facilitate effectve communication and
implementation of overall guidance and standards, and provide coordination of VA's
business confinuity efort 1o ensure bhal Gmely resumplions of normal business
aperalions can be accomplished,

OFERATIONS
Integrated Financial Management System — Material Weakness

(Repeal Condition)

Ag defined in OMB Circular & — 127, “a financial management aystem encompasses automated
and rmanual processes, procadures, conlrols, dala, hardware, soltware, and supporl personne
dedicated o the operation and maintenance of sysbem funclions.” Such financial managemant
sysiams shall b designed o provids for an effective and efficient inbermalationship babwesan
software, hardwarae, personnal, procadures, controls, and data contained within the systems.
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‘With respect to sysiem requirements in the area of financial reporting, OMB Clrculas A — 127
provides thal an agency's fnancial managemen] syslem shouk] generale reliable, limely, and
consislent information necessary for meating management’'s responsibilities, including tha
praparation of financial statemants. ‘Within OME Circular & — 123, the management control
processss necessary o ensure thet “reliable and tmely information is oblained, maintained,
reparted and wsed for decision making® are set forth, including prompt and sppropriate
reconding and classlication,

During our audit of VA's consolidated financial stalements, we noled conlinuing difficulties
refabed fo the preparadion, processing, and analysis of finencial infformation fo support the
afficient and effective preparation of Vi's consolidated financial statemants. Significant efforts
were made &t the componant and consolidated leveds to assamble. compdle, and review the
necessany financial information for annual financal repodting requirements.  Howsver, in many
cases, significan! manual work-arounds and oul-of-dale feeder syslems were slill in place, as
Wik haed not yed completed is fransibon 1o a flly nlegraied financial management sysiem,
Some manual controls ware not effective to ensure the quality and accuracy of data in an
information system. For example, we noled that

# In the Velerans Health Adrministration (WVHA), some medical cenlers wene nol parfarming
account reconciliabions on a consistent basis and assets were nol capitalized in a timely
TIENET.

«  VBA Managermenl idenlified 8575 direct loans (15% redudtion from fiscal year 2002)
that were nod cormecily amodized for subsequent loan modifications  resulting in an
unpaid principal balance of $37.0 milion on their schedulad maturity dates. VBA
management provided a detalled analysis of the loans. Management esserted that the
kkely unpaid balance of direct loans that would reach maturity for which V& would have
enited recourse wauld be approximately $1.8 million,

Given the size and complexty of the WA, as well as the curent sialus of the system
devploprment and implementation cycles for planned mprovermsents, it is crifical thal enhanced
control, monitoring and reconclation processes be in place and functioning appropriataly
throwghout the year to ensure accurate and complate financial reporing.

Recommendation

4. Wa affirm our price years recommandation that even though fully autemated procasses
may not yet ba n place, supplemental manual processes should be implemantad and
enforced to mest approprigte control obgectives.

5 Account reconcilistions need to be performed on a more consistent basis to ensure the
quality and accuracy of the financial data.

Operational Oversight
{Repeat Condition)

Dwring cur audit, wa condwctad site visits 1o selected WA madical cantars or stations to test
compliance with identified control and reconciliation processes. We contineed bo note a number
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of previously reporied instances whers apphcation of control and reconciliation processes wers
nol perdormed consistently or completely. 1T the condilion exisled al over 25% of the sites, then
wi desm the conddion o be significant noncompliance.  In Several nstances, exisfing
Depariment procedwes for supsrvisory review were nol applied consistanty or timely.
Examplas include instances where medical centers were nof adequately billing somse medical
sarvices to patiends with third pary inswrance. Individuals had multiple oblgation and payment
authorily, This precluded a proper separalion of dulies. We frequently observed ineffective or
inafliciend processes n the areas of property, plant and equipmeni; medical accounts
raceivable; and accounts payable during our site visits.

Recommendation

8. We reaffirm our prior year's recommaendation thal procedures for appropriate and fimely
managamant reviews, separation of duties and account raconciliations be formalized
and implamented to achkeve improved intemal control over financlal reporing.  WHA
Management should smprove the mondoring of exisling policees and procedures

implemented,
Medical Malpractice Claims Data

The Ofice of Gensral Coungsd (OGC) ded not adeguately review the medical malpractics and
tor claims data from the claims reporing system for compleleness and accuracy.  Mulliphe
armors weng detected in data submitted bo oulside actuarial specalsts. Conssquently, the
specialists received sevaral varsions of claims data fo calculate the actuanal valuation of the
miedical malpractice ability a5 of Septembear 30, 2003, The following items weare nofed:

« Early in fiscal yaar 2003, DGEC compleled the installation of GCLAWS, a claims fracking
systam, al the 23 Regional Counsal offices. GOLAWS replaced the Regional Council
Management Information System (RCMIS). Duwing a reconciliation of the GCLAWS and
RCMIS paid medical malpractice claims deta as of September 30, 2002, an outside
consultan] identified an $11 million diference, OGC's delailed review of the dilference
deftermined that paid claims data was not reconded in the RCMIS prior to axdracting data
for GCLAWS.

s |0 addikon, the contract actuaries determnaed the ressnse estimale was understaled by
approximately 4% ($18.6 million) as of Seplember 30, 2002.

= Based on the paid medical malpractice clams data in GCLAWS, the consultant initially
calculated the loss paid date as of Septamber 30, 2003 incomecily and provided the
information o the confract sctuares. Our reconcliation of the paid loss detall to the
report showed a 312 million difference. A review of the difference by the consultant
datermined the paid loss data for five accident years was incormecily calculated,

Recommendalion

7. We recomrmend thal OG0 managemenl validale data senl o oulssde consullams in
order o reduce the occemence of emor due 10 compleleness and accuracy,  This
procass will increase the timeliness and accuracy of the valeation.
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Follow-up on Previous Report

In our report in connection with the fiscal year 2002 VA financial statements dated December
16, 2002, we reporled five repomable condilions (with two mabenal weaknesses) in the areas of
{1} Information Technology (IT) Security Contrals, (2) Application Program and Operating
System Change Confrols, (3) Integratad Financial Managemant System, (4) Loan Guaranty
Business Process and (5) Operaticnal Crvarsight.  The material weaknesses repeated in fiscal
year 2003 are flems (1) and (3). |lem (5) remains as a reportable condition in flacel year 2003,

B

‘With respact to the mternal control related to performance measwres reporied in Management's
Discussion and Analysis, we obtasned an understanding of the design of significant nternsl
conlrols relating 1o the existence and complelensss asserfions, as required by OME Bulletin

Mo, 0102, Qur procedures were nolt designed o provide assurance on inlermal conral awer
raported performance measures and, accordingly, we do not provide an opinion on such
controls.

In addition, we considared YA's infernal control over Supplemsentany Informaticn by obtaining an
undarstanding of VA's internal control, determined whether thess internal controds had been
placed n operation, assessed control risk, and perdormed bests of controls as reguired by OMB
Bulletin 01-02. Qur procedures were nol designed o provide assurance on Bhese nlamal
controls, Accordingly, we do not provide an opinion on such controls,

COMPLIANCE

VA manggemenl i responsible for complying with Bws and regulalions applicable o the
agency. As part of obtaining reasonable asswance about whether YA's financial statements
ara free of matarial misstatement, wa parformed tests of its compliance with cartain provisions
of lawsa, regulations, confracts, and grants; noncompliance with which could heve a direct and
malerial effect on the datermination of financial statement amounts and certain olher laws and
regulations speciied in OMEB Bullelin No. 01-02, as amended, induding fhe regquirements
rafarred 1o in the Fadaral Financial Managemant Improvemant Act (FFMLA) of 1996, Howevar,

prowiding an opinion on compliance with those provisions was not an objective of our audit and,
accordingly, we 9o not express such an opinion.  The results of our tesis disciosad instences of
nencompliance thal ane required 1o be reported under Govemmen! Audiling Slandands, and ane
duscribed below,

Unidisr FFMUA, wi are requited 1o repon whether the agency's financial managemeanl sysiems
substantially comply with Federal financial management systems requirements, apphicable
Federal accounting standards, and the U, 5. Standard General Ledger at the transaction lenval.
To meet this requiremant, we performead tests of compliance wsing the mplemantation guidance
and evaluative criterla included (0 OMB Circular & - 127,

The mabtertal wesknesses in internal contred over financial reporting discussed above and
identiied as “Integraled Financial Management Syslem” and “Information Technology (IT)
Securily Controls”, indicale that WA is nol m full compliancs with the mequirements of OMB
Circulars & - 123, & - 127, and A - 130, As discussed abova, we found material weaknesses in
{1} the design and operation of intermal controls over financial reporling, particulady with
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effectivensss of the control, monitoring and reconciliation processes in support of fthe
preparation of the Depafdmens consolidaled hnancial stalements, given the slalus of the
fransition to a fully integrated financial managemant systam; and (2) the effectivenass of the
information technology security controls.

We balieve thase material weaknesses, in the aggregate, result in departures from cerain of tha
requiremants of OMB Circulars A — 123, A — 127 and A - 130, and are, therefore, instances of
substantial noncompliance with the Federal financial managament aystems requirements under
FFMILA,

In addiion, we nobed olher matters imvoleing the intermal conbrol and compliance over financial
reporting thal we have reported o mandgernent of the VA in a Separate letter dafed Valerans
Diay, Movember 11, 2003

DISTRIBUTION

This report is inlended solely for the information and use of the Ofice of Inspecior General of
the Deparimend of Vedarans Affairs. the management of the Depadmant of Vislerans Afiairs, the
Oiffice of Managemeant and Budgsd, the U. 5. Ganeral Accounting Office, Offica of the Presidant
and the U. 5. Congresa and is not intended to be and should not be used by anyons other than

thiese specilied partes,

Lelitee f Tocke. e

VETERANS DAY, 11:00 AM
November 11, 2003
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Department of Memorandum

Veteran’s Affairs

Date:  NOV 1() 2003

From:  Assistant Secretary for Management (004)

Subj: Report of Audit of the Department of Veterans Affairs Consolidated Financial
Statements for Fiscal Years 2003 and 2002

To: Assistant Inspector General for Auditing (52)

We have reviewed the Report of the Office of Inspector General Audit for Fiscal
Years 2003 and 2002 and are pleased with receipt of an unqualified opinion. We
are especially proud that we were able to meet the Fiscal Year 2004 timeframe
requirements established by the Office of Management and Budget one year
ahead of schedule. Please extend to your staff, and the staff of Deloitte &
Touche, LLP, our appreciation for their detailed planning, hard work and
cooperation during this year’s audit.

We will share the results of the audit, as well as the findings on internal controls
over financial reporting and regulatory compliance, with senior officials in VA
Administrations and with other VA staff and program managers. We will continue
to provide you with updates on our progress in implementing management plans
to correct the two material weaknesses, Integrated Financial Management
System and Information Technology Security Controls.

Thank you again for your efforts in bringing us to another successful conclusion
of the audit cycle. If you have any questions, please contact me at 273-5589.

7 |l CHoes

William H. Campbell

o
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