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1.0 INTRODUCTION

The Department of Veterans Affairs (VA) has a critical need for an integrated financial and logistics capability.  The Financial and Logistics Integrated Technology Enterprise (FLITE) Program is the initiative VA has undertaken to deliver such a capability. The mission of the FLITE Program is to standardize functional processes and modernize the Information Technology (IT) environment supporting financial and logistics management within VA.  The FLITE Program has two primary components, consisting of a logistics and asset management component referred to as Strategic Asset Management (SAM), and a financial component referred to as Integrated Financial Accounting System (IFAS).
The IFAS solution must be a fully integrated financial management system that must use Commercial Off-the-Shelf (COTS) products to leverage financial management system best practices.  It shall conform to the Financial System Integration Office (FSIO) tested requirements.  IFAS shall be hosted by a Federal Shared Service Provider (SSP) for financial management or qualified private sector provider in accordance with Office of Management and Budget (OMB) Financial Management Line of Business (FMLoB) guidance.

1.1 Background

The IFAS component of the FLITE Program is primarily required to address the VA’s long- standing major Federal Financial Management Integrity Act (FFMIA) material weakness, which is the lack of an integrated financial management system.  It is also required to improve financial management performance by providing a modern, efficient core financial management system that complies with Federal accounting and systems standards and provides maximum support to the VA mission.  IFAS must enable VA-wide implementation of expanded functional capability, full integration of critical system components, continued business process reengineering, and continued high quality production and customer support. 

FLITE also addresses a growing need for improved integration of program, financial, and budgetary information to support more efficient and effective management of VA’s mission and programs against established performance goals and objectives.  Finally, IFAS is intended to further VA’s implementation of key provisions of the President’s Management Agenda (PMA), including OMB FMLoB and other regulatory mandates. Through the IFAS contract, VA intends to replace its current core financial system, Financial Management System (FMS), as well as a portion of the Integrated Fund Distribution, Control Point Activity, Accounting and Procurement (IFCAP) system, and integrate with the logistics and asset management system (SAM) as well as many other legacy VA systems and subsystems.

VA is the second largest Federal agency with over 260,000 employees at approximately 1,320 sites and an annual budget of $74B.  VA services to veterans are primarily provided through its three administrations:

(a) Veterans Health Administration (VHA) operates approximately 1109 facilities composed of 21 Veterans Integrated Service Networks (VISNs), 153 VA Medical Centers (VAMCs), 16 VA Health Care Systems, 115 Outpatient Clinics, 557 Community Based Outpatient Clinics (CBOCs), 242 Vietnam Veteran Outreach Centers, called “Vet Centers,” 2 Domiciliaries, 1 Independent Outpatient Clinic, 1 Federal Hospital, and 1Integrated Clinical Facility.

(b) Veterans Benefit Administration (VBA) operates approximately 58 regional offices and 4 area offices for providing veterans benefits.  The regional offices are organized administratively into four major geographical areas: Eastern, Central, Southern and Western. 

(c) National Cemetery Administration (NCA) is composed of approximately 127 national cemeteries, as well as other sites, including soldiers’ lots and monument sites.  National cemeteries are divided geographically under the jurisdiction of Memorial Service Networks (MSNs) located in Atlanta, Denver, Indianapolis, Oakland and Philadelphia. 

VA Central Office (VACO) is VA’s “headquarters.”  VACO is composed of 16 staff offices that support the Administrations and assist in accomplishing the Department’s mission, including the Financial Services Center (FSC), Denver Acquisition and Logistics Center (DALC), National Acquisition Center (NAC), Health Administration Center (HAC), and Corporate Datacenter Operations (CDCO).  In addition to the above, VA has the Veteran Canteen Service (VCS), a provider of food and related services in VA facilities.

The following web site identifies all VA facilities through a map-based system.  Click on the state and it list all facilities by facility type (i.e. VA Medical Center, VA Outpatient Clinic, VA Cemetery, etc.):

http://www1.va.gov/directory/guide/home.asp  

VA’s current core financial system, FMS, was implemented in the early 1990s.  FMS uses the American Management System (AMS) Federal Financial System (FFS).  It contains VA’s Standard General Ledger (SGL) for financial reporting and is the single financial system for administrative payments and accounting.  Because of its age and modifications to the FFS software, FMS no longer addresses the financial and business needs of VA. 

1.2 Technical Environment
VA organizations and facilities currently operate in diverse technical environments and use a variety of software and hardware platforms.  VA will make available any pertinent background information to the contractor during the ordering process of this contract.  The contractor shall provide services and support commensurate with the technical requirements and environments during the contract.
2.0 SCOPE OF WORK
2.1 General

VA anticipates placing orders, either delivery orders or task orders, against this contract as requirements are finalized to authorize and fund the work ordered.  Orders will be placed at the sole discretion of VA in accordance with Section H of the contract, Special Contract Requirement H-13, entitled, “Ordering Procedures.”   Work requirements for the orders placed against this contract may be defined either in a Statement of Work (SOW), Statement of Objectives (SOO), or Performance Work Statement (PWS), depending on the nature of the requirements.  VA may place delivery and/or task orders subject to the contract maximum for any supplies, services or combination of both for the purposes of working towards the accomplishment of the objectives listed in paragraph 2.2 below.

2.2 IFAS Program Objectives

IFAS program objectives are divided into two major categories: functional and technical. The functional objectives represent VA’s objectives from a business or functional perspective.  The technical objectives represent the objectives related to the implementation and integration of IFAS.
2.2.1 Functional Objectives

VA’s Functional Objectives for this contract are as follows:

(a) Host the IFAS solution, consistent with the goals and objectives of the FMLoB initiative (www.whitehouse.gov/omb/financial/fin_mgmt.html). 

(b) An integrated core financial management system that meets FSIO-tested and VA-specific requirements as well as the financial management system requirements set forth in OMB Circulars A-127, A-123, A-130, A-11, and A-136 (http://www.whitehouse.gov/omb/circulars/index.htm).
(c) Standardized systems that support common financial processes and complement financial management systems operational efficiency and effectiveness.
(d) Standardized systems to support the procurement process and all necessary reporting requirements.
(e) Tools to support financial reporting and periodic financial statement presentation.
(f) Tools to support executive and managerial decision-making responsibilities.
(g) Real time reporting, e.g., funds’ status, to allow for more effective management of budgetary authority.
(h) Compliance with the Common Government-wide Accounting Classification (CGAC) structure (http://www.fsio.gov).
(i) On-line help functionality for the financial management systems.
2.2.2 Technical Objectives

VA’s Technical Objectives for this contract are as follows:

(a) An IFAS solution configured to meet VA business, security, privacy, and Section 508 of the Rehabilitation Act of 1973 accessibility requirements.
(b) Full integration with IBM Maximo® Enterprise Asset Management software, which is the SAM software solution for recording, tracking, and reporting logistical activities in coordination with the IFAS solution.
(c) Interface with existing systems to provide sufficient details for reconciliation, feeder system transaction identification, and enhanced data quality in a secure manner.
(d) Interface to the Veteran’s (Health) Information Systems & Technology Architecture (VistA), to include the accounts receivable system and other VistA systems. 

(e) System flexibility to adapt to future or enhanced interfaces to provide sufficient details for reconciliation, transaction identification, and enhanced data quality.
(f) An internet-based user interface compatible with common browsers and operating systems.
(g) Change management, training, and support for the users of the new system based on the roles and responsibilities of individual users.
(h) Documentation with unlimited rights per Federal Acquisition Regulation (FAR) 52.227-14 as applicable, covering, at a minimum, software configuration, technical specifications, system interface descriptions, certification and accreditation package, user/training manuals and any source codes developed as a result of this project during each part of the implementation.

(i) Deployment across VA. 

2.2.3 Policy and Legislative Constraints

The contractor shall ensure that goods and services ordered and delivered under this contract comply with the constraints described in paragraphs 2.2.3.1 through 2.2.3.4 below:
2.2.3.1 The contractor shall ensure its IFAS solution complies with the appropriate VA financial policies (http://www1.va.gov/vapubs/viewPublication.asp), including policies associated with the recording of transactions, the issuance of payments, and the reporting of financial results. Additionally, the IFAS solution shall comply with the VA Enterprise Architecture (EA) and the EA Technical Reference Model (TRM) policies located in the Acquisition Reference Library, located at:  http://www.va.gov/flite/acquisition/ifas/DraftRFP.asp.
2.2.3.2 Other constraints include external policies and guidance issued by organizations such as OMB (www.omb.gov) and FSIO (www.fsio.com), including CGAC, Core Financial System Requirements, necessary for FSIO certification, and policies issued by the Department of the Treasury (www.treasury.gov) and GAO 
2.2.3.3 (http://www.gao.gov).  The contractor shall ensure its IFAS solution will comply with the following Federal financial management requirements:
(a) OMB Circular A-123, Internal Control Systems

(b) OMB Circular A-127, Financial Management Systems

(c) OMB Circular A-136, Financial Reporting Requirements

(d) Chief Financial Officers (CFO) Act of 1990 

(e) Government Management Reform Act (GMRA) of 1994 

(f) Prompt Payment Act

(g) Federal Financial Management Improvement Act of 1996

(h) Federal Generally Accepted Accounting Principles

2.2.3.4 The contractor shall ensure its IFAS solution follows Federal and VA Security and Privacy Laws, Regulation, Standard, Policy and Guidelines, including:
(a) National Institute of Standards and Technology (NIST) Federal Information Processing Standard (FIPS) 199, “Standards for Security Categorization of Federal Information and Information Systems” 

(b) NIST Special Publication (SP) 800-53 “Recommended Security Controls for Federal Information Systems”

(c) Federal Information Security Management Act of 2002 (FISMA)

(d) VA Directive 6500, “Information Security Program”

(e) Privacy - Electronic Government Act of 2002 (“eGov Act”) 

(f) Section 508 Accessibility requirements

(g) VA Directive 6508, Privacy Impact Assessments
(h) Office of Personnel Management (OPM)

2.2.3.5 Any other constraints listed in the work specifications for the orders placed under this contract.
3.0 ANTICIPATED WORK REQUIREMENTS  

3.1 General

VA contemplates issuing a series of orders for Software (software, software licenses and software maintenance services), Hosting, FMS Replacement Pilot/Beta, FMS Replacement National Deployment, IFCAP Replacement Development, IFCAP Pilot, IFCAP Beta, and IFCAP National Deployment to include configuration, implementation, integration, testing, and training.  Contractor services shall include project management and System Development Life Cycle (SDLC) requirements.  The specific depth and breadth of the activities will vary over the implementation of the project.  These services represent a broad set of contemplated work requirements and must not be construed as the only activities to be ordered from this contract.

3.2 Technical Architecture and Configuration
The contractor shall review and confirm development, test, and initial production environment technical specifications described in Section J for the Basic Contract, Attachment 2, entitled “IFAS Technical Architecture Requirements” and Attachment 3, entitled “IFAS Baseline Security Requirements.”  The contractor shall evaluate the development and test environments specifications, and provide an assessment on whether they are configured to support the application development and testing tasks of the FMS Replacement Pilot/Beta, FMS Replacement National Deployment, IFCAP Replacement Development, IFCAP Pilot, IFCAP Beta, and IFCAP National Deployment. The contractor shall periodically reassess the technical specifications for all environments to ensure they will meet the peak loads of FMS Replacement Pilot/Beta, FMS Replacement National Deployment, IFCAP Replacement Development, IFCAP Pilot, IFCAP Beta, and IFCAP National Deployment.  The contractor shall configure the production environment. 

3.3 Requirements Management

The contractor shall use the Rational® tool suite; review the IFAS functional, security, privacy, and Section 508 accessibility requirements and business processes in accordance with Section J of the Basic Contract, Attachment 4, entitled “IFAS Business Requirements.”  The contractor shall identify gaps between the requirements and the COTS package.  The contractor shall develop end state requirements and business processes. 

3.4 Design and Development

In performance of any orders for the IFAS solution, the contractor shall ensure that all information systems that are designed and developed for or on the behalf of VA at non-VA facilities comply with all VA policies developed in accordance with FISMA Health Insurance Portability Act (HIPAA), NIST, and related VA security and privacy control requirements for Federal information systems.  During the development cycle, the contractor shall complete a privacy impact assessment, provided to the Contracting Officer’s Technical Representative (COTR), and, approved by the VA Privacy Service in accordance with VA Privacy Impact Assessment handbook 6502.2 (http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=53&FType=2 ) .
The contractor shall configure and design the solution to meet the confirmed IFAS requirements, design, develop, and implement interfaces between IFAS and other VA systems in accordance with Section J of the Basic Contract, Attachment 5, entitled “IFAS Integration Requirements”.  The contractor shall configure the IFAS solution in accordance with the FSIO standard configuration and manufacturer guidelines to not impede the installation of subsequent base releases of the software.  Note that VA participation and approval of configuration selections will be required.  The contractor shall use IBM Rational® Suite software configuration management products. 
3.5 Testing

The contractor shall perform unit, system, and integration testing of the configured COTS application, data conversion, security, and interfaces.  The contractor shall perform and support user acceptance and performance/stress testing.  The contractor shall develop test plans and document test results of all categories of testing, except VA’s Independent Validation and Verification (IV&V) contractor testing.  The contractor shall use IBM Rational® Suite software tools for testing. 

3.6 Organizational Change Management (OCM)
The contractor shall provide services associated with the execution of Site Transition, Communications, and Stakeholder Management plans.

3.7 Training

The contractor shall develop an IFAS Training Strategy that is aligned with the overall FLITE Training Strategy. The contractor shall design and develop training curriculum and training content.  Training content must be based on business processes, policies and procedures, detailed hands-on system step-by-step tasks (transactions), "as-is" / "to-be" differences, and new terminology.  The contractor shall develop detailed site training plan to deploy and conduct training for all IFAS users.  For example, a blended instructor led and hands-on training environment that appeals to visual, auditory, and kinesthetic& tactile learning styles.  VA’s Learning Management System (LMS) or its successor may be available to the contractor during performance of this contract to support training development and delivery activities.

3.8 Certification and Accreditation (C&A)
The contractor shall develop documentation to facilitate VA certification and accreditation (C&A) of its IFAS solution.  The C&A will be in accordance with NIST Special Publication 800-37 and VA Handbook 6500.  The contractor shall submit the C&A Package for the accreditation of IFAS in its test and production environment to the COTR within 30 days of contract award.   The C&A Package contains the Security Artifacts Checklist (described in 3.8.1) and the Security Control Assessment (described in 3.8.2).
3.8.1 Security Artifacts Checklist 

The contractor must submit the following Security Artifacts Checklist documents to the COTR for submission to the Office of Cyber Security’s Certification Program Office for review and approval prior to the Security Control Assessment (SCA) Testing.  Document review and SCA testing must be satisfactorily completed in order to receive authority to operate the system in a production environment.
(a) System Security Plan

· Guidance is found in NIST SP 800-18

· SSP Template available on the VA Information Protection Portal (https://vaww.infoprotection.va.gov/portal/server.pt?in_hi_space=SearchResult&in_hi_control=bannerstart&in_hi_userid=2&in_tx_query=ssp+template )

(b) Risk Assessment
· Guidance is found in NIST SP 800-30

(c) Signatory Authority

· Guidance is found in NIST SP 800-18

· Signatory Authority Template available on the VA Information Protection Portal

· All package submissions must include this document signed and dated by the appropriate parties

(d) Privacy Impact Assessment

· Authority is found in OMB Circular 03-22

· VA requires that Operating Units conduct a privacy impact assessment on applicable systems – as referenced in the VA Handbook 6500

· Template available on the Information Protection Portal.  

· Authored locally, but may contain inserts that are National or Common in nature

(e) Contingency Plan

· Guidance is found in NIST SP 800-34 and VA Handbook 6500

· Inclusion of contingency plan as an attachment to the SSP is required for all VA systems per VA Handbook 6500 

· Template available on the Information Protection Portal

· Authored locally, but may contain inserts that are National or Common in nature

(f) Incident Response Plan
· Guidance is found in NIST SP 800-61 and VA Handbook 6500

· Inclusion of Incident Response Plan as an attachment to the SSP is required for all VA systems per VA Handbook 6500

· NSOC is responsible for National level tasks associated with incident response.  Each site is responsible for developing local level procedures incorporating NSOC areas or responsibility

(g) Configuration Management Plan
· Guidance is found in NIST SP 800-70 and VA Handbook 6500

· Inclusion of Configuration Management Plan as an attachment to the SSP is required for all VA systems per VA Handbook 6500 

· Authored locally, but may contain inserts that are National or Common in nature

(h) Security Configuration Checklists

· Guidance is found in NIST SP 800-70

· This document is required by the Authorizing Official’s Designated Representative 

(i) System Interconnection Agreements
· Guidance is found in NIST SP 800-47 and VA Handbook 6500

· Inclusion of System Interconnection Agreements as an attachment to the SSP is required for all VA systems per VA Handbook 6500 

· ISA Templates are available on the Information Protection Portal

3.8.2 Security Control Assessment Testing

All VA systems must be certified and accredited in accordance with NIST Special Publication 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems.  As part of this process, the contractor must conduct an assessment of the security controls in their information systems to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the systems.  SCA Testing is required to certify that the system meets the determined security requirements and testing must be accomplished prior to receiving full accreditation.  Testing validates system compliance with the security policy and requirements stated in the systems documentation.  

Testing consists of to a technical system test and evaluation, a penetration test, communications security evaluation, system management analysis, site evaluation, contingency plan evaluation, and risk analysis evaluation.  Testing must be done by a team from outside the facility responsible for the system (third party).  Any discrepancies noted during the SCA testing must be provided to VA Contracting Officer and the VA Information Security Officer (ISO) for entry in VA’s Plan of Action and Milestone (POA&M) management process.  The contractor will use VA’s POA&M process, reference VA Directive 6500 for POA&M process (http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=50&FType=2) to document planned remedial actions to address any deficiencies in information security policies, procedures, and practices, and the completion those activities.    

The contractor shall provide all of the above documents to the COTR prior for review and approvals to the IFAS solution deployment.

3.9 Rollout Planning and Deployment 

The contractor shall plan for and perform deployment of IFAS across VA.  The overall IFAS deployment must consist of the following: Hosting, FMS Replacement Pilot/Beta, FMS Replacement National Deployment, IFCAP Replacement Development, IFCAP Pilot, IFCAP Beta, and IFCAP National Deployment.  The expected project deployment is described below:

(a) Hosting:  Plan for and perform deployment of IFAS across VA.  The overall IFAS deployment must consist of the following: Hosting, FMS Replacement Pilot/Beta, FMS Replacement National Deployment, IFCAP Replacement Development, IFCAP Pilot, IFCAP Beta, and IFCAP National Deployment. The expected project deployment is described below:

(b) FMS Replacement Pilot/Beta:  The Pilot/Beta is expected to be accomplished in 12 months and occur in two stages.  Stage 1 shall comprise initial system configuration and the deployment of IFAS for the Franchise Funds.  Stage 1 shall occur at VA-FSC.  Stage 2 shall begin approximately three months after Stage 1 and shall deploy IFAS to two VHA sites, two NCA sites, and approximately 30 VBA sites.  The specific sites for deployment will be determined by VA in FY 2009. 
(c) FMS Replacement National Deployment: All remaining sites shall implement IFAS during National Deployment, which is expected to be accomplished in 12 months, if ordered.
(d) IFCAP Replacement Development: The IFCAP Replacement Development effort is expected to commence when the IFAS Pilot/Beta begins and is expected to be accomplished in 18 months.  It shall include data conversion, the development of the IFAS and SAM integration components, and the development of the required interfaces between IFAS and the VistA applications.

(e) IFCAP Replacement Pilot: The IFCAP Replacement Pilot must follow IFCAP Replacement Development and occur in two stages.  The overall duration of the Pilot is expected to be accomplished in 6 months.  During Stage 1, IFCAP shall be replaced for the Franchise Funds at the VA-FSC.  During Stage 2, IFAS shall replace IFCAP at a VHA site, a VBA site, and an NCA site.

(f) IFCAP Replacement Beta: The IFCAP Replacement Beta is expected to be accomplished in 6 months.  During Beta, IFCAP shall be replaced at two VHA sites, two NCA sites, and approximately 30 VBA sites.

(g) IFCAP Replacement National Deployment: The IFCAP National Deployment is expected to be accomplished in 20 months.  After the completion of the IFCAP Beta, IFCAP shall be replaced at all VA remaining sites, based on an implementation schedule to be determined and approved by VA at least 60 calendar days prior to commencement of the IFCAP National Deployment.

The contractor shall align all hosting support activities, in coordination with VA’s COTR, as the deployment of sites occurs.  The contractor shall provide all necessary services to support and host the IFAS solution, consistent with the goals and objectives of the FMLoB initiative.  These services include infrastructure hosting and Operations and Maintenance (O&M).  Hosting includes all of the services necessary to accomplish the IFAS objectives from initiation through system cutover and all post-deployment production operations.  O&M includes support for operations, maintenance, and security of the deployed system infrastructure.

3.10 Hosting and Associated O&M Services
3.10.1 The contractor shall provide services to support and host the IFAS solution, consistent with the goals and objectives of the FMLoB initiative in accordance with Section J of the basic contract, Attachment 6 entitled, “IFAS Hosting and Operations & Maintenance Requirements.”  This includes both infrastructure hosting and technical support.  Provide a complete hosting solution, including all the services necessary to implement the IFAS solution from initiation through system cutover and all post-deployment production operations.  The contractor shall perform all O&M activities for the new financial system.  The contractor shall provide ongoing support for the operations, maintenance, and security of the deployed system infrastructure, which are expected to include the following:

(a) Facilities

(b) Network operations

(c) System administration

(d) Security (physical and cyber) at the FIPS 199 High potential impact security categorization

(e) Host-based intrusion detection

(f) Network-based intrusion detection

(g) Backup and recovery

(h) Failure and redundancy

(i) Monitoring of operating system, database, applications and network

(j) Support for installation of application patches and service packs

(k) Physical database support and management

(l) Assistance with User ID and password initial setups and resets

(m) System software patches and upgrades

(n) Hardware life cycle replacement

(o) Maintaining FSIO certification

(p) Help desk support

(q) Change Management

3.10.2 The contractor shall provide operations, maintenance, and security of the deployed application, which is expected to include the following:

(a) Application break-fix

(b) Patch research, testing, and application

(c) Application database support and management to include application scanning for vulnerabilities

(d) Support of system production, development, and multiple test environments

(e) Instance management/change control

(f) Interface support

(g) Application end-user security account management

(h) Batch job management

(i) Scalability

(j) Application and database performance tuning and capacity planning

(k) Coordination with VA’s IV&V contractor and VA Systems Quality Assurance Service (SQAS) for documentation change reviews and software testing prior to implementation

3.10.3 The contractor shall develop a Continuity of Operations plan in accordance with Section J of the Basic Contract Attachment 6 entitled, “IFAS Hosting and Operations & Maintenance Requirements.”  Training on the plan and exercising of the plan shall be performed by the contractor.  The plan shall be updated through lessons learned during both the exercises and training. 
3.10.4 The contractor shall provide all software, hardware, and infrastructure needed to host the proposed financial management system.  The contractor shall implement and report FSIO-approved metrics.

3.10.5 The contractor shall provide a change control process that enforces consistent configuration management across all increments, instances, and upgrades of the new financial systems at both the operating system and application level.  The configuration processes used shall follow the established processes and procedures outlined in the Configuration Management Plan located in the Acquisition Reference Library.  The process shall include VA as an active participant in the review and resolution of configuration and technical issues.  This includes participation of the VA IV&V support contractor in the Configuration process.

3.11 Operations and Maintenance

The contractor shall perform implementation support of IFAS for each part of deployment and for each site for a stabilizing period of 20 business days. Thereafter, the contractor shall perform operation and maintenance of the IFAS system, including indoctrination to VA staff in production support and cooperation with VA’s SQAS during IV&V testing. The contractor shall develop and implement a precise and clear plan to transfer functional and technical knowledge to the designated VA staff as well as provide appropriate documentation.

3.12 Software

The IFAS solution shall comprise, at a minimum, a COTS-based, integrated core financial management system that meets FSIO-tested requirements and the financial management system requirements set forth in OMB Circular A-127 and OMB Circular A-123.  The financial management system shall provide the following functionality:

(a) Procure to pay

· Purchasing

· Budget execution

· Payment management

· Travel

· Vendor management

· Foreign pay

· Treasury Offset Program (TOP)

(b) Order to cash

· Accounts receivable and debt management

· Fee

· Reimbursable

· Grants

(c) Acquire to retire

· Fixed asset accounting

· Project accounting

· Construction

· Deferred Maintenance

(d) Record to report

· General accounting

· Financial reporting

· Suspense fund reporting

· Congressional district reporting

· Person Funds of Patients (PFOP)

3.13 Overall Requirements 

As part of performing in any of the above work requirements on the delivery or task orders placed on this contract, the contractor shall also be expected to perform the following, as ordered:

3.13.1 Program Management

The contractor shall manage, monitor, and control all IFAS project tasks that are authorized by the delivery and task orders placed against this contract using VA project management guidelines including the Project Management Institute (PMI) Project Management Book of Knowledge (PMBOK).  The contractor’s program manager shall interface with senior-level VA officials, including FLITE Program Management Office (PMO), VA SDLC, and the FLITE Program Director for the successful implementation of the IFAS solution.  During performance of the delivery and task orders, the contractor shall align its IFAS project management activities with the FLITE PMO.  The contractor shall also provide input to the development of PMO guidelines and artifacts such as Program Management Plan (PMP), Requirements Management Plan (RMP), and Configuration Management Plan (CMP).

3.13.2 Quality Control Program

The contractor shall develop, implement and maintain a Quality Control Program for the delivery and task orders, commensurate with work ordered, that will insure its ability to provide products or services at or above the performance thresholds established those specific orders.  The Government may use the contractor’s Quality Control Program as part of the inspection/acceptance program.

3.13.3 Travel

The contractor shall perform travel required by specific task or delivery orders as authorized by the Contracting Officer or COTR and funded by the Government.  For orders placed on a non-fixed priced basis, the Government will pay travel costs in accordance with the FAR 31.205-46.

3.13.4 Document/Report Preparation 

The contractor shall prepare written documents and reports to include, at a minimum, system change plans, various operations procedures and planning documents, meeting minutes, contractor status reports, manuals, training text, program management reviews, reports required through Earned Value Management (EVM) section 3.13.7 of this SOW, and any other documents required to complete the services.  The Government will include the actual requirements, formats, delivery schedules and points of contact in the delivery and task orders placed against the contract.
3.13.5 Meetings, Briefings, and Conferences 

The contractor shall prepare briefings, attend meetings, conduct Program Management Reviews, participate in conferences such as proposal conferences, post award conferences, and attend site visits to complete the services as needed in support the IFAS contract.  The actual requirements, formats, schedules and locations will be established, as applicable, in the delivery and task orders placed under the contract.
3.13.6 Acquisition

The contractor shall acquire the necessary products, hardware, software, communications, and services to complete the delivery or task orders placed under this contract.  Acquisition services may include evaluation and selection of various technical alternatives on a best value basis, purchase of hardware, software, and telecommunications products, including on-going maintenance and coordination of delivery by a supplier and acceptance by the Government.  The contractor shall consider Total Cost of Ownership (TCO) in providing recommended solutions and best value decisions.  Unless otherwise stated in a delivery or task order, the contractor shall license to the Government all data and software acquired under this contract.
3.13.7 Earned Value Management

The contractor shall use an EVM System (EVMS) that has been determined by the Cognizant Federal Agency (CFA) to be compliant with the guidelines in ANSI/EIA Standard - 748 to manage the non-firm-fixed-price delivery and task orders placed against this contract.  The contractor shall submit the applicable reports in accordance with the requirements of the individual delivery or task orders issued under the contract.  Currently VA is using Primavera Project Management to address the EVMS requirements.
4.0 DELIVERABLES 

The contractor shall deliver to VA all software, software licenses, data, form, fit and function data, data first produced (including source code), written documents and reports to include, at a minimum, system change plans, various operations procedures and planning documents, meeting minutes, reports, manuals, training text, program management reviews, EVM/ financial status reports, and any other documents created in support of the IFAS project.  The Government will include the actual requirements, formats, delivery schedules and points of contact in each order.  VA will have unlimited rights as allocated under FAR 52.227-14(b) in all data delivered under the orders.  Unless otherwise stated in the orders, the contractor shall submit deliverables to the COTR or his or her designee.  The Government will include review times and response to review comments in the orders.  The COTR will serve as VA’s focal point for accepting the deliverables unless an order provides for other procedures.
4.1 Data Rights
The contractor shall obtain from its subcontractors all data and rights necessary to fulfill the contractor’s obligations to the Government (including licensed software) ordered under this contract.  If a subcontractor refuses to accept terms affording the Government such rights, the contractor must promptly bring such refusal to the attention of the Contracting Officer and not proceed with subcontract award without further authorization.

5.0 INSPECTION/ACCEPTANCE/PERFORMANCE THRESHOLDS

The Contracting Officer for each order will retain contract administration responsibility unless the order states otherwise.  Each order placed against this contract will provide the specific inspection/acceptance criteria applicable for that order.  Each order placed against the contract will identify the critical performance objectives of services being acquired for that order, including VA’s required performance threshold(s) for those objectives.  Furthermore, the orders will include the appropriate surveillance methods applicable for the services.  Failure to satisfactorily perform on fixed-priced orders may result in re-performance, reduction in compensation, or other remedies afforded the Government through the contract or by law.  For fixed-price orders, payment may be made on a monthly basis, on a fixed-price deliverable basis, or at the completion of an order, based on satisfactory performance.  Further, at the discretion of the Contracting Officer for an order, other payment methodologies consistent with applicable regulations and agency guidelines may be used (e.g., Progress Payments or Performance-Based Payments).
6.0 REQUIREMENTS DOCUMENTS

The contractor shall deliver the supplies and accomplish the services ordered under this contract in accordance with the following attachments to Section J of the Basic Vontract documents:

	Document
	Title

	Attachment 2
	IFAS Technical Architecture Requirements

	Attachment 3
	IFAS Baseline Security Requirements

	Attachment 4
	IFAS Business Requirements 

	Attachment 5
	IFAS Integration Requirements

	Attachment 6
	IFAS Hosting and Operations & Maintenance Requirements


7.0 OTHER INFORMATION

7.1 Places of Performance

The Government will specify the places of performance in the orders placed against this contract.  It is noted that the contractor may accomplish a substantial amount of work ordered under the contract at VA facilities.   The contractor agrees to comply with all VA site regulations, policies, rules and directions of VA security officials during on-site performance.  The contractor shall notify the COTR, in writing, at least ten (10) business days prior to commencing work at a VA facility.  The COTR will then coordinate with the security staff at the VA facility will work is to occur.

7.2 Hours of Contractor Operations at VA Facilities

Contractor personnel performing at VA sites shall maintain a work schedule that coincides with the schedule of the VA site where work is being performed unless prior agreements are made between the contractor and VA site officials or the COTR.  In general, the contractor performance shall occur during normal business hours.  However, when necessary, the contractor personnel shall be required to provide services outside the normal hours of duty.  Normal work hours are 0600 to 1800 Monday through Friday, except for Federal holidays.  

When a VA  facility is closed and/or a delayed arrival/early dismissal of Federal employees is directed due to severe weather, a security threat, a facility-related problem, or other emergency event that prevents personnel from working, on-site contractor personnel working at that facility shall follow the same reporting and/or departure directions given to VA personnel.  Contractor personnel, who are not required to remain at or report to the facility, shall follow their company policy regarding whether they should go/stay or report to another company facility.  When VA employees are excused from work due to a holiday or a special event that is unrelated to severe weather, a security threat, a facility-related problem, or other emergency event, on-site contractor personnel shall continue working or take leave in accordance with their company policy.  Those contractor personnel who take leave shall not direct charge the non-working hours to a non-fixed-price orders.

The contractor is responsible for predetermining and disclosing its corporate charging practices for early dismissal, delayed openings, or closings in accordance with the FAR, applicable Cost Accounting Standards (CAS), and company policy.  The contractor shall follow its disclosed corporate charging practices during performance of an order.  The Contracting Officer will make the determination of cost allowability for time lost due to facility closure in accordance with FAR, applicable CAS, and the contractor’s established corporate accounting policy.

7.3 Rights in Government Furnished Data and Materials 

VA shall retain all rights and privileges, including those of patent and copy, to all VA furnished data provided to the contractor during performance of the orders placed under this contract.  The contractor shall neither retain nor reproduce for private or commercial use any data or other materials furnished under this contract without prior consent of the COTR or the Contracting Officer.  The contractor agrees not to assert any rights at common law or in equity or establish any claim to statutory copyright in such data.  These rights are not exclusive and are in addition to any other rights and remedies to which the Government is otherwise entitled elsewhere in this contract.

7.4 Section 508 of the Rehabilitation Act of 1973

NOTICE OF THE FEDERAL ACCESSIBILITY LAW AFFECTING ALL ELECTRONIC AND INFORMATION TECHNOLOGY PROCUREMENTS (SECTION 508) 

On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to require that when Federal departments or agencies develop, procure, maintain, or use Electronic and Information Technology, that they shall ensure it allows Federal employees with disabilities to have access to and use of information and data that is comparable to the access to and use of information and data by other Federal employees.

Section 508 required the Architectural and Transportation Barriers Compliance Board (Access Board) to publish standards setting forth a definition of electronic and information technology and the technical and functional criteria for such technology to comply with Section 508. These standards have been developed were published with an effective date of December 21, 2000. Federal departments and agencies must develop all Electronic and Information Technology requirements to comply with the standards found in 36 CFR 1194.

SECTION 508 – ELECTRONIC AND INFORMATION TECHNOLOGY (EIT) STANDARDS

The Section 508 standards established by the Architectural and Transportation Barriers Compliance Board (Access Board) are incorporated into, and made part of all VA contracts, solicitations and purchase orders developed to procure Electronic and Information Technology (EIT). These standards are found in their entirety at: http://www.section508.gov/ .  A printed copy of the standards will be supplied upon request.  The contractor must comply with the technical standards at 36 CFR 1194.21-24, 26, 31, and 41 in performing a delivery or task order under this contract. 

7.5 Proprietary Data

If, for any reason, the contractor is unable to complete performance under the orders placed under this contract or, if following the completion of an order, the contractor ceases to provide support for any software described in an order, the contractor agrees to provide to the Government any proprietary software or documentation that is relevant to the work performed.  This provision applies to any data that would be necessary for the maintenance and continued development of any automated information systems, including, at a minimum, system source and object codes, supporting system software and all relevant documentation and source listings.  This data shall be provided to Government at no additional cost or price within thirty (30) calendar days following work stoppage.

7.6 Non-Personal Services

Services to be acquired under this contract are “non-personal” as defined by FAR 37.101.  As such, the personnel rendering services are not subject either by the contract’s terms or by the manner of its administration, to the supervision and control prevailing in relationships between the Government and its employees.  Although contractor employees may receive technical direction and surveillance by Government project managers, the Government will not supervise or manage contractor employees, nor participate in supervisory or management decisions regarding contractor employees.

7.7 Contractor Acquired Property

Products, materials or equipment are to be provided by the contractor when essential for completion of the work order under this contract.  All products, materials or equipment provided by the contractor for the use or ownership of VA, becomes the property of the Government.  The contractor shall provide unlimited rights to all software/code written or developed under the orders placed against this contract.

7.8 Government’s Liability 

The Government shall not be liable for any injury to the contractor's personnel or damage to the contractor's property unless such injury or damage is due to negligence on the part of the Government and is recoverable under the Federal Torts Claims Act, or pursuant to other Federal statutory authority during performance of any order issued under the contract.

7.9 Contracting Officer’s Authority

The Contracting Officer is the only person authorized to make or approve any changes in any of the requirements of this contract or orders issued, and notwithstanding any provisions contained elsewhere in this contract and the orders, this authority remains solely with the Contracting Officer.  In the event the contractor makes any changes at the direction of any person other than the Contracting Officer, the changes shall be considered to have been made without authority and no adjustment will be made in the contract or order amounts to cover any increase in costs incurred as a result.

7.10 Security Requirements

7.10.1 General

Work ordered on this contract will involve secure networks, facilities and sensitive information.  The contractor shall comply with all Federal and VA security regulations and policies as well as any unique security requirements provided in the individual orders placed under this contract.  Failure to comply with any aspect of the security requirements will considered to be a breach of contract on the part of the contractor and may result in termination of the contract for default.  VA Baseline Security applicable to this contract are contained Section J of the Basic Contract, Attachment 3 entitled, “IFAS Baseline Security Requirements.”
The following information is provided to highlight key aspects of the security requirements associated with this contract and is not intended to replace the contractor’s complete and thorough review and understanding of the “IFAS Baseline Security Requirements” document contained in Section J of the Basic Contract.

7.10.2 Physical Security

All contractor employees working in a VA facility shall comply with the security regulations in place at the site, including posted instructional signs.  A copy of site specific security regulations will be made available to the contractor for an on-site review upon written request to the Contracting Officer prior to issuance of an order against the Basic Contract.  VA security regulations shall not be copied or removed from the site.  The contractor is required to notify all contractor and subcontractor personnel of the security regulations in place at this site.

The contractor shall maintain the security and integrity of any design documents and drawings it has access to during performance on the contract.  These documents shall not be released or replicated without the written consent of the Contracting Officer or the COTR.  Any third party that they are released to (with the prior approval) shall be bound by the same conditions.  Any such items transmitted via the Internet may only be transmitted in an encrypted format using VA-approved encryption methods.

Contractor employees shall obtain any required badges and parking permits at a specific VA facility, if required.  If requested by VA security staff, the badge must be relinquished and the contractor employee must immediately leave the site.  Upon completion of the project or order, each badge and parking permit provided must be returned to VA.

Badges may be required to be kept by VA security staff and signed in and out each day by the contractor’s employees or subcontractors.  Work shall not be performed in the building by anyone who has not signed for an access badge.  VA Security staff may authorize certain contractor employees to retain their permanent badge when leaving the building.

Contractor and subcontractor personnel shall only park in designated contractor parking areas, if applicable to a specific VA facility.  Vehicles parked illegally or improperly shall be ticketed or towed at the operator’s expense.

VA reserves the right to revoke access privileges to VA property, order contractor personnel off of a VA site, and take other security precautions in the event of an emergency, Government shutdown, times of elevated security risk, or any other reason deemed necessary by VA security staff.  Contractor personnel must immediately leave the site and may not return until authorized by VA security staff.

No person issued a badge shall allow another person to use his badge or the associated Personal Identification Number (PIN).

VA reserves the right to refuse access to any contractor personnel based on information discovered during the criminal history check.  Access shall also be denied for any person submitting an incomplete or inaccurate personal history form.  The person denied access may request (within 7 calendar days of the suitability determination) a private meeting with the VA Security staff to discuss any discrepancies or provide any clarifying information.  For contractor personnel denied access by Federal Protective Services (FPS), the person may only contact FPS to request such a meeting (contact information is provided when such a determination is made).  Background checks are good for up to 5 years (2 years for armed guards), unless there is a break in service (access to the property) for more than 30 days, in which case the criminal history check shall be repeated.  Random, unannounced follow-up criminal history checks are also conducted after access is permitted.  Should any of the contractor’s personnel be arrested during the period the task order is in effect, the contractor agrees to notify the VA Security Staff and Contracting Officer within 24 hours of the time of the arrest.  Failure to do so shall result in the immediate and permanent revocation of access privileges for the person arrested.  VA reserves the right to revoke access privileges due to the arrest (pending final disposition by the court of legal authority).

Violations and/or intentional disregard for VA facility security regulations by contractor personnel may result in confiscation of badges and permanent expulsion from a VA site.  VA reserves the right to exclude or remove from the site any contractor employee whom the VA Security staff, COTR or the Contracting Officer deems incompetent, careless, insubordinate, unsafe, or otherwise objectionable.  The Government will not responsible for any costs associated with removal or replacement of contractor personnel performing on a VA site who fail to comply with site security requirements.
7.10.3 Personnel Security
VA Non-Disclosure Agreement (NDA):  Contractor employees may be afforded access to sensitive data during performance of the orders placed against this contract. Contractor personnel working on an order issued under the Basic Contract who will have access to sensitive or private data shall sign an employee/contractor NDA and submit it to the COTR before commencing work.  By signing the NDA, contractor personnel affirm to use the data only in a manner as determined by the technical requirements and not in any unlawful way.  The contractor shall also ensure its subcontractors and consultants, as appropriate, execute and adhere to the terms of the non-disclosure statement, protecting the proprietary information of the Government and other contractors. 

Security and Background Check:  VA IFAS system will not process or contain any classified data or information. However, due to the sensitive nature of the information and the systems the contractor personnel will be supporting, contractor personnel performing on an order who design, operate, test, maintain, and/or monitor VA systems must have at least a background investigation consisting of a Special Agreement Check (SAC). The SAC consists of the following checks: FBI fingerprint, Security/Suitability Investigation Index (SII), Defense Clearance and Investigation Index (DCII), Immigration and Naturalization Service Master Index (INSMI), and credit check.

The contractor shall prescreen all its personnel requiring access to VA computer systems to ensure they maintain a U.S. citizenship, and are able to read, write, speak and understand the English language.  The contractor shall submit or have their employees submit the required forms (driver’s license information) to the COTR within 5 business days after award of an order issued against the Basic Contract.  The contractor, when notified of an unfavorable determination by the Government, shall withdraw its employee from consideration from working under the contract action.

The contractor shall initiate a Standard Form (SF) 85 application for a position to obtain a new SAC for personnel considered for assignment to an order in accordance with VA Directive and Handbook 0710, “Personnel Suitability and Security Program,” http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=85&FType=2. The contractor shall submit the required forms for all contract personnel to the COTR based on the following guidance:

(a) Investigative Process for High Risk Positions. For these positions, contractor personnel must have a favorable determination of a Background Investigation (BI) (SAC). Background investigations must be initiated within 5 calendar days of an individual’s assignment to a position. 

(b) Investigative Process for Moderate Risk Positions. For these positions, contractor personnel must have a favorable determination of a Minimum Background Investigation (MBI). Background investigations must be initiated within five (5) calendar days of an individual’s assignment to a position. 

(c) Investigative Process for Low Risk and Non-sensitive Positions. Unless exempted under the provisions of VA Directive 0710, contractor personnel appointed to Low Risk/Non-sensitive positions must be the subject of a National Agency Check with Written Inquiries (NACI) investigation. The VA will initiate the NACI investigations within fourteen (14) calendar days of an individual’s assignment to a position, and make final suitability determinations for individuals in these positions. 

(d) Risk Level Changes. If an individual moves to a higher risk level position, or the risk level of the position itself is changed, the individual may require an upgrade investigation.

(e) Other Federal security clearances awarded to personnel may be used in lieu of a SAC in order to perform the work ordered.

(f) Contractor personnel shall cooperate with all investigations conducted by authorized Government investigators.  Investigations may include a requirement to provide verbal or written statements under oath.  Failure to cooperate will be deemed as sufficient reason for immediate removal from an order placed against this contract and for prohibiting further work at a VA facility.

Actual performance on an order shall not commence until all security requirements are met.  A criminal history investigation and completion of VA cyber security and privacy awareness training shall be completed prior to working with VA hardware or software. This training may be made accessible via the internet after contractor’s employee(s) complete registration in the LMS system.  In addition, the contractor shall provide completion certificates to the COTR for its employees, in performance of the contract, demonstrating that they have completed annual IT security awareness training in VA IT Security policies, procedures, computer ethics, and best practices. This training will also be made accessible via the internet after contractor employee(s) complete registration in the LMS system.   All certificates will be required within five (5) calendar days of gaining access to VA systems.  The COTR will inform the contractor of any other available VA training resources.  Any contractor employee who will be granted unescorted physical access to a VA facility or access to any VA-controlled computer system shall receive security awareness training prior to receiving such access privileges, and whenever refresher training is scheduled thereafter.  In addition to completing any notification or certification requirements required by the awareness training system, including submission of a "User Responsibility Agreement" or other similar document, contractor employees shall provide written certification to the COTR (e-mail is acceptable) as soon as the training is completed.  Failure to complete mandatory training will be grounds for suspension or termination of all building and/or computer access privileges and removal from work on an order until such time as the training is completed.

The contractor shall afford VA, including the Office of Inspector General, access to the contractors and subcontractor’s facilities, installations, operations, documentation, databases, and personnel used in performance of the contract.  Access shall be provided to the extent required to carry out a program of IT inspection, investigation, and audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of VA data or to the function of computer systems operated on behalf of VA, and to preserve evidence of computer crime.

When a contractor employee no longer requires access to VA systems (if the employee leaves the company or an order placed against the contract), the contractor shall notify the COTR. At order completion or termination, the contractor shall provide a status list of all users and shall note if any users still require access to the system to perform work under another contract or order.  Any group accounts or other means of gaining access to the system also shall be listed, including maintenance accounts and security bypasses. 

If a contractor employee is terminated or leaves the contract or company under adverse conditions, the contractor shall notify the COTR before the employee is removed. If the removal is unplanned, the contractor shall notify the COTR immediately after dismissing the employee.  This action will allow the Government to terminate the contractor’s employee’s access to VA networks. 

Failure to complete the work ordered on the contract in a timely manner, or by the required completion date, caused by delays in requesting security clearances, or due to revocation of access privileges resulting solely from the actions of the contractor or their personnel, is not sufficient reason to warrant an extension in performance or an increase in cost of an order placed against the contract.
If contractor personnel are provided a security badge to access VA facilities during performance of an order, the following may apply:
(a) Access Cards/Badges:  Each contractor or subcontractor employee shall make visible conspicuously display, on his/her person, the VA-provided identification badge.  The identification badge and associated data shall be kept in a Government-maintained computer database for security purposes.

(b) Security Clearances:  Contractor personnel who will routinely work on-site at VA site shall satisfy all security requirements prior to commencing work under a task order placed against the contract.

(c) Physical Access:  Each person requiring unescorted physical access to a VA facility may be required to submit personal identifying information (full legal name (first, middle, and last), date of birth, state-issued driver’s license or identification card number and the state that issued it, and name as it appears on the card) and may be subject to a criminal history check.  Visitors who are not subjected to the criminal history check may have to be escorted by someone who has been issued a permanent VA ID badge.  The cost of conducting the criminal history check is the responsibility of the VA.  The contractor shall pre-screen its personnel requiring physical access to a VA facility to ensure they are legally able to work in the U.S. and are not currently sought by law enforcement authorities.  Adjudication of information discovered during or after the criminal history check is solely the responsibility of the VA facility security staff and/or the COTR.  Being admitted entry into VA facility based on a finding of no criminal history does not convey a security clearance.  VA security staff may revoke physical access privileges at any time if criminal history is discovered, or if the person commits security incidents warranting such revocation.  

(d) Criminal History Checks for Physical Access: VA will conduct (at VA expense) a criminal history check and notify the contractor as to whether or not a given person will be granted physical access to the property.  This process typically takes three (3) to five (5) business days.  If information of a negative nature is obtained after determining suitability, the person may have their access privileges revoked.  The information obtained by VA during the criminal history check process is privileged information and is for the exclusive use of VA.  Personal history forms and fingerprint cards may be submitted by VA to the Federal Bureau of Investigation (FBI) or other local, state, or Federal agencies to verify identity and criminal history.  Information discovered during the criminal history check will not be released to other individuals or organizations without a valid court order or the written consent of the person being investigated.  VA will not divulge information discovered during the criminal history check to the contractor, or advise the contractor as to why a given person is not being granted access.  Should an individual be denied access, he/she may, within seven (7) calendar days, request a copy of the information discovered during the criminal history check by submitting a letter to the Contracting Officer.  All information discovered by VA during the criminal history check shall be deleted or destroyed within fourteen (14) calendar days of the determination of the person’s suitability.  Only information of relevance shall be assessed, with the primary consideration being to ensure the safety and security of Federal employees, contractors and visitors.  VA security staff will make the final determination as to suitability using Office of Personnel Management (OPM) “Criteria for Adjudication.”  This criterion is not available for public viewing; however, the contractor must assume that a person with history of any of the following shall be denied access:

(1) Personal misconduct, including any type of safety- or security-related misconduct or negligence in prior employment; or,

(2) Criminal conduct, including any conviction (including deferred adjudication or nolo contendre pleas) or pattern of arrests for any Class A or B misdemeanor within the past five (5) years (ten (10) years for armed guards); any arrest or conviction for a felony or any weapons-related crime within the past (5) years (ten (10) for armed guards); is presently a fugitive from justice; or, is an illegal alien or an alien not entitled to work in the United States; or,
(3) Psychological instability, including illegal use or possession of controlled substances; or, having been committed voluntarily or involuntarily to a psychiatric facility (unless documentation can be submitted demonstrating recovery); or,

(4) Financial irresponsibility, including non-payment of debts; current liens for non-payment of taxes; or, failure to pay court-ordered child or spousal support (unless documentation can be submitted demonstrating an approved restitution plan).
7.10.4  Network Security
The contractor will have access to VA IT computer system(s) and network(s) during performance of the orders issued under this contract.  The following information pertaining to IT security is provided:

(a) VA’s information security program as described in “Information Security Program,” VA Directive 6500, (http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=50&FType=2).

(b) OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources, (http://csrc.nist.gov/secplcy/a130app3.txt) which states that there is a “presumption that all [systems] contain some sensitive information.”; and

(c) The Computer Security Act of 1987 (P.L. 100-235) (http://www.epic.org/crypto/csa/csa.html), including the following definition of the term sensitive information: “any information, the loss, misuse, or unauthorized access, to or modification of which could adversely affect the national interest or the, conduct of federal programs, or the privacy to which individuals are entitled under section 552 a of title 5, Unites States Code (The Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.”

(d) VA computer systems designated as sensitive include all systems that contain information that is subject to the Privacy Act or other regulations, or the modification of which could adversely affect the performance of Federal programs.

(e) Contractor will store, transport or transmit VA sensitive information in an encrypted form, using VA-approved encryption application that meets the requirements of NIST’s FIPS 140-2 standard.

IT resources include, but are not limited to, hardware, application software, system software, and information (data).  IT services include, but are not limited to, the management, operation (including input, processing, transmission, and output), maintenance, programming, and system administration of computer systems, networks, and telecommunications systems.  The contractor shall be responsible for implementing sufficient IT security to reasonably prevent the compromise of VA IT resources for all of the contractor-owned systems that are operated by the contractor, or VA systems that are operated by the contractor. 

(a) The contractor’s firewall and Web services security controls, if applicable, shall meet or exceed VA’s minimum requirements.  VA directives are available on the VA directives website at http://www1.va.gov/vapubs .

(b) The contractor shall not allow its employees to access files that contain employee’s passwords. (Reference NIST 800-64, B.2)

(c) Contractor multi-user systems used to process data under the task order issued under this contract shall use a (Reference NIST 800-64, B.2) pre-logon warning message.

(d) Virus detection and protection software is required to be installed and run on all contractor-owned systems to include servers, desktop and laptop computers (this includes desktops in training rooms and labs).  

(1) Updates to the virus signatures must be performed on a regular basis – or whenever a new scan engine is released. 

(2) Systems must be configured to scan critical system files automatically on boot up.

(3) Full system scans must be scheduled and performed regularly.

(4) Systems must also be configured to scan for viruses as files are opened, saved, copied, renamed, or otherwise modified.

(5) All virus infections must be reported.  If you think you have been infected with a virus inform the COTR or Contracting Officer.

7.10.5 Data Security and Privacy
VA information made available, in any format, shall be used only for carrying out the provisions of an order placed against this contract.  Information contained in such material shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the task order.  Disclosure to anyone other than an authorized officer or employee of the contractor shall require written approval of the Contracting Officer or the COTR (Reference NIST 800-64, B.3).
The presentation of reports of analytical material based on information obtained from orders placed against this contract will be subject to review by VA before dissemination, publication or distribution.  Presentation includes, but is not limited to, papers, articles, professional publications, speeches, testimony, or interviews with public print or broadcast media.  VA will review the materials for accuracy, content, and manner of presentation with an eye toward the protection of the privacy of individuals.

Performance of orders placed against this contract may require that the contractor access and use data and information proprietary to VA or another Government agency or Government contractor.  Should the release of proprietary information such as that described above become necessary, the contractor's personnel and subcontractor’s personnel shall execute disclosure statements indicating their awareness of the receipt of such proprietary information and the proper care and handling of the same.

Any information systems involved with the orders placed against this contract are classified as systems of records subject to the Privacy Act of 1974 (Public Law 93-579).  The contractor may, in the course of design, development, or conversion of data from existing systems, observe or handle information subject to the Privacy Act or other Federal regulations.  Duplication or disclosure of data and other information to which the contractor may have access during performance of an order against this contract is prohibited by law.  It is understood that throughout performance of the contract, the contractor may have access to confidential data that is either the sole property of VA, or is the sole property of other than the contracting parties.  The contractor agrees to maintain the confidentiality of all such data to which access may be gained throughout performance of a task order, whether title thereto vests in VA or otherwise.  The contractor agrees not to disclose said data, any interpretations thereof, or data derivative there to unauthorized parties in contravention of the provisions, without the written approval of the Contracting Officer, or the party in which title thereto is wholly vested.  FAR 52.224-1, Privacy Act Notification, and FAR 52.224-2, Privacy Act, as stated in Section I, contract clauses, apply to the order issued against this contract.

The contractor shall not use, disclose, or reproduce proprietary information or data, which bears a restrictive legend, other than when required in the performance of orders placed against this contract.  This does not preclude the use of any data independently acquired by the contractor without such limitations or prohibit in agreement (at no cost to VA) between the contractor and the data owner, which provides for greater rights to the contractor.

When a contractor employee is no longer performing on an order placed against the contract, the contractor shall ensure that all files are disposed of by transfer to another user, archive, destruction, etc.  The contractor shall report/certify disposition within 5 business days of the employee departure to the COTR.

All remote access service computer users must provide proper justification of the need for access, and sign Rules of Behavior prior to remote access being granted in accordance with VA Handbook 6500, “Information Security Program” http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=56&FType=2.  Approved remote access users can access VA systems from their residence or while they are on travel status using approved Government Furnished Equipment (GFE).  If non-VA owned equipment must be used in certain circumstances, a waiver must be in place.  All of the security controls required for GFE must be utilized in approved non-VA owned equipment and must be funded by the owner of the equipment.  Approved remote access users are governed under the same local policies, Federal laws and regulations that apply to all local users of VA computer systems and the security and privacy of the information contained therein.

Contractor personnel performing on the task orders placed under this contract and contractor equipment used to process or store VA data must comply with the requirements contained in VA Directive 6500 found at: http://www1.va.gov/vapubs/viewPublication.asp?Pub_ID=50&FType=2.

The details of all safeguards that the contractor designs or develops under the task orders placed against this contract shall become the property of VA and shall not be published or disclosed in any manner without the express written consent of the Contracting Officer.  If the contractor obtains access to information, which has not been released, to the public, the contractor shall not:

(a) Use such information for any private purposes unless the information has been released to the public.

(b) Compete for VA work based on such information for a period of one year after completion of the contract.

(c) Submit an unsolicited proposal to the Government, which is based on such information until one year after the release of such information to the public.

(d) Release such information without prior written approval by the Contracting Officer.

The contractor shall not take photographs on or of VA site or personnel, nor use or allow to be used any aspect of this contract for publicity or advertising purposes without specific written approval of the Contracting Officer.

VA information will not be co-mingled with any other data on the contractors/subcontractors information systems/media storage systems in order to ensure VA requirements related to data protection and media sanitization can be met.  VA also reserves the right to conduct IT resource inspections to ensure data separation and on-site inspection of information destruction/media sanitization procedures to ensure they are in compliance with VA policy requirements. 

7.11 Government Furnished Property

VA will provide the contractor the following for use during performance of orders issued against this contract on a rent-free basis:

Current Financial Software Licenses:
	Software Manufacturer
	Product
	Sub Product
	Qty
	Description

	Oracle Corporation
	Oracle
	Includes all Oracle Components listed below

	
	
	Oracle 8i Enterprise Edition
	52,800
	Universal Data Servers

	
	
	Parallel Server
	52,800
	Universal Data Servers

	
	
	Internet Application Server 8i Enterprise Edition
	53,000
	Applications Server

	
	
	Internet Developer Suite (IDS)
	100
	Tools

	
	
	Express Server
	6,600
	Express and Data Warehousing Products

	
	
	Order Management
	3,000,000
	Oracle Management Applications

	
	
	Purchasing
	6,014
	Procurement Applications

	
	
	iProcurement
	3,000,000
	Procurement Applications

	
	
	Purchasing Intelligence
	2,000
	Procurement Applications

	
	
	Project Cost
	5
	Project Applications

	
	
	Projects Billing
	1,000
	Project Applications

	
	
	Financials
	6,014
	Financial Applications

	
	
	Financials & Sales Analyzers
	5,000
	Financial Applications

	
	
	Financials Intelligence
	35
	Financial Applications

	
	
	Activity Based Management
	35
	Financial Applications

	
	
	Balanced Scorecard
	35
	Financial Applications

	
	
	Tutor for Applications
	12,023
	Other Applications

	
	
	Self-Service Tutor for Applications
	48,122
	Other Applications

	
	
	Applications Read-Only User
	48,132
	Other Applications

	
	
	Projects Contracts
	2,500
	Other Applications

	CGI Federal
	FFS
	FFS Basic System (VSAM/CICS)
	Enterprise License
	Integrated Federal Financial Management

	
	
	FFS Purchasing
	
	Requisitions and Purchases

	
	
	FFS Cost Allocation
	
	Cost allocation & Distribution

	
	
	FFS Project Cost Accounting
	
	Project Accounting

	
	
	PC Interface plus Report Painter
	
	PC Communications and Reporting

	
	
	FFS Fixed Assets
	
	Fixed Asset Information & Accounting

	
	
	FFS Travel
	
	Travel Accounting


It is noted that VA may provide other property, material, information and facilities for contractor use during performance of orders placed against the contract.  The specific items to be provided by VA will be included in those orders.
