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1. Introduction

The Department of Veterans Affairs (VA) has a critical need for an integrated financial and logistics capability.  The Financial and Logistics Integrated Technology Enterprise (FLITE) Program is the initiative VA has undertaken to deliver such a capability.  The program has two primary components, a logistics and asset management component referred to as Strategic Asset Management (SAM) and a financial component referred to as Integrated Financial Accounting System (IFAS).

The Integrated Financial Accounting System (IFAS) solution shall be a fully integrated financial management system using commercial off the shelf (COTS).  IFAS shall be hosted, operated, and maintained by a financial management Shared Service Provider (SSP) or qualified private sector provider, in accordance with Office of Management and Budget (OMB) Financial Management Line of Business (FMLoB) guidance.  Hosting will include development, testing, training, production, and disaster recovery environments in accordance with Section J for the basic contract, Attachment 2, entitled “IFAS Technical Architecture Requirements.”  This document describes the hosting and operations and maintenance (O&M) requirements for IFAS.  The contractor/SSP shall document the operations and maintenance approach, processes, procedure, roles and responsibilities in an O&M Plan.

2. Infrastructure and Application Hosting

The contractor/SSP shall host and support all hardware, software and connectivity components in development, testing, training, production and disaster recovery environments necessary for the implementation, integration and testing of the IFAS solution and its deployment.  The hosting environment must meet all technical and security requirements described in Section J for the basic contract, Attachment 2, entitled “IFAS Technical Architecture Requirements” and Attachment 3, entitled “IFAS Baseline Security Requirements.”

2.1 Infrastructure

2.1.1 Hardware

The contractor/SSP shall procure and host all hardware required for the IFAS solution.  The IFAS solution shall be housed in the contractor’s/SSP’s secured data center facilities.  

The contractor/SSP shall be responsible for the initial configuration and set up, operation, monitoring, maintenance and support of the hardware.  Operation and maintenance requirements are further detailed in section 3.

The contractor/SSP shall provide all necessary facility space, power and cooling for the required hardware.

The contractor/SSP shall be responsible for preventive and corrective maintenance, required updates and patches and lifecycle replacement of all hardware. 

The contractor/SSP shall provide sufficient hardware to maintain development, testing, and production environments as required and as described in the IFAS Technical Architecture Requirements (Section J, Attachment 2 of the basic contract).  The contractor shall segregate the environments (physically for production and either physically or logically for others).  All maintenance, required updates and patches and lifecycle replacement will be tested and approved by VA prior to being placed into production.

2.1.2 Software

The contractor/SSP shall procure, on the behalf of VA, the IFAS software application, required database management system and any add on applications necessary to operate IFAS.  The IFAS solution and the database will be licensed to VA.  All software required for the implementation, testing and production deployment of the IFAS solution shall be hosted in the contractor/SSP’s secured data center facilities.  The software components will include but will not be limited to:

· Operating systems including all software required for partitioning, clustering, virtualization, etc.

· Database management system including all software required for partitioning, clustering, etc.

· Applications and packages

· Backup and recovery applications

· Network, OS, DBMS and application monitoring packages

· System implementation packages (requirements management, test management, etc.)

The contractor/SSP shall be responsible for the initial configuration and set up, operation, monitoring, maintenance and support of all software.  Operation and maintenance requirements are further detailed in section 3.

The contractor/SSP shall also be responsible for procuring, managing and tracking of software licenses for all components of the IFAS solution.  This responsibility includes ensuring that license maintenance fees are current and new licenses are acquired as needed.

2.1.3 Connectivity and Networking

The contractor/SSP shall provide all networking and connectivity components required for the implementation, testing and production deployment of the IFAS solution.  The networking solution will include the following as necessary:

· Potential connectivity to the public internet for web based access to the application

· Leased line connectivity to VA’s Wide Area Network backbone, if required by the technical solution proposed by the contractor/SSP

2.2 Other Hosting Services

· The contractor/SSP shall be responsible for procuring and provisioning of all required hardware, software and networking components of the IFAS solution.  The infrastructure shall scale as the number of users are increased through implementation and deployment (see IFAS Work Breakdown Structure) and as additional users or demand are added in the steady state.

· The contractor/SSP shall perform the initial set up and configuration of all required hardware, software and networking components of the IFAS solution.

· VA will be responsible for user provisioning for all internal users.  The contractor/SSP shall support providing access to the system and environment to internal and external system and financial auditors.

· The contractor/SSP shall be responsible for developing and maintaining standard operating procedures and providing trained staff for the following:

· Approvals for access to system in the development and test environments

· Account management and password distribution in the development and test environments

· Audit review and response 

· Media handling, storage, sanitization and disposal for all environments

3. Infrastructure and operations Management

The contractor/SSP shall develop, document and maintain all plans, procedures, roles, responsibilities and tools required for supporting the hosted environment and provide staff trained on all of the above.  Additionally, the contractor/SSP is responsible for job scheduling, backup, restore as well as network, system, application, database and storage monitoring and management.

The IFAS hosting environment will comply with the security requirements designated for a Federal Information Processing Standard (FIPS) Publication 199, Standards for Security Categorization of Federal Information and Information Systems, high potential impact system.  As a high impact system, there are security controls that are defined as a minimum set of functions for systems in the NIST Special Publications (SP) 800-53, Rev-2, December 2007, Recommended Security Controls for Federal Information Systems.  Additionally, the Department of Veterans Affairs has security controls required of its systems defined in the VA Directive and Handbook 6500, Information Security Program.  These controls are required for both the operations and management of the IFAS system to ensure the protection of IFAS’s data, processing requirements, and mission.  They are explicitly defined in Section J, Attachment 3 to the basic contract, entitled “IFAS Baseline Security Requirements.”

3.1 System Monitoring

The contractor/SSP shall monitor all critical components of the IFAS system including servers, network equipment, operating systems, databases and applications on a 24x7x365 basis.  This will include the monitoring of the security controls of the system on an on-going basis.

In addition to real-time monitoring, the contractor/SSP shall review all system logs on a predetermined daily frequency.  Operating system logs shall be retained for a period of 90 days.

The contractor/SSP shall develop and document processes and procedures required for effective system monitoring in the Operations and Maintenance Plan and assign properly trained staff to this function.  

The contractor/SSP shall provide all necessary system monitoring applications and tools and ensure that they are up to date and functioning properly at all times.

The contractor/SSP shall document and provide to VA system monitoring reports on a frequency defined in the O&M Plan.  Additionally, the contractor/SSP shall report all incidents identified as a result of monitoring in accordance with section 5.2, Incident Management.

3.2 Contingency Planning and Management

The contractor/SSP shall develop and document all procedures, roles, responsibilities and tools required for restoring the IFAS system in case of interruptions and resuming normal function in a Contingency Plan.  The contractor/SSP shall provide and train the staff required for the execution of the contingency plan.

In addition to their approach to contingency planning and management, the contingency plan shall describe how these measures, including backup and restore procedures and disaster recovery procedures, are to be exercised, tested, updated, and coordinated with VA as well as how the staff will be trained on processes and procedures.

The Contingency Plan shall include the three areas described in sections 3.2.1 through 3.2.3 below.  In addition to processes, procedures and tools, the plan should describe the roles and responsibilities of the contractor/SSP and VA staff, including notification and activation functions.

3.2.1 Backup and Restore

The contractor/SSP shall provide backup and restore capabilities and operations to include scheduled or unscheduled, attended or unattended and manual or automated functions.  The backups shall meet the following requirements:
3‑1: Backup Requirements

	System
	Frequency
	Description
	Retention

	Root File System
	Weekly
	Baseline full root file system backup
	

	
	Daily
	Incremental root file system backup
	

	Database
	Monthly
	Baseline full DB backup (data, log and control files)
	2 Months

	
	Weekly
	Baseline full DB backup (data, log and control files)
	2 Weeks

	
	Daily
	Incremental backup (data, log, control and archived log)
	4 Weeks

	
	4 Hours
	Archived log backup
	1 Week

	Application
	Monthly
	Baseline full backup
	2 Months

	
	Weekly
	Baseline full backups
	4 Weeks

	
	Daily
	Incremental backup
	2 Weeks


The contractor/SSP shall maintain the backup media in a secured offsite location.  The contractor/SSP shall test the integrity of the backup and restore functions on a predetermined frequency.  Backups described in Table 3-1 shall be performed during the time windows outlined below.

3‑2: Backup Windows

	Backup 
	Time Window

	4 Hour Archived Log
	11 AM, 3 PM, 7 PM and 11 PM

	Daily
	10 PM to 4 AM

	Weekly
	Sunday, Midnight through 6 AM

	Monthly
	1st Sunday, Midnight through 6 AM


3.2.2 Continuity of Operations (COOP)

The IFAS continuity of operations functionality shall be based on the failover and high availability capabilities designed into the IFAS system architecture (see Section J, Attachment 2 of the basic contract).

4. Service Delivery

4.1 Service Level Management

The contractor/SSP shall be responsible for managing and monitoring levels of service agreed upon in the contract for the services described in this attachment and reporting the results to VA.

4.1.1 Service Level Objectives

IFAS is considered a mission critical major application of the Department of Veterans Affairs.  It will be used by a large number of the Department staff on a regular basis in entering more than 400,000,000 GL entries and more than 12,000,000 purchase order purchase orders annually.  Given the critical nature of the system, the service levels provided by the contractor/SSP shall meet the following objectives:

· Timely completion of all financial transactions

· Timely completion and delivery of required financial reports

· Timely procurement and receiving of goods and services required for providing essential services to veterans

· Acceptable user experience

Metrics described below and in section 5 are based on the above objectives.

4.1.2 Service Level Metrics

4‑1: Service Level Metrics

	Metrics 
	Criteria

	Production Server Availability
	99.9%

	Development and Test Servers Availability
	99%

	Recovery Time
	Recovering applications within a 12-hour period

	Recovery Point
	Potential data loss of no more than 2 hours. Backup is to replicated at a remote site with a secondary backup to tape media

	Production Uptime
	Mon-Fri 00:00-23:59

Saturday 00:00-23:59

Sunday except 2nd Sunday 06:00-23:59

2nd Sunday of each month 12:00-23:59

	Development Uptime
	Mon-Fri 06:00-21:59

Saturday 06:00-17:59

Sunday except 2nd Sunday 06:00-21:59

2nd Sunday of each month 12:00-23:59

	Transaction Response Time
	Maximum 5 seconds response

	Web Page Loading Response Time
	Maximum 5 seconds response


4.2 Capacity Management

The contractor/SSP shall be responsible for planning, monitoring and managing the staff and infrastructure capacity required to host, operate and maintain IFAS and meet the service level requirements described in this attachment.

The capacity management functions performed by the contractor/SSP shall include the following:

· Infrastructure capacity management

· Workload and workforce management

· Performance management

The table below captures some of the attributes to be used in the initial planning of the required capacity.

4‑2: Capacity Attributes

	Attribute 
	Value

	Full deployment total system users
	80,000

	System users prior to national deployment
	5,000

	General ledger entries per year
	400,000,000+

	Transactions per month
	6,000,000+

	Purchase orders per year
	12,000,000+

	Storage increase trend per year
	10%

	Recurring reports
	400

	Peak Time
	6AM to 10PM Mon-Fri EST


5. Service Support

5.1 Service Request Management (Help Desk)

VA will provide level 1 functional and technical support for the users of IFAS once the system is fully deployed.  The contractor/SSP shall be responsible for providing this support during the pilot and beta phases of the project and shall develop a plan for transitioning level 1 support responsibilities to VA staff.

The contractor/SSP shall provide the contact center and support staff required to provide level 2 and level 3 technical and functional support to the VA support organization, the IFAS project and the FLITE program.  The following table provides an outline of the various level of help desk support to be provided by the contractor/SSP.

5‑1: Help Desk Support Levels

	Level
	Description
	Responsibility

	Level 1
	Receive, analyze and disposition end user calls; Provide answers to frequently asked questions; Provide functional support; Complete simple technical tasks including password resets and user provisioning.
	Contractor/SSP (initial)

VA (final)

	Level 2
	Receive calls and incidents escalated by level 1 agents; Properly analyze and disposition these incidents and calls; Provide resolution to complex functional issues; Provide technical assistance on less complex issues. 
	Contractor/SSP

	Level 3
	Receive incidents escalated by level 2 agents; Properly analyze and disposition complex technical issues; Provide corrective actions and fixes when possible.
	Contractor/SSP


In order to offer help desk support, contractor/SSP shall provide the following:

· The telephony and computing infrastructure and systems required for receiving, distributing and handling calls, including but not limited to which Automatic Call Distributor (ACD), Interactive Voice Response (IVR), Computer Telephony Integration (CTI).

· A trouble ticketing or service application for recording, assigning, tracking and dispositioning service requests.

· A knowledgebase for capturing structured and unstructured information about the IFAS system and case history and resolution to help improve quality of service.

· Service agents, properly trained on the IFAS system to provide the support.

· Web service request and web chat capability to improve the service experience.

· Operational and training documentation for contact center functions and staff.

· Training for the service desk staff.

· Periodic (minimum monthly) reports on contact center performance and adherence to any service level agreements.

5.2 Incident Management

The contractor/SSP shall develop and document plans, processes, procedures, roles and responsibilities for the management of functional and technical problems reported by users or identified as a result of network monitoring.  The contractor/SSP shall be responsible for the ongoing maintenance, execution and management of these plans, processes and procedures.  Finally, the contractor/SSP shall provide the staff, tools and systems required for the proper and effective execution of incident management activities.  The IFAS incident management shall be consistent with the incident response requirements in NIST SP 800-53, Rev-2 and VA Directive and Handbook 6500.  In support of these responsibilities, the contractor/SSP shall provide:

· The infrastructure and systems required for recording, analyzing, assigning, escalating, resolving and closing trouble tickets.

· Integration of the incident management infrastructure with the system monitoring tools and applications for automated, system initiated incident capture.

· Documented process and procedures as well as staff for incident analysis and diagnosis (including assessment of severity levels and priority), escalation, corrective action, repairs and replacement.

· Periodic incident management reports including root cause and trend analysis as well as SLA compliance

The minimum response and resolution times required by VA are captured in the table below.

5‑3: Incident Management Metrics

	Priority
	Response Time
	Resolution Time

	Low
	3 Days
	2 Weeks

	Medium
	1 Day
	1 to 3 Days

	High
	1 Hour
	3 Hours

	Urgent
	15 Minutes
	1 Hour


The criteria for assigning priority levels to incidents shall be documented in the O&M plan and approved by the FLITE Program.

5.3 Software Asset Management

The contractor/SSP shall track and manage the proper use of software licenses for operating systems, database management systems, COTS application(s), middleware application, system monitoring software and all other tools and applications required for the IFAS system at the hosting environment.  The contractor/SSP software asset management responsibilities shall include:

· Develop and document plans, processes, procedures, roles and responsibilities for the activities related to the assignment and provisioning of licenses

· Conduct audits of license compliance as required by the licensing agreement with vendors of all software covered under this contract and manage license compliance and remediation interactions with these vendors

· Provide VA with software license usage reports to assist VA with license compliance and remediation interactions with the vendors for the IFAS software and database

In addition to the above reports, the contractor/SSP shall provide VA copies of all software license and maintenance agreements.

5.4 Change and Configuration Management

The contractor/SSP shall develop plans, processes, procedures, roles and responsibilities for the management of changes to and configuration of the infrastructure and the IFAS application and document in a Change and Configuration Management Plan.  This plan should comply with the existing FLITE Configuration Management Plan and FLITE Integrated Change Control Plan.  The contractor/SSP shall be responsible for the ongoing maintenance, execution and management of the Change and Configuration Management plan.  Finally, the contractor/SSP shall provide the tools and systems required for the proper and effective execution of change and configuration management activities.  The IFAS change and configuration management shall be consistent with the requirements in NIST SP 800-53, Rev-2 and VA Directive and Handbook 6500.  These activities will include:

· Hardware configuration and changes to same for all servers and storage devices in the development, test, production and other environments

· Network configuration and change management including networking architecture, topology and provisioning, firewalls and firewall policies, router ports and switch ports

· Configuration and application of patches, revisions and upgrades to all operating systems and database management systems

· Coordination of decisions on and planning and execution of the application updates and upgrades to the IFAS COTS application

The contractor/SSP shall inform VA of plans for any change in the system based on the requirements described in the table below.

5‑4: Change Notifications and Confirmations

	Change 
	Business Impact
	Notification and Confirmation

	Planned
	Standard
	Minor or repetitive changes considered part of the normal workflow with no affect on VA business
	None.

	
	Minor
	Small changes that have a documented and proven implementation process with little impact to VA business.
	Contractor/SSP shall provide notification to VA at a minimum 3 weeks in advance. Unconfirmed notification to VA is acceptable.

	
	Moderate
	Changes that may affect multiple applications and have a broad business impact.
	Contractor/SSP shall provide notification to VA at a minimum 3 weeks in advance. VA must confirm notification.

	
	Major
	Changes that may affect multiple applications across multiple organizations, with a significant impact to VA business. 
	Contractor/SSP shall provide notification to VA at a minimum 3 months in advance. VA must confirm notification.

	Unplanned
	Critical

(After-hours)
	Changes that must be performed in order to correct a system having some impact on VA’s business. Impact to business does not warrant immediate correction. 
	Contractor/SSP shall advise VA as soon as possible after knowing such a change is required. Confirmed notification is preferred.

	
	Emergency

(Immediate)
	Changes that must be performed in order to correct a system having a major impact on VA’s business. Impact to business requires immediate resolution.
	Contractor/SSP shall advise VA after change implementation. Confirmed notification is preferred.


6. Assumptions and Constraints

· VA staff will be responsible for user provisioning including assignment of roles and responsibilities.  The contractor/SSP shall implement and maintain the structure for those roles and responsibilities

· VA staff will be responsible for the maintenance of codes and value sets including, but not limited to:

· Accounting code and GL accounts

· Vendors and associated information

· Funds and associated information

· Budgets, budget object codes and associated information

· Cost centers, etc.

· Modifications and updates to the structure and data in the production database shall be managed through the IFAS COTS application and its tools or any Extraction, Transformation and Loading (ETL) application and process approved by VA and shall be based on the guidelines and best practices of the IFAS COTS application vendor.  Exceptions to this constraint will require explicit approval by VA.

· All storage devices containing VA data are the property of VA and will be disposed in a manner prescribed by the Department.

