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1.0 BACKGROUND
The Basic Indefinite Delivery/Indefinite Quantity (ID/IQ) Contract Number (TBD), Section J, Attachment 1 (Statement of Work) Section 1 contains the background information associated with the Integrated Financial Accounting System (IFAS) project that is also applicable to this task order.  This background information will not be repeated in the Performance Work Statement (PWS). 

2.0 SCOPE OF WORK

2.1 The contractor shall provide Financial System Integration Office (FSIO) compliant commercial off-the-shelf (COTS) software and the associated enterprise wide software licensing, and software maintenance and support to satisfy the requirements for IFAS component of Department of Veterans Affairs’ (VA’s) Financial and Logistic Integrated Technology Enterprise (FLITE) program.

2.2 In addition, the contractor shall host VA’s IFAS at its own qualified facility.  Services considered to be within scope of this task order include: 1) acquiring hardware, software and connectivity components necessary for the implementation, integration and testing of the IFAS solution and its deployment into a production environment; 2) preparing and maintaining plans, procedures, staff and tools required for supporting the hosted environment 3) services associated with network, system, application, database and storage monitoring and management, job scheduling and backup and restoration at the hosted facility; 4) managing and monitoring the IFAS environment and its capacity in order to meet the objectives and metrics described in the Basic ID/IQ Contract, Section J, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements,” and 5) providing help desk support, responding to incidents, managing and tracking hardware and software assets and planning and executing change and configuration management within the IFAS environment.

2.3 Applicable Reference and Requirements Documents include the following:

· Basic ID/IQ Contract, Section J, Attachment 2, IFAS Technical Architecture Requirements

· Basic ID/IQ Contract, Section J, Attachment 3, IFAS Baseline Security Requirements

· Basic ID/IQ Contract, Section J, Attachment 4, IFAS Business Requirements
· Basic ID/IQ Contract, Section J, Attachment 6, IFAS Hosting and O&M Requirements

· NIST SP 800-34, 800-53 and 800-92

· VA Directive and Handbook 6500

· Information Technology Infrastructure Library Version

3.0 SPECIFIC WORK REQUIREMENTS

3.1 Kick-off meeting: Within five (5) business days after the date of task order award, the contractor shall participate in a “Kick-off” meeting.  This meeting shall occur at the VA Financial Services Center (FSC) facility in Austin, Texas, with the Contracting Officer’s Technical Representative (COTR).  During the Kick-off meeting, the contractor shall: 1) identify by name contractor personnel who will require access to VA facilities under the task order; 2) provide any updates to the specific schedule for the contractor to perform any work at a VA facility; 3) provide signed copies of non-disclosure agreements and 4) provide valid driver’s license or valid state identification information for each contractor resource who will need access to a VA facility.  This information is required for security and criminal history checks.  The contractor will not be permitted unescorted access to perform services at a VA facility until the kick-off meeting has been accomplished

3.2 IFAS Software Requirements

3.2.1 Provide IFAS Software:  The contractor shall provide an IFAS software solution to VA.  An enterprise wide license shall be provided to VA on a perpetual basis for the IFAS software.  The IFAS software solution shall comprise, at a minimum, a COTS-based, integrated core financial management system, which meets FSIO-tested and VA-specific requirements, as described in Section J of the Basic ID/IQ Contract, Attachment 4, IFAS Business Requirements Document, as well as the financial management system requirements set forth in Office of Management & Budget (OMB) Circulars A-123 and A‑127.  The financial management software system must include the following functionality:
· Procure to pay

· Purchasing

· Budget execution

· Payment management

· Travel

· Vendor management

· Foreign pay

· Treasury Offset Program (TOP)

· Order to cash
· Accounts receivables and debt management

· Fee

· Reimbursables

· Grants

· Acquire to retire

· Fixed asset accounting

· Project accounting

· Construction

· Deferred Maintenance
· Record to report

· General Ledger accounting

· Financial reporting

· Suspense fund reporting

· Congressional district reporting

· Personal Funds of Patients (PFOP)

3.2.2 Software Asset Management:  The contractor shall track and manage the proper use of software licenses for operating systems, database management systems, COTS application(s), middleware application, system monitoring software and all other tools and applications required for the IFAS system in the hosting environment.  The contractor’s software asset management services shall include:

· Providing and documenting plans, processes, procedures, roles and responsibilities for the activities related to the assignment and provisioning of licenses;

· Conducting audits of license compliance;

· Managing license compliance and remediation interactions with the vendors for all software for which they are responsible; and

· Providing VA with software license usage reports to assist VA with license compliance and remediation interactions with the vendors for the IFAS software and database.

Deliverables:   The contractor shall provide the Document Plans containing the plan, processes, procedures, roles and responsibilities for the activities related to the assignment and provisioning of licenses within 30 calendar days from the effective date of the task order.  The deliverable shall be provided to the COTR in MS Word format.  The contractor shall also provide an updated version(s) of the Document Plans to the COTR within ten (10) business days of the effective date(s) of all modifications that are issued to exercise the option period(s) to extend services on the task order.  

The clauses, terms and provisions of the Basic ID/IQ Contract and this task order (to include Appendix B to this PWS) shall together comprise the enterprise-wide perpetual license agreement for the IFAS solution.  No commercial software license agreement shall be accepted.  
3.2.3 Change and Configuration Management:  The contractor shall document configuration and changes in the infrastructure and the application of the IFAS solution.  The contractor shall provide plans, processes, procedures, roles, and responsibilities for the management of configuration and changes in the infrastructure and the application of the IFAS solution.  The contractor shall manage, maintain, and execute the plans, processes, and procedures.  The contractor shall provide the tools and systems required for the effective execution of change and configuration management services.  The IFAS change and configuration management shall be consistent with the requirements in NIST SP 800-53, Rev-2 and VA Directive and Handbook 6500.  The contractor shall ensure the following:
· Consistent hardware configuration and changes for all servers and storage devices in the development, test, production and other environments;

· Network configuration and change management including networking architecture, topology and provisioning, firewalls and firewall policies, router ports and switch ports;

· Configuration and application of patches, revisions and upgrades to all operating systems and database management systems; and

· Coordination of decisions on and planning and execution of the application updates and upgrades to the IFAS COTS application with the COTR.

The contractor shall provide a written description of changes, shall test and coordinate any required changes, and shall obtain approval of the COTR before making changes of IFAS software, hosting infrastructure, and application that affects VA operations and requirements.  

Deliverables:  The contractor shall provide the written description of changes to the COTR in MS Word format no later than two (2) business days prior to suggested change implementation date (except in emergencies if approved by the COTR).  Notification and approval must be in writing and can be provided via e-mail. 

3.2.4 Installation of IFAS Software Solution at Contractor Hosting Facility:  The contractor shall install IFAS software solution at its hosting facility (reference paragraph 3.4 below).

3.2.5 Configuration of IFAS Software Solution:  The contractor shall provide services to configure IFAS Software to accomplish the following functional and technical objectives:
· An integrated core financial management system, which meets FSIO-tested and VA-specific requirements, as well as the financial management system requirements set forth in OMB Circulars A-123, A-127, A-130, A-11, and A-136 (www.whitehouse.gov/omb/circulars/index.html);

· Standardized systems, which provide for common financial processes and complement financial management system operational efficiency and effectiveness;

· Standardized systems for the procurement process and all necessary reporting requirements;

· Tools for financial reporting and periodic financial statement presentation;

· Tools for executive and managerial decision-making responsibilities; 

· Real time reporting, e.g., funds’ status, to allow for more effective management of budgetary authority;

· Compliance with the Common Government-wide Accounting Classification (CGAC) structure (www.fsio.gov);
· On-line help functionality for the financial management systems; and
· An IFAS solution configured to meet VA business, security, privacy, and Section 508 of the Rehabilitation Act of 1973 accessibility requirements;

· Full integration with IBM Maximo® Enterprise Asset Management software, which is the SAM software solution for recording, tracking, and reporting logistical activities in coordination with the IFAS solution;

· Capability to interface with existing systems to provide sufficient details for reconciliation, feeder system transaction identification, and enhanced data quality in a secure manner;

· Obtain financial management software with the capability to interface to the Veteran’s (Health) Information Systems and Technology Architecture (VistA), to include the accounts receivable system and other VistA systems;   

· System flexibility to adapt to future or enhanced interfaces to provide sufficient details for reconciliation, transaction identification, and enhanced data quality;

· An internet-based user interface compatible with common browsers and operating systems; 

· Documentation covering, but not limited to, software configuration, technical specifications, system interface descriptions, certification and accreditation package, user manuals, and any source code developed as a result of this project during each part of the implementation;

3.2.6  
Appendix B:  The requirements in Appendix B to this PWS apply to the IFAS Software Solution.

3.3 Software Maintenance and Technical Support to IFAS Software Solution:  The contractor shall provide services associated with software maintenance and technical support of the IFAS software solution as further described and defined in Appendix B.  Software maintenance and support must also include the delivery of product updates and enhancements, telephone and online troubleshooting, installation assistance, and basic usability assistance, as described in the Basic ID/IQ Contract, Section J, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”
3.3.1 The contractor shall track and provide VA a report of software licenses for all components of the IFAS software solution.  Compliance with all software license and maintenance agreements shall be reported to VA on a quarterly basis.  

Deliverables:  The contractor shall provide the Software Licenses Report to the COTR in MS Word format within ten (10) business days after the end of each task order year quarter.
3.4 IFAS Hosting:  The contractor shall host and manage VA’s IFAS software in a secured data center facility, as described in the Basic ID/IQ Contract, Section J, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”  The contractor shall provide all necessary facility space, power, heating/cooling, hardware/software, security and any other supplies or services required to make and keep the IFAS hosting facility operational for VA use.  The contractor’s hosting facility must be scalable in that it will have the ability to meet VA’s expanding volume of transactions during the life of the task order, including all options of the task order.  The contractor shall be responsible for the initial configuration and set up, operation, monitoring, maintenance, and support of the hardware.  The contractor shall provide preventive and corrective maintenance, required updates and patches, and lifecycle replacement of all software and hardware and necessary to keep the IFAS hosting facility operational for VA use.  Contractor shall meet all performance standards that are defined in section 5.0 of this PWS to the performance levels defined in Section 4.0 of Attachment 6 to Section J of the basic ID/IQ contract, entitled:  “IFAS Hosting and Operations & Maintenance Requirements.”  . 

3.4.1 Hardware, Software and Networking Infrastructure Hosting:  The contractor shall provide hardware to maintain development, testing, and production environments, as described in the Basic ID/IQ Contract, Section J, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”  Maintenance, required updates and patches, and lifecycle replacement shall be tested by the contractor and approved by the VA COTR prior to being placed into production.  

3.4.2 The contractor shall acquire items necessary to operate IFAS.  Software components shall include, at a minimum, the following:

· Operating Systems (OS) including all software required for partitioning, clustering, virtualization;

· Database management system (DBMS) including all software required for partitioning, clustering;

· Applications and packages;

· Backup and recovery applications; and

· Network, OS, DBMS and application monitoring packages.

The contractor shall perform services and provide supplies associated for the initial configuration and set-up, operation, monitoring, maintenance and support IFAS software at its hosting facility.  In addition, the contractor shall provide networking and connectivity components required for the implementation, testing and production deployment of the IFAS solution in all environments. 

3.4.3 Change and Configuration Management:  The contractor shall document configuration and changes in the infrastructure and the application of the IFAS solution.  The contractor shall provide plans, processes, procedures, roles, and responsibilities for the management of configuration and changes in the infrastructure and the application of the IFAS solution.  The contractor shall manage, maintain, and execute the plans, processes, and procedures.  The contractor shall provide the tools and systems required for the effective execution of change and configuration management services.  The IFAS change and configuration management shall be consistent with the requirements in NIST SP 800-53, Rev-2 and VA Directive and Handbook 6500.  During performance of services, the contractor shall ensure the following:

· Consistent hardware configuration and changes for all servers and storage devices in the development, test, production and other environments;

· Network configuration and change management including networking architecture, topology and provisioning, firewalls and firewall policies, router ports and switch ports;

· Configuration and application of patches, revisions and upgrades to all operating systems and database management systems; and

· Coordination of decisions on and planning and execution of the application updates and upgrades to the IFAS COTS application.

The contractor shall provide a written description of changes.  The contractor shall test and coordinate any required changes.  The contractor shall obtain approval of the COTR before making changes of IFAS software, hosting infrastructure, and application that affects VA operations and requirements.  

Deliverables:  The contractor shall provide the written description of changes to the COTR in MS Word format no later than two (2) business days prior to suggested change implementation date (except in emergencies if approved by the COTR).  Notification and approval must be in writing and can be provided via e-mail.   

3.4.4 System Monitoring:  The contractor shall perform services associated with real-time monitoring of critical components of the IFAS system, including servers, network equipment, operating systems, databases, and applications on a 24x7x365/366 basis. In addition to real-time monitoring, the contractor shall review, retain, and preserve, all system logs in accordance with NIST 800-92; log retention shall be a minimum of 6 years.  The contractor shall document processes and procedures required for effective system monitoring by properly trained staff for this function.  The contractor shall provide system monitoring applications and tools to ensure they are current and functioning properly in accordance with the performance standards defined in section 5.0 below.  The contractor shall provide continuous monitoring of the security controls of the IFAS system.  The contractor shall document and provide to the COTR, VA system monitoring reports.  The contractor shall provide the COTR a security incident report for all security incidents and attempted security breaches.   Within 24 hours of any security incident or attempted breach, the contractor shall verbally (by telephone) notify the COTR.  The contractor shall provide reports to the COTR in MS Word format within five (5) business days after the end of the month and/or within as defined above on any security incident or attempted breach.  The contractor shall maintain the backup media in a secured offsite location.  The contractor shall test the integrity of the backup and restore functions on a quarterly basis, as described in Section J of the Basic ID/IQ Contract Section, Attachment 6, IFAS Hosting and Operations & Maintenance Requirements.  The contractor shall provide Backup and Restoration Test Reports.  

Deliverables:  

Report 1 - System Monitoring Report:  The contractor shall provide the VA monthly system monitoring reports to the COTR in MS Word format.  The report is due by the 5th business day of each month.  First report is due to the COTR the first full month after the effective date of the task order.

Report 2 - Security Incident Report:  The contractor shall provide a written security incident report to the COTR in MS Word format.  The report is due within one (1) business day after the security incident is identified.  

Report 3 – Backup and Restoration Test Report:  The contractor shall provide a Quarterly Backup and Restoration Test Report to the COTR in MS Word format.  The report is due by the 10 business days after the end of each quarter of the task order.  First report is due to the COTR the first full quarter after the effective date of the task order.

3.4.5 Contingency Planning, Management and Execution:  IFAS is considered a mission critical major application of VA.  The contractor shall prepare and maintain contingency plans, procedures and tools required to restore the IFAS system and resume normal operations in case of interruptions.  The contingency functions fall under three components; they are: backup and restore, continuity of operations, and disaster recovery.  The contractor shall prepare and provide contingency plans, procedures and tools that describe how backup, restoration and disaster recovery procedures, are to be exercised, tested, updated, and coordinated with VA as well as how the contractor’s staff will be trained on those processes and procedures.  In addition to processes, procedures and tools, the plan shall describe the roles and responsibilities of the contractor and VA staffs, including notification and activation functions.
The contractor shall provide backup and restore capabilities and operations to include scheduled or unscheduled, attended or unattended and manual or automated functions.

The contractor shall have a fully-configured instance of the IFAS system available and ready for operation at a second site in case the IFAS system operating in the contractor’s primary data center becomes unavailable.  The disaster recovery site shall have the connectivity and capability required for the full use of the IFAS system.  The following constraints apply to the disaster recovery site:  

· The primary data center shall be projected to be inoperative for more than 12 hours before disaster recovery is initiated;

· Preventive measures such as environmental controls, sprinkler system and fire extinguishers are in place and operational at the time of the emergency;

· A generator capable of powering the data center for a minimum of 24 hours is in place and operational at the time of the emergency;

· An uninterruptible power supply (UPS) capable of powering the IFAS system for during short outages until generator backups come on-line or normal power is restored is in place and operational at the time of the emergency; and

· Current backups are available at an offsite facility as defined in NIST 800-34.

Deliverables:  The contractor shall provide the Contingency Plans for the Management and Execution of the IFAS Hosting facility.  The deliverable shall be submitted to the COTR in MS Word format within 30 days after task order award, or when any significant modification(s) are made.  The contractor shall also provide an updated version(s) of the Contingency Plans to the COTR within ten (10) business days of the effective date(s) of all modifications that are issued to exercise the option period(s) to extend services on the task order.
3.4.6 Incident Management:  The contractor shall prepare and provide plans, processes, procedures for the management of functional and technical problems reported by VA users or identified as a result of network monitoring. The contractor shall be responsible for the ongoing maintenance, execution, and management of those plans, processes, and procedures.  The contractor shall provide services, tools and systems required for the effective response to incidents encountered during performance.  Contractor services related to IFAS incident management shall be consistent with the incident response requirements in NIST SP 800-53, Rev-2 and VA Directive and Handbook 6500.  The contractor shall provide:

· The infrastructure and systems required for recording, analyzing, assigning, escalating, resolving and closing trouble tickets;

· Integration of the incident management infrastructure with the system monitoring tools and applications for automated, system initiated incident capture;

· Documented process and procedures as well as staff for incident analysis and diagnosis (including assessment of severity levels and priority), escalation, corrective action, repairs and replacement; and

Deliverables:  Report 1 – Plans for Managing Functional and Technical Problems for Network Monitoring:  The contractor shall also provide updated version(s) of the plans to the COTR within ten (10) business days of the effective date(s) of all modifications that are issued to exercise the option period(s) to extend services on the task order.
Report 2 – Incident Management Report:  The contractor shall provide an incident management report to the COTR in electronic MS Word format within 1 business day of any identified incident.  

3.5 Help Desk Services:  The contractor shall provide the contact center and support staff for level 1, 2 and 3 Help Desk services for the IFAS solution including software, hosting, and infrastructure, as described in the Basic ID/IQ Contract, Section J, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”  It is not required that the contractor integrate its trouble ticketing and telephony infrastructure with VA.  The contractor shall provide the following:
· The contractor shall provide access to software technicians capable of answering questions or resolving problems on an 8 hours a day, 5 days a week (8x5) basis through web-site and toll-free phone number.

· The contractor shall provide access to web-site or toll-free number for after hours’ assistance, with return vendor contact within 2 hours of the start of the next business day.

· The contractor shall provide IFAS software version updates.  All system fixes shall be provided within three (3) business days of release notification.

· The contractor shall repair any software failures within two (2) business days after being notified of the failure by the COTR.

· Maintenance and version updates of IFAS software shall begin upon successful installation of IFAS software solution at the hosting facility.

· The telephony and computing infrastructure and systems required for receiving, distributing and handling calls.  

· A trouble ticketing or service application for recording, assigning, tracking and determining the disposition of the service requests;

· A method for capturing structured and unstructured information about the IFAS system and case history and resolution to help improve quality of service;

· Service agents who are appropriately trained on the IFAS system capable of responding;

· Web service request and web chat capability to improve the service experience;

· Operational and training documentation for contact center functions and staff;

Deliverables:   The contractor shall provide a monthly report on contact center performance/activity and adherence to the COTR in electronic MS Word format no later than five (5) business days after the end of the month beginning the first full month after the effective date of the task order.

4.0 DELIVERABLES

4.1 The contractor is responsible for providing all deliverables identified in paragraph 3.0 above.  All information and documentation acquired or developed during this task order shall belong to VA.
4.2 The contractor shall coordinate with the COTR any work at a VA facility at least ten (10) business in advance of the anticipated commencement work at a VA site.
4.3 Unless otherwise agreed to by the COTR during task order performance, VA will complete the review of deliverables within five (5) business days from date of receipt of the deliverables.  The contractor shall have five (5) business days from the date of receipt of VA comments to make any necessary changes and submit the final document(s).
4.4 All documents/deliverables shall be provided to the COTR in an electronic format that can be opened by an Microsoft (MS) Windows Office product (e.g. MS Word format, MS Excel, MS Visio, etc.).  Unless otherwise agreed to by the COTR during task order performance, document/deliverables shall be provided via e-mail.

5.0 PERFORMANCE MEASURES 

The Government will evaluate contractor performance and deliverables against the critical performance objectives provided below to determine if the services rendered are acceptable and approved for payment.  Payment shall be made after VA acceptance of the services each and receipt of an acceptable invoice.  Payment for software maintenance and version updates shall be made in arrears, on a monthly basis, after acceptance and receipt of an acceptable invoice.
Service Delivery Performance Measures 

	Performance Objectives
	PWS Reference
	Minimal Performance Standard
	Monitoring Method

	Service Delivery
	PWS Section 3.4


	Monthly Availability  99.9% 

The hosted system(s) are is/are functioning* 99.9% of the month, once the system has been accepted as operational by VA.  Should the system become non-functional for any reason within the contractor’s control, during any single monthly service period, the payment for CLIN 0003AF (and CLINs 0003AF01 – 0003AF10 as options are exercised) shall be reduced in the following increments:

Contractor Failure to service delivery Availability; % Payment Reduction

98%-99.9%    -1%

95%-98%       -2%

90%-95%       -5%

<90% availability, fees will be reduced in an amount equal to the amount of unavailability (ex: 50% downtime = 50% reduction in CLIN amount).

Service unavailability is defined as total cumulative failure in any of the Service Delivery metrics during any single monthly service period.  Example: three separate periods of down time, each five-hours in length would represent a total cumulative down time of 15 hours and therefore result in a 2% reduction in Payment. 

*Functioning is defined as meeting the Service Delivery Metrics defined in Section 4.0, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”
	VA System Monitoring


Service Support Performance Standards 

	Performance Objectives
	PWS Reference and CLIN No.
	Minimal Performance Standard
	Monitoring Method

	Service Delivery
	PWS Section 3.4


	Monthly Performance 99% 

The services performed meet standards* 99% of the month, once the system has been accepted as operational by VA.  Should the system become non-functional for any reason within the contractor’s control, during any single monthly service period, the payment for CLINs 0003AD (and CLINs 0003AD01 – 0003AD10 as options are exercised)  shall be reduced in the following increments:

Contactor Performance Failure; % Payment Reduction

98%-99%    -1%

95%-98%    -2%

90%-95%    -5%

<90% failure, fees will be reduced in an amount equal to the amount of unavailability (ex: 50% downtime = 50% reduction in fees).

Performance Failure is defined as total cumulative failure in any of the Service Support metrics during any single monthly service period.  Example: three separate periods call abandon rate exceeds 1%, each five-hours in length would represent a total cumulative down time of 15 hours and therefore result in a 2% reduction in Payment. 

*Performance is defined as meeting the Service Support Metrics defined in Section 5.0, Attachment 6, “IFAS Hosting and Operations & Maintenance Requirements.”
	VA Performance Monitoring and Reporting


6.0 OTHER INFORMATION APPLICABLE TO THE TASK ORDER

6.1 The COTR for this task order is



TBD

6.2 Places of Performance:  

The contractor shall perform at the following locations:

Department of Veterans Affairs, Financial Services Center

Met Center Bldg. 5

7600 Metropolis Drive

Austin, Texas 78744

Department of Veterans Affairs, Central Office

810 Vermont St. NW

Washington, DC 20420

Contractor’s Hosting Facility and Backup Site

TBD

6.3 Security Requirements:  The contractor shall comply with the Basic ID/IQ Contract, Section J, Attachment 3, IFAS Baseline Security Requirements.  The contractor shall submit the required forms for all contract personnel to the COTR as referenced in Basic ID/IQ Contract, Section J, Attachment 1, Paragraph 7.10.3.  The following security requirements correspond with the contractor labor categories  performing on this task order:

High Risk Positions:

TBD

Moderate Risk Positions

TBD

Low Risk and Non-sensitive Positions:

TBD

Non-Disclosure Agreements:  The contractor’s on-site representative(s) shall have access to sensitive verbal, written and electronic information while performing on this task order.  This information may be acquisition sensitive information, for official use only documents, or other contractors’ proprietary information.  In order to protect this information from unauthorized release or use, the contractor must provide an executed non-disclosure agreement (See Appendix A) to the COTR prior to the assigned on-site representative being granted access to VA facilities.
6.4 Section 508 of the Rehabilitation Act of 1973 requirements referenced in paragraph 7.4 of the Basic ID/IQ contract apply to all services performed under this task order. 

6.5 VA Furnished Property, Material and Information 

6.5.1 VA will provide the office space, furniture, supplies, telephone, and automation equipment for a maximum of 20 contractor representatives at the VA FSC for the duration of the task order.

6.6 VA Furnished Support:  VA will provide on a rent-free basis to the contractor for use on this task order the following support:
6.6.1 VA will provide the contractor access, by phone, email, or in person to VA’s Subject Matter Experts (SME’s), as needed, to assist the contractor during performance of the task order.   
Appendix A

The following form is required to be executed and submitted by each contractor employee or contract personnel:

CONFIDENTIAL INFORMATION AGREEMENT

Contract No. (TBD)

Task Order Number (TBD)

I, _________________________, am an /__/ employee /__/ contract employee of___________________________ ("contractor”).  Contractor has contracted with Department of Veterans Affairs (VA), the “Customer", to perform various services.  I understand and acknowledge that, as a result of my employment with contractor, I may have access to certain confidential, proprietary, and other information including, within specified parameters and only as allowed by law, access to VA’s computer programs and software, processes, technical information, plans, specifications, files, directives, financial records, and, possibly, the tenants of federal buildings.  Confidential information shall not include information to the extent that: (i) it is or becomes publicly available through a source other than contractor; (ii) it is required to be disclosed pursuant to law or regulation, government authority, duly authorized subpoena or court order; (iii) is approved for disclosure by prior written consent of VA; or (iv) information that the contractor subsequently learned from a third party that does not impose an obligation of confidentiality upon contractor and that either (a) does not reference or identify the VA or VA’s Customer Client, other contractors, or any files or employees of the same; or (b) which references or identifies VA, or VA’s Customer Client, other contractors, or any files or employees of the same, but which after reasonably inquiry cannot be determined to be Confidential Information covered by this Agreement.

I will not at any time, either during or after my employment or task order with the contractor, use or disclose to others or any other source outside VA, any confidential information obtained as a result of the contract between contractor and VA or as the result of any access to VA’s Customer Client's or other contractor’s files, computers or personnel.

I acknowledge I have been assigned to or I am working on the task order indicated above and that any product of my work is intended to be privileged and a confidential work product.  I am aware that unauthorized disclosure of information could damage the integrity of this task order, or project(s), as well as other Governmental interests and that the transmission or revelation of such information to unauthorized persons could subject me to prosecution under applicable laws.

I agree that I will not divulge, publish, or reveal by work, conduct or any other means, such confidential, proprietary, and sensitive information or knowledge, except when required to do so in the performance of my official duties related to this task order or Project and in accordance with the laws of the United States, unless specifically authorized in writing, in each and every case, by the Contract’s Project Manager, Contracting Officer, or a duly authorized representative of the United States Government.  I take this obligation freely, without any mental reservation or purpose of evasion and in the absence of duress.

Upon completion of the task order, or project, I will safeguard and not disclose to any other source, customers, clients or parties, other than to VA, or properly authorized personnel of VA’s Customer Client or of another Federal agency without limitation, any and all research findings, documents or papers relating to VA or VA’s Customer Client's or other contractor’s business in my possession, under my control or accessible by me.

I agree that I will limit reproduction and/or dissemination of covered materials, information and data only to persons/parties related to this task order or otherwise authorized to receive such information; and, I shall make every possible effort that is reasonable and prudent to prevent unauthorized disclosure of such information covered by this Confidential Information Agreement.

I recognize that if l breach this Confidential Information Agreement, harm may come to the Government, VA, to VA’s Customer Client, or other contractor, and that the remedy at law may be inadequate; therefore, I agree that VA is entitled to seek injunctive relief against any such actual or threatened breach, in addition to any other remedy provided by law.

I agree that this agreement (a) shall be binding upon my legal representatives, and assigns; and (b) shall be governed by the laws of the United States Government.

By:_____________________________________        __________________

Original Signature of Employee                                      Date Executed

_______________________________________          __________________

Printed Name of Employee                                            Title of Employee

Original Executed Agreement to be delivered to:  Name of COTR

Appendix B

Software License, Maintenance and Technical Support

(1) Definitions.

(a) Licensee.  The term “licensee” shall mean the U.S. Department of Veterans Affairs (“VA”) and is synonymous with “Government.”  

(b) Licensor.  The term “licensor” shall mean the software manufacturer of the computer software being acquired.  If the contractor is a reseller, the contractor remains responsible for performance under this task order.

(c) Software.  The term “software” shall mean the licensed computer software product(s) cited in the Schedule of Supplies/Services.
(d) Maintenance.  The term “maintenance” is the process of enhancing and optimizing software, as well as remedying defects.  It shall include all new fixes, patches, releases, updates, versions and upgrades, as further defined in (1)(f) and (1)(g) below.  

(e) Technical Support.  The term “technical support” refers to the range of services providing assistance for the software via the telephone, email, a website or otherwise.  

(f) Release or Update.  The term “release” or “update” are terms that refer to a revision of software that contains defect corrections, minor enhancements or improvements of the software’s functionality.  This is usually designated by a change in the number to the right of the decimal point (e.g., from Version 5.3 to 5.4).  An example of an update is the addition of new hardware.

(g) Version or Upgrade.  The term “version” or “upgrade” are terms that refer to a revision of software that contains new or improved functionality.  This is usually designated by a change in the number to the left of the decimal point (e.g., from Version 5.4 to 6).

(2)
Grant of License.  

(a) The contractor shall provide VA with a perpetual, non-revocable, non-exclusive, enterprise-wide software license.  Under the license, an unlimited number of VA employees, support service contractors, administrators and internet/intranet users may access and use the software concurrently in a networked environment.  VA may move the software to any location or hardware at any time.  

(b) The contractor shall deliver the software license, media and software maintenance services for the computer software as identified in the Schedule of Supplies/Services for this task order.  The software solution shall include all modules and functionality sufficient to meet the requirements for the Basic ID/IQ Contract and this task order.  

(c) Federal Acquisition Regulation (FAR) 52.212-4, Contract Terms and Conditions-Commercial Items (Oct 2003), FAR 52.227-14, Rights in Data—General (Dec 2007), Alt III, FAR 52.227-16, Additional Data Requirements (Jun 1987) and FAR 52.227-19, Commercial Computer Software License (Dec 2007) take precedence and apply to this task order.
(d) Commercial license agreements shall not be made a part of this task order; this includes, but is not limited to, any agreement embedded in the computer software (clickwrap) or any agreement that is otherwise delivered with or provided to the Government with the commercial computer software or documentation (shrinkwrap), or any other license agreement otherwise referred to in any document.

(e) The license authorizes VA to use the software to do work under interagency agreements for other Federal agencies.  

(f) If the licensed software requires a password (or license key) to be operational, it shall be delivered with the software media and have no expiration date.  

(g) The Government requires delivery of computer software that does not contain any code that will, upon the occurrence or the nonoccurrence of any event, disable the software.  Such code includes but is not limited to a computer virus, restrictive key, node lock, time-out or other function, whether implemented by electronic, mechanical, or other means, which limits or hinders the use or access to any computer software based on residency on a specific hardware configuration, frequency of duration of use, or other limiting criteria.  If any such code is present, the contractor agrees to indemnify the Government for all damages suffered as a result of a disabling caused by such code, and the Contractor agrees to remove such code upon the Government’s request at no extra cost to the Government.  Inability of the Contractor to remove the disabling software code will be considered an inexcusable delay and a material breach of contract, and the Government may exercise its right to terminate for cause.  In addition, the Government is permitted to remove the code as it deems appropriate and charge the contractor for the time and effort in removing the code.

(h) The licensed software contains critical product functionality that meets the minimum needs of the Government and is the basis for the Government’s procurement of the software; consequently, the contractor agrees that the Government has the right to successor products at no additional cost when functionality is later unbundled from the product licensed herein and bundled into a new or different product, provided the Government is current on maintenance.  

(i) Federal law and regulation govern this task order.  Any dispute regarding the license grant or usage limitations shall be resolved in accordance with the Contract Disputes Act of 1978, 41 U.S.C. §601-613.  The Uniform Computer Information Transaction Act shall not apply.  

(j) All limitations of software usage are expressly stated in the Basic ID/IQ Contract and this task order.  

(3) Software Maintenance and Technical Support. 

(a) In addition to the Help Desk Services, the contractor shall provide VA (when ordered) with software maintenance and technical support (as defined above) so that the software will perform according to its specifications, documentation, or demonstrated claims.

(b) Distribution of maintenance copies shall be accomplished by using an appropriate magnetic, electronic or printed media.  Alternatively, the contractor may offer access to maintenance copies through its website.  

(c) Prolonged delay in resolving software problems will be noted in the Government’s various past performance records for the contractor (e.g., www.ppirs.gov).

(d) If the Government allows the maintenance and/or technical support to lapse and subsequently wishes to reinstate maintenance and technical support, any reinstatement fee charged shall not exceed the amounts that would have been charged if the Government had not allowed it to lapse. 
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