	[image: image1.jpg]



	Department of Veterans Affairs

Financial and Logistics Integrated Technology Enterprise (FLITE)

	

	

	Configuration Management Plan

      
  

	

	Draft
Version 0.3

	

	September 18, 2008

	

	

	

	


Document Control

	Version
	Date of Change
	Section(s) Affected
	Brief Description of Change
	Change Made By
	Organization

	0.1
	08/18/2008
	All
	Initial Draft version
	
	

	0.2
	09/03/2008
	All
	Incorporated Comments from FLITE & SQAs
	
	

	0.3
	09/15/2008
	All
	Incorporated Comments from FLITE & SQAs
	
	

	
	
	
	
	
	


Document Approval

__________________________________

___________________

Leslie E. Abbott




Date

FLITE Program Director

_________________________________

___________________

Carol Macha





Date

Financial and Logistics PEO Director

_________________________________

___________________

Kevin Ruffley





Date

FLITE IT Program Manager

__________________________________

____________________

Pamela Sanders




Date

Acting VHA FLITE Program Director

Strategic Asset Management

___________________________________

___________________

Tom Hamilton





Date

Integrated Financial Accounting System

Co-chair

___________________________________

___________________

Mary Heath





Date

Integrated Financial Accounting System

Co-chair

Table of Contents

2Document Control


3Document Approval


4Points of Contact


81
Introduction


81.1
Background


91.2
Purpose and Scope


111.3
Audience for this Document


111.4
Associated Documents


111.4.1
Document Relationship


121.4.2
Categorization of Proposed Changes


131.5
Referenced Documents


152
Roles and Responsibilities


152.1
Organization Roles and Responsibilities


182.2
Data Center Organization


192.2.1
AITC Division Chiefs


192.2.2
AITC Technical Infrastructure Division Chief


192.2.3
AITC Configuration Management Team


202.3
Service Provider Location Director


202.3.1
Service Provider Configuration Management Team


202.4
Independent Verification and Validation (IV&V)


213
Configuration Management Activities


213.1
Configuration Management Process


223.2
FLITE Configuration Management Policies and Procedures


223.2.1
SAM Specific CM Policies & Procedures


233.2.2
IFAS Specific CM Policies & Procedures


244
Baseline Configuration


244.1
Baseline Control


244.2
Version Control


254.2.1
Major Changes


254.2.2
Routine Changes


254.2.3
Minor Changes


275
Perform Configuration Change Control


275.1
Configuration Change Control


275.2
General CI Change Process


295.2.1
Hosting Center Configuration Management Process


295.3
Performing and Monitoring Configuration Changes


295.3.1
Configuration Accounting


295.3.2
Configuration Accounting Requirements


295.3.3
Configuration Accounting Reports


306
Configuration Verification and Audits


306.1
Configuration Management Audits


306.2
Configuration Audit


316.3
Readiness Reviews


316.4
Performing Configuration Changes with Migration


316.5
Configuration Management Activity Reporting


316.6
Access Restrictions


326.6.1
Limiting Access


326.6.2
Configuration Settings


337
Tools


337.1
Configuration Management Tools


337.1.1
Data Center CM Tools


337.1.2
FLITE CM Tools


34Appendix A: Glossary


37Appendix B: Sample List of Configuration Items




List of Figures

12Figure 1.4‑1  Document Relationship


22Figure 3.1‑1 Configuration Management Process Flow


27Figure 5.2‑1 CI Change Process




List of Tables

10Table 1.2‑1 Example of Configuration Items for Baseline Release


15Table 2.1‑1  Organization Roles and Responsibilities




Introduction

1.1 Background 

History.  The Department of Veterans Affairs (VA) has a critical need for an integrated financial and logistics capability. Such a capability supports the VA strategic goal to deliver world-class service to veterans and their families through effective communication and management of people, technology, business processes, and financial resources.
 This capability also supports the President’s Management Agenda (PMA), with its strong emphasis on managing costs to improve results
, and also supports the VA’s ‘OneVA’ initiative.

Mission.  The mission of the FLITE Program is to standardize functional processes and modernize the information technology (IT) environment that supports financial and logistics management within VA.  The program has two primary components, a logistics and asset management component referred to as Strategic Asset Management (SAM) project, and Integrated Financial Accounting System (IFAS) program.  

FLITE Program Guiding Principles.  The approach used by the FLITE program is summarized in a set of key guiding principles.
  These guiding principles, approved by the VA leadership, are a set of key policy statements intended to provide focus, establish standards, prescribe essential characteristics to be achieved, and describe the overarching framework within which the FLITE Program will be managed.

· People, Process and Tools, in that order, remain the three main areas of focus. 

· Leadership Involvement at all levels is paramount. 

· Standardization and Simplification of processes and data will be critical up-front work

· Effectiveness and Efficiency in the areas of finance and logistics must be substantially improved as a result of the FLITE Program.

· Accuracy and Relevancy of generated data and reports must be achieved.

· Affordability and Compatibility remain prerequisites for IT solutions and systems implemented.

· Inclusion of the workforce and Interoperability of IT systems will be required.

· Security of data and Reliability of the IT systems implemented will be assured.  

· Ubiquity, or essential connectivity everywhere it’s needed and ability for simultaneous use on a large scale will be an inherent aspect of system implementation.

· Ease of Use will be a major consideration in system selection.

· Mindfulness of the Past will assist in avoiding previous pitfalls.

Objectives.  The long-standing objectives of the FLITE Program are: 

· Effectively integrate and standardize financial and asset management systems and processes across all VA Offices.

· Provide management with access to timely and accurate financial, budget, asset, inventory, and related information on VA-wide operations, as well as on specific programs and projects.

· Establish an advanced technology environment, which provides the greatest capability and an extended life cycle.

1.2 Purpose and Scope

The purpose of this Configuration Management (CM) plan is to establish uniform practices to maintain the integrity of work products using configuration identification, configuration control, configuration status accounting, and configuration audits.

The goal of the CM is to:

· Identify FLITE Configuration Items (CI) 

· Establish baselines of identified work products

· Establish and maintain the integrity of baselines

· Inform affected groups and individuals of the status and content of product baselines
· Track  and control changes to  work products under configuration management 

· Control and version software products  builds, releases, interfaces and COTS packages
This CM plan establishes the procedures and guidelines for the configuration management process, defines responsibilities, specifies requirements for making changes to the Configuration Items (CIs), and facilitates the implementation of configuration management practices. 

This CM plan also describes the process by which the configuration of a system and its components are identified, and changes to them are strictly controlled. 

The scope of the CM Plan addresses the responsibilities, activities, control methods, accounting, and reviews for CM activities.  It provides a standardized methodology, to address FLITE specific requirements.  Configuration Items (CI) addressed in this document include: 

· Hardware 

· Software

· Documentation

· Engineering Changes 

· Network Components

· Databases

· Interfaces

· COTS and Other Support Tools

This plan also defines the organizations involved in configuration and the responsibilities assigned to each; the configuration activities; and the tools, techniques, and methodologies to be used for the life cycle of the FLITE program.

The objective of the process is to ensure the integrity of the work products and enable the effective operations by minimizing the disruption resulting from unauthorized or inappropriate configuration changes.  This plan addresses the configuration management process for the FLITE Program, activities related to the processes and the tools used for documenting the changes. 

The environments under the configuration management control include Development, Test/ Quality Assurance (QA), and Production.  An additional sand-box environment may be added for demonstration or proof of feasibility purposes.  The following table lists some of the CI’s for a system release.

Table 1.2‑1 Example of Configuration Items for Baseline Release

	Documentation 


	Hardware
	Software
	Database
	Network

	· System Requirements Document
· Logical Design Document

· Work Breakdown Structure (WBS)

· Test Script

· Training Manuals

· Etc.
	· Application Server H/W configuration

· Database Server H/W configuration

· Client  H/W configuration

· Etc.
	· Application SW Version

· Server Operating System Version

· Client Browser Version

· Security Configurations

· Etc.
	· Database Script Version

· Database Server Version

· Database Access Control List Version

· Etc.
	· Network OS Version

· Network Firewall Config. Version
· Etc.


A sample list of the Configuration Items is included in Appendix B.  For a full list of the FLITE document configuration items refer to the Responsibility Assignment Matrix (RAM) and FLITE PMP. 

Activities during the life cycle development that are related to configuration management, people and organizations that are involved with configuration management process, and configuration management tools are also discussed in this document. 

1.3 Audience for this Document 

This document is intended for all FLITE stakeholders, and the team responsible for Change Control Activities. 

Audience include the following: 

· FLITE Management

· Change Control Board (CCB) 

· FLITE Stakeholders

· Integrated Project Teams

· Implementation Contractors

· FLITE IV&V Team

1.4 Associated Documents

To facilitate understanding of the relationship between the four documents and provide a common understanding of categorization of proposed changes, the following two subsections are repeated in all four documents.  

1.4.1 Document Relationship  

An understanding of the content of each document facilitates the implementation of integrated change control across the FLITE Program.  The following bullets provide a brief description of each document:

· The Integrated Change Control Plan calls for the identification, documentation, measurement, control, and disposition of proposed changes to FLITE Program or project activities and configuration items, to include potential impact to the Performance Measurement Baseline (PMB).

· The Integrated Change Control Procedures describe how changes are initiated, analyzed, dispositioned by the Change Control Board, and then handed off for implementation.

· The Change Control Board Charter establishes the FLITE Change Control Board, the official mechanism for controlling changes to the FLITE Program.

· The Configuration Management Plan establishes the procedures and guidelines for the configuration management process, defines responsibilities, specifies requirements for making configuration changes to the Configuration Items (CIs), and facilitates the implementation of configuration identification, configuration control, configuration status accounting, and configuration audits.  It also defines an implementation communication procedure, so that FLITE managers and interested stakeholders are aware of when changes will go into effect and can react as needed.
Figure 1.4‑1  Document Relationship
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1.4.2 Categorization of Proposed Changes

Potential changes in the FLITE can be initiated by the data centers (for example, routine hardware changes, OS patches and firewall policies) or the program itself.  As a result, depending on the point of origination, a configuration change can be categorized as VA and/or Service Provider
 Data Center Change or a FLITE Program Change.  The following characteristics are associated with each category:  

· VA and/or Service Provider Data Center Change 

· No impact on Performance Measurement Baseline (Scope, Cost, Schedule)

· No impact on user requirements

· No impact on user experience (e.g., screen layout, navigation, report layout)

· Does not affect FLITE Applications

· Examples:  hardware upgrade, hardware replacement, software patch and networks (assuming either budgeted or under warranty / maintenance)

· FLITE Program Change 

· All other changes

Since categorizing a change as VA and/or Service Provider Data Center Change depends on the impact of the change, categorization will occur after impact analysis.  

1.5 Referenced Documents

This section lists all of the industry documents and VA documents which have been referred to in this plan.

Standards and Guidelines

· NIST FIPS 200 – Minimum Security Requirements for Federal Information and Information Systems

· NIST SP 800–53 – Recommended Security Controls for Federal Information Systems

· NIST SP 800-53A – Draft guide for Assessing the Security Controls in Federal Information systems

· NIST SP 800-12 – An Introduction to Computer Security: The NIST Handbook

· IEEE Std 828-2005 – Standard for Software Configuration Management Plans 
VA Documentation

· AAC
 Directive 6215 - Configuration Management

·  AAC Directive 6220 - Change Management

·  AAC Directive 6700 - Technical Security

·  AAC Handbook 6700.3 - IT Configuration Security Controls

·  AAC Handbook 6215.10 - Configuration Details In Unicenter

·  VA Directive 6500 - Information Security Program

· VA Directive 4900 - Internal Controls For Financial And Financial Interfacing Automated Information Systems

·  SAM Project Requirements Traceability Matrix

·  IFAS Project Requirements Traceability Matrix

· FLITE Program Management Plan

2 Roles and Responsibilities

2.1 Organization Roles and Responsibilities

This section describes each of the roles and responsibilities which must be fulfilled for each discrete area of Configuration Management.  The Contractor’s Project Managers and Contractor’s Technical Leads provide support to the FLITE CM program. These roles are described in the following subsections.

Table 2.1‑1  Organization Roles and Responsibilities

	Role
	Responsibility
	Organization

	CCB 
	Responsible for dispositioning CRs.
	FLITE

	Project Managers


	Plan for CM and provide  management oversight

Ensure CM principles are being utilized 

Review changes against baselined Work Breakdown Structure (WBS) Assess impact of proposed changes on cost, schedule, scope and quality 

Report on risk, prepare for CM audits 

Responsible for coordinating activities associated with executing approved Change Requests 
	FLITE SAM & IFAS PM

Contractors PM for SAM, IFAS & PMO



	Business Leads
	Ensures objects for change are included in a review package for the CCB 

Reviews for completeness and manage Change Requests (CR)  

Maintains a history and tracks status of CRs 

Performs periodic verification of cumulative CRs to ensure the overall integrity of the technical environments

Communicates the status and completion of configuration changes to appropriate members

Supports Quality Assurance and review procedures

Notify Project Managers of any potential major impacts to cost or schedule from CRs.
	FLITE SAM & IFAS Business Leads 

Contractors  Project Managers for SAM & IFAS 

	Project Managers & Technical Leads 
	Generate CRs for submission – Refer to the ICC Procedures for submitting CRs

Provide detailed information describing problems and suggest appropriate configuration change(s) 

Report and document problems found in testing or post-production in the VA approved Test Incident Report (TIR) Tool or Production Incident Report (PIR) Tool, respectively.  For further details on TIR refer to the FLITE Test Strategy.  Details on PIRs will be covered by deployment and hosting plans for each system.

Prior to implementing changes in Production, SQAS shall ensure successful system operation in Test environment; once pre-tested changes have been implemented, end-users, other testers and SQAS verify successful operation in Production.

Verify, once changes have been implemented, that the system operates correctly
	FLITE – DBA, Testers, Business Analyst, SQAS

Contractors from SAM & IFAS (System Administrator, Database, Testers,  Business Analyst, Systems Analyst, Developers)

	Change Analyst
	Receives notification from the help desk tracking system  on a production problem

Validates problem and enters the relevant information into the Tracking System (AITC USP/SD, for SAM and IBM/Rational tools for IFAS contractor host site).
	FLITE  (SAM and/or IFAS) contractor

	Information Security Officer 
	Ensure changes do not impact the overall security posture of the systems

Support integrity of the security controls

Monitor overall availability of the systems
	FLITE Security Officer (SAM and/or IFAS)

	System Administrator
	Identify and baseline CI to ensure products and assets are managed and maintained.

Monitor overall system performance and availability.
	 (SAM and/or IFAS) contractor

	Database Administrator
	Ensure database environment and assets are controlled, managed and maintained.

Support integrity of databases 

Monitor overall database performance and availability. 
	FLITE  (SAM and/or IFAS) Contractor

	SAM Pilot and Beta Implementation Contractors
	Prepare and perform CM activities. Identify CIs, participate in CM planning, CCB, change management, and CR.  Create and maintain site specific CM environments and manage CI for the SAM Pilot and Beta implementations.  Execute activities in the SAM Pilot and Beta FLITE CM environment within FLITE budget and schedule.   
	Project Implementers

	SAM National Deployment Implementation Contractors
	Perform all assigned levels of CM activities including CCB, CM processes and provide CI artifacts to FLITE Program Office.  Create and maintain CM infrastructure and manage CM processes, artifacts for the SAM National Deployment.  Ensure SAM National Deployment component of the overall FLITE CM plans are followed and CM activities are within budget and schedule.   
	SAM Contractor

	IFAS Implementation Contractors
	Develop a CM plan or plans that describe the processes, methods, forms, and procedures to be used for management of the functional and physical characteristics of the CIs. The CM plan, when approved, forms the basis for implementation of CM requirements and shall be maintained by the contractor. Perform all assigned levels of CM activities including CCB, CM processes and provide CI artifacts to FLITE Program Office. 
	IFAS Contractor  

	SQAS/IV&V
	Performs IV&V in support of FLITE and its projects, per VA Directive 4900; IV&V includes independent audit, reviews and testing activities; Responsibilities include IV&V and CM activities, including process audits, technical reviews of documentation deliverables, and testing of all software releases and modifications; performs independent CM testing in a separate IV&V test environment; participates in Systems Integration Planning and Software Release Planning; utilizes software and CM tools prescribed by FLITE program; provides other technical assistance as requested.
	FLITE - System Quality Assurance Team 

	FLITE Users
	Participate in execution and validation of CM activities.   Review CM artifacts provided by the implementation contract(s).  
	FLITE - Stakeholders 

	VA FLITE Program Office
	Provide strategic approach to FLITE CM.  Participate in various CM activities requested by FLITE PMOS.  Work closely with SQAS in FLITE IV&V activities.   
	Program Office

	OED
	Provide legacy systems access and expertise for CM activities.  
	Office of Enterprise Development 

	SAM and IFAS Information Security Officers
	Provide guidance and oversight of changes that have an impact to the security posture of the systems and their security controls
	ISO

	Change Process Owner
	Provide management and oversight of the overall CM program. Coordinate with various organizations, including legacy system organizations.
	OCM 

	AITC
	Provide IT infrastructures, and hosting operating environments for SAM Pilot and Beta implementations.  Provide physical access to the CM environment if needed.  
	AITC 

	Service Provider
	Provide hosting infrastructure and hosting operating environments for IFAS Pilot, Beta and National Deployment implementations.  Provide physical access to the CM environment if needed.  
	SP 


2.2 Data Center Organization

During the pilot and beta phases of the SAM project, the associated systems will be hosted within the Austin Information Technology Center (AITC) facility.

The systems associated with the IFAS project will be hosted in a Service Provider facility.

The following sub sections provide a list of the CM process participants and their respective roles.

2.2.1 AITC Division Chiefs

The AITC Division Chiefs are responsible for ensuring their staff are aware of and follow the AITC configuration management policy.  This includes ensuring their staff receive any training offered and where appropriate, provide support and information requested for the implementation and on-going support of the AITC Configuration Management Program.

2.2.2 AITC Technical Infrastructure Division Chief

The Technical Infrastructure Division Chief is responsible for the overall AITC Configuration Management Program and for coordinating with other AITC division chiefs on matters affecting their divisions.

2.2.3 AITC Configuration Management Team

The AITC Configuration Management Team is responsible for:

· Creating and maintaining a data repository, to be known as the Configuration Management Database (CMDB) with all AITC controlled configuration items.

· Defining, refining, and documenting standard procedures and working practices for CM.

· Controlling and storing definitive, authorized, and trusted copies of specifications, documentation, and software.

· Reporting on the current status and history of configuration items.

· Ensuring all changes to configuration items are recorded and updated accurately and in a timely manner.

· Auditing configuration items and data on an annual basis, at a minimum, and reconciling any differences.

· Investigating any differences in discovered audits and taking corrective action to ensure the data issues do not reoccur.

· Training and educating AITC staff, contractors and others as designated, on CM processes, procedures, controls, and best practices.

· Participating as active members on the Change Control Board, Problem Resolution Team, Austin Service Desk Task Force and other teams, committees, and projects as requested.

2.3 Service Provider Location Director

The Location Director is responsible for ensuring that staff are aware of and follow the configuration management policy as defined by the service provider data center standard policies and procedures and the VA Configuration Management Program.  This includes ensuring that staff receive training pertinent to configuration management or change control in an IT project management environment and, where appropriate, provide support and information requested for the implementation and on-going support of the Configuration Management Program.

2.3.1 Service Provider Configuration Management Team

The Service Provider Configuration Management Team is responsible for:

· Creating and maintaining a data repository, to be known as the Configuration Management Database (CMDB) with all controlled configuration items.

· Defining, refining, and documenting standard procedures and working practices for CM.

· Controlling and storing definitive, authorized, and trusted copies of specifications, documentation, and software.

· Defining standards for SP, integrated and evolved as SP services evolve 

· Define which services need to be shared/interoperable and which do not and maybe should not

· Adhere to version control as services will be constantly changing and upgrading, so version control and configuration management will be critical

· Reporting on the current status and history of configuration items.

· Ensuring all changes to configuration items are recorded and updated accurately and timely.

· Auditing configuration items and data on an annual basis, at minimum, and reconciling any differences.

· Investigating any differences in discovered audits and take corrective action to ensure the data issues do not reoccur.

· Training and educating staff, contractors and others as designated, on CM processes, procedures, controls, and best practices.

· Participating as active members on the Change Control Board, Problem Resolution Team, Service Desk Task Force and other teams, committees, and projects as requested.

2.4 Independent Verification and Validation (IV&V)

SQAS provides Independent Verification and Validation (IV&V) support to the FLITE program and its two IT projects, SAM and IFAS.  SQAS/IV&V ensures that project implementations satisfy the requirements and expectations of program and project management, project teams, and VA end-users, as well as the processes necessary for effective Project Quality Management.  

3 Configuration Management Activities

3.1  Configuration Management Process

This section focuses on ensuring that changes to the overall configuration of the FLITE program are applied in a controlled, systematic way and receive, review and approval from system stakeholders. The six fundamental activities of the Configuration Management process are:

· Developing Configuration Management Policy and Procedures 

· Baselining Configuration

· Performing Configuration Change Control 

· Performing and Monitoring Configuration Changes 

· Managing Access Restrictions for Change 

· Managing Configuration Settings   

The Figure below depicts the key process activities for Configuration Management as well as the steps associated with each activity.  At a high level, Configuration Management Policy and Procedures provides the foundation that defines the Configuration Management framework.  Baseline Configuration is performed to identify the configuration items.  Configuration Change Control provides a repeatable process that allows all necessary changes to be documented and tracked.  Performing and Monitoring Configuration Changes conducts the approved changes from the Change Control process and verifies that all changes are applied correctly, including independent verification by SQAS, both before and after deployment into production.  Access Restrictions for Change is an on-going process that manages the changes in roles and responsibilities for the people that are involved with the system.  Configuration Settings focus on how the system settings are defined to ensure the system is secured, functional, and restricted consistent with the information system operational requirements.  These six activities govern and encompass the overall Configuration Management practices for the FLITE program.

Figure 3.1‑1 Configuration Management Process Flow
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3.2 FLITE Configuration Management Policies and Procedures

Due to the nature of the FLITE program, the constituent projects within the FLITE program, SAM and IFAS, will have many policies and procedures in common.  As an example, both systems need to comply with VA Directive and Handbook 6500, which is a high-level document that applies to all information processing systems and procedures Department-wide, including configuration management.  However, there will be some distinct differences between the management of configuration for the two projects.

3.2.1 SAM Specific CM Policies & Procedures

As per the current plan, the SAM system for the pilot and beta phases will be installed at the AITC and therefore will adhere to the management policies and procedures for the AITC.   AAC Directive 6215 formally documents and defines policy, purpose, scope, roles, responsibilities and compliance for configuration management within the AITC, and establishes the Configuration Management Team (CMT).  AAC Directive 6220 defines policy, establishes procedures, and assigns responsibilities for change management with the AITC.  AAC Directive 6700 Technical Security and AAC 6700.3 Handbook, for IT Configuration Security Controls also address the procedures for Configuration Management security controls to facilitate the implementation of the Configuration Management policy and associated controls.  AITC utilizes the Unicenter ServicePlus Service Desk (USP/SD) application for tracking and monitoring incidents and change orders for all systems managed by the AAC Handbook 6215.10.
3.2.2 IFAS Specific CM Policies & Procedures

IFAS will utilize a FSIO compliant COTS product.  The IFAS contractor is responsible for hosting and supporting all hardware, software and connectivity components necessary for the implementation, integration, configuration and testing of the IFAS solution and its deployment into a production environment.  The contractor is responsible for the configuration and set up, operation, monitoring, maintenance and support of the hardware. 

Issues identified in the vendor software will be reported to the vendor utilizing the process identified in VA’s maintenance agreement with the vendor.  VA will communicate this process to the implementation contractor so that these incidents can be reported to the vendor for resolution.  The IFAS project manager and the IV&V team will track vendor software defects and resolution. Changes will be tracked, managed and reported using the same CM process. 

The IV&V team will also actively monitor CI movement from Development to Test, and Test to Production. The IV&V team shall be allowed to monitor the production environment to ensure no unauthorized changes are made to the system. 

The IFAS contractor is responsible for the development and documentation of contractor CM plans, processes, procedures, roles and responsibilities for the management of configuration items and changes to the infrastructure and the application.  The IFAS contractor is also responsible for ongoing maintenance, execution and management of their CM plans, processes and procedures.  The contractor will provide the tools and systems requirements for the proper and effective execution of change and configuration management activities.  The IFAS contractor change and configuration management procedures shall be consistent with the requirements in NIST SP 800-53, Rev-2 and VA Directive 6500, which is a high-level document that does not specifically address CM.  These activities will include:

· Hardware configuration and changes to same for all servers and storage devices in the development, test, production and other environments

· Network configuration and change management including networking architecture, topology and provisioning, firewalls and firewall policies, router ports and switch ports

· Configuration and application of patches, revisions and upgrades to all operating systems and database management systems

· Coordination of decisions on and planning and execution of the application updates and upgrades to the IFAS COTS application

The contractor is responsible to inform VA of plans for any change in the system based on the requirements described in the Contract Agreement. 

The IFAS contractor is responsible for the development of the various systems interfaces and will provide a CM plan and Interface Control Documents. This documentation will be baselined and placed under CM. Changes to interfaces will be tracked and managed under the same FLITE CM process. The change management process will address any changes to the interface systems.

4 Baseline Configuration 

The first step of Baseline Configuration is to perform Configuration Identification.  Configuration Identification is the process for identifying items that should be controlled, by assigning the items unique identifiers (ID), acquiring the items as Configuration Items, and storing them in the Configuration Management Database (CMDB).   When a change is needed to the system, there may be multiple items that will need to be updated.  The identification of these items will result in a list of CIs which will be incorporated in the Baseline Configuration List (BCL).  This provides a basis for managing and tracking controlled changes.  Baseline Control and Version Control are two major components of Baseline Configuration. A sample list of CIs for SAM & IFAS is captured in Appendix B. 

4.1 Baseline Control

Configuration Management utilizes baselines to manage sets of related items and configurations as they evolve together through the life cycle. Baselines are maintained for each system release. A baseline is an approved set of item versions and contains one version of each piece of documentation, software, database, hardware, and network comprising the system at a prescribed point in the life cycle, usually a life-cycle milestone. Baselines provide a point of reference forming the basis for identifying and managing change to system configurations. As various items evolve through successive versions, change to the configuration or to individual items is determined by comparison against the baseline. Configuration Management maintains status accounting to track the specific item versions contained in each baseline and the versions comprising the current system configuration.

Projects can differ in size and scope and may be associated with multiple baselines. 

· Functional and Development Baseline: Established at the beginning of the Architecture/ Development phase and a successful Milestone 2/3 review

· Acceptance Test (AT) Baseline: Established at the beginning of the Deployment and Evaluation phase and a successful Milestone 4 review

· Product Baseline: Established at the beginning of the Deployment and Evaluation phase and after the AT Baseline

· Operational Baseline: Established at the beginning of the Deployment and Evaluation phase and after the Product Baseline

In most cases, the responsibility for the Development, and Product Baselines falls under the IT Organization or the supplier tasked to develop the product. IT or the supplier’s Configuration Management Group manages the products that reside in the defined baselines.

4.2 Version Control

Various methods of Version Control can be used to distinguish changes applied to a baseline configuration after release.  A typical method for tracking changes is to associate a CI with a unique Version Number.  An example of the version number is a three tier number grouping that corresponds to the three types of change that may be made to a CI.  The first tier uses two digits to indicate the number of major versions of a CI that have been produced.  The next tier has two digits used to identify the number of routine modifications made to the particular major version of the item.  The final two digits in the grouping indicate the number of minor revisions that have been made to the last routine change. The relationship of the numbering schemes for these three tiers is described in the following subsections.  

4.2.1 Major Changes

Major changes are changes that may affect multiple applications across multiple organizations, with a significant impact to VA business. Whenever a major change is approved by the Change Control Board for a CI, all components of its baseline are analyzed to determine if they will require modification to reflect the approved change.  A list of the components that must be changed is prepared and is used to ensure that all such components are appropriately modified as part of the change process.  Then, once the major change has been completed and accepted, the first two digits of the version number would be incremented by one, and the subsequent portions of the version number would be set to zero (0).  This version number change would be universally applied to each label for each component of the baseline, to indicate that the component had been analyzed and/or updated in accordance with the approved and accepted major change.   For example, if the second major change to a particular configuration item was completed and accepted, all of its baseline components would have a version number of: v02.00.00.
4.2.2 Routine Changes

Routine changes are changes that may affect multiple applications and have a broad business impact. Whenever a routine change is approved, all components of the CI’s baseline are also analyzed to determine if they will require modification to reflect the approved change.  As with major changes, a list of the components that must be changed is prepared and is used to ensure that all such components are appropriately modified as part of the change process.  However, once the routine change has been completed and accepted, only the two middle digits of the version number are incremented, while the last two digits of the version number are set to zero (0).  The first two digits of the version number remain unchanged.  Then once again, the revised version number is universally applied to each label for each component of the CI’s baseline.   For example, if the third routine change to the second major version of a particular item had been completed and accepted, all of its baseline components would have a version number of: v02.03.00.

4.2.3 Minor Changes

Minor changes are small changes that have a documented and proven implementation process with little impact to VA business. If a minor change is approved, only those components of the CI’s baseline that will be directly affected by the change (as identified in the Change Request) will be tracked to ensure that they get properly revised, and those will be the only components whose version numbers will be updated when the change is complete.  At which time, the final two digits of version number will be updated (using the sequence number of the particular minor change), leaving the preceding four digits the same.  However, the version numbers of the other (unchanged) components will remain unaffected.  Consequently, if three components of a particular CI were revised as part of the approved and accepted fifth minor change, only their version numbers would be updated to the following (using the preceding change schema of major and routine changes): v02.03.05.
The system components assigned this version number would be analyzed and those which were modified as part of the fifth minor revision to the third routine change of the second major version of the particular configuration item.

Perform Configuration Change Control

4.3 Configuration Change Control

Configuration Change Control is a systematic process that ensures that changes to CIs in each FLITE project baseline are properly identified, documented, evaluated for impact, approved by an appropriate level of authority, incorporated, and verified. Changes can occur either because a testing problem is recognized during a test phase, a request is received to enhance or change the scope of a baseline, or a modification to the system configuration after system is in production.  Test Incident Reports (TIRs) are used to record and track testing problems, Production Incident Reports (PIRs) are used to record and track system problems for systems in production, and Change Requests (CRs) are used to record and track all changes to CIs.

4.4 General CI Change Process

The steps and activities required to generate and execute a CI and the role responsible for performing each step is depicted in the figure below and described in the following sub-sections:

Figure 5.2‑1 CI Change Process
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Step 1  Requestor submits a Change Request. The Requestor is the individual who submits a proposed change to a baseline.  The Requestor is responsible for preparing the Change Request Form and performing a preliminary analysis of the impact the change may have on other systems or organizations See Initiation Procedure steps in FLITE Integrated Change Control Procedures.

Step 2  Change request is received by the Change Control Coordinator.  See Initiation Procedure steps in FLITE Integrated Change Control Procedures.

Step 3  CR is evaluated.  See Analysis Procedure steps in FLITE Integrated Change Control Procedures. The Change Control Board either approves or disapproves the proposed change to the Configuration Item.  If the Change Request is approved, then it is handed back to the Change Control Coordinator. 

Step 4  The Change Control Coordinator determines the disposition for the change, and then sends the Change Request to the appropriate organization for implementing the change. If it’s not approved, then the Change Control Coordinator notifies the requestor of the decision. The Change Control Coordinator acts as the central control point to coordinate between multiple organizations that are affected by this change.  The Change Control Coordinator updates the configuration management repository to reflect the board disposition, and notifies all affected parties of a Change Request’s approval or disapproval. The Change Request dispositions are also documented in the appropriate board meeting minutes. 

Step 5  If the change is disapproved; the Change Control Coordinator notifies the submitter. The request can be resubmitted with the recommended changes or appealed. The Change Control Coordinator document the decision. 

Step 6  An assigned implementation manager applies the specified changes to the current version of the product(s), in accordance with the solution described in the Change Request and any applicable attachments. Depending on the implementation manager, there may be existing change processes that need to be follow.  For example, if a Change Request effects the firewall configuration of the data center, the data center will initiate its own change management control to implement this request.  It is possible that the implementation of a project specific change will impact other projects or vice versa.  It is the responsibility of the implementation manager to flag any potential conflicts and work with the Change Control Coordinator to resolve any issues.

Step 7  The Requestor designated to validate the updated product, confirms that the changes were implemented accurately, and that only the approved changes were made. For products with project designated components or program baselines, or products that have been delivered for integration into one or more configurations, the verification sequence that applied to the original product applies also to the updated product. If the change is not implemented correctly, the verifier notifies the Change Control Coordinator to go back to the implementation manager for resolution.  This process will continue until the change is implemented correctly and validated by the verifier.   

Step 8  Once the change is verified to be implemented correctly, the Change Control Coordinator notifies all the involved parties that the change has been implemented and closes the Change Request.  This includes filling in the closing information on the CR, going into the Test Incident Report (TIR) system and closing the test problem report, or going into the Production Incident Report (PIR) and closing the production problem report. For further details on the TIR refer to the FLITE Test Strategy.

4.4.1 Hosting Center Configuration Management Process

Configuration changes to the hardware/software/database/network components that are maintained at a hosting center that are related to the FLITE program will be under the control of the specific hosting data center policy and procedures that defines the Configuration Management process for the SLA vendor contract.

4.5 Performing and Monitoring Configuration Changes

Performing Configuration Changes defines the process for migrating objects through various environments.  Section 4.1 highlighted the migration path for the FLITE project baselined configuration items throughout the life cycle.  In addition, Change Status Accounting provides feedback on the status of certain items held under Configuration Management.  This activity is performed on a regularly scheduled basis by the project manager to ensure the most current CI status information is promptly posted and reflected throughout the project lifecycle.  The reports that are produced provide the project team with an assessment of problem areas so that they can react accordingly.  The following sub-sections provide the different types of reports that can be produced.

4.5.1 Configuration Accounting

Configuration Accounting provides for the accounting of changes to baselines and the status of all in-process changes. 

4.5.2 Configuration Accounting Requirements 

Configuration Accounting has the following general requirements:

· Providing a complete record of configuration identification documentation for each CI;

· Providing a record of all changes to configuration baseline documents, throughout the life cycle of the CI;

· Providing status of all pending, in process, changes;

· Maintaining a record of all internal change activity against CIs;

4.5.3 Configuration Accounting Reports 

Configuration Accounting Reports identifying the baseline configuration and all configuration change actions for each CI will be produced on demand,
Configuration Verification and Audits

The FLITE Program will perform verification of configuration documentation to ensure that CIs have been identified, baselined, and controlled throughout the life cycle. 

4.6 Configuration Management Audits

 CM audits will be conducted periodically to verify the adequacy of the implementation of CM requirements and to identify any areas needing correction or improvement. 

4.7 Configuration Audit

The Configuration Audit is a technique designed to ensure that documents conform to expectations following standard Configuration Management practices. Typically, configuration audits are performed before the exit of each milestone.

An audit may consist of a simple desk check of a directory listing against the Configuration Management records before the application is delivered to the client. In contrast, it may consist of an examination performed by an external audit team of products and/or process records over a period of weeks. Configuration audits provide an opportunity to resolve problems before turnover of a product. Audits also ensure that documents meet requirements and can confirm the starting point for passage to the next milestone. Refer to the ICC Procedures, Sections 2.2 - 2.7, for detailed change control procedures, including entry/exit criteria.
There are two types of audits specific to documentation: 

· Physical audits confirm that the document is consistent with its required sections/material. This audit should be conducted prior to milestone reviews. 

· Process audits confirm that project personnel follow Configuration Management processes. These audits are conducted regularly for problem identification and corrective action. 

An Audit Plan documents objectives and scope (including review purpose, and metrics), planning information (including schedule, resources, assignments, approach), and checklists. The Audit Plan and applicable checklist are maintained in the configuration management database. 

The project schedule determines when audits are conducted. Using prepared checklists will help with the performance of the audit. After completion of the checklist, project personnel write an audit report consisting of audit findings and recommendations for process improvements or problem resolution. The audit report and audit checklist are maintained in the Configuration Management Library. 

After completion of an audit, Configuration Management reports and audit findings are provided to the appropriate FLITE Project Manager who prepares a corrective/preventive action plan (if required) to resolve deficiencies and issues identified during the review. Configuration Management tracks the action plan until all findings are resolved. The action plan is maintained in the Configuration Management Library.

4.8 Readiness Reviews

Readiness Reviews (RR) will be conducted to establish the readiness level of all engineering, operational, and support elements to accomplish and support a specific release. The FLITE Program will conduct readiness reviews at various levels of control to review the status and readiness of all CIs associated with the projects. 

Contractor CM support to Readiness Reviews (RRs) may include the following:

· Provide an accurate baseline configuration identification of the item(s) being reviewed

· Provide a current status of all in-process changes affecting the item(s) under review

· Provide configuration control support to ensure proper disposition of open changes, deviations and waivers.
4.9 Performing Configuration Changes with Migration

The data that is stored in a relational database needs to be maintained and updated throughout the life cycle of the project.  With multiple environments, including development, test, and production, there may be multiple instances of the database that run in each environment.  For example, there may be an upgrade instance, and an integration instance of the database in the production environment to better control changes in both the vendor product and the interfacing system, respectively.  Each instance of the database should be strictly controlled accordingly. Configuration of the software and hardware may need to change to accommodate various stages during the migration.  For example, system logging may need to be turned on to check for the cause of an error during testing.   It is imperative that configuration changes be properly documented and tracked in order to accurately reflect the status of all CIs at the commencement of successive project milestones or phases.

4.10 Configuration Management Activity Reporting

Configuration Management activity reporting describes configuration progress and contents, identifies problems and issues, provides data to support estimating future activities, and reports the status of products and process activities. The Configuration Management activity reports provide support documentation for new builds. Configuration Management activity reports will be provided to senior management on a monthly basis or upon request, using agreed upon access/delivery method as the CM database for hardware CIs and other items under data center control may not be directly accessible by VA users.  
4.11 Access Restrictions 

While the majority of the access restrictions employed by the FLITE program will be common across all FLITE projects, there may also be some specific items that are applicable in a more local sense.  For example, specific restrictions may be imposed by a data center over and above those which are required by the FLITE program.

4.11.1 Limiting Access

A key activity in the Configuration Management process is to determine the appropriate level of application access that an individual or a group should have.   Access to any given hosting data center, hosted general support systems and applications, and other IT resources will be granted only to specifically identified and authorized personnel based upon a work- related “need to know” basis.  As people move in and out, and around the organization, access levels need to change with the corresponding job functions. 

Since VA utilizes Microsoft Active Directory (AD) for controlling user’s access for the enterprise systems, management for the SAM system is implemented via AD (or VA compatible Lightweight Directory Access Protocol (LDAP) environment).  A mapping of the AD groups to the roles of FLITE user groups will be performed as part of the initial configuration management and reviewed on a regularly scheduled basis to ensure accuracy. A similar method for controlling user’s access must be used by the hosting Service Provider for IFAS no matter which technical solution is selected for that system.

4.11.2 Configuration Settings

Configuration settings to the FLITE projects’ systems should be set to the most restrictive mode consistent with information system operational requirements.  The system configuration settings are entered in the CMDB for all system related information.  This activity is performed by the hosting data center to be in compliance with AAC Handbook 6700.3 for SAM and in accordance with VA Directive 6500 for IFAS.  The internal addresses, operating system configuration, and related system design information, including IP address and dial-up number, for the FLITE systems are sensitive information that must be restricted.  Users outside of the internal network must obtain VA management approval to perform tasks such as maintenance or upgrades.   No system related information may be listed on any public accessible forums, such as Internet Web Page, Public Discussion Bulletin Boards, or telephone directories.

5 Tools

5.1 Configuration Management Tools

This section describes the Configuration Management tools used to control and manage documents related to the FLITE projects.

5.1.1 Data Center CM Tools

For each of the projects within the FLITE program there will be a need for the Hardware, Network Infrastructure and various Software Configuration Items to be under CM control.  

5.1.2 FLITE CM Tools

ClearQuest and ClearCase, IBM Rational software configuration management tools have been selected by VA as the standard tools to manage and control software products. ClearQuest provides the workflow management for Change Requests. ClearCase provides access control, version control and baseline management for system artifacts.   These tools will be used for version control, automated workspace management, and parallel development support to enable the CM team to have instant, controlled access to the products they need to create, update, build, reuse, and maintain FLITE products.

These CM tools will be used to: 

· Integrate software configuration management and software change management to improve traceability and control across the software development lifecycle.

· Provide version control, automated workspace management, parallel development support and build auditing 

· Provide defect tracking, process automation, reporting and lifecycle traceability 

· Integrations with the VA standard Rational tool for requirement design, development, build, test and deployment tools to enable software delivery and lifecycle traceability from requirements through production 

· If approved by VA, can be used for electronic signatures, user authentication, user authorization and audit trails to help meet compliance requirements 

.   

Appendix A: Glossary

	Acronym
	Definition

	AAC
	Austin Automation Center (Renamed CFD in the interim & is now AITC)

	AEMS/MERS
	Automated Engineering Management System/Medical Equipment Reporting System

	AITC
	Austin Information Technology Center (Formerly AAC & CFD)

	BRD
	Business Requirements Document

	CCB
	Change Control Board

	CI
	Configuration Item

	CMDB
	Configuration Management Database

	CM 
	Configuration Management

	CMP
	Configuration Management Plan

	CMT
	Configuration Management Team

	CR
	Change Request

	DBA
	Data Base Administrator

	EDI
	Electronic Data Interchange

	FAR
	Federal Accounting Regulations

	FLITE
	Financial and Logistics Integrated Technology Enterprise

	FMS
	Financial Management System

	FSIO
	Financial Systems Integration Office

	ICD
	Interface Control Document

	ICCP
	Integrated Change Control Plan

	ITIL
	Information Technology Infrastructure Library

	IV&V
	Independent Verification & Validation

	LDAP
	Lightweight Directory Access Protocol

	O&M
	Operations & Maintenance

	OED 
	Office of Enterprise Development

	NIST
	National Institute of Standards and Technology

	NIST FIPS
	NIST Federal Information Processing Standard

	PIR
	Production Incident Report

	PMA
	President’s Management Agenda

	PMB
	Performance Measurement Baseline

	PMO
	Project Management Office

	PPR
	Production Problem Report

	RAM
	Responsibility Assignment Matrix

	RR
	Readiness Review

	RTM
	Requirements Traceability Matrix

	SAM
	Strategic Asset Management

	SEI
	Software Engineering Institute

	SME
	Subject Matter Expert

	SOA
	Service Oriented Architecture

	SP
	(NIST) Special Publication

	SQAS
	Systems Quality Assurance Service

	SP
	Service Provider

	SSP
	Shared Service Provider

	SSO
	Single Sign On

	TIR
	Test Incident Report

	UI
	User Interface

	USP/SD
	Unicenter ServicePlus Service Desk

	UAT
	User Acceptance Testing

	VA
	Veterans Affairs  (Department of)

	VAAR
	VA Acquisition Regulations

	VACO
	VA Central Office

	VARO
	VA Regional Office

	VBA
	Veterans Benefits Administration

	VHA
	Veterans Health Administration

	VISN
	Veterans Integrated Service Networks

	VISTA
	Veterans Health Information Systems and Technology Architecture

	VIE
	Vitria Interface Engine 

	VMP
	VistA Maintenance Project

	WBS
	Work Breakdown Structure

	WO
	Work Order


Appendix B: Sample List of Configuration Items 

Note: Refer to the RAM & PMP for a complete listing of Configuration Items
	Name
	Method of Control
	CI Owner

	Configuration Management Plan
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM.
	FLITE Program Manager, IFAS and/or SAM Project Manager

	Project Management Plan
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  

	Concept of Operations (CONOPS)
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  

	Business Requirements Document (BRD)
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  

	Interface Control Document (ICD)
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  

	IFAS Hosting and O&M Requirements
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  

	Security Plans

System Security Plan

Security Risk Assessment

Security Control Assessment Plan and Report

Privacy Impact Assessment

Contingency Plan

Incident Response Plan

System Interconnection Agreement
	IBM/Rational ClearQuest & ClearCase for IFAS & FLITE; AITC's USP/SD for SAM
	FLITE Program Manager, IFAS and /or SAM Project Manager  


Hardware Software Database Configuration Items

Hardware, software and connectivity components will be hosted at the contractor site and AITC. 

Hardware

The hosting data center will furnish and house all hardware within a secured data center facility.  Hardware will include but will not be limited to:

· Servers (DBMS, application, web, reporting, etc.), fully configured and the associated cables

· Racks and rack mount hardware

· Networked storage devices

· Firewalls

Software

All software required for the implementation, testing and production deployment of the IFAS and SAM solutions will be hosted in the IFAS contractor’s or AITC’s secured data center facilities.  The software components will include but will not be limited to:

· Operating systems including all software required for partitioning, clustering, virtualization, etc.

· Database management system including all software required for partitioning, clustering, etc.

· Applications and packages

· Backup and recovery applications

· Network, OS, DBMS and application monitoring packages

· System implementation packages (requirements management, test management, etc.)

· All project related software modifications and releases, regardless of size or significance

� VA Strategic Plan FY 2006-2011.


� President’s Management Agenda, http://www.va.gov/budget/report/HTML/management-discussion-analysis/agenda/index.html.


� FLITE Program Guiding Principles, Presentation for the Office of Management and Budget, March 21, 2006.


� NVA and the FLITE program have decided to implement and host the Integrated Financial Accounting System (IFAS) using a federal or commercial service provider.  Since the term Shared Service Provider is used in the FMLoB guidance to designate a certified federal provider, this document uses the more generic term “Service Provider” to reflect the fact that the IFAS contract can be awarded to a federal or commercial entity..


� The Austin Automation Center (AAC) is now called the Austin Information Technology Center (AITC).  Document names have not been changed, however, in order to maintain the integrity of the reference.


� Sections 2.2.1 through 2.2.3 are excerpts from AAC Directive 6215, Sec. 4
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