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Department of 
Veterans Affairs Memorandum 

Date: March 17, 200 3 
VAOPGCADV 3-2003 

From: General Counsel (02) 

Subj: 
Health Insurance Portability and Accountability Act Applicability in VBA 

ro 
Director, Compensation and Pension Service (21) 

QUESTION: Whether the Health Insurance Portability and Accountability Act 
(HIPAA) Privacy Rule applies to Veterans Benefits Administration (VBA). 

DISCUSSION: 

BACKGROUND 

1. You asked the Office of General Counsel thirty four questions concerning the 
application of the privacy provision of the Administrative Simplification subtitle of 
the Health Insurance Portability and Accountability Act [Pus. L. No. 104-191, 
Title 1, Subtitle F (§§ 261-64) (1996)], to VBA, particularly the Compensation and 
Pension (C &P) Service. 

2. Section 264(c)(1) of the HIPAA tasked the Department of Health and Human 
Services (HHS) with promulgating standards to protect the privacy of individually 
identifiable health information as defined in 42 U.S.C. § 1320d(6). HHS promul
gated the standards, with subsequent amendments, in regulations located at 
45 C.F.R. Parts 160 and 164, commonly referred to as the Privacy Rule. 65 Fed. 
Reg. 82462-82829 (2000), as amended by 67 Fed. Reg. 533182-273 (2002). 

COVERED ENTITIES 

3. In the first paragraph of the 2000 Federal Register notice, HHS stated that the 
Privacy Rule applies to "health plans, health care clearinghouses, and certain 
health care providers." See also§ 160.102, and §§164.104, 164.106, 164.500. 
The Privacy Rule refers to these collectively as covered entities. 45 C.F.R. 
§ 160.103. The threshold question then is whether VBA constitutes a covered 
entity. 

4. A health plan provides, or pays the cost, of medical care, as the term medical 
care is defined in 42 U.S.C. § 30099-91 (a)(2). 42 U.S.C. § 1320d (5). Medical 
care in the pertinent part of that subsection, refers to diagnosis, cure, mitigation, 
treatment, or prevention of disease, and the affecting of any structure or function 
of the body. 
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5. A health care clearinghouse is referred to as an entity which translates health 
information from one format to another and forwards it, (42 U.S.C. § 1320d (2)), 
and is not relevant for this opinion. 

6. A health care provider is defined under 42 U.S.C. § 1320d (3) as: 

• a provider of services as defined in 42 U.S.C. § 1395x(u), i.e., 
hospitals, c ritical access hospitals, skilled nursing facilities, 
comprehensive outpatient rehabilitation facilities, home health 
agencies, and hospice programs; 

• a provider of medical or health services as defined in 42 U.S.C. 
§ 1395x(s), e.g., physicians' services, office-type services and 
supplies furnished incident to a physician's professional service, 
diagnostic tests, therapy, dressings and casts, durable medical 
equipment, ambulance service, prosthetic devices, vaccine, nurse 
anesthetist services, and mammography and other types of 
screening or 

• anyone else who furnishes, bills or is paid for health care in the 
normal course of business. 

7. The Privacy Rule defines health care as care, services, or supplies related to 
the health of an individual. Health care includes but is not limited to, preventive, 
diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and 
counseling, service, assessment, or procedure with respect to the physical or 
mental condition, or functional status, of an individual or that affects the structure 
or function or the body, and dispensing of an item in accordance with a 
prescription. 42 C.F.R. § 160.103; italics supplied. The term "assessment" was 
added to the definition when the final rule was adopted in December 2000. 
Explanatory regulatory material published with the change stated "assessments 
are conducted in the initial step of diagnosis and treatment of a patient. If 
assessment is not included in the list of services, the services provided by 
occupational health nurses and employee health information may not be 
covered." 65 Fed. Reg. 82572 {2000). 

8. Given the functions and activities set forth above, it seems clear that certain 
components of VBA are not covered entities: Education Service, Loan Guaranty 
Service and Insurance Service.1 Similarly, most activities of C & P Service are 
not of the type listed above for covered entities. However, since a C & P 
examination could arguably fall under the definition of "health care," and thus 
possibly be deemed an activity of a "health care provider," we will examine this 
activity in more detail before characterizing C & P Service. 

' We will consider whether any activities of Vocational Rehabilitation and Employment Service 
constitute covered entity activities in a subsequent memorandum opinion. 
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9. As indicated above, under the Privacy Rule definition an entity may be 
a covered health care provider if it engages in the performance of an 
"assessment .. . with respect to the physical or mental condition, or functional 
status, of an individual." C & P examinations are intended to, and do, provide 
evaluations of the physical or mental status of applicants for VA benefits. 
However, the quoted language appears to contemplate a meaning and purpose 
quite different from a C & P type of assessment. The statutory and regulatory 
definitions of health plan and health care provider include the following terms to 
describe their health care activities: diagnosis, diagnostic, test, screening, care, 
treatment, therapeutic, therapy, anesthetist services, vaccine, dressings, supplies, 
equipment, cure, mitigation, rehabilitative, maintenance, palliative and preventive. 
The common denominator of these many terms is the focus on active intervention 
for the purpose of affecting the health status of an individual. Evaluation or 
"assessment" of the individual's condition in the context of these many terms is 
clearly for the purpose of selecting a course of action to improve that condition. 

10. The December 2000 comment of HHS explaining why "assessment" was 
added corroborates such an understanding when it identifies "assessment" as an 
early step in the diagnosis and treatment of a patient. In contrast, while a C & P 
examination may constitute an "assessment" of the physical or mental condition 
of a VA beneficiary, it is not for therapeutic intervention. The C & P examination 
is to assess for the entirely different purpose of compensating an individual 
monetarily or otherwise for a loss of physical or mental function. Since the 
purpose of this assessment is not care and treatment, we conclude that the 
performance of this examination activity does not constitute "health care," and 
thus falls outside the scope of the activities of covered entities. 

11. Accordingly, we conclude that C & P Service is not a covered entity and that 
the HIPAA Privacy Rule does not apply to VBA C & P examination records. It 
follows that when a th ird party entity performing C & P examinations on behalf of 
VBA, including VHA, creates such records, they are not protected by the Privacy 
Rule. 

PROTECTED HEALTH INFORMATION HELD BY 
NON-COVERED ENTITIES 

12. The Veterans Health Administration (VHA) is designated a health plan as to 
care provided or paid for under Chapter 17 of title 38, United States Code. 
42 U.S.C. § 1320d(5)(J). VHA's treatment activities also satisfy the definition 
of a covered health care provider. 42 U.S.C. § 1320d(3); 45 C.F. R. § 160. 103. 
Consequently individually identified health information created or maintained by 
VHA for VHA purposes, (as opposed to VBA purposes as discussed above), is 
protected from use or disclosure not authori zed by the Privacy Rule. On the other 
hand, since VBA is not a covered entity, the Privacy Rule does not apply to 
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protected individually identifiable health information once it is received by VBA 
(with the possible exception of Vocational Rehabilitation and Employment 
Service). HHS agreed with that conclusion when it determined that it lacks 
authority under HIPAA to make the Privacy Rule applicable to non-covered 
entities. HHS summarized this analysis when it said: 

[O]ur jurisdiction under the statute is limited to health plans, health 
care clearinghouses, and health care providers who transmit any 
health information electronically in connection with any of the 
standard financial and administrative transactions in section 1173(a) 
of the Act [the Social Security Act]. These are the entities referred 
to in section 1173(a)(1) of the Act and thus listed in 160.103 of the 
final rule. Consequently, once protected health information leaves 
the purview of one of these covered entities, their business 
associates, or other related entities (such as plan sponsors), the 
information is no longer afforded protection under this rule. 

65 Fed. Reg. 82567; italics supplied. 

A SPECIAL VA EXCEPTION: DISCLOSURE FOR ELIGIBILITY PURPOSES 

13. A disclosure of protected health information by a covered entity to another 
entity is generally not permitted without a prior written authorization or an 
exception provided by the Privacy Rule. 45 C.F.R. § 164.502. The Privacy Rule 
provides an exception that generally permits VHA to provide protected health 
information to VBA for claim adjudication and benefits delivery purposes. 
42 C.F. R. § 164.512(k)(1)(iii) states: 

A covered entity that is a component of the Department of Veterans 
Affairs may use and disclose protected health information to 
components of the Department that determine eligibility for or 
entitlement to, or that provide, benefits under the laws administered 
by the Secretary of Veterans Affairs. 

Not covered by th is exception, however, are psychotherapy notes and any 
protected health information, which is being disclosed for marketing (generally, 
communications to encourage the purchase or use of a product or service). 
45 C.F.R. § 164.508. Psychotherapy notes will be discussed in detail in a 
subsequent opinion. Thus, except for psychotherapy notes and marketing efforts, 
individually identifiable health information may be provided by VHA to VBA to 
determine eligibility for, or entitlement to, or provide benefits under laws 
administered by the Secretary of Veterans Affairs without need for a written 
authorization. Moreover, as stated above, once it becomes VBA information, it is 
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no longer subject to the protected health information requirements of the HIPAA 
Privacy Rule. 

SUMMARY 

14. We have applied the conclusions set out in this opinion to many of your 
specific questions; see Addendum, attached. It should be recalled, however, 
the individual ly identifiable health information once in VBA's possession is not 
unprotected. As you know, it continues to be protected by Federal statutes, 
such as the Privacy Act, 5 U.S.C. § 552a, 38 U.S.C. § 7332 where applicable, 
and 38 U.S.C. § 5701 (a). As is currently the rule, VBA may use and disclose 
individually identifiable health information only as authorized by these statutes. 
We have not set forth this qualification to the answers that follow to avoid 
repetition. Nevertheless, these provisions must always be considered in the 
circumstances presented by your questions. 

15. If you have any further questions about the answers provided in this 
memorandum, please contact Jeff Corzatt at 273-6362. 

HELD: 

VBA, with the possible exception of Vocational Rehabilitation and Employment 
Service (which will be considered in a subsequent opinion), is not subject to the 
HIPAA Privacy Rule. 

Except for psychotherapy notes and disclosures for the purpose of marketing, 
health care information protected by the HIPAA Privacy Rule may be disclosed to 
VBA by VHA without written authorization if such disclosure is for the purpose of 
determination of eligibility for or entitlement to benefits or for the administration of 
benefits. Once it is received by VBA, it is no longer covered by the Privacy Rule. 
The information may still be protected by the Privacy Act and the VA 
confidentiality laws (38 U.S.C. §§ 5701 (a), 7332), however. 

Compensation and Pension examination reports prepared for VBA by VHA or any 
other entity, such as a contractor, are not covered by the Privacy Rule since that 
entity is acting as an agent of a noncovered entity in preparing such reports. 

~5~&•··,. 
Tim S. McClain 
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ADDENDUM 

ANSWERS TO SPECIFIC QUESTIONS ABOUT THE APPLICATION 
OF THE HIPAA PRIVACY RULE 

Set fo rth immediately below are answers to most of the questions that VBA asked 
concerning the application of the HIPAA Privacy Rule . These answers apply only 
to activities of VBA. They do not apply to the Veterans Health Administration. As 
the remainders of the questions are resolved, we will provide the answers in 
subsequent memoranda. (An explanation rather than a question was presented 
under QUESTION 1.) 

QUESTION 2: Does protected health information generated elsewhere retain that 
protection after transfer to VBA? 
ANSWER: No. 

QUESTION 3: What obligations, if any, does VBA have concerning the notice 
requirements of the Privacy Rule if it applies to protected health information 
provided to VBA? 
ANSWER: VBA has no obligations concerning the notice requirements of the 
Privacy Rule. 

QUESTION 4: Are there any new obligations if it does not? 
ANSWER: No. 

QUESTION 5: Does HIPAA impose any added restrictions on access to or 
disclosure of information in VBA claims files beyond that which already exist 
under the Privacy Act or under our routine uses? 
ANSWER: No. 

QUESTION 6: Is a Rating Decision which discusses and documents the 
veteran's health and claimed disabil ities a protected medical record under 
HIPAA? 
ANSWER: No. 

QUESTION 7: Is a C&P examination report a protected health record within the 
meaning of HIPAA? Does the answer depend on whether it is conducted by the 
Veterans Health Administration or by a private contractor? 
ANSWERS: No. Not applicable. 

QUESTION 8: Assuming that the answer to question five above is in the 
affirmative, VBA obtains disability examinations from both VHA and a private 
vendor who does more than 70,000 examinations per year. Currently that vendor 
is OTC Corporation and VBA is currently engaged in a rebid of the contract. In 
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light of that we have the following questions [questions omitted in light of the 
response]. 
ANSWER: This question is not applicable, since the answer to question five is 
11 no." 

QUESTION 13: Please clarify what constitutes a valid authorization and a 
defective authorization? 
ANSWER: A valid authorization meets all the requirements specified in 45 CFR 
164.508. (Attached) A defective authorization does not. VBA will not need a 
Privacy Rule authorization to disclose health information received from VHA or 
another covered entity. However, if VBA seeks health care information protected 
by the Privacy Rule from a covered entity other than VHA, a valid authorization 
from the VA beneficiary will be required, unless an exception to the Privacy Rule 
applies. 

QUESTION 14: Does information gathered by a VA field examiner on the health 
of a beneficiary for whom a fiduciary has been appointed constitute a protected 
health record within the meaning of HIPAA? 
ANSWER: No, information created or gathered by a VA field examiner, including 
information gathered from a covered entity, is not subject to the HIPAA Privacy 
Rule. 

QUESTION 15: Does VA's current policy of recognizing a licensed attorney as a 
POA if the attorney asserts representation on his/her letterhead meet the 
requirements of HIPAA for purposes of provid ing access to protected health 
information? 
ANSWER: Because medical information in the possession of VBA is not 
protected health information, the HIPAA requirements do not apply to access to 
such information by a licensed attorney when the information is maintained by 
VBA. 

QUESTION 16: Does a request from a power of attorney (veterans service 
organization, agent or attorney) under the Privacy Act and/or Freedom of 
Information Act for records from a claims, vocational rehabilitation or guardianship 
file require a HIPAA compliant release for VA to release these documents? Or 
may VA release such documents if the request is made over the POA's own 
signature and on the individual's or organization's letterhead? 
ANSWER: Because VBA is not generally subject to the HIPAA Privacy Rule, a 
HIPAA-compliant release is not required to release protected health information 
contained in a veteran's VBA records to the current holder of the veteran's POA. 
As indicated above, we will address the vocational rehabilitation records in a 
future opinion. 
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QUESTION 17: Does the provision of information and access to a claims file to a 
POA constitute a disclosure that must be disclosed to the individual about whom 
the record re lates and/or that must be documented and cataloged on a six year 
rolling basis as required by 45 CFR 164.528? Please explain the minimum 
information that must be contained in the notice to the individual and any time limit 
that may exist about notification. What is the minimum information that must be 
maintained on the rolling log? Must the rolling log be maintained in the VA folder 
or as a separate system of records or both? 
ANSWER: These questions presume that the VBA claim file contains information 
protected by the Privacy Rule. Because the Privacy Rule does not apply to the 
claim file, the HIPAA requirements to account for disclosures do not apply. 

QUESTION 18: We understand that HIPAA applies as long as records on an 
individual exist, even if that individual is deceased. How does this affect the 
ability of a survivor to f ile for benefits to include appointing a POA to represent 
them? Can the POA who is representing the survivor review records of the 
deceased? If so, under what conditions? 
ANSWER: While the Privacy Rule does apply to the protected health information 
of decedents when maintained by a covered entity, the Privacy Rule does not 
apply to VBA records. 

QUESTION 20: VA provides information to other federal, state and local 
governmental bodies in the course of business, often without a release from the 
beneficiary. [Examples deleted] Would these require us to get a new release 
form? 
ANSWER: Since the Privacy Rule does not apply to VBA, it need not obtain a 
HIPAA-compliant authorization before making disclosures to other governmental 
entities. 

QUESTION 24: 45 CFR 164.512(e)(1)(v)(B) says in part "(B) Requires the return 
to the covered entity or destruction of the protected health information (including 
all copies made) at the end of the litigation or proceeding." Please explain the 
applicability of this provision to the VA claims process? [rest of question deleted.] 
ANSWER: Because the HIPAA Privacy Rule does not apply to VBA claim 
proceedings or records, this HIPAA Privacy Rule provision is inapplicable to the 
VA claims process. 

QUESTION 25: Does the current [VA form] 21 -4142 meet the requirements of 
HIPAA? If not, how should it be modified? Do we need a separate release for 
psychotherapy records? 
ANSWER: In order for VBA to obtain protected health information from a covered 
entity pursuant to a prior written authorization of the patient, that authorization 
must meet the requirements of 45 CFR 164.508. Under that section of the 
Privacy Rule, a separate authorization is required for psychotherapy notes. Thus, 
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if VBA seeks medical information other than psychotherapy notes and 
psychotherapy notes from the same private sector covered health care provider, 
VBA will have to provide the provider with two authorizations. 45 CFR 
164.508(b)(3)(ii) . (If a more-restrictive state or Federal law applies to the medical 
information sought, as now, VBA would have to use an authorization that meets 
the requirements of the applicable law.) 

QUESTION 26: Do the current P-22 Appointment of a Power of Attorney and 
P-22A Appointment of an Agent meet the requirements of HIPAA for purposes of 
providing access to claims files and guardianship files? If not how should the 
forms be modified? 
ANSWER: The HIPAA Privacy Rule does not apply to the claim and 
guardianship files. 

QUESTION 29: Does HIPAA require us or is it to our advantage to republish our 
routine uses prior to April 13, 2003? 
ANSWER: Because the HIPAA Privacy Rule does not apply to the VBA systems 
of records subject to the Privacy Act, it does not require VBA to republish its 
systems of records notices. However, many VBA systems of records have not 
been republished in some time. For example, it would appear that VBA has not 
republished its system of records for Compensation and Pension claim file 
records, VA System of Records 58VA21/22 since 1976. See, e.g., the Federal 
Register notice at 63 Fed. Reg. 37941 (1998). Under 1999 guidance from the 
Office of Management and Budget and a Presidential Memorandum for the Heads 
of Executive Departments and Agencies, Federal agencies are to conduct a 
review of their systems of records, update them, and republish them where 
necessary. Accordingly, it would appear appropriate for VBA, regardless of the 
HIPAA Privacy Rule, to review, and as necessary, update and republish its 
Privacy Act systems of records notices, including routine uses. 

QUESTION 30: We believe that the required compliance date for HIPAA is April 
14, 2003. What sanctions, if any, exist for non-compliance with the various 
provisions of HIPAA and its implementing regulations? 
ANSWER: The HIPAA Privacy Rule is inapplicable to VBA claim records. 

QUESTION 31: May a veteran waive his HIPAA rights in a manner similar to that 
whereby a military retiree waives his/her right to retired pay to receive 
compensation in advance of the final decision on his/her claim?" 
ANSWER: There is no authority under the HIPAA statute or Privacy Rule for an 
individual to waive his/her rights under the Rule. We note that the only "waiver" of 
rights provision in the Privacy Rule that we can identify is a temporary 
"suspension" of the right of access to medical information by participants in 
clinical research if certain conditions are met. 45 CFR § 164.524(a)(2)(iii). 
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QUESTIONS 32-34 presume that the HIPAA Privacy Rule applies to VBA claim 
records. 
ANSWERS: Since the Rule does not apply to these records, there is no need to 
answer these questions at this time. 
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C:\JU:-c-b}'lhcori~i11:1tur ofthi.- • 
1:-}dHthl.'rapy lh lll'l> Ii.- 1n,11111cn1: 

tli) L!:-1.· or di:-dl•~un.· tty d,,. \'vwr cd 
..:mity for i1s ll\\'ll 1r.1inins. J)rtt:ram.s in whkh 
:-1ucJrn1s. 1r:1inecs. o-r p1.'lc1i1ionc1s in ITh.'11131 
hc;ilth k-:irn undc,- supcrvis ioo h• pr.1l'tiL'C tlf' 
imprm~ 1hcir.d1,ills in grou.p.j c,int family. ,,r 
io1Jh·idual c('ovn~•ling: or 

f(') U$C' or distlcl$urc hy 1hc nw~r1.-,J 
l'mi1y lo dcfc1ld il~lfin ;1 ICt:~I ;1l' lion 11r 
11th1;r pn.>1.\:l"'{Jini; hmu!,'111 b~· the i11d1ndt1a.l: 
:111d 

(ii) 1\ U:,(; Ohlisd ,t:un: th:11 ii:. fl\lUll'Cll hy 
§ l (,4..'i02(;11(2 l(ii) ur prnrnU\'ll hy ~ 
1"4.5 12(;1): § 161,$ 1:?(d) with n,'$f'ICXI lb 1hc-

11V\'tsish1 (1(1hc 10i;in;ili}t M1hc 
psyd1c11hcr:1p)' 1)r11cs: § IC,4,,5 I :!f!!U I l : \Ir § 
I fl~.512(.i)C I lfi). 

13) , l11l/111n·:u;i11r1 l'l't/llln'd: :1!11d.,!li11f,t.. 

ti) N<•I\, ithst:indin~ :111y pnwisit.111 llr 

1hl.-: $Ubfl;l r1, CllhC'r 1h:m the u·.u1si1i<.m 
prnvisillOS in§ IC'4.532. a COVC'rcd ._-,llily 
nu" I ob1:1in an :.iutho,iz:niw) for any u.c:.c M 

J i~k,sure o(pr11tl'\'l(·ll h<:ullh informati<m li'>r 
lll!U'h'ting. OICCj)l if1hc 1.'0nlmt111ic.,1i(111 i~in 
the lonn of: 

(Al A fa1.'1.' · t11, fh<.·<: con1monk:11i,)n 
m:1l!c h;· ;1<.'Ol'Cl\'J <.'n tity ti) an indi, illu:il: d r 

I B ) 1\ prom.nlil,nal _ci li 111' numi1sil \":1.,,,: 

rwcwid,:d b y the rnwn.,I ,·nti1y. 
(ii) lr1hc niarl;i•1in!! i1m1lw s tli1x·i;1 or 

mdir,:ct rcmmcr;11ii.111 ,~ 1hr l'O\<t'l'\'\I ,·mil\• 
fr(lm a th ird pany, 111<.· :1u1hori~.:11fo11 mu:-1· 
~I IJ' SU\" 
(h) /111plf,11'1('11ta1i'uu ,\'f),.'<"{lic-u1k111..,;; .<.t.t'IICYul 

1'<'1/lllr f'llfl~lll.f. 

f I> V11fitl tmlhori:u1io11.(, 

(i) A \'~1lid ,mthorii:11io,1is a ,lcx:rnnem 
!h:u mc,."tlt the n:quircmcnts in patr1i:1~1phs 
(a}Ol(ii}. (c)( Il . :md lc)f21 of 1hi~:-,:,,L-1i110, :is 
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:,pplh.ihk. 

IiiJ :\ \ ;1lill :t1!1lh•t&:111111) 111:1~ ,~1111:iin 
,:km,·111;. 111 11111,rin:11,l~) 111 :1<t\ll1i,u to 111,: 
,·knw1:t),. l\'llllin.-,1 h~ thi:- x\·1 i1i1L ll'"''«k,1 
1h.,1 ;.ud1 :111Ji11t111:1 l \· kin\·nt:,: vr ml,u)l~n,1111 

;1(\• UUI lll\'1•11:-i:,;1,:nt \l'llh Ill\.' d \ lU1.'Ub 

r,·1.1ui t\:ll hy1hi:- ;.,'\' lio11. 
I:!J h,:J,, ·111·••,mthm'f:,1111,11,\', .\ n 

:m1h,1ri1a1i,11 ii: 11111 \~1lill. ift hi: 1lu,·um,: 111 
:-uhmim,-..11..:,:- :my v(1hl" (ulklw in}' tk i(.'\' t-:: 

I j J'l11c; cspir.,1i<,l ll:u,: h:,),. f>J.<Sl'dII( 1h,· 
,:~11im1 iun l'\\·111 ii: i;n1)\\ ll lw lhl• t ·m·,YI.\I 

,·n1ity1t• h;1\\·1•c,·u m.-<.1: ' 

<ii) Th,: .1111he11i~:11ion 11::i:,: 0 01 h,:rn fill,.•,1 
11111c,m.,k1dy. ,,·11h n.'~fh.'\:1 111 ml ,knMlt 
1k:,nihl'\I hy J11:1r;1 ,!:r.1ph k) tif1hi;i.:,,.:l·1i,-.1. if 
:,ppli \·ahlc: 

(iii) l h,: :1111hur1;:a1i11n i:- kncP.1·11 lw 1lw 
l '11 \ 'lTCll 1.,11i1v in h;ivc 111;<.·n n.'\'Otl'd: · 

11\' I Tiw ;m,h1..-i1,a1inn vi1\la1r~rx,~•}:1:1pli 
lhk3t 11r (-lJ of ll1i:,1 $l'l.'ti1>n, j ( ;1pt"1lil'ahk·: 

(,·1Any ulaii:n:d infon11;111on i-11h-1: 
;mll1ori:t.ui110 ii: kll\l\\11 t,,· llh'\'11\\n·,1 \'1)111\

J1,1 h,: fol,\·, . . \ 
(.•J ( .,,,,,,.,,111,I ,1111/1ol'i:111io11s. ;\11 

:mlhl'lfi7.:ll ion ((Ir USC or di r.c ll)Surt:-(lf 
r rn11.,·1cd h,-al th inlilrm:ition may nm h(: 

l' lllllh incd wi1h ;u1y mhc, tl(ll:Ullll'lll I(\ erc:11,· 
:, ,·ompouml au1hC1ri?.:11ion. \..."(C~pl :;i:,: follow~: 

Ii) ,\ n t!Ulht\ril':Ui()I) li!f" 111." lt'i).• 11r 
1lisdo:-ul\' •>f f'lr',>1 \·.:t1.•d lx-;1hh in Ji>c 111~111,,11 f,.r 
a r,·,~::m:h ~u,I~ m:,~ hoe.· i.-,11uhm,,I ~• uh ;111;, 
11lh\T IYl)I.' t•f \H llt01 f''°l:t111i:-sinn liv lh\" :-:,n.... 
n·s<::nd1 $1ud~·. 11)duJini :ml,1h-1.-r 
:,t11lwrh;1tion (c ir the u:,;:c ('I' ,U~·l,15'1rc .,f 
r,rull'l' lnl hl-.ilh iufr1nm11ion for :,;.11ch n::-~·:in:h 
ur :1t'U\'(\'IU 10 1,ar1idpmc- in :,ul'11 n:~ar-.:h: 

(iii ,\n :eu!hoNr.:1111111 li1r a 11.-:1:11( 
, li,,·li•~ur,· 1,f1t<,d1111h,·r.11w not,·:- 111:" ••11 h 

Ii..: t·1101hi111.•ll ,, i.th :moll)('f ;1111hvni:11i;,n h\~ :, 
u~,· or Jisdit-uri: 11fp:-who1hl•r::1p, tk l\1.'S-: 

(iii) An :1t1th o ri .tat im unclct ii,ii- i-c:, iiun, 
,11lwt 111:in ;111 :1uthvri.-:mil'1n fl•r a Lt(C 1)f 
Jisd1~111\' of 1'11'-~\'hlit lWt:'lpy 1101,•;;. 111:1,v~ 
t·umhinnl wi1h:myo1ha~ud \ a11!h,)ri;,,;:t1iun 
1md:f Ihis S<:,:li<•n. \·xc<.·p1 wh1.11 a c11,•1.·rvtJ 
l'llli ty ~1:- 1.•11n(li1inn,:-d 1h1.' pnwi:,:i,'fl of 
1r,•:.-.1mcu1, P:t)'llh'Ol. c11mllt1h1ll in d)I.• l,,;;1hh 
pl,,n. c•r difihilily Ji ,r l-,,;1wli1~und,,•r 

p:1r:1_;:1;1rh l~)f~l t•l'this :S\'l'li11111111 th\· 
pnwision ofunc ol'th,· ;m1l1t,riz:11i1,ns. 

1.1> 1•,~1/1lM1im1 .,,, nm1li1i,111i11.~ ,f 
e1mh11r1:,1li11111. ,\ l 'tl\c.'tf, l 1.•111 i1" 111:1,· n, 1 
,·rn)l]nu,n lh\· p111,•1si1•11 111 :111 inli i,,d;1,1I1,f 
trc:iimnn. P:•Ylllli ll, cnrvllm<·nt Ill Ille l1,·;1h h 
111:m, lll' d 1~ihili1y !i)r h\i1dilsu11 tlx· 
l"M(IVision u(an uuthc..-i t.ilion. c:<cq'll: 

Ci) A nm:n°'J hc:)l1b rnrc pnn·i,.kT may 
t'oiwli1ilin tht- pn)\'isk,11 nf 11.·sl'.ll\'h•fd:1•nl 
1f\-;1lml'III vn rmvi:- tl)n of:111 t1111hvri1:11i1111 li ,r 
tl1,• US\.· oi di!~.:lo i:tuo: of('lfll lt~ll'1I hl,;111 1 
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11ll('lnn:11ion !()r i t•<'h rc~c1rd1 umkr 1hi!: 
:--1,.·,:lior,: 

(UI , \ lk:;,1h h pl;,n may l'Onl)il it•ll 
1,.•11<111111 11,.•111 in 1h'-' h1,.-:1l1h pk1n vrd1;:itiili1y fo,r 
b:.'fl<.'li1:- 11n pronsH.lfl vf:'ln :u,thorizauon 
"-'tJtrci: tcJ by lhc: hc-:1lth pJ;ul pritW' lo nn 
indi\•i1,.h1:'ll's <:nnlllmcn1 in 1hc hc;ihh pfan. i f: 

(:\) 'l'hc :mthotinui<.m :-rugh1 i:<: l(,r 1h1,.• 
111:tilth 1>1:m ·scli.!;ibilir)' or 1,.-nr0Un1,.•nt 
tlc1c:m1in:uiorl.$ rcl.11inl! 10 the imfo·i-du;il or 
for it.: undc1wri1ini or-1i$k r'.11in~ 
dctc011in:uions: :rnd 

(U) ihc nudk'>tit,1tion is 001for~ 11.-.~· tir 

di$Clo,,;urc of p.t;)'\:.hQlhcropy 001cs under 
r amgr.iph (n)(2) of1his m., ion: :md 

( iii) J\ covered ro1i1y 11"(1)' condition 1hc 
provision of hc:}•h rare th:'lt is ~ ldy l\u 1hc 
purpO!:C(lf<:n:atin,gprotCCIC'd hrolth 
inform:-i1)()n for di!>tk..<.urc 10 a third f10n)' 1111 
prm·):-icin ,,r:in :'lll!h(ll'iz:ition fot th<.: 
Ji~l1>s.ure oflhe ph'<ICl.' ICd he.11th infom1::iti(,»I 
1o sucl11hird p:iny. 

(5) lkrrx•11tim1 o{,1111/J,wi:111im1s. ,\n 
individual n1ay n:;\·ti;c an :1uth(Hita1ioo 
provided uOOcr 1his.scc1ion at siny lime. 
provided 1hat the rC\·o..~:ition js in wri1in.s,. 
cxcq,110 lhecxtmt thM: 

( i) llx: cov\'rcdcmi1y h~s taken nc1ion in 
rdiam;e thc-rcon: or 

( ii) Uthe :iu1horiz:11i<>n w:lS ob1:iincd os :t 
\'<,ndi1i,r,11 tlf001oining in!-ur:'lnec «n-em;..'<'. 
either bw prcwdcs ilk: insur,.,. \\'J ill the ri,t.:ht 
111 o:1)nt,;:s1 o daim w1du- the pflfic-y,,r 1hc 

1".llii.:)• it:-clf. 
((,1 /)onum·motim,. t\ 1.·o\·n·c(I entity rnt..t!-1 

Jtx-umcn1 :'ln(I n:t:i.in :my si~nc-J :1111hori~1tton 
under 1t1is »;,~lion ~ r,-quircd by§ 
IM.~:.11(_j ), 

(-.:) lmplewu:utmfon ,\'J><'l.',jit·ution:r: ( '11n.• 
t'lrm,·m s (llld r('q11ir<wu·11ts. 

( 11 Core c•lc·mt·m.t. A ,•:ilitl :'lt1lh«1riw1ion 
under 1hi:- section must co111ain;,1 k:1.S1 II~ 
followini; clcnl<::nlS: 

( i ) J\ dc:-criptioo of the information 10 tic 
11i:c:d 1-c di:-closed th:it ilknti tics the 
infonn:uion int\ s peci fic and n'l'.';mini:ful 
fashion. 

( ii) The name or otJ1cr $pccific 
iJ 1.-.1tif1c:ition Qf1hc pcl"SOn(~). or cbss ()f 
Pl'rsons.. ~1u1horii-x.·d to make 1hc n:~1ue:-1cd 1~ 
or cfo:do.-:ltn:. 

( iii) 'the'n:uncc,r 01hcr ~pccific 
iJcn1ifkm k111 o l' the pc1~<mls), nr da~ ol' 
fl'C.'!SOllS. I() v.hoin lbc 1.'0\'u'C<.I cnlilf may 
lll:1kc: I h C rt"<IUCSlcd u,c:e (Ir <.fisclosu I'(', 

( iv) A dc$C1ip1M>n ofC."ll·h pur('IO:{.C nf the 
,~-quc::;1cd u:,ic or disclosure:. The l#olcmcnt 
··a1 the n.>t1uc:st ofll'IC inJi\•idu.11"' isn 
J.u0icicn1 <.ksc.ripiim of 1hc purpo:.cwhen nn 
individ u.11 ini1.,1tcs. 11)c: ::iu1h<>riw1ion and ll~ 
1M.Jt. o r clcc1:- 00110, flrovide a s1a1enien1 ()f 

Ill\' J)UIJl(I:-\'. 

1,) ,\u l.'Xp ll~llltl!) J;,11: Ill :m l'.'<p1r.1til\n 
\'l'l'tll th:u rd:11,·J. tv ll1l' in<lin,lu;J ,,r 1!1,· 
l'llfl1'•"1.' ,1f 1h\' ''-'\' 111d1:-d1~Uf\' . ·1 ii\' 
:-1:11,·m,·u1 ··~, ,ti n l 1hc r..,.:,.:,rd1 :-1mi~... 
· · 1111ne,." or:Jmik,r bn~ u:~ l· i~ :-unid,:01 i l'ih,· 
,m1ho, i;,;i1ivn iJ. f,,r :.1tl.li(.' or lllJ.dos,uv \,f 
J)11•l l\: l ,·1I h1.~1hh inlimna111.,n fo r 1\ ·s.,~1rd). 
i11d\1lhng (11t th,· ,·l'\·;nion ;uMJ 111.;11111\·11:ml',• 1•! 
:a rcJ.1.-:i rch (bl:1h.1s.: or n::tltll'('h rcp,:..s.i101y. 

(vi) Signalur<: nf1hc in,lh·idual ;m.d d;,1.:. 
1r1hcauthori~11icm is s i):1lc:<l t,y ::1Pl'r~io.,I 
n::p r~"$(nt;11i"c of the indh iJ u:::il. : 1 dl.'.J.('rip1wn 
ul' :--11<:h n.~prc-~111:uiw·:- ;mlh(rtilv 1t1 :l\·I fi.,t 
lhc in1lhidl•:tl mu~ ::i l:,:1\ hi.: pr(l\;ilkJ. 

12) lk1111 in•~1 .,·1a1,•111,•111.,·. In ;1d1lili1111 hi th..: 
e,1n: dmll:1Hs, Ille au1~i;,;;;11lon nni:-1 Clul l:'lin 
s1:1temen1s adcqu:uc to place 1hc: inJi"idval 
on 1)1)1icc of:ill of the fo ltowi1lg: 

(i) The indi,idu;,l ' J. d~ln k1 rc\\ike 1hc: 
:1uthl'fiY.:11 ion i n wri1in~. ;md either: 

(A) 1'hc.· \'XCC'ptirm:,; l o the ri l,111 l o 

1<:,·ti.\· :rnJ :1 1k~,·rip1ion oftx1w 111,· 
inJivi1lu;1I m ;1v R.'\'t1l.e 11)(- ;1mhoriz:1 111m: 0 1 

(BJ To the l'Xte111 IJ1~t 1hi: infurnn1ion in 
par.it:rJph tc)(1 1(iXr\l (lf this-s«:ti1'l'I is 
included in the nt~icc requirQ.J b y § IM.5111, 
rt refcrcnoc 10 1hc 1.·<w~rc.-J en1ity·s uncH.:c, 

(ii) The :1hili1y or in:ih ility to t.:ilfltl ilion 
lfl";lll'lh'lll , r ;iyrnc.-nt. cnro lleu~nl or d igit,ili1~• 
Ji1r h,udi1:- tin 1h\· ;1uthorih1tk1n. l\rs1:11in i: 
\·i1h,r: 

( i\l Th\,· c.·11\'X'n:tl l'11tity m:ir rm1 
t.:1mtl11 i1m lf<::il1ll\"nl. paym~n1. c:(1r11llmcnl or 
dii-;ibil i1y for ~•nditJ. on wh<tl~l'r 1h: 
iudh·idu..il s igM 1he ;111thuriz,1H)n ,,h,·n 1hc 
prc,l1ihirion c.ln ~'\•mlit ioninl! ufau1lwri;,:i1i1n :,; 
io p:1r.:1\!r.1ph ~h l(4> ,, r thi:- i:l'\:1fon ;1Jlplic,: or 

11~1'fl1c con),o,·qu,•n1.•1;s 111 1hc indl\' i\ht:il 
vra l\'l'i.1..c:al 10 :-ign 1hc ~1111horii..11in1 when. in 
:t1.'Cof1l:m..:-.: ,,i1h p:1nlt3':1i,h (bl' -11 vf1 his 
i:cc1ioo. 1he c,n,.:rcll ,n1i1y c:io cundi1it1n 
trc:umcnc. ('Uf'O llmcn1 in 1hc- ht .illh pl:m. or 
di!;!ibili1y for brodi ll- on fitik1rc 10 11h1ain 
M•t.:h au1horii;1ticm, 

(iii) TI1c l'l(\ICllli:.d for infon n~1ti(!oll 
J isd1¥:<,:d p\1r.;-u:m1 II\ l hC au1hori2ati1,n l\"I hi:: 

s 11hj cc1 m r,,li~dt~urc hy1hc l\.',!ipi.-111,11d 1)0 
lon!-'CT he pti'>IC\:tcd ll)' this ~11hl):'ll'I, 

(J) / 0/11111 /o11;:11t1;!t' rr>,1uir1w11•11 f. ·nw 
au1lmr&..11ic1n muJ-1 he w1incn in pl:1in 
l:msu•i~•·· 

(~) { '"/(I' l11 lilt• i11,lil'h/t111I, If ;, l'll\'\'l\'tl 
,•ntil)' SC-0::> an ••\llhori1:11ion fr1111 :m 
in1livid11;1I fort1 \I.I;(' or tl isd tJC>11tc: (lfpl\~l'(:tql 

health inl'om\.:1ti11n, 1hc 1.·11Wl'\'\I co1i1y muJ.t 
prnvidc d1<; indh·id11:1I wi1h :t t:'l)pyo1'1hc 
:i.ii.:n<.'cJ uuth<lrii ;11im , 

§ 164.$10 Uses :111d cli$closun·s r('l1uil'i11:,: 
:1n u111>or1uni1y for lht indi\·idu:11 I() :11:..r<.•c 
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u r 111 (ohjr l'I . 

,\ \'\ut1\·;J cnmy m.:1y u-.\' orJisdn,:,, 
pr,,1,\·1,:J h.:.,kh infonn;:m,m , pM,111,:,1 lh:11 
th\' lnllilufu:d i, inlilnlh'ti in :1d\'o)t1,·I.' 111 rh \' 
HH' ,, r ,l1,-d1)i.11r.: ,111J h;1 , 11;,· •'l'(lo•1lu1111~ It• 

;1_;:1',·,· 111 " ' prvluhil t>I' r~·.-.1n,·11IK' ,~._,. or 
d i:,.,:lm,11r,·. 111 :1\.'\'ur;J:11~·..- ,\ ilh 11)1: :tJlph,•;,hk 
h'11mrc.·lll\'lltl> ,,f1hi~ .J.\'\' li1,n. 'fh,: \',1\ ·,·r,·,I 
..·mity m:1} 1x-:1lly inli,m1111.:: mdin\lu;1J o l :1111 
1ih1ain the ind1\'iJ u;11':,. ur..l :i~rt.'\:m,•m or 
11hjcc1i1,n hl :, u:.e 01 d i:-cltt,;tH\' (l<.l"miucd lw 
1hi,: :1,·c1ion. • 

1:, I .\'1,mdanl: m·,· ,md,J1:(do.,·11r,·/m: lad/il1· 
.ftrv,·rmi,•,·. 

I I I l', •ru1i tr,>tl 11:-c·.,· awl 1/i.,·1·/11.1·1ir1•. Exl-.,·pt 

wl)('n :m 1it'tjcc1i1il i:- C\jlf("!(.c;.:ll i ll ;:11.'.Cord~IOCC 
with p:1 m1;-fnphs (;iX2) ot 131,,ftlii$ J..:c1i1•n.:, 
tc1V("fl"tl h.:allh ,.,,n: 1m~·)dcr n13Y: 

(i) LJ~ lhc li, lk,win~ rm1,,.•1,·d l1c.t1hh 
i11fom1:11ion 11, m:1in1:1in ~• clil\TIOf\' of 
inJiddual,; in ill> l:idlity: . 

f/\J ll,t• indh id \1:11"~ n:mw: 
1In ll1e i11,li,·i1lu;1J':- " 'l':1111111 Ill lh,: 

\ 'O\ \'r\'I.I h,:;11\h \'<11'\' p r11n1kr's fa\·llny: 

IC'> Tl,,· intli\'idu:el':,. \lllltli11 t>0 
ck,..:rihl'II in gc,..::,al lcnn~ th:111lcic.,; UOI 
,·o rnrnullil':):tC: l-1'11.·d lk medi,, ,J i11(11nn:t1ion 
:il>i•ul lhi_• inJi,•ill u~1): :'.ln(I 

(f)) Tlw imli,i llU;1ri-rclit.:i"11J( 
:i11ili~1i1)fl : ;ml 

1iil f) j,.d, ,_:...• for 1litn·111ry p11rp,~·~ , u~·h 
1n(..n11:11ion: 

fA 11·0 nk"mh,.:r.,. of11~ clergy: \If 
I Bl f:.X.:l."!}t for rchgi11tl$ :1ftili:11ion. h• 

" l h\·rp;·rSl•)s whu.ii-l; for the in,lividual hy 
n:m w. 

(11 (Jp11ort111u'1y ,,, 11l>jc•,·1, I\ \'11 \·,-rcJ 
lw,1hh l ':m· prod1ll:r nm,1 infonn :111 
io1,li, i,i l•al ,,rah,· p-t1110i.·1 ,•1! l11.·:ihl1 mlurm:umn 
1h:i1 ;, rn,,y inl.'h11k- in .i d in:m.-y wxl 1h,• 
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