	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	Core Financial & Logistics System (CoreFLS)-2006

	OMB Unique Project Identifier:
	029-00-01-01-01-1050-00-402-124

	Proj. Mgr. 1 Name:
	Kevin Ruffley

	Proj. Mgr. 1 Phone:
	202-565-7847

	Proj. Mgr. 1 E-mail:
	kevin.ruffley@mail.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	Yes


 

	 


	Service Info Collected:
	Yes

	Medical Info Collected:
	Yes


 

	 


	Criminal Record Info Collected:
	Yes

	Guardian Info Collected:
	Yes


 

	 


	Education Info Collected:
	Yes

	Rehabilitation Info Collected:
	Yes


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	 

	Other Personal Info Description:
	 


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	15,000


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	Yes

	Public Source:
	Yes

	Other Federal Agency Source:
	Yes


 

	 


	State Agency Source:
	No

	Local Agency Source:
	Yes

	Contractor Source:
	Yes


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	Yes

	Concise narrative answer:
	Social Security Number (SSN), Person Names, Person Addresses, Person Phone Numbers, Eligibility, Disability, Patient Diagnosis, Patient Treatment, Patient Treatment Billing, Credit Card Numbers, Bank Account Numbers. The system manages financial and Logistics information related 16 interconnections with other agencies including Treasury, and other VHA, VBA and NCA Information Systems, for example: Automated Allotment and Control System (AACS), Budget Allotments and Budget Sub allotments data; Budget Construction Obligation Outlay System (BCOOS), Project, Obligation, Expenditure, and Disbursement Data; Capital Asset Management System (CAMS), Expenditures and Obligations data; Central Fee (CFEE), Vendor Detail, Payment Confirmation, and Payment Cancellations data; Citibank (CITIBANK), Cardholders and Credit Card Transactions data; Construction Management Information System (CMIS), Journal Detail and Management Accounting Detail data; Distribution Of Operational Resources System (DOORS), Journal Detail data; Decision Support System (DSS), Journal Detail data; and Financial Management System (FMS), Interim State Expense Transfer data; Geographic Distribution of VA Expenditures (GDX), Expenditure Summary Information data; GSA Advantage! (GSA), Vendor Invoices; Kathy Lee Frisbee Menu (KLF), GL Balances; VA Payroll and Accounting Integrated Data System (PAID), Payroll Journal Entry, Unfunded Expenses, Employee Personal Data, Payroll Accrual, and Billing Documents data; PC486 (PC486), Payment Vouchers and Cash Receipts; Department of the Treasury Financial Management Service, Payments, Payment Confirmation, Payment Cancellations, and Fee Explanation of Benefits data; Zegato Travel Management System (ZEGATO), Travel Orders/ Obligations data.


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	Yes

	Paper Forms Media:
	Yes


 

	 


	Computer Transfer Media:
	Yes

	Telephone Contact Media:
	Yes


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	 

	Concise narrative answer:
	Web Forms: The Production URL: http://vaww.coreflpd1.aac.va.gov:8026/OA_HTML/US/ICXINDEX.htm; Paper Forms: All Financial and logistics collections are approved OMB forms and contain appropriate consent and release information.


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	The mission goal of CoreFLS – integrate financial and logistics system for use throughout all VA offices. The mission statement of CoreFLS is "to provide timely, easily accessible financial and logistical information in a context meaningful for users." Therefore, the purpose of CoreFLS is to improve VA’s core financial and logistical business processes through implementation of a seamlessly integrated financial and logistics system based on Commercial-Off-the-S​helf (COTS) software products. CoreFLS addresses weaknesses of the current VA Financial Management System (FMS), Integrated Funds Distribution Control Point Activity Accounting and Procurement System (IFCAP), and related financial and logistics FMS interfaces, and supports VA vision and strategic technology plans. All information is necessary in order to provide management of financial and Logistics information related to 9 distinct modules: Accounts Payable (AP) includes the preparation, approval, scheduling, and processing of any transaction that results in the disbursement of federal funds. It is related to Accounts Receivable (AR) in the areas of funds offset and reimbursement of funds. Accounts Receivable (AR) includes the preparation of non-medical related bills, the application of cash receipts, and the processing of past due bill collection, which includes sending statements and dunning letters. Budget (BU) includes performing government accounting functions such as budget allocation, execution, and reporting. Fixed Assets (FA) handles the tracking and fiscal reporting of the VA's capitalized equipment. Fixed Assets integrates with Oracle Purchasing, Payables, Project Accounting, and General Ledger as well as Maximo. Asset Management (AM) includes activities related to the lifetime management of equipment and real property, facility planning, and facility maintenance through the third-party bolt-on product, Maximo. General Ledger (GL) maintains accurate account balances, creates and processes journal entries, and closes sets of books in a timely manner to produce financial reports as determined by VA policies and procedures. Inventory (IN) supports medical, surgical, and general supply material management through a third-party Oracle bolt-on product developed by Information Control called DynaMed. Project Accounting (PA) maintains the subsidiary ledger for project-based accounting. Purchasing (PU) processes requisitions into purchase orders, either automatically or with buyer intervention. It also processes inventory replenishment requisitions created through the two bolt-on products (DynaMed and Maximo). 


 

	 


	3.
	What is the intended use of the information?

	 
	Determine and/or provide both medical and other veteran benefits

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	Yes

	Concise narrative answer:
	CoreFLS is an integrated financial and logistics system for use throughout all VA offices.  It will replace many of the stand-alone systems currently in use throughout VA with one core system accessible from a desktop computer using an Internet browser. The use of a single, integrated system will position VA for the future and facilitate electronic commerce by replacing the numerous "stove-piped" financial and logistics systems currently used with one centralized system.


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	Yes

	Public :
	Yes

	Other Federal Agency :
	Yes

	State Agency :
	Yes

	Local Agency :
	Yes

	Contractor :
	Yes

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	CoreFLS must support two types of system interfaces: 
1) System users accessing CoreFLS via a web application on users’ Desktop workstations, and 2) System interfaces with either external or legacy systems that fall under the responsibility of various component agencies and/or the AAC. In general, logical system boundaries are located at the interface between CoreFLS and any external or legacy systems that interconnect with CoreFLS. As CoreFLS management does not have budgetary or operational control over system users and external or legacy systems, the responsibilities for these entities remains external to CoreFLS. Each connection type has distinct security considerations, described in the following sections. 
External or legacy systems interfacing with CoreFLS may have either unidirectional or bilateral connections, depending on the relationship between CoreFLS and the interconnecting system. 
Regardless of the direction of the connection, all systems have to establish Service Interconnection Agreements (ISA) prior to interconnecting with CoreFLS. More specifically, an ISA and Rules of Behavior need to be prepared for each interface and system identifying the potential risk of the system and interface to CoreFLS. The CoreFLS Project Director then decides if the identified risks are sufficiently mitigated, or if the risk is acceptable. 
The systems interfacing with CoreFLS are divided into 3 main categories: systems interfacing through middleware (Vitria), through Secure FTP, or through a data mover called Connect Direct. Each system interconnection must be documented in SIA specific to each interconnection. These documents serve as the basis for approval to allow for the interconnection of CoreFLS to these eternal systems. 


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	The CoreFLS system is not a public system. Individual do not have access to personal information through the CoreFLS application, however business user with a valid VA network account must following the defined procedures to obtain access to the system: 
Production Access for the CoreFLS Project staff requires that we follow the same approval process that is currently in place for all individuals requiring access to the CoreFLS Applications. 
                            §          Production Access Requests for CoreFLS Project Staff require that a User Access Request Form (UARF) be completed. 
                            §          All sections of this form must be completely filled out. 
                            §          This access request will be e-mailed to an appropriate designated functional lead that will complete the Change Order request in the UniCenter Service Desk Tool. 
                            §          This request will be tracked by the USD tool as well as be approved by the CoreFLS ISO before the Access Administration team completes the access request in the Production System. 
                            §          The access requests for production will also be verified with the VA project leads to validate the need and nature of the access being requested. 
                            §          This applies to PD1 - Production Instance. 
After obtaining user access credentials, a business user provides their information to the system; consent is implied as a requirement of conducting business within the system. All VA employees and contractors are required to sign a Non-Disclosure Agreement and agree to Rules of Behavior prior to any system interaction. This implicit consent is an agreement that information is not disclosed beyond its intended use. Veteran information (medical) is governed according to the Health Insurance Portability and Accountability Act (HIPAA) of 1996. 

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	 


 

	 


	6.
	How will the information be secured?

	 
	The CoreFLS C&A, based on National Institute of Standards and Technology (NIST) security controls, employs management, operational, and technical controls to establish a baseline security posture addressing the concerns of aggregated information. The minimum requirements for application level security services are identified in the CoreFLS C&A Requirements, January 2003 Revision. The following services that are addressed to safeguard the application security level are: 
· Identification & Authentication (I&A), 
· Access Controls, 
· Audit Trails, and 
· Integrity & Validation. 
Adherence to these baseline security safeguards is the first step to ensure that aggregated data is secure. CoreFLS security program completed the FISMA survey 2004 and an adherence to the Office of Cyber Information Security guidelines and National Institute of Standards and Technology (NIST) was followed for submitting a Certification and Accreditation package in mid May 2004.  The information security officer and financial lead monitor these audits on a weekly and or daily basis: 
Signon Audit Responsibilities 
Signon Audit Unsuccessful Logins 
Signon Audit Users 
Signon Audit Forms 
Signon Audit Concurrent Requests 
CoreFLS User Provisioning Data Extract 
Audit Flexfield values 
Audit Flexfield value sets 
Audit Payable invoices 
Audit Receivable customer transactions and transaction lines 
Audit Receivable adjustments 
Audit Receivable cash receipts 
Audit Receivable cash applications 
Audit Purchase orders, order lines, shipments and distributions 
Audit Vendors and vendor sites 


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	Yes, CoreFLS is part of the Privacy Act System of Records (SOR). 

	 
	If applicable, please provide the SOR Identifier.

	 
	85VA047 Chief Financial Officer and Fiscal Officer Designation and Certification Records System-VA


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	The PIA did not invoke significant choices regarding the collection of information as other federal guidelines also carried equal, significant weight. 

	 
	 


