	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	Enterprise Privacy Program (EPP)-2006

	OMB Unique Project Identifier:
	029-00-02-00-01-1032-00-404-140

	Proj. Mgr. 1 Name:
	Barbra Symonds

	Proj. Mgr. 1 Phone:
	202-273-9896

	Proj. Mgr. 1 E-mail:
	barbra.symonds@mail.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	Yes


 

	 


	Service Info Collected:
	Yes

	Medical Info Collected:
	Yes


 

	 


	Criminal Record Info Collected:
	Yes

	Guardian Info Collected:
	Yes


 

	 


	Education Info Collected:
	Yes

	Rehabilitation Info Collected:
	Yes


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	Yes

	Other Personal Info Description:
	The EPP project maintains the Privacy Violation Tracking System (PVTS).  All PII that is collected in the PVTS is relevant to a privacy complaint, and is strictly given on a voluntary basis by the complainant.


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	300


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	Yes

	Public Source:
	Yes

	Other Federal Agency Source:
	Yes


 

	 


	State Agency Source:
	No

	Local Agency Source:
	No

	Contractor Source:
	No


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	No

	Concise narrative answer:
	The sources of PII comes from the complainants, which include veterans and their relatives.  Also, complaints may be referred from the US Department of Health and Human Services (HHS).


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	Yes

	Paper Forms Media:
	No


 

	 


	Computer Transfer Media:
	Yes

	Telephone Contact Media:
	Yes


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	Yes

	Concise narrative answer:
	Information is collected by VA Privacy Officers (POs) from complainants, usually in person or over the telephone, but any medium is possible.   Complainants may also complaint through the secure VA Web site https://iris.va.gov, or telephone the VA Critical Incidence Response Center at 1-877-279-8856, where they will be referred to the appropriate PO. 


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	Information is collected to provide VA a centralized, auditable database of all privacy complaints and violations and to comply with Health Insurance Portability and Accountability Act (HIPAA) regulations.


 

	 


	3.
	What is the intended use of the information?

	 
	Internal VA usage and/or reporting

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	Yes

	Concise narrative answer:
	The information is used to document and track privacy complaints as required by HIPAA Privacy Rule.  Personally identifiable information or other privacy-protected data are not required to be given to lodge a complaint; however, often times the information is given in the description of the complaint or provided by the complainant for the purposes of following up on the resolution of the complaint itself.  These are the only purposes for which the data is voluntarily collected and the only purposes for which they are used.   Data collected in the system are also analyzed to show trends in the types of complaints VA receives, however, any reports on data trending and analysis do not include personally identifiable information or privacy-protected information.


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	No

	Public :
	No

	Other Federal Agency :
	Yes

	State Agency :
	No

	Local Agency :
	No

	Contractor :
	No

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	Information may be shared with HHS when they are auditing for HIPAA compliance, or investigating a complaint they have an interest in, as required by the HIPAA Privacy Rule regulations.


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	Consent implied when complainant voluntarily reports complaint to Privacy Officer, and use and collection are documented in the Systems of Records Notice (see Q.7 below).

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	Other


 

	 


	6.
	How will the information be secured?

	 
	Security based on VA CIRC security functionality which includes licensing only for authorized personnel, authentication using passwords/unique IDs, Web access to database using secure sockets, access control to data defined by user roles and responsibility.  The VA-CIRC is also currently performing the security documentation and testing required for “Authority to Operate” required of Federal IT systems under the Computer Security Act.  For security-related questions, please contact the Project Manager listed above. 


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	Yes

	 
	If applicable, please provide the SOR Identifier.

	 
	129VA005S


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	As a result of the PIA, this system has improved the security of the licensing process.


