	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	HealtheVet VistA-2006

	OMB Unique Project Identifier:
	029-00-01-11-01-1223-00-110-031

	Proj. Mgr. 1 Name:
	Jennifer Ford

	Proj. Mgr. 1 Phone:
	(816) 273-8868

	Proj. Mgr. 1 E-mail:
	jennifer.ford@med.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	No


 

	 


	Service Info Collected:
	Yes

	Medical Info Collected:
	No


 

	 


	Criminal Record Info Collected:
	No

	Guardian Info Collected:
	No


 

	 


	Education Info Collected:
	No

	Rehabilitation Info Collected:
	No


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	 

	Other Personal Info Description:
	 


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	3,000,000


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	Yes

	Public Source:
	No

	Other Federal Agency Source:
	Yes


 

	 


	State Agency Source:
	No

	Local Agency Source:
	No

	Contractor Source:
	No


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	 

	Concise narrative answer:
	Other Federal Agency source:  Department of Defense (DoD)


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	Yes

	Paper Forms Media:
	No


 

	 


	Computer Transfer Media:
	No

	Telephone Contact Media:
	No


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	 

	Concise narrative answer:
	Web forms media:  My HealtheVet 

Access to disclaimers; security and privacy; use agreements: https://www.health-evet.va.gov/secure/sec_default.asp 

General Disclaimer: http://www.health-evet.va.gov/disclaim.asp 
Medical Disclaimer and Agreement: http://www.health-evet.va.gov/med_disclaim.asp 
Security and Privacy: http://www.health-evet.va.gov/privacy.asp 
My HealtheVet Use Agreement: http://www.health-evet.va.gov/use_Agree.asp


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	All information is necessary in order to provide congressionally mandated health care for the Veterans.


 

	 


	3.
	What is the intended use of the information?

	 
	Determine and/or provide for medical benefits

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	 

	Concise narrative answer:
	This is a planning document.  Other usage of information will be identified in this planning period. 
The reengineered systems that will store the patient data are scheduled to be absorbed under the HealtheVet-VistA OMB 300 Exhibit once they become operational.  In the meantime, this information is covered in their own PIAs within the individual OMB 300s.  In the submission to OMB of the VA portfolio of IT investments (Exhibits 300) for the fiscal year following the first year of operation of a reengineered system, the business case for that system will be folded into the HealtheVet-VistA Exhibit 300.


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	No

	Public :
	No

	Other Federal Agency :
	No

	State Agency :
	No

	Local Agency :
	No

	Contractor :
	No

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	Veteran information from FY2006 HealtheVet-VistA OMB 300 will not be shared with any outside organizations.


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	When the Veteran logs into the My HealtheVet application, they are required to respond to the statement “I agree that I have read, understand and accept the disclaimers as listed below.”  Their choices to continue are “I agree”, which will allow them to continue using the application, or “I disagree”, which will log them out of the application and not allow them to continue. 
  
Each subscriber to the “My HealtheVet” pilot is required to read, understand and accept the following disclaimers: 
1.        General Disclaimer:  http://www.health-evet.va.gov/disclaim.asp 
2.        Medical Disclaimer and Agreement:  http://www.health-evet.va.gov/med_disclaim.asp 
3.        Privacy and Security Statement:  http://www.health-evet.va.gov/privacy.asp 
4.        My HealtheVet Use Agreement: http://www.health-evet.va.gov/use_Agree.asp

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	Other


 

	 


	6.
	How will the information be secured?

	 
	The HealtheVet-VistA project utilizes the standardized Department methodology to ensure security requirements are met throughout the project life cycle.  This standardized methodology, indicating that the system is in the planning portion of the SDLC phase, ensures the involvement and cooperation of senior managers, IT staff, security personnel and the Information Security Officer (ISO) in implementing effective security architecture for the HealtheVet-VistA project and within VA, and is monitored by OCIS.  The project office will require security controls, including a risk management framework, standardized contingency plans, audit trails, and prescribed physical security procedures.  The project has been entered into the Department’s FISMA inventory, and completed a FISMA Survey during June, 2004.  The HealtheVet-VistA project will go through Certification and Accreditation for security as required by OCIS directives, which are modeled after NIST SP 800-37, Guide for Certification and Accreditation of Federal Information Systems, guidelines. 
  
Alternative II (the selected alternative) provides for Local/VISN-Level Hybrid Processing and VISN/National-Level Hybrid Backup/Redundancy.  The planned “hot site” protection of patient data will satisfy COOP requirements and will be phased in beginning FY2006.


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	HealtheVet-VistA is not the system of record. 

	 
	If applicable, please provide the SOR Identifier.

	 
	 


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	The project is currently in the Concept Definition and Concept Development phase (Planning 1).  All PIA information will be utilized in the planning of the IT system.


