	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	Program Integrity/Data Management-2006

	OMB Unique Project Identifier:
	029-00-03-00-01-1014-00-404-142

	Proj. Mgr. 1 Name:
	Shields, Dana

	Proj. Mgr. 1 Phone:
	202-273-6833

	Proj. Mgr. 1 E-mail:
	lgydshie@vba.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	Yes


 

	 


	Service Info Collected:
	Yes

	Medical Info Collected:
	Yes


 

	 


	Criminal Record Info Collected:
	Yes

	Guardian Info Collected:
	Yes


 

	 


	Education Info Collected:
	Yes

	Rehabilitation Info Collected:
	Yes


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	No

	Other Personal Info Description:
	 


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	47,000,000


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	Yes

	Public Source:
	No

	Other Federal Agency Source:
	Yes


 

	 


	State Agency Source:
	Yes

	Local Agency Source:
	Yes

	Contractor Source:
	No


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	No

	Concise narrative answer:
	Most information is provided directly by the veteran through other sources or VBA assets.  Data is collected from Bureau of Prisons, American Red Cross, National Service Life Insurance (NSLI),Blinded American Veterans, Bureau of the Census, Veterans Government Life Insurance (VGLI), Bureau of Prisons, Veterans Mortgage Life Insurance (VMLI), Department of Defense (DoD), Department of Labor, Department of Treasury, Federal Parent Locator Service,  General Accounting Office, Office of Inspector General, Office of Personnel Management, Small Business Administration, and Social Security Administration (SSA). 

Data snapshots and extracts are received on a scheduled basis and provide the information necessary to build the DW/ODS data marts.  In addition, data from existing legacy payment systems and other business line stand-alone systems are incorporated. 


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	Yes

	Paper Forms Media:
	Yes


 

	 


	Computer Transfer Media:
	Yes

	Telephone Contact Media:
	Yes


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	No

	Concise narrative answer:
	The VBA website is http://www.vba.va.gov; with the specific online form located at http://vabenefits.vba.va.gov/vonapp/main.asp.  The available forms located at this site are: V A Form 21-526, Veteran’s Application for Compensation and/or Pension; V A Form 28-1900, Disabled Veterans Application for Vocational Rehabilitation; and V A Form 22-1990, Application for Education Benefits.  Applicants are required to complete form 21-4142, Authorization and Consent to Release Information to the Department of Veterans Affairs (V A).  All VBA benefit forms are located at http://www.vba.va.gov/pubs/forms1.htm. 
  
The VBA toll free number for benefits is 1-800-827-1000.


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	This information is collected to provide timely and accurate reports to internal and external stakeholders.  Data snapshots and extracts are received on a scheduled basis and provide the information necessary to build the DW/ODS data marts.  In addition, data from existing legacy payment systems and other business line stand-alone systems are incorporated.   This information is collected to provide statistical analysis and response to legislative inquiries.


 

	 


	3.
	What is the intended use of the information?

	 
	Determine and/or provide for other veteran benefits

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	Yes

	Concise narrative answer:
	This information is used for statistical analysis and legislative inquiries. Information is collected to provide statistical analysis, to provide response to legislative inquiries, and to provide an accurate portrait of VBA benefits.


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	Yes

	Public :
	No

	Other Federal Agency :
	Yes

	State Agency :
	Yes

	Local Agency :
	Yes

	Contractor :
	Yes

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	This system has documented Memorandums of Understanding/Agreement with all of its business partners, including veteran organizations, federal agencies, state agencies, and local agencies in regard to confidential business information, Privacy Act, and certain information that is subject to confidentiality protections. This includes all the entities mentioned previously within this document and includes the Department of Defense, the Social Security Administration, Educational Institutions, Federal Housing Administration, Internal Revenue Service and the Department of Housing and Urban Development.  A detailed listing of all business partners is available from the project manager.  VBA has emplaced strict control measures to prevent the inadvertent or deliberate release of information to non-authorized personnel.


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	Individuals provide consent through the use of signed consent forms, through notarized indication of a Power of Attorney or through authorized or verified signature. Regardless of the media, consent is collected through submission of electronic forms marking consent approval, verbal authorization, or through Memorandums of Understanding with business partners.  VA requires that all consent forms be documented and authorized or verified signatures are required.  In addition, limited consent is provided as part of routine use as specified in various Privacy Act System of Record notifications. 
  
The collection site provides a link to VA’s privacy and security statement located at http://www.va.gov/privacy/.  This statement states that “the privacy of our customers has always been of utmost importance to the Department of Veterans Affairs. The VA has a long history of protecting your privacy and our concern for your privacy is no different in the electronic age.” It also explains the VA’s Internet privacy policy. 
  
The collection site also provides a link to VA’s information on the Freedom of Information Act located at http://www.va.gov/foia/.  The site also provides a link to VA Form 21-4142, Authorization and Consent to Release Information to the Department of Veterans Affairs (VA), which is a requirement.  

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	Multiple Forms Used


 

	 


	6.
	How will the information be secured?

	 
	All information stored in VBA databases is secured in agreement with VA strategy. This strategy implements Federal Regulations, VA IT security policy and guidelines, NIST Guidelines and industry best practices. Security is implemented in compliance with VA's Office of Cyber and  Information Security (OCIS) guidelines, policies, and mandates. With guidance from OCIS, the VBA administers and monitors security controls on multiple operating levels including the managerial, operational and technical levels. This System uses strong passwords.  Access is granted on the principles of least privilege and separation of duties.  Users have completed ethics training, annual cyber security training, and have signed rules of behavior.   
  
All security controls are implemented through a cohesive security structure and is geared to maintaining risk to information and information resources to acceptable levels. In addition to documented risk management, other management level controls such as system security planning, certification and accreditation and security reviews are also implemented to assure that controls reflect management policies at operational levels including at the enterprise, business line and project level. Operational and technical controls such as contingency planning, input/output settings, data integrity and validation measures and logical access controls, are implemented on the various network, system, server and application levels to assure that information is secured in transit, process and storage. For example, the VA employs a virtual private network to assure the privacy of information in transit. This system works in conjunction with strong authentication measures to ensure and authenticate the identification of VA network users. 
  
System interconnection agreements (SIA)s are a system level measure to ensure that all interconnected systems meet minimum VA access policies for interconnected systems from within and outside the VA wide are network (WAN) boundaries. Moreover, the VA employs a comprehensive incidence response unit to respond to unwanted incursions and institutes enterprise level anti-virus system to protect mission critical applications on the desktop. Finally, the VA security program is an iterative program with repeatable processes that, in an ongoing basis,  will mitigate vulnerabilities, minimize security exposures and maintain security and operating risk at acceptable levels. 
  
A security plan has been developed that documents the procedures required ensuring the integrity, confidentiality, and availability to VA information.   Specifically, personnel security, physical protection, production input/output controls, contingency planning, system hardware and software maintenance controls, security awareness and training, and incident response capabilities are discussed in detail. The details contained within these sections include specific activities and procedures, which ultimately ensure that the integrity, confidentiality, and availability to VA information contained within the system is protected as required by Federal policy. All files, records, reports, and other papers and documents pertaining to any claim under any of the laws administered by the Department of Veterans Affairs and the names and addresses of present or former members of the Armed Forces, and their dependents, in the possession of the Department shall be confidential and privileged.  This specifically includes all individually identifiable health information of a veteran, which is stored electronically and in hard copy form.   All works or items of intellectual property used, transmitted, stored, or disseminated by the Department as part of the this initiative, in any form, including electronic or physical, will be used in conformance with laws and regulations applicable to copyright, patent, trademark, or licensing of such works.


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	Yes this system is part of a Privacy Act System of Record.

	 
	If applicable, please provide the SOR Identifier.

	 
	58VA21/22/28; 55VA26


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	As a result of performing the PIA, continual emphasis and attention will be applied to addressing security and privacy concerns including assuring that collection of data and personal information contains appropriate consent and release information and that all information stored in VBA databases are secured per VA security standards.  


