	PRIVACY IMPACT ASSESSMENT


 

	Project Identifying Information


	Exhibit 300 Initiative (Item Name):
	VistA Laboratory IS System Re-engineering-2006

	OMB Unique Project Identifier:
	029-00-01-11-01-1222-00-110-031

	Proj. Mgr. 1 Name:
	Latham, Cheryl

	Proj. Mgr. 1 Phone:
	518-449-0263

	Proj. Mgr. 1 E-mail:
	cheryl.latham@med.va.gov


 

	Qualifying Questions


	A Privacy Impact Assessment is required for all VA projects with IT systems that maintain Personally Identifiable Information (PII) of the public of at least ten individuals in the public, not counting Federal employees and others performing work for VA (Contractors, interns, volunteers)

	(Please indicate whether your project meets the criteria requiring a PIA)

	Yes

	 

	If you are required to complete the Privacy Impact Assessment (answer is Yes), then complete the remaining questions on this form.


 

	Privacy Impact Assessment Questions


	1.
	What individually identifying information is collected? Indicate Yes or No for the following groups of information.

	 
	For the following information categories, indicate whether your system collects that type of information:


 

	 


	Personal Info Collected:
	Yes

	Dependent Info Collected:
	No


 

	 


	Service Info Collected:
	No

	Medical Info Collected:
	Yes


 

	 


	Criminal Record Info Collected:
	No

	Guardian Info Collected:
	No


 

	 


	Education Info Collected:
	No

	Rehabilitation Info Collected:
	No


 

	 


	 
	If other information is collected not covered by the types listed above, check Yes and briefly identify that type of information.

	Other Personal Info Collected:
	Yes

	Other Personal Info Description:
	Laboratory test results


 

	 


	1.a
	Enter number of individuals that are expected to have their personal information stored in project systems (actual or approximate).

	 
	6,400,000


 

	 


	1.b
	What are the sources of the information collected?


 

	 


	Veteran Source:
	Yes

	Public Source:
	No

	Other Federal Agency Source:
	Yes


 

	 


	State Agency Source:
	No

	Local Agency Source:
	No

	Contractor Source:
	Yes


 

	 


	 
	If another source supplied the information that is not covered by the sources listed above, check Yes and briefly identify that source of the information.

	Other Source:
	Yes

	Concise narrative answer:
	The veteran will provide information to uniquely identify themselves to the laboratory. 
The laboratory information system will store data received from a Federal Agency Source, specifically the DoD hospitals, for veterans whose care is shared with VHA.  The source of the data will be the veterans. 
The laboratory information system will store data received from Other Source, specifically the laboratory automated instruments, through electronic interface.  The source of the data will be veterans. 
The laboratory information system will store data generated by Contractor Source, specifically commercial laboratories, that perform tests on a contractual basis for VHA laboratories.  These laboratories are not identified at this point in the project.  The source of the data will be the veterans.


 

	 


	1.c
	What is the collection media of the information collected?


 

	 


	Web Forms Media:
	No

	Paper Forms Media:
	Yes


 

	 


	Computer Transfer Media:
	No

	Telephone Contact Media:
	Yes


 

	 


	 
	If another media is used to collect the information that is not covered by the media listed above, check Yes and briefly identify the media used to collect the information.

	Other Media:
	Yes

	Concise narrative answer:
	Laboratory re-engineering may utilize bar codes for collecting information such as patient ID, demographic information and blood groups.  The paper forms by which data is collected include surgical pathology and anatomic pathology forms such as the SF515.  Telephone contact may utilize information such as patient name, demographic information, etc. to retrieve data from the laboratory information system.


 

	 


	2.
	Why is the information collected?

	Concise narrative answer:
	Information is necessary in order to provide congressionally mandated health care for Veterans.


 

	 


	3.
	What is the intended use of the information?

	 
	Determine and/or provide for medical benefits

	 
	Is there other usage of the information?  If so, briefly define the usage below. 

	 
	Yes

	Concise narrative answer:
	The primary use of the clinical data collected is to provide healthcare services to our veterans. The information is used to provide improved and easier access to medical knowledge, expertise and care, and improve the quality of life and economic status of veterans. Demographic information will be used to identify the patient, both for clinical purposes and to support billing activities as appropriate for the patient. The identifying information is not used independently of the test results. Statistical information will be derived from this clinical data and used to support research and study initiatives


 

	 


	4.
	With whom will the information be shared? (other agencies, organizations, systems, etc.)

	Veteran Organization:
	No

	Public :
	No

	Other Federal Agency :
	Yes

	State Agency :
	Yes

	Local Agency :
	Yes

	Contractor :
	Yes

	 
	Concise narrative description including the names of entities and any agreements regarding the sharing of PII:

	 
	The VA currently maintains resource sharing agreements with the Department of Defense (DoD), and Indian Health Service (HIS). Healthcare information is currently shared with these organizations, and the scope of this sharing will be expanded with the new laboratory application. 
Clinical information will be shared with the Health Data Repository within VHA to support the composite health record as required by HealtheVet VistA. 
The project has not identified the Contractor, State and Local agencies at this point in the project.


 

	 


	5.
	How will individuals provide consent for collection and use of their personal information?

	 
	A VA consent form (VA Form 1010EZ) is signed by the patient.  The text on the consent form includes Privacy Act Information.  Patients are provided the VA Notice of Privacy Practices.

	 
	Based on your answer above, please select the applicable answer from the answer below.

	 
	VA Consent Form 1010EZ


 

	 


	6.
	How will the information be secured?

	 
	Information will be secured by implementing the standards and utilizing the security systems set forth by the HealtheVet-Vista specification. This includes interfacing with the enterprise-wide Authentication, Authorization and Access to be implemented by OCSI in CY 2005, and compliance with all patient privacy requirements and rights as mandated by HIPAA regulations.  The project will meet OMB guidance consistent with the Federal Information Security Management Act once the system is identified.


 

	 


	7.
	Is this system or collection part of a Privacy Act System of Records?

	 
	This is a re-engineering effort of an existing computer system and as such it collects and stores the same type of data.  The existing lab data is covered under the "Patient Medical Record - VA" (24VA136) system of records.

	 
	If applicable, please provide the SOR Identifier.

	 
	 


 

	 


	8.
	Identify what choices were made regarding an IT system or collection of information as a result of performing the PIA.

	 
	The project is in the planning phase with system definition and alternatives to be evaluated in FY05.  All PIA information will be utilized in the selection of the IT system.


