IPv6 Training Subgroup
Minutes — November 8, 2005 Organizational Meeting

Attendees:

Steve Pirzchalski, OI&T Dave Bradley, VHA
Valerie Kiraly, OI&T Anamaria Matos, OI&T
Dick Zucco, Ol NT&EO Brad Lewis, EES

Keith Cooley, VISN5 Steve Kish

Jeff Jenkins, VISN4 Robert Maggi, HAC
Wes Crum, Birmingham OIFO Terri Cinnamon, OCIS
Richard Shew, VHA Ol NTEO Cathlin Dollar, OI&T
General

Steve provided a brief overview of IPv6, the activities to date and the purpose of the Training
Subgroup.

The VA backbone needs to be IPv6 capable by June 2008. An IPv6 Working Group has been
meeting bi-weekly since August 2005. The Working Group determined that Subgroups needed to be
established to assist with the project.

There is an internal IPv6 website: http://vaww.va.gov/oirm/telecom/IPv6

A training plan for the transition, along with a full cost estimate, needs to be delivered to OMB in
February 2006.

Purpose & Organization

The Training Subgroup is responsible for evaluating, development and implementing training
approaches and programs for VA’s IPv6 transition stakeholder (managers, staff, and technical
people.) The group will produce a document laying out how, when, and for whom the entire
integrated training program should be rolled out.
There will be a need for the Training Subgroup for at least 24 months — perhaps longer depending
upon the training needs.
The following individuals are the co-chairs for the group:

0 Sue Hotzler

0 Rick Shew

Funding: The most recent information has $33 million available for IPv6 for the next Fiscal Year. Some
funding will come from tech refresh and some will come out of the centralized budget (VACO).

Training Information from Dave Bradley:

The VA Leaning On-Line website (http://www.vcampus.com/valo/index2.html)

The site contains two IPv6 training courses that will provide some good initial background to the basics
of IPv6, benefits, issues, etc.

1. IPv6 (#80284_eng)
2. Working with IPv6 and Network Address Translation (#119790_eng)
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IPv6 Training Subgroup
Minutes — November 29, 2005 Conference Call

Attendees:

Steve Pirzchalski, OI&T Steve Kish

Dave Bradley, VHA Richard Shew, VHA Ol NTEO
Terri Cinnamon, OCIS Dick Zucco, Ol NT&EO

Keith Cooley, VISN5 Cathlin Dollar, O1&T

Susan Hotzler JR Carter

Jeff Jenkins, VISN4

Subgroup Representatives

e The members of the group on the call introduced themselves and gave a brief summary of their roles
and responsibilities.

e There was no representation from VBA, NCA, EA, the Austin Automation Center, or Policy and
Planning. John Muenzen would be a good representative from VBA as he has been involved in a lot
of their training. Steve will work to get representation from these groups.

e Thereis an individual with VALU who is involved with IT training and should be involved with IPv6
training. Sue to get this person’s name and pass it along.

Set Regular Meeting Times

e The group agreed to regular conference call times. (Every other Tuesday from 11:00am to Noon
EST.)

e The next meeting will be December 13th. The group will skip December 27th and start again on
January 10th.

e  Cathlin will set up the calls and send out the meeting schedule.

Milestones for February ‘06

e Steve provided insight into the milestones for the group, especially for the February deliverable. The
tasks include:
Research training issues
Determine who needs to be trained
Decide what subject areas need to be covered
Decide if the training be done in-house or externally (or a combination)
Determine timeframes for training
Create a draft Training Plan which would become a part of the overall Transition Plan being
delivered to the OMB in February.

Audiences for Training

e There was a general discussion of the potential audiences for IPv6 training. It was agreed that there
will need to be VA-wide training. The following general groups were specifically mentioned:
o0 Technicians who work on routers (actual commands differ between IPv4 and IPv6)
0 Network managers (need an understanding of how this protocol differs and how this will
affect how they plan and manage the network)
0 Web Masters — they need to be aware of the transition; some companies are offering training
for programmers
0 IRM staff
e IPv6 has security implications. We need to identify which individuals will need to be trained. There
will be classes in the spring at INFOSEC.

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp
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IPv6 Training Subgroup
Minutes — November 29, 2005 Conference Call

From a VISN perspective, the audiences should be the WAN managers and the LAN managers at
each medical center.

In summary, anyone who touches equipment (including medical devices) and changes an address may
need to be trained.

Funding

There was concern on the call about getting funding to travel to INFOSEC. Also, will there be
money available to allow people to travel to get training?

After the group to identify the costs, they should pass that information to Steve who will research the
funding options.

Senior management at medical centers will be concerned that the IPv6 transition will cost them
equipment money. Note: It has not yet been decided whether the medical equipment will need to be
upgraded.

The upgrade is not to be complete until June 2008. Many devices will be replaced before then
through the normal technology refresh process.

General

This transition affects the entire agency. General information needs to be available to many levels of
management. For some the technical details should be downplayed.

Information needs to be provided to facility managers so that can start the planning process with their
technical staff. Consider reuse of some of the INFOSEC training.

When is it going to be most beneficial to conduct training? Is it premature? The Training Subgroup
needs to have insight into the schedule. Once there is a plan and architecture, then we can better plan
when to conduct training.

Next Conference Call: December 13, 2005; 11:00 AM (EST); topics will include training
issues and identifying what subject areas are needed by the different groups.

Action Items
Date

Description Owner Assigned | Status

1 | Contact missing groups to get their representatives | Steve Pirzchalski 11/29/05 | Assigned
involved in the Training Subgroup.

2 | Get the name of the person with VALU who is Sue Hotzler 11/29/05 | Assigned
involved with IT training and provide to Rick and
Steve

3 | Set up Training Subgroup Conference Calls and Cathlin Dollar 11/29/05 | Assigned
send out invitations.

4 | EA may have IPv6 SMEs; Steve will try to get Steve Pirzchalski 11/29/05 | Assigned
someone to join the next call

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp
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IPv6 Training Subgroup
Minutes — December 13, 2005 Conference Call

Attendees:

Valerie Kiraly Rick Shew
Keith Cooley Richard Zucco
Wes Crum Cathlin Dollar
Brad Lewis

General

e Terri Cinnamon had sent Rick the following list of questions that appear to be useful as a guide for
determining training needs:

1.

N

o

Who needs to be trained? What levels of training are required?

a. Introductory

b. Advanced

How many people need to be trained and by what categories noted in item 1?
What outcome is expected from training?

a. Knowledge (possibly by multiple groups)

b. Skills (possibly by multiple groups)

Avre there certification requirements? Is this needed with IPv6?

What subject areas need to be covered for IPv6 training

a. What needs to be taught

b. White papers available?

C. Identify SMEs

C. Contractor possibility for providing training
What resources are needed?

a. Materials

b. IT equipment

C. Software

d. Connectivity

What are the timeframes for training? When do the different audiences need the skills? (We are
working with the Transition Workgroup for benchmarks.)

o Keith Cooley — There should be two or three tracks for the training. People have different needs as
the responsibilities change (ex: IRM vs LAN Manager vs WAN Manager)

o LAN/WAN managers — Need a two or three day classroom course. The advantage of classroom
training is that people are away from the distractions of their normal day.

o Valerie gave a brief overview of the IPv6 Summit. There were no presenters focusing on training,
although the hardware vendors do provide some training (ex: CISCO, Juniper, Spirent, Agilent, and
Cross Roads.

e A participant from OMB said they are going to try to get the agencies together and share information.

e The presentations from the IPv6 Summit have been loaded up to SharePoint by Wes.

e DREN (part of DISA) has a native IPv6 network that other government agencies can connect to.

VALU

Sabrina Clark is the new person at VALU that we need to get involved in this group.

e There are two IPv6 courses offered on VALU. Keith is taking #80284. This course covers the
differences between IPv4 and IPv6 and has a lot of detail. There are tests as you progress through the
course and a certificate is awarded at the end. The second course seems to be more basic. The
content provider is SkillSoft.

VA IPv6 Transition Team Website
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IPv6 Training Subgroup
Minutes — December 13, 2005 Conference Call

Next Meeting: January 10, 2006, 11:00 AM; Conference Bridge PIN: 44454

Action Items:
Date

Description Owner Assigned | Status

1 | Contact missing groups to get their representatives | Steve Pirzchalski 11/29/05 | Assigned
involved in the Training Subgroup.

4 | EA may have IPv6 SMEs; Steve will try to get Steve Pirzchalski 11/29/05 | Assigned
someone to join the next call

5 | Research VALU online courses: Who developed, Rick Shew 12/13/05 | Assigned
what is the charge; who has access?

6 | Research training vendors Rick Shew; Sue 12/13/05 | Assigned

Hotzler

7 | Create matrix of the training evaluation questions Cathlin Dollar 12/13/05 | Assigned
and distribute.

8 | Contact Sabrina Clark (VALU) and update her on Rick Shew; Sue 12/13/05 | Assigned

IPv6.

Hotzler

VA IPv6 Transition Team Website
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IPv6 Training Subgroup
Minutes — January 10, 2006 Conference Call

Attendees:

Rick Shew Joanne Kesead
Sue Hotzler Onika Coke
Dave Bradley Valerie Kiraly
Terri Cinnamon Steve Pirzchalski
Ron Hensel Cathlin Dollar
Steven Kish

InfoSec

InfoSec, which will be held in the third week of April, is VA wide. Attendance will include information
security officers, privacy officers, and VA IT professionals with responsibility for information security
(including LAN/WAN administrators, CIOs, systems owners).
e The following IPv6 related sessions at InfoSec are planned:
o0 IPv6 and Security (High level overview for the general audience)
General Introduction to IPv6
Security
Transition
Framework for Securing the VA enterprise
0 IPv6 - PBX, VOIP Security
e At present we anticipate that presentations (PowerPoint and other documents) will be available
online. The group discussed the possibility and desirability of an audio or video link so that the
information can be made available to as wide an audience as possible.
e OCIS has 50 MS Live Meeting licenses that could be used either in conjunction with InfoSec or for
other training. VHA also has Live Meeting licenses.

O O0OO0O0

Training Survey

o We received about a dozen responses to the training survey which provided a good deal of
information. Two areas, audience (who should be trained) and topics (subject areas to be covered)
were summarized in a separate matrix which was distributed to the training group with the meeting
reminder.

e Insummary, a large number of people will need an overview of IPv6. From that point, different
groups will need to move on to more specific, in-depth technical training.

o Rick and Sue will be reviewing the surveys in more depth.

e The surveys will be loaded up to SharePoint and be available for all to view at their leisure. (The link
to SharePoint is in the footer of this document.)

General

Funding for Training - It is still unclear how much money has been/will be earmarked for IPv6 training.
We are trying to determine what other agencies are spending on the Transition overall, including training.
Steve will report back on this at the next meeting.

Information Sharing - The CIO Council is establishing an IPv6 Transition Council to help with the
sharing of transition information and approaches between agencies. In addition, the VA is informally
contact lead people at other agencies. At present, other agencies do not seem to be much further along
than we are with the progress report.

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp

SharePoint Link http://vhaisb-ipsmul04/personal/vhamaster_vhaisbcrumw/Shared%20Documents/Forms/Allltems.aspx
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IPv6 Training Subgroup
Minutes — January 10, 2006 Conference Call

Cisco Training — Cisco is still willing to provide some level of training for free. We need to talk to them
about this.

Update on February 06 Deliverable

We need to develop a Training Plan, but are only being asked to provide the training milestones for the
February 2006 OMB deliverable. (As the transition group determines their plan and milestones, then the
Training group can establish milestones and coordinate with the transition.)

Next Meeting: January 24 2006, 11:00 AM; Conference Bridge PIN: 44454

Topic for the next meeting: Determine training milestones through 2008.

Action Items:
Date

Description Owner Assigned | Status

1 | Contact missing groups to get their representatives | Steve Pirzchalski 11/29/05 | TBD
involved in the Training Subgroup.

4 | EA may have IPv6 SMEs; Steve will try to get Steve Pirzchalski 11/29/05 | TBD
someone to join the next call

5 | Research VALU online courses: Who developed; | Rick Shew 12/13/05 | TBD
what is the charge; who has access?

6 | Research training vendors Rick Shew; Sue 12/13/05 | TBD

Hotzler

7 | Create matrix of the training evaluation questions | Cathlin Dollar 12/13/05 | Complete
and distribute.

8 | Contact Sabrina Clark (VALU) and update her on | Rick Shew; Sue 12/13/05 | Complete
IPv6. Note: Sue has talked briefly with Sabrina Hotzler
and will be meeting with her in person later in
January

9 | Training budget update Steve Pirzchalski 1/10/06 Assigned

10 | Upload Training Surveys to SharePoint Cathlin Dollar 1/10/06 Complete

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp
SharePoint Link http://vhaisb-ipsmul04/personal/vhamaster_vhaisbcrumw/Shared%20Documents/Forms/Allltems.aspx
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IPv6 Training Subgroup
Minutes — January 25, 2006 Conference Call

Attendees:

Rick Shew Shawn Battle Joanne Kesead Wes Crum

Sue Hotzler Steve Wexler Allen Heuvel Valerie Kiraly
Ron Hensel Megan Friel Rob Turner Steve Pirzchalski
Steven Kish Jeffrey Jenkins Keith Cooley Cathlin Dollar

Steering Committee Update

o Steve will be meeting on Wednesday to discuss possible funding from Central Office for the off-site
training for the members of the Steering Committee and subgroups. Currently the training facility in
Shepherdstown, WV has three open date ranges for the training: Feb 1 -3, Feb 8 — 10, and Feb 22 -
24. Training will be provided in part by Cisco and others.

e The next deliverable to OMB is due on February 28™. At that time we need to report on our progress
for the inventory and impact analysis. In addition, we need to provide the transition milestones.

Transition Committee Update

e The Training schedule will depend upon the actual Transition schedule. Currently the Transition
group is developing transition milestones. The Transition group will start reviewing the milestones at
the next meeting (this Thursday).

e Aninitial contingency plan has also been developed.

Funding Report

e The funding amounts for 2007 and 2008 program activities (not hardware) are currently set at $1.8mil
and $2.1mil respectively. These amounts do not reflect recent budget cuts so may be revisited.

VA Learning Online (VALU)

¢ Rick has contacted VALU and they currently offer two IPv6 courses online. These are open to any
VA employee.

e The observation was made that online courses may not be the best alternative since it is difficult to
stay focused during the work day. The VALU courses are on a site that is located outside the
firewall, so people would be able to work on them outside of the VA.

o E-Books are available for download 24 by 7. There are numerous publications, including some by
Cisco, MSPress. Some of these are PDFs which can be downloaded chapter by chapter.

o Sue will be meeting with Sabrina Clark (of VALU) next week.

InfoSec Update

o There will be a general session with six classes. PowerPoint presentations from the sessions will be
posted.

e The training group is exploring the possibility of capturing the InfoSec training via satellite and/or
video. The possible of audio was also suggested.

o The VA s currently arranging for AV technical support. When a contract is in place, the specific
logistics will be worked out for AV technical support including the re-broadcast of any training.

Milestones for February 06 Deliverable

1. ldentify Audiences (Note: We have identified three major areas: executive, managerial, and
technical. The technical area may have several subgroups.)

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp

SharePoint Link http://vhaisb-ipsmul04/personal/vhamaster_vhaisbcrumw/Shared%20Documents/Forms/Allltems.aspx
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IPv6 Training Subgroup
Minutes — January 25, 2006 Conference Call

2. Define and Analyze training needs for these audiences

3. Identify Training Resources (What is out there that will fit our needs, what we have to develop?)
4. Identify Use of Training Approach (Print, remote; face to face, hands-on etc.)

5. Determine and Analyze Needed Resources (What are the gaps? What do we have? What do we
need to develop?)

Budget Impact of Selected Modalities (Particularly important for face to face training.)

7. Prepare Training Plan

o

General

All medical centers have big conference rooms with video conferencing capabilities. General
overview training could use this successfully. Perhaps have an initial live broadcast and then later,
re-broadcasts. For short video, the VA content delivery network can be used. (People can view
material from their desktops.)

Possible vendor resources for training: Cisco, Sprint, Microsoft. (Cisco can be used for general
knowledge. They are willing to work with us because we are such a big customer. They can send a
person or two for a couple of days. This would not be customized training and it would be up to us to
put together materials.)

Do we know what DoD is doing for training? The VA does a lot of work with DoD for medical
training. Steve will check with DoD transition manager (Dr. Lynch). Do we think it is feasible to
partner with other agencies given the uniqueness of the VA, particularly with all the clinical devices?

Next Meeting: January 31, 2006, 11:00 AM; Conference Bridge PIN: 44454
Topic: Discuss dates assigned to the Milestones.

Next Regularly Scheduled Meeting: February 7, 2006, 11:00 AM; Conference Bridge PIN: 44454

Action Items:
Date
Description Owner Assigned | Status
5 | Research VALU online courses: Who developed; | Rick Shew 12/13/05 | Complete
what is the charge; who has access?
6 | Research training vendors Rick Shew; Sue 12/13/05 | TBD
Hotzler
8 | Contact Sabrina Clark (VALU) and update her on | Rick Shew; Sue 12/13/05 | Complete
IPv6. Note: Sue has talked briefly with Sabrina Hotzler
and will be meeting with her in person later in
January
10 | Contact NCA to get representation on this Steve Pirzchalski 1/25/06 Assigned
subgroup
11 | Check with the DOD transition manager to see if Steve Pirzchalski 1/25/06 Assigned
we can collaborate with them in any areas of
training.
VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp
SharePoint Link http://vhaisb-ipsmul04/personal/vhamaster_vhaisbcrumw/Shared%20Documents/Forms/Allltems.aspx
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IPv6 Training Subgroup
Minutes — January 31, 2006 Conference Call

Attendees:

Sue Hotzler (Co-Chair)

JoAnne Kesead

Rick Shew (Co-Chair) Steven Kish
Shawn Battle Rob Turner
Dave Bradley Steve Wexler
Sabrina Clark Chi Yu

Wes Crum Valerie Kiraly
Ron Hensel

General

Next Meeting: February 7, 2006, 11:.00 AM; Conference Bridge PIN: 44454

Rick briefed the group on the recent meeting with Sally Wallace on funding issues. Apparently, no
funding is available for the proposed training for subgroup members in Shepherdstown, WV.
A first draft of the training milestones has been put in the new format and will need to marry up with

the Transition subgroup’s milestones.

A second draft of the milestones to be completed by end of this week.

Valerie to put Transition milestones into new format.

Suggestion: InfoSec information to be disseminated to all workgroup members. (Assigned to Rick)
Discussion on “kick-off” training. Use of broadcast type training was agreed as useful. Time frame:

after Spring of 2006 but before June 2008.

Qn: Who is working on Communication Plan? Valerie.

Valerie to follow up on NCA contact.

Action Items:
Date

Description Owner Assigned | Status

5 | Research VALU online courses: Who developed; | Rick Shew 12/13/05 | Complete
what is the charge; who has access?

6 | Research training vendors Rick Shew; Sue 12/13/05 | TBD

Hotzler

8 | Contact Sabrina Clark (VALU) and update her on | Rick Shew; Sue 12/13/05 | Complete
IPv6. Note: Sue has talked briefly with Sabrina Hotzler
and will be meeting with her in person later in
January

10 | Contact NCA to get representation on this Steve Pirzchalski 1/25/06 Assigned
subgroup Valerie Kiraly 1/31/06 Assigned

11 | Check with the DOD transition manager to see if Steve Pirzchalski 1/25/06 | Assigned
we can collaborate with them in any areas of
training.

12 | Valerie to type up first draft of Transition Valerie Kiraly 1/31/06 Assigned
Milestones in new format

13 | Send InfoSec information to all group members Rick Shew 1/31/06 Assigned

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp

SharePoint Link  http://vhaisb-ipsmul04/personal/vhamaster vhaisbcrumw/Shared%20Documents/Forms/Allitems.aspx
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IPv6 Training Subgroup
Minutes — January 31, 2006 Conference Call
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IPv6 Training Subgroup
Minutes — February 7, 2006 Conference Call

Attendees:
Rick Shew (Co-Chair) Jeffrey Jenkins
Shawn Battle Steven Kish
Sabrina Clark Robert Maggi
Wes Crum Ron Reuschling
Keith Cooley Valerie Kiraly
Jim Carlson
General

¢ Rick began the meeting with a discussion of the training milestones and deciding on completion dates
for the tasks. Shawn Battle suggested tasks by audiences. Valerie will make the modifications and

send to group for review.

e The question came up about monies we have for training. Group to ask Steve P.

e When is IPv6 presentation at InfoSec?

e Wes gathered some info on DoD training in an email. Discussion followed on current training they

have seen for IPv6 by vendors being pricey.
e Question: Who is DoD’s training contact?

Next Meeting: February 21, 2006, 11:00 AM; Conference Bridge PIN: 44454

Action Items:
Date
Description Owner Assigned | Status
6 | Research training vendors Rick Shew; Sue 12/13/05 | TBD
Hotzler
10 | Contact NCA to get representation on this Steve Pirzchalski 1/25/06 Assigned
subgroup—> Ron Reuschling Valerie Kiraly 1/31/06 Completed
11 | Check with the DOD transition manager to see if Steve Pirzchalski 1/25/06 | Assigned
we can collaborate with them in any areas of
training.
12 | Valerie to type up first draft of Transition Valerie Kiraly 1/31/06 | Completed
Milestones in new format
13 | Send InfoSec information to all group members Rick Shew 1/31/06 Completed
14 | Find out who is DoD training contact Valerie Kiraly 2/7/06 Assigned

VA IPv6 Transition Team Website http://vaww.va.gov/oirm/telecom/IPv6/default.asp

SharePoint Link  http://vhaisb-ipsmul04/personal/vhamaster_vhaisbcrumw/Shared%20Documents/Forms/Allltems.aspx
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