1 Configuring Outlook 2000 to use the VA LDAP directory for sending encrypted e-mail

You can configure your Outlook 2000 client to use the VA LDAP directory for sending encrypted e-mails to other users. By using this directory you need not have certificates stored in your Contact list. 

Some Important Facts Before Getting Started

· You need to install Outlook 2000 Service Pack 1 and Service Pack 2.  Installing these Service Packs is a complicated process, you will be asked for the Office 2000 installation CD.  You will have to reboot your machine several times during this installation. It is recommended that this process be done by the Local System Administrator

You can download these Service Packs from the following web site.

 
http://office.microsoft.com/downloads/
· You need the high encryption patch (cipher strength 128 bits) for Outlook. This is not the same as the high encryption pack for Internet Explorer. You can find out the cipher strength of Outlook by clicking Help/About Microsoft Outlook, you will get About Microsoft Outlook window. Click on the Security Info button.  The following window will be displayed. Check to see if the Cipher Strength is 128 bits.
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You can download the High Encryption Pack from the following web site.

http://office.microsoft.com/downloads/2000/Out128.aspx
Setting Up the VA LDAP Service.

Select the Outlook 2000-email icon on the workstation’s desktop.    From the main menu toolbar select the Tools menu.

Next, from the Tools menu select the Services item as shown below.
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The following screen will be displayed next.

Click on the Add button.
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The following screen will be displayed.  Select Microsoft LDAP Directory and click OK.
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The following screen will be displayed next.

Fill in the fields as shown below:

Directory Service Account: 
VA LDAP Directory

Server Hostname:

vaww.certs.va.gov

Server Port Number:

389

Use Secure Socket Layer:
(UNCHECKED)

Server Timeout:

60

User Name:




Password:




Search Base:


o=va.gov
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The following message will be displayed next. Click OK.
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Click OK again.
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Select the Exit and Log off option and close Outlook.
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Sending Encrypted e-mail using VA LDAP server

Open a New mail message by clicking on the New button.
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Click on the To button and the following screen will be displayed.

From the right hand side under the Global Address List, select LDAP – vaww.certs.va.gov
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Next, click on the Find button.
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The following screen will be displayed.  Enter the recipients name and click OK.
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If the search is successful, the name will be displayed on the left hand side column.
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Click on the To or Cc or Bcc to add the recipients.
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Click OK.

Select the Encryption button on the new e-mail and send it.
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