Standardization Efforts in PKI
Prepared for the Department of Veterans Affairs

7 December, 1999
Santosh Chokhani


[image: image1.wmf]     CYGNACOM SOLUTIONS


Suite 100 West(7927 Jones Branch Drive(McLean, VA 22102-3305(703 848-0883(Fax 703 848-0960
31
Introduction

1.1
Purpose and Scope
3
1.2
Intended Audience
3
1.3
Applicability to VA's PKI
3
1.4
Areas Covered
4
2
ISO X.500 and X.509
4
3
Internet Engineering Task Force (IETF) Working Groups
5
3.1
PKIX
5
3.2
IETF SMIME
6
3.3
IETF IPSEC
7
3.4
IETF Transport Layer Security (TLS)
8
4
American National Standards Institute (ANSI) X9 Standards
8
5
RSA's Public Key Cryptography Standards (PKCS)
9
6
Federal Information Processing Standards (FIPS) related to Cryptography
10
7
Federal PKI (FPKI) Steering Committee
11
8
DoD PKI
11



1 Introduction

A public-key infrastructure (PKI) consists of protocols, services, and standards supporting applications of public-key cryptography.  The term PKI, which is relatively recent, is defined variously in current literature.  PKI sometimes refers simply to a trust hierarchy based on public-key certificates, and in other context embraces encryption and digital signature services provided to end-user applications as well.  A middle view is that a PKI includes services and protocols for managing public keys, often through the use of Certification Authority (CA) and Registration Authority (RA) components, but not necessarily for performing cryptographic operations with the keys.

Among the services likely to be found in a PKI are the following: 

· key registration: issuing a new certificate for a public key 

· certificate revocation: canceling a previously issued certificate 

· key selection: obtaining a party's public key 

· trust evaluation: determining whether a certificate is valid and what operations it authorizes 

1.1 Purpose and Scope 

This document provides an overview of the current standardization efforts in area of public key infrastructure. Standards have an important role in VA’s PKI efforts, to ensure interoperability across the Department and with other agencies, and to permit open use of commercial off the shelf products (COTS) and outside services.  In the year since VA’s PKI project started, standards have matured for the three applications areas most likely to affect VA initially: secure e-mail, secure web access, and secure remote dial-in. This document is intended to inform VA technical and program managers about existing and emerging standards affecting VA's plans to implement these and other PKI enabled applications. 

1.2 Intended Audience 

The intended audience of this document comprises technical and program managers within the Department of Veterans Affairs. This document assumes very minimal prior exposure to PKI concepts and technology. 

1.3 Applicability to VA's PKI

The goal of the VA PKI Project is to implement and operate a shared PKI to support secure electronic communication with employees and external customers. The PKI will meet requirements for authentication (proof of identity), confidentiality (proof of audience), integrity (proof of content), and non-repudiation (proof of action). 

Standards are of great importance to the VA public key infrastructure. In general, the adoption of standards and standards-based products promotes an open PKI that allows the use of intermixed COTS products from multiple vendors. Use of such products also enables interoperability between subscribers of different public key infrastructures. Specifically, knowledge of the standards and their current status is important to the designers of VA’s PKI and the sponsors of PKI enabled applications because of the requirements to:

· be compatible with the evolving Federal strategy for delivery of secure electronic services

· support both internal (i.e. staff) and external customers 

· enable implementation of intra- and inter-agency applications

· expedite roll out of secure e-mail, secure web access, and secure remote dial-in, all of which are based on relatively stable standards

· allow federal-wide acceptance of a user’s certificate for authentication purposes

· permit use of VA PKI-issued certificates across multiple applications 

1.4 Areas Covered

This document covers the major standardization activities in the area of public key infrastructure, as well as the cryptographic standards of relevance to a PKI. Some of the groups that are working on formal standards in these areas are the International Standards Organization (ISO) X.500, the Internet Engineering Task Force (IETF) working groups, and the American National Standards Institute (ANSI) X9. A set of standards put forth by RSA Laboratories dubbed the Public Key Cryptography Standards (PKCS) serve as de-facto standards within the cryptographic and PKI communities. The National Institute of Standards and Technology (NIST) also maintains a number of cryptographic standards, called Federal Information Processing Standards (FIPS) and coordinates validation programs for many of these standards. Other relevant efforts include the Federal PKI (FPKI) Steering Committee, the Department of Defense PKI. The following sections provide highlights of each of these efforts and contain pointers to further information.

2 ISO X.500 and X.509

INFORMATION  TECHNOLOGY  –OPEN  SYSTEMS  INTERCONNECTION  –
THE  DIRECTORY:  AUTHENTICATION FRAMEWORK,  ITU-T  Recommendation  X.509, June 1997, and its draft amendment (Final Proposed Draft Amendment on Certificate Extensions, April 1999), is the base standard for all current PKIs; it is usually referred to as ‘X.509’. It is one of the series of X.500 Directory Standards documents first published in 1988. 

X.509 defines the concept of ‘strong authentication’ as an authentication mechanism based upon public-key cryptosystems. The document describes public key cryptography, certification authorities, certificate paths, the structure of digital certificates (version 1) and certificate revocation lists (CRL) (version 1), and the use of these objects for authenticating to the Directory Service and for securing electronic data and transactions. It defines the nominal path validation algorithm that is the basis for all current certificate validation mechanisms. The certificate extensions amendment adds optional extensions to both certificates (version 3) and CRLs (version 2) which make it possible to use them to support a variety of security requirements and policies, and extends the path validation algorithm to include the processing of these extensions. 

The latest draft amendment changes the framework from pure authentication to authentication and privilege management.

The latest amendment being worked on fixes some problems with path validation, enhances the certificate revocation mechanisms, enriches the attribute certificate syntax and processing semantics, and defines a Attribute Infrastructure.

3 Internet Engineering Task Force (IETF) Working Groups
3.1 PKIX

The URL for this IETF working group is http://www.ietf.org/html.charters/pkix-charter.html.

The PKIX Working Group was established in the Fall of 1995 with the intent of developing Internet standards needed to support an X.509-based PKI. They have published a draft of an overview or 'roadmap' of the work done by the working group (Internet X.509 Public Key Infrastructure PKIX Roadmap). The standards work to date is summarized below. 

Internet X.509 Public Key Infrastructure Certificate and CRL Profile (RFC 2459) 

This is the Internet profile for X.509 certificates and certificate revocation lists (CRLs). It defines and limits the use of the X.509 standard so as to foster interoperability among different implementations and deployments.

Internet X.509 Public Key Infrastructure Certificate Management Protocols (RFC 2510) 

This document defines an online/interactive protocol for interacting with a PKI for the purpose of creating, revoking, and managing certificates.

Internet X.509 Certificate Request Message Format (RFC 2511) 

CRMF is the syntax of a message to a PKI requesting the creation of a certificate.

Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework (RFC 2527) 

This document suggests a structure and content for a Certificate Policy (CP) and Certificate Practice Statement (CPS). The intent is both to define the types of information necessary in these documents and to specify a ‘standardized’ structure so that one CP/CPS can be easily compared with another.

Internet X.509 Public Key Infrastructure Representation of Key Exchange Algorithm (KEA) Keys in Internet X.509 Public Key Infrastructure Certificates (RFC 2528) 

This specification profiles the format and semantics of fields in X.509 V3 certificates containing Key Exchange Algorithm (KEA) keys. 

Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv2 (RFC 2559) 

This standard profiles the use of LDAPv2 to support an Internet PKI.

Internet X.509 Public Key Infrastructure Operational Protocols: FTP and HTTP (RFC 2585) 

This document specifies the conventions for using the File Transfer Protocol (FTP) and the Hypertext Transfer Protocol (HTTP) to obtain certificates and certificate revocation lists (CRLs) from PKI repositories. 

Internet X.509 Public Key Infrastructure LDAPv2 Schema (RFC 2587) 

This standard defines the minimum LDAPv2 directory schema necessary for a directory service to support an Internet PKI.

X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP (RFC 2560) 

This document specifies a protocol between a relying party and a service that can be used to determine the current status of a digital certificate. It is intended to be an alternative to using CRLs for this purpose. 

The PKIX group is continuing to define new protocols, profiles, and services that can be useful to the Internet community. Ongoing work includes the following:

Profile for LDAPv3 to support an Internet PKI

Internet X.509 Public Key Infrastructure Operational Protocols - LDAPv3
Using an X.509 attribute certificate to supply the identity and authorization information about a client necessary for access control decisions

An Internet AttributeCertificate Profile for Authorization
Specification of a standard time stamp service

Internet X.509 Public Key Infrastructure Time Stamp Protocols
Use of FTP and HTTP as a transport protocol for CMP

Using HTTP as a Transport Protocol for CMP 

Using TCP as a Transport Protocol for CMP 

3.2 IETF SMIME

The URL for this IETF working group is http://www.ietf.org/html.charters/smime-charter.html.

The S/MIME working group has the charter to develop Internet standards for secure messaging. They have produced a standard for secure mail based on Internet mail and MIME. There are four base documents that define Internet standard S/MIME version 3 messaging.

Cryptographic Message Syntax (RFC 2630) 

This document describes the Cryptographic Message Syntax (CMS), which is used to digitally sign, digest, authenticate, or encrypt arbitrary messages. CMS is derived from PKCS #7 version 1.5 as specified in RFC 2315 [PKCS#7]. 

 S/MIME Version 3 Certificate Handling (RFC 2632) 

This document specifies the required and recommended use of X.509 certificates and CRLs to support S/MIME messages

S/MIME Version 3 Message Specification (RFC 2633) 

This document describes a protocol for adding cryptographic signature and encryption services to MIME messages. It defines how to create a MIME body part that has been cryptographically enhanced according to CMS and defines the MIME types that can be used to transport those body parts. 

Enhanced Security Services for S/MIME (RFC 2634) 

This document defines four optional messaging services:

· signed receipts: non-repudiation of receipt of message by sending a receipt notice, signed by the recipient,  back to the message originator

· security labels: the inclusion of standardized security labels in messages

· secure mailing lists: how to maintain security services while using mailing lists

· signing certificates: an extension to improve the security of signature certificates sent with messages

The major ongoing work of the S/MIME working group at this time is to refine and extend the use of particular cryptographic algorithms for secure messaging.

3.3 IETF IPSEC

The URL for this IETF working group is http://www.ietf.org/html.charters/ipsec-charter.html.

The IPSec protocol is fast becoming the standard for virtual private networks. This working group has defined protocols for an authentication header (AH) and an encrypted content (ESP) for IP packets and also developed the Internet Key Management Protocol that provides for using public key technology to achieve automated key management in IPSec devices. IP Security Document Roadmap (RFC 2411) provides an overview of the work of the working group.

Security Architecture for the Internet Protocol (RFC 2401) 

This memo specifies the base architecture for IPSec compliant systems. The goal of the architecture is to provide various security services for traffic at the IP layer, in both the IPv4 and IPv6 environments.

IP Authentication Header (RFC 2402) 

This standard defines the authentication header to provide connectionless integrity and data origin authentication for IP datagrams.

IP Encapsulating Security Payload (ESP) (RFC 2406) 

This standard defines the protocol for applying an encryption service to IP networking.

The Internet Key Exchange (IKE) (RFC 2409) 

Internet Security Association and Key Management Protocol (ISAKMP) (RFC 2408) 

These documents describe a protocol to obtain authenticated keying material for use with AH and ESP for IPSec.

In addition, there are a number of standards specifying various details of IPSec usage, including the use of cryptographic algorithms.

The ongoing work of the IPSec group includes refinements and extensions to the base IPSec, the use of additional cryptographic techniques, and network management support using Simple Network Management Protocol (SNMP).

3.4 IETF Transport Layer Security (TLS)

The URL for this IETF working group is http://www.ietf.org/html.charters/tls-charter.html.

The TLS working group is a focused effort to provide security features at the transport layer. Transport Layer Security is essentially a standardized version of Secure Sockets Layer (SSL) 3.0, and should eventually replace SSL in usage. 

The standard track protocol specification provides methods for implementing privacy, authentication, and integrity above the transport layer (The TLS Protocol Version 1.0 (RFC 2246) ). 

A second standard document from this working group defines the use of Kerberos in TLS (Addition of Kerberos Cipher Suites to Transport Layer Security (TLS) (RFC 2712) ).

The working group is currently working on the use of TLS to secure HTTP sessions.

4 American National Standards Institute (ANSI) X9 Standards 

American National Standards Institute (ANSI) is broken down into committees, one being ANSI X9. The committee ANSI X9 develops standards for the financial industry, more specifically for personal identification number (PIN) management, check processing, electronic transfer of funds, etc. Within the committee of X9, there are subcommittees; further broken down are the actual documents, such as X9.9 and X9.17.

ANSI X9.9 is a United States national wholesale banking standard for authentication of financial transactions. ANSI X9.9 addresses two issues: message formatting and the particular message authentication algorithm. The algorithm defined by ANSI X9.9 is the so-called DES-MAC based on DES in either CBC or CFB modes. A more detailed standard for retail banking was published as X9.19.

ANSI X9.17 is the Financial Institution Key Management (Wholesale) standard. It defines the protocols to be used by financial institutions, such as banks, to transfer encryption keys. This protocol is aimed at the distribution of secret keys using symmetric (secret-key) techniques. Financial institutions need to change their bulk encryption keys on a daily or per-session basis due to the volume of encryptions performed. This does not permit the costs and other inefficiencies associated with manual transfer of keys. The standard therefore defines a three-level hierarchy of keys: 

· The highest level is the master key (KKM), which is always manually distributed. 

· The next level consists of key-encrypting keys (KEKs), which are distributed on-line. 

· The lowest level has data keys (KDs), which are also distributed on-line. 

The data keys are used for bulk encryption and are changed on a per-session or per-day basis. New data keys are encrypted with the key-encrypting keys and distributed to the users. The key-encrypting keys are changed periodically and encrypted with the master key. The master keys are changed less often but are always distributed manually in a very secure manner.

ANSI X9.17 defines a format for messages to establish new keys and replace old ones called CSM (cryptographic service messages). ANSI X9.17 also defines two-key triple-DES encryption as a method by which keys can be distributed. ANSI X9.17 is gradually being supplemented by public-key techniques such as Diffie-Hellman encryption.

One of the major limitations of ANSI X9.17 is the inefficiency of communicating in a large system since each pair of terminal systems that need to communicate with each other will need to have a common master key. To resolve this problem, ANSI X9.28 was developed to support the distribution of keys between terminal systems that do not share a common key center. The protocol defines a multiple-center group as two or more key centers that implement this standard. Any member of the multiple-center group is able to exchange keys with any other member.

ANSI X9.30 is the United States financial industry standard for digital signatures based on the federal Digital Signature Algorithm (DSA), and ANSI X9.31 is the counterpart standard for digital signatures based on the RSA algorithm. ANSI X9.30 requires the SHA1 hash algorithm encryption; ANSI X9.31 requires the MDC-2 hash algorithm. A related document, X9.57, covers certificate management encryption.

ANSI X9.42 is a draft standard for key agreement based on the Diffie-Hellman algorithm, and ANSI X9.44 is a draft standard for key transport based on the RSA algorithm. The former is intended to specify techniques for deriving a shared secret key; techniques currently being considered include basic Diffie-Hellman encryption authenticated Diffie-Hellman encryption, and the MQV protocols. Some work to unify the various approaches is currently in progress. ANSI X9.44 will specify techniques for transporting a secret key with the RSA algorithm. It is currently based on IBM's Optimal Asymmetric Encryption Padding, a "provably secure" padding technique related to work by Bellare and Rogaway.

All the details regarding the ANSI X9 standards are available at

http://www.x9.org/
5 RSA's Public Key Cryptography Standards (PKCS)

The following are the Public-Key Cryptography Standards (PKCS): 

· PKCS #1 defines mechanisms for encrypting and signing data using RSA public-key cryptosystem. 

· PKCS #3 defines a Diffie-Hellman key agreement protocol. 

· PKCS #5 describes a method for encrypting a string with a secret key derived from a password. 

· PKCS #6 is being phased out in favor of version 3 of X.509. 

· PKCS #7 defines a general syntax for messages that include cryptographic enhancements such as digital signatures and encryption. 

· PKCS #8 describes a format for private-key information. This information includes a private key for some public-key algorithm, and optionally a set of attributes. 

· PKCS #9 defines selected attribute types for use in the other PKCS standards. 

· PKCS #10 describes syntax for certification requests. 

· PKCS #11 defines a technology-independent programming interface, called Cryptoki, for cryptographic devices such as smart cards and PCMCIA cards. 

· PKCS #12 specifies a portable format for storing or transporting a user's private keys, certificates, miscellaneous secrets, etc. 

· PKCS #13 defines mechanisms for encrypting and signing data using Elliptic Curve Cryptography. 

· PKCS #14 gives a standard for pseudo-random number generation. 

· PKCS #15: Cryptographic Token Information Format Standard 

All the details regarding the PKCS standards are available at http://www.rsasecurity.com/rsalabs/pkcs/
6 Federal Information Processing Standards (FIPS) related to Cryptography

The Computer Security Division at NIST maintains a number of cryptographic standards, and coordinates validation programs for many of those standards. The Cryptographic Module Validation (CMV) Program encompasses validation testing for cryptographic modules and algorithms: 

Cryptographic Modules 

· FIPS 140-1: Security Requirements for Cryptographic Modules,
(Information on Draft FIPS 140-2 is also available through the 140-1 page.) 

Cryptographic Algorithms 

· FIPS 46-3 and FIPS 81: Data Encryption Standard (DES) and DES Modes of Operation. FIPS 46-3 specifies the DES and Triple DES algorithms. 

· FIPS 186-1 and FIPS 180-1: Digital Signature Standard (DSS) and Secure Hash Standard (SHS), which specify the DSA, RSA, and SHA-1 algorithms 

· FIPS 185: Escrowed Encryption Standard (EES), which specifies the Skipjack algorithm

Two other cryptographic standards (MAC; ANSI X9.17 Key Management) no longer have active validation testing, but the standards remain in effect. Cryptographic module (FIPS 140-1) validation testing by the laboratories may include testing for conformance to FIPS 113 and 171, as appropriate: 

· FIPS 113: Computer Data Authentication, which specifies the generation of a Message Authentication Code (MAC), from ANSI X9.9, and 

· FIPS 171: Key Management Using ANSI X9.17. 

The National Institute of Standards and Technology (NIST) has been working with industry and the cryptographic community to develop an Advanced Encryption Standard (AES). The overall goal is to develop a Federal Information Processing Standard (FIPS) that specifies an encryption algorithm(s) capable of protecting sensitive government information well into the next century. The algorithm(s) is expected to be used by the U.S. Government and, on a voluntary basis, by the private sector. If all steps of the AES development process proceed as planned, it is anticipated that the standard will be completed by the summer of 2001.

7 Federal PKI (FPKI) Steering Committee

This group was established to provide “government-wide guidance and coordination of Federal activities necessary to implement a public key infrastructure. The FPKI Steering Committee will coordinate, oversee, monitor, implement, and report on the development of a public key infrastructure to support secure electronic commerce and electronic messaging as well as other Federal agency programs requiring the use of public key cryptography“.

The FPKI working group (FPKIWG) has been doing much of the work to standardize the use of PKI within the Federal Government. They will tackle any area or issue related to PKI use. Their efforts include a certificate and certificate revocation list (CRL) profile for Federal use, a concept and demonstration of a “bridge CA” which acts to integrate across different PK algorithms, an ongoing effort to develop directory use interoperability requirements in support of PKI, and a series of presentations and discussions for the purpose of amending X.509 as needed. This group has an open membership, meets approximately monthly, and is willing to consider almost any user-base concerns. 

Links:

http://gits-sec.treas.gov/gits-sec-home.htm
http://csrc.nist.gov/pki/twg/welcome.html
8 DoD PKI

The Department of Defense is deploying two PKIs: a Class 3 PKI for general, medium assurance use based on commercial products and cryptographic algorithms which will function within the framework set by the FPKIWG; and a Class 4 PKI for high assurance applications based on MISSI and Fortezza. The DoD has published a draft long-term roadmap document, which defines the convergence of the two PKIs into one (see  http://crc.nist.gov/pki/twg/dod.htm). 

Links:

http://www.disa.mil/infosec/pki-int.html
http://mattche.iiie.disa.mil (for .mil and .gov users)
http://www.nsa.gov:8080/programs/missi/
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