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Frequently Asked Questions

VA Public Key Infrastructure (PKI) Pilot Program

1. What is the purpose of VA Public Key Infrastructure (PKI) Program?

The purpose of the VA PKI Project is to provide a common utility for VA to support pilots that require one or more of the following: strong authentication, integrity, non-repudiation and confidentiality. 

2. How can I get my certificate?

The “PKI Installation and User Guide” document has all the details for getting started.  It is available at http://www.va.gov/proj/vapki/forpki.htm

You need to contact your Local Registration Authority (http://www.va.gov/proj/vapki/regauth.htm) for an approved Enrollment PIN. 

If your facility does not have a Local Registration Authority at this time, then please contact one of the following people for an Enrollment PIN.

Suzette Holston

Phone # (785) 350-4546

E-mail: suzette.holston@med.va.gov 

OR

Dan Maloney 

Phone: (301) 734-0107

E-mail: Daniel.Maloney@med.va.gov

Be sure to go through "PKI Installation and User Guide" document link available at http://www.va.gov/proj/vapki/forpki.htm for configuring the browser before submitting your enrollment request.  

Section 3 of the “PKI Installation and User Guide” document has been designed to include the various screens that will be displayed throughout this process. 
3. While filling out the PKI enrollment form, what characters can be entered in the PIN data fields?

The information entered in the data fields should contain only alphabetical or numerical characters only.  Please do not use any symbols like “! @ # $ % ^ & * ( ) ~ ? > < / \ |” as these symbols are not accepted.

4. What type of certificates can I get from the VA Public Key Infrastructure (PKI) Pilot Program?
At present, the PKI Program only supports the issuance of “Individual Certificates” and “Server Certificates” from Verisign.  Issuance of  “Code Signing Certificates” is currently not supported.

5. What type of Web browsers work with the VA Public Key Infrastructure (PKI) Program?
Only Internet Explorer with cipher strength of 128 bits can be used to enroll for the VA PKI Pilot Program.  Section 2 “Software Installation Instructions” of the  "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm has all the details on how to check for the correct version of the Internet Explorer. 

If the Netscape browser is to be used then, the user should 

1. Enroll for a certificate using Internet Explorer.

2. Export the certificate from Internet Explorer in PKCS12 format.

3. Import the certificate into the Netscape browser.

The “Knowledge Base” document available at http://www.va.gov/proj/vapki/forpki.htm has a detailed explanation on this procedure.

(Note: Netscape should NOT be used to enroll a VA certificate.  Netscape email (Messenger) also should NOT be used with VA certificates)

6. I have installed my certificate, what is the next step? 

Go through the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm  

It has all the details on the configuration required for Secure E-mail and Web Applications.

7. How is my private key protected?

The private key is secured by the password provided by you during the enrollment process.   

8. I cannot encrypt messages, when I choose to reply to a message received.  Why is this?

This is a limitation of Outlook 98.  You have to take certain steps to ensure that recipients of your e-mail are selected from your local contact list, which contains the certificates needed for encryption.  The “Knowledge Base” document available at http://www.va.gov/proj/vapki/forpki.htm has a detailed explanation about this issue.

9. How can I get the certificates of others to send encrypted messages?

There are two ways to do this.  

1. You can ask the person you intend to correspond with to send you message that is digitally signed.  The S-MIME standard will include their certificate in the message. You can then add this person and their certificate to your contact list. Section 5.8 “Managing Contact’s Digital IDs with Outlook 98” of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm has all the details on how to store the certificates of others in your Contact List. 

2. You can also download the certificate from VeriSign’s on line certificate repository.  You can search and download certificates of others in the VA PKI Pilot Program by choosing the “Search for a Digital ID” option at https://onsite.verisign.com/DepartmentofVeteransAffairs/index.html .  Section 5.9 “Downloading and Importing a Digital ID” of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm has all the details on how to download and import certificates of others in your Contact List. 

10. Can I transfer my certificate on to other computers?

Yes, you can transfer your certificates on to other computers by exporting your certificate from the computer on which it was installed and importing on to other computers.  Make sure that you check the option to export your private when you are exporting your certificate.  Section 4.1 “Saving Your Digital ID From Internet Explorer” and Section 4.2 “Restoring Your Digital ID from Internet Explorer” of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm has all the details on exporting and importing certificates.

11. Can I trust certificates issued by other Certificate Authorities (CA)?

For the purpose of this Pilot Program, VA certificates issued under VeriSign’s Class 2 hierarchy should be trusted automatically. You can validate a certificate to be a Class 2 certificate by viewing the certificate and making sure that it is issued by “VeriSign Class2 Onsite Individual CA”. 
By configuring your browser you can either explicitly trust a certificate or explicitly not trust a certificate issued by other Certificate Authorities. The “Knowledge Base” document available at http://www.va.gov/proj/vapki/forpki.htm has a detailed description on this issue.

12.  What should I do, if I do not want to trust some of the Trusted Root CA certificates installed in Internet Explorer?

A number of Trusted Root CA certificates are installed in Internet Explorer, and any certificates issued by these Trusted Root CAs are automatically trusted.  You can disable the trust on these CAs by configuring your browser.  In fact, it is recommended that you configure your browser not to trust the VeriSign Class 1 Primary CA as Class 1 certificates issued by this CA can be bound to any validated e-mail addresses and therefore should not be trusted.   The “Knowledge Base” document available at http://www.va.gov/proj/vapki/forpki.htm has a detailed description on this issue.

13. What happens if my certificate expires?

You have to renew your certificate if it expires.  You can renew your VA Class 2 certificate by choosing the “Renew my Digital ID” option at https://onsite.verisign.com/DepartmentofVeteransAffairs/index.html
14. If I get a new certificate can I decrypt messages encrypted with my expired key-pair?

The old certificate and key history is stored in your CAPI (Cryptographic Application Programming Interface) stores, which is in your user profile under the Windows 95/98 or Windows NT Operating System.  Outlook automatically finds the correct key from the archive and decrypts the message.

15. How can I configure Outlook to send encrypted messages to distribution lists?

You can send encrypted messages to distribution lists with Outlook 2000, but not with Outlook 98. The “Knowledge Base” document available at http://www.va.gov/proj/vapki/forpki.htm has a detailed description on how you can do this.

16. How should I setup a secure server using Server Certificates?

You should establish the entire server as a secure server, or an area that is designated for secure pages, i.e. a directory called SEC and all its subdirectories.  Once you install the keys on the server, you can encrypt transmissions between the user and any page on the server by beginning the URL with "https://" but a user can also access that page using the traditional "http://" so the it is not guaranteed that the transmission will be encrypted.    It is best if you designate an area such as SEC as a secure area and place all your pages that need encrypted transmissions in that area.  That way, any page in the secure area cannot be accessed using "http://", that is it cannot be transmitted unencrypted. Accesses in SEC must use "https://" This is good practice since the web server makes sure that all pages in the secure area will be transmitted only when the transmission is encrypted.

17. Where do I get Technical Support?

Help desk support is available by phone and e-mail to assist VA PKI pilot participants with acquiring VA digital certificates and configuring their desktops to use these certificates for secure e-mail and web applications. 

Help is available by calling the PKI help line at (703) 848-2898 or by e-mail at vapkihelp@cygnacom.com. 
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