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1. Introduction

1.1 Background of the VA Public Key Infrastructure (PKI)
The Department of Veteran Affairs (VA) established a Public Key Infrastructure (PKI) in 1998 with the endorsement of the VA CIO Council and joint funding provided by VHA, VBA, and the Office of Management.  
The VA PKI Steering Committee, a working partnership that consists of VA administrations and staff offices, has been in charge of VA PKI strategic decisions and system funding issues.  This group with the help of contractor support reviewed PKI system options and determined that it would not be cost effective to manage an internal, In-House Certification Authority (CA) for issuing digital certificates.  Based on the research conducted, VeriSign was chosen to provide PKI services supplying both certification authority and directory services for the VA PKI.  A one-year license was signed with VeriSign to provide certification and directory services for 1,000 users.
1.2 Purpose

The purpose of the VA PKI program is to provide VA a common utility that offers several security services that include:  providing an assurance that an entity is who or it claims to be (authentication), ensuring data privacy and preventing disclosure of sensitive data while in transit or in storage (confidentiality), protecting data against improper modification (data integrity), providing a service that allows using digital signatures (non-repudiation / accountability), and Public Key enabling applications or systems that restrict access to information to only authorized users (access control).  This program has support and funding from VA's component organizations to implement a common infrastructure and Department-wide policy. 
Efforts to-date include the establishment of a VA PKI Working Group that comprises information technology professionals from Office of Cyber Security, VBA, VHA, NCA, OIT/ITSS, and other VA organizations who have significant technology investments that will utilize PKI technology.  Specific responsibilities of the Working Group include addressing PKI technology standards, operational policy and procedural issues, interoperability issues, PKI strategy and implementation plans, and providing guidance on future VA PKI operations and associated management issues (certificate management, certificate issuance, revocation, key recovery, etc).

The VA PKI Working Group serves the VA IT Cyber Security Board, a Department-wide Management Board managed by the VA Office of Cyber Security, on issues related to PKI technology services in support of Department priorities and Federal mandates.  IT Cyber Security Board staff work closely with the Federal PKI Steering Committee, NIST, GSA, OMB and other agencies to ensure government-wide interoperability and benefit from these other agencies' experiences.  IT Board efforts to date have focused on gaining an understanding of the technology, standards, operational policy and procedural issues, and on establishing a baseline infrastructure capability that can evolve over time as the demand for PKI increases.  

1.3 Scope

VA PKI is the only public key infrastructure operated internally and on a Department-wide scope by VA for the delivery of specific security services (including: virtual private networking (VPN), secure Internet Protocol (IPSec), and user authentication) to VA employees (internal staff and contractors) and external business partners.  
The VA PKI is part of an overall Enterprise Security Architectural strategy for safeguarding networked information systems and assets maintained and controlled by VA.  The kinds of information systems to be enabled by VA PKI include, but may not be limited to, secure electronic mail, secure Intranet Web applications, and secure remote access services.  All VA administrations and staff offices will use VA PKI to secure their internal information systems.  VA PKI is not used to provide PKI-enabled electronic services to veterans.
VA intends to use GSA’s Access Certificates for Electronic Services (ACES) to conduct business with veterans (www.gsa.gov/aces).  ACES is a Government-wide PKI intended for use in "government-to-citizen" transactions.  ACES reduces the cost of providing secure electronic service delivery to the public by spreading the cost of certificate issuance and transaction fees among all Federal agencies.  VBA will be the first VA organization to use ACES to provide secure electronic services to veterans over the Internet.
VA currently maintains and leverages a PKI service that will evolve as the demand for PKI increases.  Current usages of the system include issuance of digital certificates for user and server subscribers and future plans call for deploying PKI enabled smart cards to select user communities.  In addition to issuing certificates to users, VA plans to issue digital certificates to all VA networked devices (workstations, servers, routers, and other hardware devices) in order to provide for device authentication and secure transmission of Internet Protocol (IP) packets (IPSec).  The use of IPSec will require distributing IPSec certificates which are available from commercial CA’s, standalone CA’s or MS Windows 2000.

The VA PKI will maintain compatibility with the recommendations of the Federal Public Key Infrastructure (FPKI), including utilization of the developing Bridge Certification Authority (BCA). VA plans to expand PKI capabilities in several ways:  1) operate a VA-OWNED and privately Rooted PKI for employees, contractors and business partners who require secure and digitally signed email, 2) integrate certificates within the e-mail global address list for easier access to recipient names, 3) provide a standard PKI service that allows organizations to make use of the identified Certificate for public key enabling applications or systems that restrict information access to only authorized users (access control), 4) provide certificates on smart cards for more secure storage of keys, 5) allow remote access services to only users with valid VA PKI certificates. 
  
Additional details on the status of VA's PKI Project and the evolving federal PKI infrastructure are available on the PKI Website, http://www.va.gov/VAPKI.htm.

1.4 Report Organization
The remainder of this report contains five sections.  Section 2 presents an overview of Public key cryptography.  Section 3 contains a system description of the VA PKI.  Section 4 lists PKI roles and responsibilities.  Section 5 outlines the VA PKI process and operational activities.  Section 6 describes the VA PKI policies.  Section 7 describes the VA PKI operations and system reliability. 
2. Public Key Infrastructure (PKI) Technology and Cryptography
2.1 What is a Public Key Infrastructure ?
One component of an integrated, department-wide secure architectural framework is a Public Key Infrastructure (PKI).  A PKI is a combination of users, hardware and software, policies and procedures that enable the use of digital certificates and public key cryptography to provide for secure communications on public and private networks.  A PKI is a credential service that ties user and entity identities to public keys.  A PKI also allows for better services at lower costs by offering the ability to securely exchange sensitive information over shared networks, automating sensitive business functions traditionally done offline and using the Internet for conducting business processes.
A PKI provides the following benefits:
· Data Integrity - protection against improper modification to information/data

· Non-Repudiation - undeniable proof of participation in a transaction

· Confidentiality - protection against unauthorized disclosure of information
· Identification and Authentication - verification of the identity of an individual, device or other entity
2.2 
2.3 
2.4 Secret Key and Public Key Cryptography
Secret Key Cryptography
Secret key cryptography, also known as symmetric key cryptography, uses a single secret key (cipher) for cryptographic processing (encryption and decryption) of data.  Plaintext data (i.e., data in their original form such as an original message) are transformed (encryption) into gibberish, called cipher text, which can be decrypted by a recipient to the original plaintext (decryption).  
The cipher text can only be decrypted or transformed to the original clear text by someone who has a copy of the secret key.  One can try to guess the key, but the objective of cryptography is to make guessing infeasible and by making the keys longer, guessing is made more difficult.  
Figure 1 below captures the process of Symmetric Key Cryptography.



Figure 1  Symmetric Encryption (Source: DoD PKI CONOPS)

One of the major challenges with using cryptography is finding a secure way to provide keys to other parties (secret key exchange) so that secure communication between parties is possible.  In addition, difficulties exist in trying to initiate secure communications with previously unknown parties.  Furthermore, as the number of users communicating with one another becomes larger and more geographically dispersed, difficulties of scale arise and the key distribution process becomes impractical.  Public key cryptography offers a solution to this problem.  
Public Key Cryptography
Public key cryptography is the security tool that provides the underpinning for PKI.  Public key cryptography, also referred to as asymmetric cryptography, is a form of cryptography that uses separate keys for encrypting and decrypting data.    Keys come in pairs of matched “public” and “private” keys.  Public portion of the key pair is distributed publicly without compromising the private key portion and can be seen as more scalable.  Private keys must be securely kept by the holder and never shared.  The major feature of public key cryptography is that it removes the need to use the same key for performing encryption and decryption as with symmetric key cryptography. 


Public key systems that use asymmetric encryption generally require arithmetic operations to be carried out that are more complex than secret key systems and about 1,000 times slower.  Because it is much slower than conventional (symmetric) encryption, public key (asymmetric) encryption is generally not used for encrypting large amounts of data.  Instead it is used for exchanging symmetric encryption keys that are then used for encrypting data.
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Figure 2 Public Key Encryption (Source: DoD PKI CONOPS)
To understand public key cryptography, Figure 2 above lists the steps that are part of the process.  Alice encrypts a message to Bob using his public key (which is publicly available) and Bob uses his corresponding private key to decrypt the message.  In this example, public key cryptography is providing the functionality of confidentiality where the message has been encrypted and the holder of the corresponding private key, Bob, is the only person whom is able to decrypt the message.
Digital Signatures
In addition to the benefits of confidentiality (via encryption), public key cryptography provides for Non-repudiation via digital signatures.  If Alice were to encrypt the message using her private key, anyone who retrieved her public key (which is publicly accessible) would be able to decrypt the message.  If the message could be decrypted using Alice’s public key, then the message must have been encrypted using the corresponding private key and originated from Alice.  
Digital signatures provide three security services:
· Data Integrity - Data integrity, in this case message integrity is guaranteed since the message decrypted properly.  If the message had been intercepted and altered in transit, any changes to the encrypted text/signed document would display errors when the message was decrypted.  
· Non-repudiation - The sender cannot refute the fact that he/she sent the message since they are the only individual who possesses the private key.

· Authentication - Bob or others can authenticate Alice’s (the sender) identity if the recipient knows the sender’s public key.

The following Figure 3 below lists the steps for creating and validating a digital signature.
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Figure 3 Digital Signature (Source: DoD PKI CONOPS)
A sender digitally signs a document by carrying out the following steps.  The sender first applies a hash algorithm to the plain text message and a message digest or hash value is produced.  The message digest is similar to a fingerprint of the document.  The sender then encrypts the digest using his private key creating an encrypted hash.  The sender then sends the original document along with the encrypted hash.  The recipient receives both and applies a hashing algorithm via his local machine to the original document and creates a hash value.  He proceeds to decrypt the digital signature with the sender’s public key that results in another hash value.  If the two hash values are the same, the digital signature is valid.


















2.5 

2.6 How Will Public Key Cryptography Be Used by the VA ?
2.6.1 Who should use PKI and Why ?
The Department of Veteran Affairs will operate a Public Key Infrastructure internally and on a department-wide scale in order to provide a mechanism for conducting internal VA business processes more securely over public and private telecommunication networks.  PKI will provide several security services (i.e. – secure email, secure remote access services/VPN, secure Internet Protocol (IPSec), secure Intranet Web applications, digital signatures, etc) based on public key cryptography.  

Both the needs for confidentiality and integrity (including digital signature) can be provided by cryptography, and those cryptographic mechanisms need the support of a PKI.

Some services public key cryptography provide:

· Identification and authentication for purposes of gaining remote access to computers and other resources (i.e. – network devices such as routers, firewalls, etc) instead of using passwords.
· Confidentiality of data transmitted (secure messaging) via the use of encryption
· Data integrity (proof that data has not been altered in any way), i.e., software (code) signing via the use of digital signatures
· 
· 
· Secure client-server communications via the Secure Sockets Layer (SSL) protocol


Below is a partial list of VA communities of interest that have been identified for potentially using PKI services:
· VA Virtual Private Network (VPN) Users
· VA Computer Incident Response Capability (CIRC) / Security Operations Center (SOC) Personnel
· VA/OCS Enterprise Cyber Security Infrastructure Program (ECSIP) Community
· VA Information Security Officers (ISOs)
· VA Pilot Program Participants (DEA Pilot)


· 
Public key-based digital signature and encryption solutions are having a dramatic impact on security within the commercial market place.  Based on the projected user community populations from some of the identified VA communities of interest, up to 100,000 VA users are currently targeted for FY03 to use PKI certificates.  Potentially, 500,000 users (VA internal staff/business partners) will use encryption within the next few years.  
Cryptography has become increasingly important in the last several years.  The increased use of networking (and the consequent exposure of information while traversing the network), as well as the need to protect information at rest (stored in a computer), and the availability of commercial cryptographic products, has fueled this increased interest.  Cryptography was formerly mainly a national security concern for protecting classified information, but recent developments have seen greater concern for security.  In addition, cryptographic protections for authenticity and integrity are becoming increasingly important.  

Cryptography provides a superior means of authenticating oneself to a computer than traditional password protections because the latter is susceptible to guessing.  Digital signatures are important for messaging so that the recipient can be assured that the message really came from the person who claims to be the sender.  The digital signature also provides assurance that the content has not changed since it left the sender. 
Cryptography and digital signatures are also important for electronic commerce.  Cryptography can be used to protect credit card numbers.  Digital signatures can be used to ensure that the claimed individual really is authorizing a payment. 
In order to successfully use cryptography, certain services such as key generation, key distribution, certificate revocation, etc. are required.  Public Key Cryptography, developed over the past two decades, uses certificates to aid the distribution of keys and bind keys to particular users.  Public Key Cryptography is described in greater detail in Section 3.  
2.6.2 Assurance Levels

Levels of assurance for public key certificates are based on the degree of confidence in binding a person’s identity to a public key.  Several aspects that determine the PKI’s assurance level include the PKI processes that are part of operating the PKI, the methods used to protect a user’s private key, and the strength of the cryptographic algorithms used in the system. 

The Federal PKI (FPKI) Security Policy (TWG96-20) defines three assurance levels: low, medium, and high.  The three levels have increasingly more robust requirements for issuing  certificates, protecting private keys, and protecting certification authorities (CAs).

The VA intends to follow Federal guidelines and VA intends to deploy a medium assurance level PKI that is expected to suffice for all VA business programs and the VA community.  Proofing requirements for Medium Assurance environments can be found below in section 2.3.3.  (For additional details on Medium Assurance environments, see the VA Certificate Policy http://www.va.gov/proj/vapki/documents/VA_Certificate_Policy_3.1.doc).
2.6.3 Authentication of individual identity

For Subscribers, the CA shall ensure that the applicant’s identity information is verified and checked in accordance with the CP and applicable CPS.  The CAs or RAs shall ensure that the applicant’s identity information and public key are properly bound.  Additionally, the CAs or RAs shall record the process that was followed for issuance of each certificate.  Process information shall be listed in the CPS.  The process documentation and authentication requirements shall include the following information:
· The identity of the person performing the identification;

· A signed declaration by that person that he or she verified the identity of the Subscriber as required by the applicable certificate policy which may be met by establishing how the applicant is known to the verifier as required by this certificate policy;

· A unique identifying number from the ID of the verifier and, if in-person identity proofing is done, from the ID of the applicant;

· The date and time of the verification; and

(
A declaration of identity signed by the applicant using a handwritten signature.  If in-person identity proofing is done, this shall be performed in the presence of the person performing the identity authentication.
If an Applicant is unable to perform face-to-face registration alone (e.g., a network device), the applicant shall be represented by a trusted person already issued a digital certificate by the VA.  The trusted person will present information sufficient for registration at the level of the certificate being requested, for both himself/herself and the applicant who the trusted person is representing.

The table below summarizes the identification requirements:
	Assurance Level
	Identification Requirements

	Medium
	Identity shall be established by in-person proofing before the Registration Authority, Trusted Agent or an entity certified by a State or Federal Agency as being authorized to confirm identities; information provided shall be verified to ensure legitimacy.  A trust relationship between the Trusted Agent and the applicant that is based on an in-person antecedent may suffice as meeting the in-person identity-proofing requirement.  Credentials required are either one Federal Government-issued Picture I.D., or two Non-Federal Government I.D.s, one of which shall be a photo I.D. (e.g., Drivers License)


Table 1:  Medium Assurance ID Requirements
2.6.4 What cryptographic services will users need ?
2.6.4.1 Non-repudiation

There is a growing demand to be able to perform transactions via the network rather than via traditional paper-document methods.  The VA PKI will use public-key cryptography to provide security services including non-repudiation.  VA intends to satisfy legal requirements for non-repudiation by deploying digital signature technology and by supporting those mechanisms with a PKI.  Non-repudiation provides assurance to the sender with proof of delivery (i.e. – email) and provides the recipient with proof of the sender's identity so that neither can later deny having processed the data.
2.6.4.2 Identification and Authentication

One item digital signatures provide is authentication.  Bob can authenticate Alice’s identity if he knows her public key and sends her a challenge that she must sign.  If her digital signature can be verified with Alice’s public key, then it must have been signed by Alice’s corresponding private key.  VA PKI will use public key cryptography to identify and authenticate users wishing to remotely access information on a server, for protecting network management from masqueraders, or for gaining physical access to a restricted area. 
2.6.4.3 Confidentiality

Types of information to be kept confidential

A certificate shall not contain information that is not necessary for its effective use.  A CA may request non-certificate information to be used in managing the certificates within an organization.  Such information may include identifying numbers, business or home addresses and telephone numbers.  Collection of personal information may be subject to the Privacy Act of 1974 [PRIVACT].  Organizational information may be subject to the Freedom of Information Act [FOIACT] or other statutes.  All information in the CA record (not repository) shall be handled as sensitive, and access shall be restricted to those with official needs.
No one shall have access to a private signing key but the subject of the corresponding certificate; the subject shall be prevented from viewing its keys in unencrypted form.  Any private encryption keys held by a CA shall be held in strictest confidence.  Under no circumstances shall any CA private key appear unencrypted outside the CA equipment. Any keys held by a CA shall be released only to an organizational authority, in accordance with the CPS, organizational policy, and the certificate policy, or law enforcement official, in accordance with US law and the certificate policy.
Types of information not considered confidential

None of the certificates, CRLs, and CPSs contained in a repository shall be considered confidential, including any clearance information.  Repositories that contain sensitive or classified information shall have access control in a place commensurate with the information to be protected.
Disclosure of certificate revocation/suspension information

Information concerning the revocation of a certificate or events leading to such a revocation shall be limited to those involved.  Notification of revoked certificates, including reason code shall be placed on CRLs that are publicly available.   
Release to law enforcement officials

A CA will release unclassified information based on a court-authorized order that is duly signed by a competent judge of a court, in the course of a criminal investigation. 

Release as part of civil discovery

The CA will release unclassified information if authorized by the subscriber.

Disclosure upon owner’s request

A CA shall make a subscriber’s information available to an identified party, upon the request of that subscriber, for any purpose related to the issue of the subscriber’s certificate.  A CA may choose to further define or restrict such a service in its CPS.

2.6.5 








2.6.5.1 Data and Key Recovery

Escrow Subscriber encryption keys

For some purposes (such as data recovery), it will be necessary to provide key recovery for encryption keys.  Separate key recovery policy and key recovery practices documents shall be developed and referenced in the CPS.  Data Recovery is concerned with the ability of an authorized third party to gain access to information even though the originator of the data may be unable or unwilling to provide the data.  Reasons for data recovery may include unlocking an encrypted file because a user has forgotten the password, unlocking encrypted information that was encrypted by someone who has passed away, or being able to decrypt information from someone attempting to hide criminal activity from law enforcement officials.  Key recovery is a particular form of data recovery.  With key recovery, a protected copy of the key is generally made available. The protection may involve a split key, where two organizations must both cooperate to decrypt the message.  In contrast, data recovery generally refers to any alternative that provides a copy of the data to the authorized official.  



2.6.5.2 Privilege/Authorization 

In general, it is possible for certificates to vouch for a user’s identity and also specify privileges the user has been granted.  Privileges might, for example, include authority to view classified information (i.e., the user’s clearance) or permission to modify material on a Web server.  In the near term, however, the VA plans to provide only identity certificates via the PKI.  The reason is that identity would typically be long-lived while privileges would vary more frequently.  As a result, applications need to determine privileges based on the authenticated identity of the user.  


2.6.6 What PKI Services will be Provided to Users ?
2.6.6.1 Key Generation

Key Generation is needed to generate a pair of keys – one public, the other private – to provide public key cryptography functions.  In most circumstances, users will be required to generate key pairs locally (decentralized); however in some cases key pairs may be generated by the PKI (centralized).   Centralized generation may provide stronger security protections; but centralized key generation will generally cost more and there is also the danger that the operator of such a centralized facility may gain access to users private keys.  On the other hand, centralized key generation facilitates key recovery techniques.

Keys may be generated and stored on a token (such as a smart card), or may be generated by a software program.  If generated by a software program, the key may be stored internally (e.g., on a computer’s hard disk), or on removable media (such as a diskette or token). 

Software applications (such as web browsers) often generate their own keys upon appropriate command.  The initial medium-assurance PKI expects keys to be generated by the user in software.  As the PKI evolves, smart cards will be supported as well. 

2.6.6.2 Certificate Generation

Once the key pair has been generated, the next step is to obtain a certificate.  In cases where keys are generated for users, the process of generating keys and issuing a certificate may be combined.  When users generate their own keys, they must request creation of a certificate from a Certification Authority (CA).  

Registration is the process for assembling a certificate request and forwarding it to the appropriate CA, which uses the registration information to create a certificate and sign it with the CA’s private key. A Certification Practice Statement (CPS) establishes the proofing requirements for identifying the private key owner that must be satisfied before creating a certificate.  There is a wide range of options for how robust (and resource intensive) this proof must be.  
The certificate is a digitally signed data structure that includes a public key and information about the entity that holds the associated private key.  A CA server issues the certificate. The certificate binds a public key to its owner.  After the certificate has been generated, the user will receive the certificate from the CA server.  
2.6.6.3 Certificate Revocation 

Revocation is necessary when a certificate becomes invalid before its normal expiration date, i.e., if there is reason to believe the private key associated with the certificate has been compromised (e.g., the token or diskette is lost).  The certificate will also need to be reissued, for example if the user changes his/her legal name.  In general, benign changes will not require revocation while changes where compromise is possible will require revocation.
The most common way to revoke a certificate is through publication of a Certificate Revocation List (CRL).  The CA is responsible for maintaining and publishing a CRL that lists the revoked certificates.  The CA prepares a new CRL using facilities on the CA server and posts the CRL on the directory server.  The CA may distribute the CRL either in its complete form or incrementally.  Incremental versions of the CRL identify changes from the previous incremental release.  Initially, entire CRLs will be used since standards for incremental CRLs are not yet stabilized and most applications do not support them. There are security requirements related to the dissemination of the CRL.  Precautions are necessary to ensure the list is not modified or deleted by unauthorized personnel.  A digital signature over the CRL protects against modification.  Chaining of incremental releases and inclusion of the date for the next release protects against malicious attempts to delete the CRL or disrupt its distribution.  Section 4.3 describes certificate revocation and key compromise in greater detail.
2.6.6.4  Certificate Reissue

The standard certificate includes a validity period that limits the life of the certificate.  Certificate owners who need continued PKI services need to be provided with new certificates in a timely fashion to prevent any disruption in service.  Certificate expiration and renewal refers to the process for limiting the validity period of a certificate and its associated public/private key pair and providing for renewal/replacement prior to a certificate’s expiration.  Public/private key pairs have finite lifetimes.  The key lifetime should be limited to protect against key compromise.  The longer the key is in service, the more likely that someone will discover the key and be able to exploit it.

Since the CRL must contain all revoked certificates that have not yet expired, the size of the list is in part a function of the lifetime of the certificates—shorter lifetimes limit the time that a certificate remains on the CRL.  Certificate renewal also provides an opportunity to ensure that information in the certificate is up to date.





The process for renewing a certificate is similar to the process for initially issuing the certificate.  The registration process should be repeated to ensure that the reason for having a certificate remains in effect, however the old key pair can be used instead of a one-time password to authenticate the requester.

2.6.6.5 Archival

Archives provide a very long-term repository for storing information.  The lifetime of CAs may be relatively short.  But it may be important to be able to verify signatures on very old documents.  The PKI must store the information needed to verify the signatures of its users in archives that will be able to make the data available at a much later date, perhaps decades later.  It will be necessary to archive certificates issued, CRLs, and user registration information (such as how the user was identified to a RA).  The archived records will need to be time stamped and signed to ensure integrity.

2.6.6.6 Timestamp/Notary (future)

A notary function provides an analogous function to Notaries Public in the paper document world.  The notary function vouches for the existence of a signature at a particular time.  The notary performs this function by signing the document with a time stamp.  The notary function is not part of the initial PKI, but may be provided in the future, or may be a service provided by entities not part of the PKI.
3. Architecture of the VA PKI

This section describes the various components that are being deployed in support of the VA PKI. Figure 5 illustrates these components for VA. 


· 
· 
· 
· 
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Figure 4. PKI Components

3.1 Certification Hierarchy

The VA public-CA hierarchy (within the VeriSign Trust Network and under the VeriSign Root CA) will be comprised of two Issuing Authorities:  the VA Partners CA, and the VA Internal Staff CA. These components are located at the VeriSign Mountain View, CA facility and are described briefly in the following subsections. 
3.1.1 Root Certification Authority
A Root CA certificate is the ultimate source of authenticity for all certificates created within its domain.  Establishment of a Root CA in turn allows the establishment of infrastructure authorities known as Certification Authorities (CAs) who are subordinate to it.  The establishment of a Root CA creates a subordinate community that conforms to the security policy established by the Root CA.  The Root CA signs certificates for all subordinate CAs.  In addition, it signs its own certificate.

3.1.2 Certification Authorities (CA)

Each CA, the VA Internal and VA Partner CA, is subordinate to the VeriSign Root CA in the PKI hierarchy.  
The following communities of users will subscribe to VA PKI services and will be issued certificates by the VA CAs according to the following:
1. The VA Internal CA is the issuing authority for VA Employees and VA Internal Contractors – all located on the VA internal network.  All have Microsoft Outlook 98 (or 2000) e-mail clients and Exchange accounts.

2. The VA Partner CA is the issuing authority for VA External Partners – No direct access to VA internal network.  Clients may use a variety of S/MIME compatible e-mail clients but do not have accounts on the VA Exchange server.  Note: VA contractors that do not satisfy all the criteria for #1 above would be considered a VA Partner for the purposes of this architecture.  

The CA is responsible for the creation and issuance of certificates for users registering through the VA’s OnSite PKI servers.   
Size limitations may eventually require that there be multiple VA Internal and Partner CA servers. 
3.2 VA OnSite PKI Server

The VA’s PKI implementation is based on the VeriSign OnSite PKI for issuance and life cycle management of VA-affiliated digital certificates.  The OnSite PKI security solution will contain two accounts: a Partner OnSite Account and a Staff OnSite Account.

Partner OnSite Account: One OnSite account will serve external Partners who do not have Exchange accounts on the VA mail server and do not have access to the VA’s internal network.  The registration pages (Local Hosting #1) for this account will be hosted on the existing VA public web server.  Partners may enroll from either Netscape or Microsoft browsers that support S/MIME.  Partners will enroll by completing the registration pages hosted on the External Registration server.  The External Registration server will interface with the VA established Authentication Server #1 located within the VA’s protected network.  Communications between the External Registration Server and the Authentication Server will be via SSL protocol over a VA-specified port (e.g. port 2001).  The Authentication Server hosts the VeriSign Automated Authentication module that interfaces to the PIN database to authenticate Partner certificate enrollment requests. The VA will securely distribute the PINs to the Partners through a process that ensures the VA RA has personal cognizance of the subscriber.  A Luna cryptographic PC card connected to the Authentication Server will digitally sign authenticated Partner certificate signing requests.  Signed Partner certificate enrollment requests will be forwarded through the External Registration Served to the VA Partner CA hosted at VeriSign.  The certificate will be returned to the External Registration Server that in turn will forward it to the subscriber’s browser.
Staff OnSite Account: VA Employees and Internal Contractors (together referenced as Staff) will use a separate OnSite registration process, Authentication Server (#2), Key Manager Server, and signing CA (the VA Internal Staff CA).  These subscribers all have access to the VA internal network and have been issued Microsoft Exchange Server mail accounts.  The VA Staff OnSite will be configured for the Go Secure! for Microsoft Exchange solution.  The registration pages (Local Hosting #2) will be hosted on an existing internal web server (the Internal Registration Server).  The Internal Registration Server may be physically co-hosted on the same machine with the Authentication Server.  The Internal Registration Server will interface with the VA Exchange Server and Global Address List (GAL) to populate the Staff subscriber’s enrollment form.   Staff members will connect to an enrollment form hosted on the Internal Registration Server where they will present their standard NT domain credentials (name, password, and domain).  The VeriSign enrollment process will connect to the VA Exchange Server to pull the subscriber’s identity information from the GAL (name, e-mail, etc.) and to pre-populate the enrollment form.  The subscriber will be shown the populated enrollment form and the subscriber will enter their enrollment PIN.  The Internal Registration Server will interface with a separate Key Manager Server securely via SSL. The Key Manager Server will generate the Staff’s key pair and send an authentication request to the Authentication Server #2. The Authentication Server will validate the subscriber’s enrollment request by validating the user’s name and PIN stored in the VA PIN database. If validated, the Key Management Server will create a certificate-signing request that will be digitally signed by a Luna cryptographic PC card connected to the Key Management Server.  The Key Management Server will forward the certificate-signing request to the VA Internal Staff CA at VeriSign. All information sent to/from the Key Manager Server and the VeriSign CA is signed and encrypted; communications flow through the firewall over http (port 80). The Staff CA will issue the certificate and return it to Key Manager that will return the certificate and key pair to the Internal Registration Server.  The Internal Registration Server will return the certificate and key pair to the Staff’s browser for automatic import and will post the certificate to the VA Directory.  
3.3 

3.4 

3.5 User Key Storage 

Users will need to safely store their private keys.  Three options are available:  hardware tokens, removable storage (e.g., floppy diskettes), and fixed storage (e.g., the hard drive).

3.5.1 Hardware Tokens

Hardware Tokens (in formats such as the PCMCIA card or ISO smartcard) are the safest of the key storage options.  An important distinction between these hardware tokens and other types of storage is that the key information can not be directly accessed—rather, the keys are generated on the token, used for signing and encrypting on the token and never leave the token.  A token is most secure if the digital signature or encryption is performed on the card itself.  When a token merely provides storage, the user’s private key must be pulled into the computer where there is greater risk of compromise.  A hybrid approach in which signing occurs within the token but encryption is done in software may ameliorate speed limitations in the token interface while maintaining the highest level of security for the signature function.

3.5.2 Removable Storage

Removable storage (such as a diskette) is less secure, but still has the advantage of being portable and can be kept in a physically secure container when not being used.  The advantages are that the keys are not constantly available on the machine for snooping, etc. and diskettes are much less expensive than hardware tokens.
3.5.3 Fixed Storage

A user’s fixed storage (e.g., hard drive) is the least secure.  The keys are typically protected by password-based encryption, but still are susceptible to snooping and remote penetration.  It is generally far easier to break the password protection than to decrypt a message protected by the key.

3.6 Certificate and CRL Archive

Archival of certificates and CRLs is needed to ensure that signatures can be verified long after an electronic document has been signed.  Even after the certificate has expired, it may be necessary to verify that the associated private key was valid when it was used to sign a particular document.  Since revoked certificates are removed from the CRL after expiration, without the archive, there would be no means of determining whether a signature was made by a valid, unrevoked private key.  
VeriSign will provide archival storage of certificates.  The CA system administrator will ensure that data on the system is backed up and stored offsite in an appropriate manner. 
4. 
5. PKI Roles and Responsibilities

This section describes the various roles and responsibilities associated with the operation of a PKI.

5.1 Naming Authority (NA)

The Naming Authority is a function of the PKI responsible for ensuring uniqueness of names of VA PKI users. The VA Exchange GAL is considered the NA.  The user’s name as it appears in the VA Exchange GAL will be used to ensure uniqueness among VA PKI subscribers.
5.2 Root Certification Authority

A Root CA is responsible for signing certificates of CAs that will, in turn, sign user certificates.  VeriSign will provide a single trusted point that can be relied upon for all certificate verifications for the VA.  As long as the Root CA’s certificate is well known to all relying parties, the subordinate CAs’ certificates can be obtained and validated as needed.  This permits the addition of new CAs as needed to satisfy performance and sizing limitations.  The hierarchy is illustrated in Figure 6.
The Root CA may need to revoke CA certificates if there is suspected compromise and will need to distribute CRLs.  The Root CA must ensure adequate protection of his/her own Root CA workstation and facilities as well.  Since failure to adequately protect the Root CA workstation could result in fraudulent CAs, any certificate under the Root CA hierarchy would become suspect in the event of compromise of the Root CA private keys.  The Root CA must maintain adequate backup of software, the certificate database and private keys to permit rebuilding the Root CA in the event of failure or catastrophe.
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Figure 5.  Certification Authority Hierarchy
5.3 Certification Authority (CA)

The Certification Authority is responsible for issuing certificates.  The CA must adhere to the security requirements of the VA’s Certificate Policy.  The CA Servers (i.e., the computer platforms on which the certificates are issued) will be located at the VeriSign facility in Mountain View, California.  VeriSign will have a small team of individuals, the CAs, who perform CA activities using the CA servers.  CAs rely on LRAs to validate requests from users for certificates.  The CA server signs certificates presented by those users.  There are numerous combinations of responsibilities that the CA can delegate to the LRA.  The VA will use a hierarchical approach to the delegation of duties and the appointment of RAs and LRAs to support its PKI service.  National RAs will appoint Regional RAs who will appoint LRAs to assist with the registration of VA subscribers.  The registration process relies on LRAs for identity proofing individuals and providing them with a unique PIN that is used to request a certificate. 
After a certificate has been signed, the certificate may be returned directly to the user.  The certificate will also be posted to the directory.  The CA must maintain adequate backup of software, the certificate database and private keys to permit rebuilding the CA server in the event of failure or catastrophe.

5.4 Registration Authority (RA)

A National Registration Authority will be used as an interface between the CA server and the user to ensure that users are indeed who they claim to be.  Because of the large number of subscribers, it is expected there will be an RA hierarchy with a smaller number of Registration Authorities (RAs) established to register LRAs.  RAs will be able to approve new LRAs, terminate LRA privileges for individuals no longer serving that role, and will be able to update CRLs.

As a start, one might assume one LRA can register 50 subscribers per week and a minimum of one RA is needed to support no more than 25 LRAs.  These ratios will become clearer after some experience is gained in operating the PKI.  The intent is to make the span of control such that the local registration authority can readily validate the users he or she is registering and be geographically collocated with the users.  RAs will be responsible for approving LRAs.  Similarly, VA/OCS will approve all RAs. 



5.5 Local Registration Authority (LRA)

An LRA is established by an RA to allow for the remote registration of Users.  The VA has developed and documented Procedures for Local Registration Authorities (LRAs) that can be found on the VA PKI website at: 
http://www.va.gov/proj/vapki/documents/PKI_LRA_Guidelines_v1.5.doc 
He or she is responsible for verifying the identity of users.  For the medium assurance PKI, the LRA may rely on moderately trustworthy services such as U.S. Mail, internal mail distribution, etc., combined with precautions such as sealed envelopes to ensure that only the intended recipient receives information to enable registration.  LRAs are responsible for new subscriber registration/enrollment, including identity proofing, providing an instruction guide to the enrollee, and delivering the enrollee’s PIN; routine re-key; certificate revocation; and re-key after revocation.   The LRA is also responsible for following up with subscribers who delay in downloading their certificate.
The LRA workstation uses an Internet browser to access the VA’s subscription database located at https://vaww.va.gov/sec/vapkipin/mainpage.asp.  Here the LRA enters user information and generates a one-time PIN that the subscriber will use to authenticate to the CA when enrolling.  The Procedures for Local Registration Authorities provide the LRA with guidance on what requirements are necessary to support subscriber enrollment. 
5.6 Users

The user, also known as a PKI subscriber, is the owner of the private key that is supported by the PKI.  A user can be a human or can be a component.  When the user is a component, there will be some individual responsible for the operation of the component.  The user is responsible for interacting with the LRA to obtain a certificate.  After the identity-proofing process is complete, the LRA issues the user a PIN that is used to authenticate the user to the CA when downloading the certificate.  The user may then access the VAPKI Digital ID Center website, (Internal Staff VA subscribers go to the following URL) (https://vaww.va.gov/vapki2/digitalidCenter.htm) OR (Partner subscribers go to the following Partner URL) (https://www.va.gov/vapkipartners/) to download his or her certificate, and follows instructions in the User Guide (http://www.va.gov/proj/vapki/forpki.htm) provided by the LRA.  
The user must:

· protect the private key from disclosure since failing to do so would allow someone to masquerade as that user.  
· report any suspected loss or compromise of the private keys to the LRA.  
· comply with established policy and use the private key in accordance with the 
policy.

The user may also be the recipient and verifier of information, also known as a relying party.  The user must validate the entire certification path beginning with the user and going up to the Root CA or a CA trusted by both parties.  The user must periodically obtain CRL updates (as frequently as dictated by policy for a particular application) and verify that all certificates are still valid and have not expired.  The user must rely on the certificate only to the extent permitted by PKI policy.  Such policy will normally appear in a Certificate Policy.

5.7 Directory Administrator

The directory server provides a repository from which users’ applications can obtain public key certificates for other users and where they can verify that certificates have not been revoked.  A directory server is part of a distributed, replicated information structure.   The VA maintains a directory server at its location in Silver Spring, MD.  VA subscriber certificates are also maintained on the VeriSign public directory server.
The directory system administrator must ensure that the directory provides high availability to directory information.  The administrator must ensure that appropriate measures are taken for backing up information.  The administrator must work with other directory administrators to ensure that replication and partitioning are working optimally.  The administrator must ensure that appropriate access controls are in place to ensure that only authorized persons or components may modify or delete information stored in the directory.

5.8 Archive Administrator

The archive provides long-term storage of PKI material.  The archive administrator must ensure that all legitimate archival information is properly stored and indexed.  He or she must ensure that appropriate measures are taken to protect the information in the archive and to prevent unauthorized insertions into and deletions from the archive.  The administrator must make appropriate backups of the archival information, including offsite storage.

5.9 Information Security Officer (ISO)

The ISO is responsible for ensuring appropriate security for a component.  The ISO is responsible for ensuring that security policies and procedures are in place and are followed.  The ISO must examine audit trail information periodically, as required by the certificate policy, and take appropriate actions if suspicious activity is noted.  The ISO will serve in the role of RA/LRA. 
 All ISOs must have dual public key certificates.
5.10 System Administrator

The system administrator is responsible for operating and maintaining the hardware and operating system of the PKI component.  The system administrator is responsible for installing and configuring the system software and installing new software (e.g., operating system updates and patches).  The system administrator works with the ISO to ensure secure system operation.  The system administrator is responsible for ensuring continuous network connectivity and for performing appropriate backups.

6. PKI Processes/Operational Scenarios

6.1 

6.2 Establish Certification Authorities (CAs)
CAs (VA Partner CA and VA Internal Staff CA) will be established as subordinate to VeriSign’s root certification authority. As performance and storage limitations warrant, new CAs will be deployed as needed.  
6.3 CA Key Pair Generation

Cryptographic keys for certificates issued by the CA shall be generated by a FIPS 140 validated cryptographic module at or above security level 3.  


6.4 Establish Registration Authority (RA) and Local Registration Authorities (LRAs)
Departments and VISNs will need to designate Registration Authorities (RAs) and Local Registration Authorities (LRAs).  RAs receive training from the National Registration Authority in Kansas.  Regional RAs will be responsible for the enrollment and training of LRAs.  RAs will use the PIN database to register and/or revoke LRA certificates.  LRAs will be given access to the PIN database in order to enroll, re-key, and revoke subscriber certificates.

6.5 User Registration
6.5.1 Pre-Approval of Users

6.5.2 Authentication of individual identity

For Subscribers, the CA shall ensure that the applicant’s identity information is verified and checked in accordance with this CP and applicable CPS.  The CAs or RAs shall ensure that the applicant’s identity information and public key are properly bound.  Additionally, the CAs or RAs shall record the process that was followed for issuance of each certificate.  Process information shall be listed in the CPS.  The process documentation and authentication requirements shall include the following information:
· The identity of the person performing the identification;

· A signed declaration by that person that he or she verified the identity of the Subscriber as required by the applicable certificate policy which may be met by establishing how the applicant is known to the verifier as required by the certificate policy;

· A unique identifying number from the ID of the verifier and, if in-person identity proofing is done, from the ID of the applicant;

· The date and time of the verification; and

(
A declaration of identity signed by the applicant using a handwritten signature.  If in-person identity proofing is done, this shall be performed in the presence of the person performing the identity authentication.

If an Applicant is unable to perform face-to-face registration alone (e.g., a network device), the applicant shall be represented by a trusted person already issued a digital certificate by the Agency.  The trusted person will present information sufficient for registration at the level of the certificate being requested, for both himself/herself and the applicant who the trusted person is representing.
The table below summarizes the identification requirements:

	Assurance Level
	Identification Requirements

	Medium
	Identity shall be established by in-person proofing before the Registration Authority, Trusted Agent or an entity certified by a State or Federal Agency as being authorized to confirm identities; information provided shall be verified to ensure legitimacy.  A trust relationship between the Trusted Agent and the applicant, which is based on an in-person antecedent, may suffice as meeting the in-person identity-proofing requirement.  Credentials required are either one Federal Government-issued Picture I.D., or two Non-Federal Government I.D.s, one of which shall be a photo I.D. (e.g., Drivers License)


To identify and authenticate certificate subscribers, the LRA performs identity proofing, by collecting, at a minimum, the following subscriber information:
· Name

· Organizational Affiliation

· Phone Number

· E-mail Address
The LRA enters the user’s email address, as well as some additional optional information, i.e., organizational affiliation and method of authentication, into the PIN database.  The remainder of the user’s information is retrieved by the VA Global Address List and inserted into the PIN database.

· 
· 
· 
· 
· 
· 

· 
· 
It is desirable to avoid certificate schemes that require frequent reissue of certificates—ideally; most certificates will be valid for the entire life of the certificate.  Sometimes early reissue will be unavoidable (e.g., because of a name change or compromised key), however it is anticipated that the distinguished name (DN) will generally not need to be changed.  To accomplish this, DNs will avoid information such as local organization, email address, etc., although that information will be sent by the LRA for inclusion in the directory entry to help locate the person.  In particular, certificates will only vouch for the individual’s identity—they will not contain information about privileges, since privileges can change frequently.  
The Distinguished Name will consist of the following attributes:

CN=<common name >, OU=Individuals, OU=VA, O=U.S.Government, C=US

The following name constructions are provided as examples of the common name attribute:

Smith.John C.1234567890

Smith.J.Charles.Jr.1234567890

Smith.Mary_Lou.R.1234567890

Robbins-Smith.Mary_Lou.1234567890

The name is based on what is incorporated in the user’s Exchange email account. 
The LRA submits the subscriber information to the CA server via his or her web browser and SSL.  
· 
· 
· 
· 
The LRA may use face-to-face meeting to identify the individual, but may also rely on other means of verifying identity, as is done for even high value credit cards, given the LRA already has information about the individual. These other means include U.S. Mail or having the subscriber’s supervisor act as an intermediary. 




6.5.3 User Key Generation

Key generation is used to generate a pair of keys (one private, the other public) that will be used for public key cryptographic functions (including symmetric key distribution and digital signature).  For users/subscribers, software or hardware can be used to generate key pairs and symmetric keys.
For the medium assurance PKI, users will generate the key pair locally.  This may be done in a Web browser (such as Internet Explorer).  When done with a browser, the key generation and certificate request functions are closely coupled.  The latter will be discussed in the next section.  Other applications may come along that generate key pairs internally. 
6.5.4 Certificate Request

For the moderate assurance PKI, the primary method of requesting certificates will be via an Internet Explorer Web browser.  Users will need to have a copy of Internet Explorer 5.x or higher loaded on their desktop.  As mentioned above, for key pairs generated by the browser itself, the key generation and certificate are closely intertwined.  The user will be asked to fill in a form and provide the unique PIN assigned by the LRA. 

· 
· 

In addition to certificates for internal subscribers, the VA PKI will also provide certificates for external VA subscribers (those who do not have an internal VA Exchange email account).  The certificate request process is the same.
6.5.5 Certificate Disposition

When the CA server receives the request, the PIN will be verified to see that it matches the PIN provided by the LRA for this user. 
If the PIN is verified, the CA server will create the certificate with the information provided by the LRA and issue the certificate to the user immediately.  The certificate will also be placed in the directory servers (both VA and VeriSign).

6.6 Certificate Revocation 

Certificate revocations must be done if there is suspicion that the private key associated with a certificate has been compromised or the owner of a certificate is suspected of wrong doing.  In addition, a name change will require revocation and reissue of a certificate.
6.6.1 Revocation Process

A request to revoke a certificate shall identify the certificate to be revoked, explain the reason for revocation, and allow the request to be authenticated (e.g., digitally or manually signed).

Authentication of certificate revocation requests is important to prevent malicious revocation of certificates by unauthorized parties.  If a RA performs this on behalf of a Subscriber, a formal, signed message format known to the CA shall be employed.  All requests shall be authenticated; for signed requests from the certificate subject, or from an RA, verification of the signature is sufficient. 
Upon receipt of a revocation request, the CA will ascertain the circumstances prompting the 
request.  If the circumstances justify it, or if there is no outstanding reason to deny the request, the CA will revoke the certificate by placing its serial number and other identifying information on a Certificate Revocation List (CRL), in addition to any other revocation mechanisms used.  The CA then issues a CRL and posts it to the directory.

For PKI implementations using hardware tokens, a Subscriber ceasing its relationship with an organization that sponsored the certificate shall, prior to departure, surrender to the organization (through any accountable mechanism) all cryptographic hardware tokens that were issued by or on behalf of the sponsoring organization.  The token shall be zeroized or destroyed prior to, or immediately upon, surrender in the presence of the Subscriber, or shall be zeroized or destroyed promptly and shall be protected from malicious use prior to zeroization or destruction.

If a Subscriber leaves an organization and the hardware tokens cannot be obtained from the 
Subscriber, then all Subscribers’ certificates associated with the unretrieved tokens shall be 
immediately revoked using the key compromise as the reason code. 

6.6.2 Compromise of User Keys

If revocation is being requested for reason of key compromise or suspected fraudulent use, then the Subscriber's or the RA's revocation request must so indicate.  Certificates will be revoked through the VA PKI End User Services website.  RAs, LRAs, and subscribers will be capable of revoking certificates through this website.  The interface is via a browser capable of client authentication, SSL 3.0 protection, and a form on the CA server.  
A subscriber who suspects a compromised key will notify an LRA.  If an LRA performs the revocation on behalf of a subscriber, a formal, signed message format known to the CA shall be employed.  All requests shall be authenticated; for signed requests from the certificate subject, or from an LRA, verification of the signature is sufficient.  Under some circumstances the LRA rather than the user may determine that the certificate must be revoked (e.g., due to user wrong doing). 
Revocation shall take effect upon the publication of status information (identifying the reason for the revocation, which may include loss, compromise, or termination of employment) within the time limits specified below (starting from the time the request is authenticated or sufficient evidence of compromise or loss is received). 

	Assurance Level
	CARL/CRL Issuance Frequency for Agency CAs (Routine)
	CARL/CRL Issuance for Agency CAs (Loss or Compromise of Private Key)

	Medium
	At Least Once Each Day
	Within 18 Hours of Notification



CARLs and CRLs shall be issued periodically, even if there are no changes to be made, to ensure timeliness of information.  Certificate status information may be issued more frequently than the issuance frequency described above.  A CA shall ensure that superseded certificate status 
information is removed from the repository upon posting of the latest certificate status 
information.  Certificate status information shall be published not later than the next scheduled update. This will facilitate the local caching of certificate status information for off-line or remote (laptop) operation.  The CAs shall coordinate with the repositories to which they post certificate status information to reduce latency between creation and availability.


The process for reissuing a certificate will follow the process for originally obtaining a certificate.  Since the validity of the old keys is uncertain, the user must obtain a one-time PIN from an LRA.

Documents signed prior to the effective date of the revocation will be considered valid.  Any documents signed after that date would potentially be fraudulent.  However, arguments may be made as to the signature’s validity based on the relying party’s responsibility to verify the signature upon receipt and peripheral evidence of the time of the transaction.  Only documents with a timestamp from a third party (e.g., a notary) proving the document was signed prior to the revocation date can be positively verified in isolation.
Where feasible, documents encrypted with a compromised encryption key should be reencrypted.  Otherwise, there is a possibility that an unauthorized individual possessing the compromised key may be able to obtain and decrypt the file.

6.6.3 Compromise of RA or LRA Keys

The procedures followed for compromise of an RA’s or LRA’s key are similar to compromise of a user’s key.  In addition, any keys processed by the CA server that had been signed by the RA or LRA after the effective date of the revocation would have to be revoked as well.  This would happen especially if there is a lag between the earliest time the compromise could have occurred and the time it was reported.

6.6.4 Compromise of Root CA or CA Keys

Compromise of a Root CA or CA keys are far more serious.  The same procedures followed above would be followed if one of the aforementioned keys were compromised.  However, since it may be possible for a holder of the compromised CA or Root CA key to create new certificates with “old” dates, one has no way of assuring that any certificate ever signed below it in the hierarchy is valid.  Therefore, all keys under the hierarchy of the compromised key are implicitly revoked and must be reissued.  Clearly, the consequences are most serious for compromises of the Root CA.
If a CA certificate is revoked, the CRL issuance shall be done within the time limits specified in the table below.

	Assurance Level
	Revocation Time Period

	Medium
	Within 2 hours


6.6.5 Obtaining a CRL
The CAs shall issue Certification Authority Revocation Lists (CARLs) and Certificate Revocation Lists (CRLs).  To the extent practical, the contents of CARLs and CRLs shall be checked before issuance to ensure that all information is correct.  This may be done using software that scans the CARLs and CRLs looking for any evidence of an improperly manufactured CARL or CRL.
Use of revoked certificates could have damaging or catastrophic consequences.  The matter of how often new revocation data should be obtained is a determination to be made by the Relying Party, considering the risk, responsibility, and consequences for using a certificate whose revocation status cannot be guaranteed.

Relying parties must check a current CRL applicable for the certificate.  The CRL itself shall be verified in accordance with the X.509 standard.  CRL checking requirements for environments without online communications will be individually defined.


6.7 Certificate Rekey, Renewal, Reissue and Update
6.8 
The longer and more often a key is used, the more susceptible it is to loss or discovery.  Therefore, it is important that a Subscriber periodically obtains new keys and re-establishes its identity.  Re-keying a certificate means that a new certificate is created that has the same characteristics and assurance level as the old one, except that the new certificate has a new, different public key (corresponding to a new, different private key) and a different serial number, and it may be assigned a different validity period.

New certificates will need to be issued to the subscribers when the subscribers re-key. Subscribers shall identify themselves for the purpose of re-keying as required in table below.
	Assurance Level
	Routine Rekey Identity Requirements for Subscriber Signature and Encryption Certificates

	Medium
	Identity may be established through use of current signature key, except that identity shall be established through initial registration process at least once every nine years from the time of initial registration


When a CA re-keys and thus generates a new public key, the CA shall provide its new public key to all CAs, RAs, and subscribers that rely on the CA as a trust anchor.  The public key shall be conveyed to users in a secure fashion to preclude malicious substitution attacks.  This could be done in-band by signing the new public key with the current private key.



Renewing a certificate means creating a new certificate with the same name, key, and other information as the old one, but a new, extended validity period and a new serial number.  Certificates may be renewed in order to reduce the size of CRLs.  A certificate may be renewed if the public key has not reached the end of its validity period, the associated private key has not been compromised, and the Subscriber name and attributes are unchanged.  Certificate renewal requirements shall be the same as the ones for the certificate re-key.

Certificate renewal requirements shall be the same as the ones for the certificate re-key.

Further, if an individual’s name changes (e.g., due to marriage), then proof of the name change must be provided to the RA or other designated agent in order for an updated certificate having the new name to be issued. 

Reissue of a certificate when a DN changes, (for example a legal name change), can be handled similarly to renewal.  Since the DN is changing, both the current DN and the new DN will be provided by the LRA to the CA server.  The unique identifier will remain the same.
Updating a certificate means creating a new certificate that has the same or a different key and a different serial number, and that it differs in one or more other fields, from the old certificate.  For example, a CA may choose to update a certificate of a Subscriber whose characteristics have changed (e.g., has just received a medical degree). The old certificate may or may not be revoked, but must be updated.


6.9 Signature Verification 

Digital signature and signature verification are not, strictly speaking, part of the PKI; but are primary functions that a PKI must support.  It is anticipated that digital signatures will be provided by message software such as S/MIME, as well as special-purpose, proprietary application software.


6.10 Encryption and Decryption

6.10.1 


6.10.2 Data Recovery

Data recovery is needed to ensure that if VA employees die, leave the VA, or lose their private encryption keys, encrypted information can be retrieved.  It should be noted that there should never be a need for recovering signature keys; only encryption keys need be recoverable.  No one but the user to whom a signature key was issued should be able to sign for that user.  In case of loss, the user will obtain a new key and certificate and will sign new documents with the new key.  Documents signed with the lost key can still be verified.

The VA PKI supports data recovery by providing a key recovery service, which provides access to key recovery information (KRI) as described by its Key Recovery Policy (http://vaww.va.gov /proj/vapki/documents/VAKRP1.0rev1.doc).  Key recovery is sufficient for data recovery when confidentiality has been achieved through key transport.

The VA PKI uses the Key Escrow technique, in which a long-term key (i.e., the private key of a key exchange public/private key-pair) is directly stored in a protected repository under the control of one or more Key Recovery Agents (KRAs).  Details of the technique are described in the VA Key Recovery Practices Statement.

6.10.3 

6.11 

6.12 Archive

Subscribers are permitted to make operational copies of private keys residing in software cryptomodules for each of the Subscriber’s applications or locations that requires the key in a different location or format.  All key transfers shall be done from an approved cryptomodule, and the key shall be encrypted during the transfer.  The Subscriber is responsible for ensuring that all copies of private keys are protected, including protecting any workstation on which any of its private keys reside.

A CA may only copy a Subscriber's hardware cryptographic module in response to a valid initial request for a backup, or as a result of an administrative action form request signed by the Subscriber.  Every access authorization shall be documented, and each resultant access recorded.  Only CAs and Subscribers shall back-up private keys (RAs shall not back-up private keys).
The public key is archived as part of the certificate archival.

The CA and RA archive records shall be sufficiently detailed to establish the proper operation of the VA PKI, or the validity of any certificate (including those revoked or expired) issued by the VA PKI.  
At a minimum, the following data shall be recorded for archive:

	Data To Be Archived
	Medium

	CA accreditation (if applicable)
	X

	Certification Practice Statement
	X

	Contractual obligations
	X

	System and equipment configuration
	X

	Modifications and updates to system or configuration
	X

	Certificate requests
	X

	Revocation requests
	X

	Subscriber identity Authentication data 
	X

	Documentation of receipt and acceptance of certificates
	X

	Documentation of receipt of tokens
	X

	All certificates issued or published
	X

	Record of CA Re-key
	X

	All CARLs and CRLs issued and/or published
	X

	All Audit Logs
	X

	Other data or applications to verify archive contents
	X

	Documentation required by compliance auditors
	X


6.12.1 Retention period for archive

The minimum retention periods for archive data are identified below.  The minimum retention periods are subject to change depending on the outcome of pending legal guidance.

This minimum retention period for these records is intended only to facilitate the operation of the CAs.  

	Assurance Level
	Minimum Retention Period

	Medium
	10 Years & 6 Months



7. PKI Policies

The purpose of this section is to summarize various policy areas that need to be developed for the operation of the PKI.  A Certificate Policy (CP) and Certification Practice Statement (CPS) currently exist.  A Key Recovery Policy (KRP) is in draft form, and a Key Recovery Practice Statement (KRPS) is under development.  In this version of the CONOPS, policy only for the medium assurance PKI will be addressed.
Topics covered by the CP and CPS include:
· Introduction
· General Provisions

· Identification and Authentication

· Operational Requirements

· Physical, Procedural and Personnel Security Controls

· Technical Security Controls

· Certificate and CRL Profiles

· Specification Administration
7.1 Introduction
The introduction contains information about whom the policy is applicable to and whom to contact.  This section identifies roles such as CA, LRA, user, system administrator and information security officer.
7.2 General Provisions
This section describes responsibilities of the various roles.  As an example, the CA is responsible for issuing certificates and posting them, maintaining a CRL, maintaining audit information and maintaining archives.  LRAs must accurately represent information they prepare for the CA and must verify the identity of users before approving certificates for them.  Subscribers are obligated for the accuracy of registration information and are obligated to protect private keys.  Relying parties are obligated to use a certificate only for the purpose it was issued and must check the validity of certificates (including checking CRLs) before relying on the certificate.
7.3 Identification and Authentication
This section describes naming conventions and how global uniqueness is guaranteed.  The requirements for proving identity are described.  Discussions of key validity periods and of using a current valid key to request new keys are included here as well.  The policy suggests a three-year period for medium assurance rekeying and the ability to use existing keys once to rekey.  A subsequent rekey requires the user to see the LRA.
7.4 Operational Requirements
This section identified steps required while applying for and issuing a certificate.  The section also describes revocation procedures and CRL update frequency.  A description of auditing procedures and protection of the audit information is provided.  Archival requirements are specified.
7.5 Physical, Procedural and Personnel Security Controls
This section describes the requirements for daily security checks, removal of removable cryptomodules when not in use, and backup procedures.  The roles of CA, system administrator and information systems security officer are defined.  Background investigations for personnel would also be prescribed in this section.
7.6 Technical Security Controls
This section defines the technical security controls for the system.  The section describes the validation requirements for cryptographic modules, procedures for delivering keys (if not generated locally), the strong preference for local generation of keys, parameters to be used for key generation, and separation of signing and encrypting key pairs.  Requirements for protecting private keys are also described.
7.7 Certificate and CRL Profiles
This section describes aspects of the certificate, including extensions supported and various object identifiers used. 
7.8 Specification Administration
This section describes procedures for approving the CP and CPS and approving changes to those documents.
7.9 

7.9.1 




7.9.2 




7.9.3 




7.9.4 




7.10 
7.10.1 

7.10.2 

7.10.3 

7.10.4 

7.10.5 

7.11 


7.12 



7.13 

8. PKI Operations and Reliability
8.1 Hours of Operation

8.1.1 Availability of the PKI Service

The CA must be available at least 8 hours per day, 5 days per week, Monday through Friday, excluding holidays. 

This requirement would include functions such as initial registration, revocations and RA-assisted routine re-keys (all RA functions.)  
Specific hours of operation pertaining to the previously stated functions are in accordance with the VeriSign On-Site PKI Service Level Agreement. 

8.2 Contingency Plans

8.2.1 Computing resources, software, and/or data are corrupted

If the CA equipment is damaged or rendered inoperative, but the CA signature keys are not destroyed, the CA operation shall be reestablished as quickly as possible, giving priority to the ability to generate certificate status information.

8.2.2 CA signature keys are not available

If the CA cannot issue a CARL/CRL prior to the time specified in the next update field of its currently valid CARL/CRL, then the CA shall reestablish revocation capabilities as quickly as possible in accordance with procedures set forth in the respective CPS.
The CA shall immediately and securely advise its superior CA (the VA PKI PMA in the case of the VA Principal CA) in the event of a disaster where the CA installation is physically damaged and all copies of the CA signature keys are destroyed.

8.2.3 CA signature keys are compromised

If the CA signature keys are compromised or lost (such that compromise is possible even though not certain):

· The superior CA (VA PKI PMA in the case of VA root) and all other CAs that have issued the CA a certificate shall be immediately and securely notified (so that the issuing CAs may issue CARLs revoking any certificates issued to the CA);

· The CAs that have issued certificates to the affected CA shall immediately publish a CARL revoking the affected CA’s certificate as set forth above;

· If the CA is a trust anchor for the VA relying parties, the relying parties shall be notified securely in accordance with the procedures set forth in the CA CPS;

· A CA key pair shall be generated by the CA in accordance with procedures set forth in the CA CPS; 

· New CA certificates shall be issued in accordance with the issuing CA CPS; and

· If the CA is a trust anchor for the VA relying parties, the relying parties shall be provided the new public key as a trust anchor securely in accordance with the procedures set forth in the CA CPS.
The VA PKI PMA shall also investigate and report to the Federal PKI Policy Authority what caused the compromise or loss, and what measures have been taken to preclude recurrence.

8.2.4 Secure Facility impaired after a Natural or Other type of Disaster

In the case of a disaster whereby the CA installation is physically damaged and all copies of the CA signature key are destroyed as a result, the CA installation shall then be completely rebuilt, by reestablishing the CA equipment, generating new private and public keys, being re-certified, and re-issuing all certificates.
If the CA is a trust anchor for the VA relying parties, the relying parties shall be notified securely in accordance with the procedures set forth in the CA CPS.  Relying Parties may decide on their own volition whether to continue to use certificates signed with the destroyed private key pending reestablishment of CA operation with new certificates.
If the CA is a trust anchor for the VA relying parties, the relying parties shall be provided the new public key as a trust anchor securely in accordance with the procedures set forth in the CA CPS.

8.3 CA Termination

In the event of termination of the CA operation, certificates signed by the CA shall be revoked and the VA PKI PMA shall be notified.  Prior to the CA termination, the CA shall provide archived data to a VA PKI PMA approved archival facility.
8.4 Physical Controls for the CA and THE RA

The CA shall impose physical security protection specified below.
RA equipment shall be protected from unauthorized access while the cryptographic module is installed and activated.  The RA shall implement physical access controls to reduce the risk of equipment tampering even when the cryptographic module is not installed and activated.  These security mechanisms shall be commensurate with the level of threat in the RA equipment environment.

8.4.1 Site location and construction

The location and construction of the facility housing the CA equipment shall be consistent with facilities used to house high value, sensitive information.  The site location and construction, when combined with other physical security protection mechanisms such as guards and intrusion sensors, shall provide robust protection against unauthorized access to the CA equipment and records.

8.4.2 Physical access

The CA equipment shall always be protected from unauthorized access, and especially while the cryptographic module is installed and activated.  Physical access controls shall be implemented to reduce the risk of equipment tampering even when the cryptographic module is not installed and activated. 

These security mechanisms shall be commensurate with the level of threat in the equipment environment.
The physical security requirements pertaining to CAs that issue Medium Assurance certificates are intended to:
· Ensure no unauthorized access to the hardware is permitted

· Ensure all removable media and paper containing sensitive plain-text information is stored in secure containers

· Be manually or electronically monitored for unauthorized intrusion at all times

· Ensure an access log is maintained and inspected periodically
Removable cryptographic modules shall be inactivated prior to storage.  When not in use, removable cryptographic modules along with activation information used to access or enable cryptographic modules and the CA equipment shall be placed in secure containers.  Activation data shall either be memorized, or recorded and stored in a manner commensurate with the security afforded the cryptographic module, and shall not be stored with the cryptographic module.


A security check of the facility housing the CA shall occur if the facility is to be left unattended.  At a minimum, the check shall verify the following:
· The equipment is in a state appropriate to the current mode of operation (e.g., that cryptographic modules are in place when “open”, and secured when “closed”);

· Any security containers are properly secured;

· Physical security systems (e.g., door locks, vent covers) are functioning properly; and

· The area is secured against unauthorized access 
A person or group of persons shall be made explicitly responsible for making such checks.  When a group of persons is responsible, a log identifying the person performing a check at each instance shall be maintained.  If the facility is not continuously attended, the last person to depart shall initial a sign-out sheet that indicates the date and time, and asserts that all necessary physical protection mechanisms are in place and activated.

8.4.3 Electrical Power

The CA shall have backup capability sufficient to automatically lockout input, finish any pending actions, and record the state of the equipment before lack of power or air conditioning causes a shutdown.  The CA directories (containing the CA issued certificates and CARLs) shall be provided with Uninterrupted Power sufficient for a minimum of six hours operation in the absence of commercial power, to support a smooth shutdown of the CA operations.

8.4.4 Water exposures

No stipulation.

8.4.5 Fire prevention and protection

No stipulation.

8.4.6 Media storage

The CA media shall be stored so as to protect it from accidental damage (water, fire, electromagnetic).  Media that contains audit, archive, or backup information shall be duplicated and stored in a location separate from the CA.

8.4.7 Waste disposal

No stipulation.

8.4.8 Off-site backup

For the CA, full system backups, sufficient to recover from system failure, shall be made on a periodic schedule, described in the respective CPS.  Backups are to be performed and stored offsite not less than once per week.  At least one full backup copy shall be stored at an offsite location (separate from the CA equipment).  Only the latest full backup need be retained.  The backup shall be stored at a site with physical and procedural controls commensurate to that of the operational CA.





8.5 User Support (Help Desk)

Help desk staff will be initially available for business, Monday through Friday to handle registration.  The hours of operation will be adjusted as warranted.  The major purpose of the PKI help desk is to help users having problems obtaining certificates.  Use of certificates for a specific application will be addressed to the application’s help desk.  Other problems with the certificate or infrastructure may be referred to the PKI help desk as the need arises.

As additional programs begin using PKI services, the help desk hours will be modified to accommodate those users.  Eventually, a full 24 by 7 PKI help desk may be warranted.

9. List of Acronyms

CA
Certification Authority

CN
Common Name
CP
Certificate Policy
CPS
Certification Practice Statement

CRL
Certificate Revocation List





DN
Distinguished Name

DSA
Digital Signature Algorithm

DSS
Digital Signature Standard







ISO
Information Security Officer


LDAP
Light-weight Directory Access Protocol

LRA
Local Registration Authority


NA
Naming Authority



PKCS
Public-Key Cryptography Standard

PKI
Public Key Infrastructure

RA
Registration Authority



RSA
Rivest, Shamir, Adelman; a proprietary asymmetric cryptographic algorithm


SHA
Secure Hash Algorithm
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�  	This is a gross simplification and assumes testing all possible keys.  Other attacks based on weaknesses in the algorithm, analysis of the text, or other means may provide shortcuts to the cryptanalysis.


�  	It should be noted that in addition to holding sufficient clearance to view classified information, there may also need to be permission granted to view the specific information, referred to as need-to-know.


�  	Finding applications that support CRLs at all is still difficult.


�  	Initially, CAs may use software key generation because of unavailability of the hardware interface in the near term on the selected Netscape equipment.


�  	If, in the future, attribute certificates (that convey privilege) are used, those certificates must be revoked when the privileges change.


� This is provided as an example.  The actual web page and its address need to be established.
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