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1.  Configuring Outlook98 to set the Signature and Encryption keys 

Outlook 98 will not automatically use S/MIME features that permit you to sign and encrypt your email. 

Section 3.5 of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm has the details on how to configure Outlook98 to set the Signature and Encryption Keys.

2. Sending Encrypted E-mail to other Recipients.

You have to select the recipients of your e-mail from your local contact list. If you just choose to reply to an encrypted message received you may not be able to send encrypted e-mail back. You have to select the recipients from you local contact list.  After choosing to reply, clear all the recipients from the “To” and “CC” sections of the e-mail.  Click on “To”, you will see the following screen. 
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Change to the local contact list as illustrated below:
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Select your local contact list and select the recipients you want to send the message to.
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3. Explicitly Trusting Individual Certificates

You can explicitly trust a certificate by doing the following.

The following screen will be displayed if the certificate is not trusted.  Click on “View Certificate” button.
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To trust the individual certificate select the “Trust” tab.

Choose the option “Explicitly Trust this Certificate” and click on the OK button.
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You now explicitly trust the individual certificate.

4. Explicitly Trusting Issuer Certificates

You can explicitly trust an issuer certificate by doing the following.

The following screen will be displayed if the certificate is not trusted.  Click on “View Certificate” button.
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To trust the individual certificate, select the “Certification Path” tab.

The following screen will be displayed.  Select the certificate you want to trust in the chain and click on the “View Certificate” button.
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The following screen will be displayed.

Click on the “Trust” tab.
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The following screen will be displayed.

Select the option “Explicitly Trust this Certificate” and click on the OK button.
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You now explicitly trust the issuer of the certificate, and therefore all certificates issued by this Certificate Authority will also be trusted.

5. Disabling the Trusted Root CAs installed in Internet Explorer.

A number of Trusted Root CA certificates are installed in Internet Explorer, and any certificates issued by these Trusted Root CAs are automatically trusted.  You can disable the trust on these CAs by configuring your browser.  In fact, it is recommended that you configure your browser not to trust the VeriSign Class 1 Primary CA as Class 1 certificates issued by this CA can be bound to any validated e-mail addresses and therefore should not be trusted.

From the Main Menu of the Internet Explorer select Tools / Internet Options the following screen will be displayed.

[image: image23.png]%5 Inbox rosoft OQutlook =181
||t Edit view Go Tools Actions telp
||z - @05 X | ereply SoReply o All 6@ Forward | B3 | Send and Receive | 23Find ‘a0rganize | &)

|8 e-» BER| | W | vesages wih umprevi | F #d

|Subject |Received  © -
Wed 12/8/55 12:54 PM

Wed 12/8/59 11:41 AM

Tue 12/7/39 5134 PM

Tue 12/7/39 5117 PM

Tue 12/7/39 4:04 PM

Certificate Information Tue 12/7/39 12:58 PM
Mon 12/6/59 8:11 P

This certificate cannot be verified up to a trusted B 248450 2107 Bl
certification authority. Fri 12/3/39 128 PM
Thu 12/2/99 5:38 PM

Wed 12/1/09 4:11 PM
Wed 12/1/09 2:46 PM
wed 12/1/99 12:25 PM
Tue 11/23/09 2:41 PV
Mon 11/22/995:09 PM
Mon 11/22/99.3:33 PM
Issuedto:  PaulChen Mo 11/22/95 10:31 A0
Fri 11/19/29 9154 AM
Wed 11/10/58 8:09 AM
Issued by:  CorpCA o ey
| Fri 10/23/99 9143 &M
Valid from 7/14/9 to 7/14/02 o TEEDADEN
Mon 10/25/99 10:26 AM
| Fri 10/15/29 4156 PM
Th 10/14/99 2:28 PV
Tue 10/12/99 4:05 PV

IEsiier Giatement Tue 10/5/99 5:29 PM

Th 9/20/29 7:50 PM
My Shortcuts Tue 8/3/99 10111 AM

OthEvShDV\EMST

‘#Astart|[Zinbox - Microsoft . B MicrosoftWord - kno





Click on the Content tab and the following screen will be displayed.

Click on the Certificates button.
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ext.

Click on the Trusted Root Certification Authorities tab
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The following screen will be displayed next.

Select a Trusted Root Certification Authority you want to disable and click on the View button.
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The following screen will be displayed next.

Click on the Details tab
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The following screen will be displayed next.

Click on the Edit Properties button
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The following screen will be displayed next.

Select Disable all purposes for this certificate option and click on OK button.
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You have now disabled this Trusted Root Certificate.

6. Configuring Distribution Lists in Outlook 2000

From the Outlook 2000 main menu select Contacts and from the File menu select New, from the list displayed select Distribution List. 
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The following screen will be displayed next.

In the Name section type in the name of the Distribution List 

Click on the Select Members button to add a member in your Contacts to the Distribution List. 

Click on the Add New button to add a new member.
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7. Using Netscape Browser with VA Certificates.

If the Netscape browser is to be used then, the user should 

1. Enroll for a certificate using Internet Explorer. (Follow the instructions in Section 2 and Section 3 of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm for installing the correct version of Internet Explorer and enrolling for a VA certificate.)

2. Export the certificate from Internet Explorer in PKCS12 format. (Follow the instructions in Section 4 of the "PKI Installation and User Guide" document available at http://www.va.gov/proj/vapki/forpki.htm for exporting the VA certificate in the correct format.)

3. Import the certificate into the Netscape browser. (Follow the instructions described below.)

From the Netscape Browser Main Menu select “Communicator/Tools/Security Info”
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The following screen will be displayed next.

Click “Certificates/Yours” on the left hand side panel.
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The following screen will be displayed next.

Click on the button “Import a Certificate” at the bottom of your screen.


[image: image5.png]Netscape [=

Your Certificates

Security Info You can use any of these certificates to identify
and to web sit

ourself to ofher people
. Communicator uses your certificates to decrypt

SR information sent to you. Your certificates are signed by the organization
Navigator that issued them.

Messenger
These are your certificates:
Java/JavaScript

Certieat View
extificates
Verl
e _verty_|
People [ Datin |
Web Si =

W

Signers

Cryptographic =
Modul

You should make a copy of your certificates and keep them in a safe
place. If you ever lose your certificates, you will be unable to read
encrypted mail you have received, and you may have problems
idenfifying yourself to web sites.

Get a Certificate | £ import & Cerificats L

OK| _Cancel | Help





The following screen will be displayed next.

Enter a Password to protect your Private Key.
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The following screen will be displayed next.

From the Files of type select All Files (*. *)  and choose the file that contains the Exported Certificate.
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After selecting the file and clicking on Open button, the following screen will be displayed next.  

Enter the Password you have used during the Certificate Export Process.
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The following screen will be displayed next.

If the certificate is successfully imported the following success message will be displayed.
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Click on the OK button and the following screen will be displayed next.

You can view the certificate you have imported by selecting it and clicking on the View button.
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Click on the OK button at the bottom of the window.  The Import Process into the Netscape Browser is now complete.
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