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GUIDELINE FOR A PUBLIC KEY INFRASTRUCTURE

LOCAL REGISTRATION AUTHORITY

1.   PURPOSE AND SCOPE  
a. This guideline provides expectations and procedures for individuals identified as Local Registration Authorities (LRA) for Veteran Health Administration’s (VHA) implementation of Public Key Infrastructure (PKI).

b.  VHA’s LRAs will be appointed through the PKI representative in Health Information Security Service.  LRAs will be limited to Information Security Officers.
2.   BACKGROUND  

a. The VA PKI Project is Departmentally managed and funded as an agency project.  

b. PKI provides strong authentication, confidentiality, data integrity, and non-repudiation to a variety of internal information systems.  These systems include (but may not be limited to) electronic mail, Intranet Web applications, and remote access services.

3.   POLICY

a. The policy set forth in VA Directive 6213 and any other relevant policies or directives will be followed.

b. Personnel designated as an LRA must:

1. Be of unquestionable loyalty, trustworthiness, and integrity,

2. Have passed VA security clearance background check,

3. Be an Information Security Officer (ISO), and

4. Have a designated alternate (also an ISO).

c. LRAs will protect the integrity of VHA information systems and the use of PKI by ensuring that only an ISO or a requestor’s supervisor delivers PIN numbers to the requestor.  Identity proofing can be done by: 1) personal knowledge of the requestor, or 2) through valid government-issued photo identification (e.g., Driver’s License, or VA Badge).

4.   RESPONSIBILITIES/PROCEDURES

a. Before becoming an LRA, the individual must agree to and sign the PKI system’s Rules of Behavior.  This document is located in Appendix A.

b. LRAs are responsible for performing the following functions:

1. New subscriber registration/enrollment (includes identity proofing),

2. Routine re-key,

3. Certificate revocation

4. Re-key after revocation, and

5. Termination of PKI accounts.

c. Registration/Enrollment Procedures:

1.  LRAs shall perform the following steps to register an enrollee:

a. Obtain enrollee justification of need for certificate.

b. Collect enrollee personnel information.

c. Verify enrollee personnel information.

d. Create new user record in Certificate PIN Database and obtain PIN.

e. Provide instruction guide(s) to enrollee.

f. Deliver PIN (ensure identity proofing is performed and enrollee is instructed on secure handling of PIN).

g. Archive enrollment documentation.

h. Follow-up.


2.  Appendix B outlines this procedure in detail.

d. Certificate Revocation Procedures:

1.  Generally, PKI certificates are revoked for reasons such as key compromise or problems associated with the enrollment process (e.g., only one certificate is issued).  

2.  Users can revoke their own certificates using their challenge phrase according to the instructions contained in the PKI User Guide.  In the event the user either forgets their challenge phrase or is unable to successfully revoke his/her own certificates, LRAs shall:

a. Verify the revocation request’s validity and the identity of the requestor,

b. Contact the VA PKI Help Desk to request revocation of the certificates, and

c. Follow-up.

3.  In the event the user needs their PIN re-issued, the LRA shall ensure that the PIN is securely delivered as outlined in Appendix B, item 6.  Re-issuance of the PIN shall be performed separate from the revocation process.

e. Termination of PKI Accounts:

When an active PKI user separates from the VA or otherwise no longer needs PKI certificates, the LRA shall:

a. Request certificate revocation from the VA PKI Help Desk,

b. Remove the PIN entry from the PKI database, and

c. Request removal of the LDAP entry from the VA PKI Help Desk.

f. Assistance with LRA responsibilities may be obtained from Health Information Security Service’s PKI representative or the VA PKI Help Desk provided by Cygnacom.  Their e-mail address is vapkihelp@cygnacom.com.  They can also be reached by telephone at (703) 848-2898.

Appendix A – LRA RULES OF BEHAVIOR

As an authorized Public Key Infrastructure (PKI) Local Registration Authority (LRA) for Department of Veterans Affairs’ (VA’s), Veterans Health Administration (VHA), I will be given access privileges to VA’s Certificate Personal Identification Number (PIN) Database.

I understand the following responsibilities regarding this access:

· I will safeguard the security codes, passwords, and PINs associated with the VA PKI program.

· I will protect the integrity of the VHA information systems using PKI by ensuring that appropriate identity proofing is performed for those VHA employees or partners, which I enter into the Certificate PIN Database.

· I understand that as an LRA, I have an obligation to protect any information which the loss, misuse, unauthorized access to, or modification of, could adversely affect the conduct of federal systems.

Name (please print)

Signature






Date

Appendix B– REGISTRATION/ENROLLMENT PROCEDURES

1. Obtain enrollee justification of need for certificate.  

2. Collect (at minimum) the following enrollee personnel information:  name, phone number, and e-mail address.

3. Verify enrollee personnel information with their entry in the Exchange Global Address List (GAL).

4. Create new user record in Certificate PIN Database and obtain PIN.  The database is located at https://vaww.va.gov/sec/vapkipin/mainpage.asp.  Write down the PIN assigned (or print the New Subscriber Confirmation Screen) for your confidential files.  Follow the instructions in the Registration Authority (RA) Guide for guidance in using the Certificate PIN Database.

5. Provide instruction guides to enrollee by preparing and sending a PKI E-Mail Letter to the requestor(s) with the Short Instruction Manual attached to let them know their PIN is on the way.  An example of this e-mail letter is in Attachment A.

6. Deliver PIN (ensure identity proofing is performed and enrollee is instructed on secure handling of PIN).  To do this, prepare a memo to the requestor informing them of their PIN number.  If the LRA processing the PKI request will perform the identity proofing, the LRA may hand-deliver the memorandum to the requestor.  Otherwise, follow step 6a below.  Example of the memorandum is located in Attachment B.

a.  If the person that will “proof” the requestor has PKI:  Prepare e-mail memo with requestor’s PIN Memo (from Step 6) attached.  Send it signed and encrypted.  An example of this e-mail notification is in Attachment C.

b. If the person that will “proof” the requestor does not have PKI:  Prepare memo to “proofer” and send it via regular mail.  Enclose (in a separate sealed envelope addressed to the requestor)  the PIN memo (from Step 6).  All envelopes should be sealed with the note “TO BE OPENED BY ADDRESSEE ONLY”.  An example of this memorandum is located in Attachment D.

7. Archive enrollment documentation:  Update personal tracking spreadsheet (or similar tracking mechanism).  Example: maintain a spreadsheet that includes Requestor’s Name, E-Mail Address, Person that will “Proof” the Requestor, Date of Request, Date Entered into Database, Date E-Mail Letter Sent, Date Memo Sent, and Date PKI was Activated.  Also, maintain copies (paper and electronic) of all correspondence.

8. Follow-up in 2 weeks.  To search for (dual-key) PKI certificates, go to https://vaww.va.gov/vapki2/client/search.htm.  If the enrollee’s certificate is not yet valid, contact them to encourage them to apply for a certificate immediately.

Attachment A
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Subject: [FW: PRI E-Mal Letter

(Once you receive your PKI PIN from me, use this instruction guide to start the process. If you do not receive your PIN within 10 days or if you encounter any problems,
please let me know. Do not share your PIN with anyone. Please use your PIN to enroll for a PKI certificate as soon as you receive your PIN.

(Once you receive your PIN, go to_s<<https:/ivaww.va. govivapkiZ=>> then click on for Encryption and Signing Digital D located under the "Enroll” aption.

Use this guide to corplete the infrmation for a PKI certificate. If you have problems using this method, contact the VA PKI Help Desk at (703) 848-2896 or
vapkihelp@cyanacom.com. You may also give me a call

0
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When yoube successfully set up your certificate, please send me a digitally signed message.





Attachment B

Department of

Veterans Affairs




Memorandum

Date:

<Date>


From:
<LRA>

Subj:

Participation in PKI Secure E-Mail

To:

<Enrollee>
1.  You are invited to participate in using Public Key Infrastructure (PKI) with secure e-mail.  Before obtaining your digital certificate, you will need to obtain the latest version of Explorer (4.0 or higher) with 128-bit encryption and install Outlook 98 or better on your PC.  Be sure to also check the enrollment web site and current user guide referenced below for possible additional requirements (such as hot fixes, patches, etc).

2.  We have assigned you an enrollment PIN of <PIN #>.  To obtain a certificate from VeriSign, access the following URL:  https://vaww.va.gov/vapki2 then click on  


 HYPERLINK "https://vaww.va.gov/vapki2/client/checkLibraryDualMS.htm" for Encryption and Signing Digital ID located under the “Enroll” option.  There are many detailed steps to obtaining the certificate and setting up the mail software.  Please refer to the PKI Instruction guide provided at the top of the enrollment web site.

3.  Do not share your PIN with anyone.  Please use your PIN to enroll for a digital certificate as soon as you receive your PIN.

4.  Three key points to remember when obtaining your digital certificate are:

a.  During enrollment, select high security for your certificate (the default is medium – so you will need to change it).  You will then be asked for passwords to protect your private keys.  Remember these passwords – because you will need them later for actions that require your private key.

b.  After you have completed the installation – be sure to export your certificate to a file.  This will allow you to reload it in case of problems and use it on other PCs that are configured with Explorer and Outlook.  Copy this file to a floppy disk and store it in a safe place.

5.  Then by following the procedures cited above for Outlook setup, you will be able to send signed e-mail to anyone who has installed the Outlook mail client.  You will also be able to exchange signed and encrypted e-mail with members in our test group and other holders of S-MIME compatible certificates after you obtain a copy of their certificate.

6.  Additional information on the VA PKI project is located at https://vaww.va.gov/proj/vapki/forpki.htm.  If you need assistance, you may contact the VA PKI Help Desk at vapkihelp@cygnacom.com or (703) 848-2898.

<LRA Signature>

Attachment C
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Subject:  [PKI Delivery.

[FCONFIDENTIAL

|<Enzollee Names> are invited to participate in using PKI with secure e-mail. | am unable to deliver the attached information to them
[“Face-to-face”. In orderto verify their identities and maintain secusity, would you please deliver this in person? Identity proofing
lmay be done by personal knowledge of the requestor or through valid gavemmeni-issued photo identiication (¢.g, Diiver's
[License or VA Badgs).

[¥our assistance is greatly appreciated. If you have any questions o concerns, please contact me af <telephone number andor e-mail
address>

M m

Pane Doe-DUAL KEY John Doe-DUAL KEY
PKIPINMNOKL..  PKIPINMNt,

<caR's *Signasure” Block>





Attachment D

Department of

Veterans Affairs




Memorandum

Date:

<Date>


From:
<LRA>

Subj:

Proofing Participates in PKI Secure E-Mail

To:

<Enrollee’s ISO or Supervisor>
1.  <Enrollee Names> are invited to participate in using PKI with secure e-mail.  I am unable to deliver the attached information to them “face-to-face”.  In order to verify their identities and maintain security, would you please deliver this in person?  Identity proofing may be done by personal knowledge of the requestor or through valid government-issued photo identification (e.g., Driver’s License or VA Badge).

2.  Your assistance is greatly appreciated.  If you have any questions or concerns, please contact me at <telephone number and/or e-mail address>.

<LRA Signature Block>

Attachments







