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Enterprise Identification Authorization and Authentication (IA & A) Briefing.
Major problems that are being addressed:  

· VA uses an inherently weak authentication methodology.  VA relies on User ID & Password as the primary identification & authentication (I&A) mechanism.  

· VA does not maintain an audit trail for access to VA information.

· VA needs a better enterprise authorization solution.  Only authorized users should be granted access to VA information.

· In addition, VA needs to comply with Federal and VA mandates (GPEA, HIPAA, OMB Circular A-130, E-Sign Act, etc).  

These deficiencies have been noted as problems in GAO/Inspector General (IG) reports.  

Policy Guidance that the Enterprise IA&A Project is following:

· VA Directive 6213  -  “…if a PKI solution is determined to be appropriate by the Administration or Staff Office responsible for an information system, the authorized VAPKI solution will be used.”

· VA Memorandum 19 Oct 01  -  Server side authentication and SSL authentication will be used.  Secure protocols will be used for all sensitive transactions.  

Enterprise IA&A Architecture Design:

· Certification Authorities (CAs) at 2 sites.  Identification (ID) certificates, e-mail certificates, and encryption certificates issued from each site.  Dual redundant system with high availability and minimum service interruption.  Key escrow capability at each site.  

· Off-Line Root CA.

· Directory structure to support enterprise authorization.  The directory structure will be where the strong authentication event is presented and the subsequent user permissions are generated.

· Directory structure is also used as a certificate store.  Individuals’ certificates will be stored here.

· Certificate validation capability (OSCP responders or CRL).  There are costs and benefits with both technologies. 

· Certificate Profile for application developers.  A standard certificate profile would be supplied so that application developers could PK enable applications with regard to particular standards so that applications will work within the VA infrastructure.

· Continuity of Operations (COOP) Plan.

· Key escrow for encryption certificates.  This is a requirement.  Keys will be generated locally, and injected onto the token that VA selects.

· Connectivity to Federal Bridge CA.  The Federal bridge at this time has limited members.  NASA and the Department of Agriculture’s National Finance Center are expected to establish a pilot with each other this summer.  VA will monitor Bridge developments and participate when participation has increased.

· Registration Authorities (RAs) and delegated agents in the field - Local registration authorities (LRAs) - will be used to register users.  This is the manpower-intensive side of PKI, regardless of whether the system is out-sourced or in-sourced.  VA will be responsible for handling the registration authority.  Local officials will be in a better position to act as Trusted Agents and positively identify individuals requesting a certificate.

· Token strategy using hardware token to store individuals’ certificates and additional security functions.  The private keys never leave the cards.  The application makes a cryptographic call to the machine and requests the user’s keys.  The PC will direct the call to the user’s Smart Card or selected key storage device.  A number of tokens must be evaluated prior to selecting a single token.  

· Section 508.  Section 508 compliance with tokens was discussed.  Fobs were noted as being non-compliant with Section 508; blind users cannot read the fobs.  

· Staffing.  Several options will be reviewed to provide an analysis of staffing alternatives  -  in-house, outsourced, hybrid, etc.  There is a strong desire to keep the work in-house.  

· Authorized equipment.  Over time, users will be forced to migrate from personally owned equipment (POE) to government owned equipment while engaging in government business offsite.  Initially, users will be required to sign a paper certifying that their personally owned PC is equipped with a firewall and any other protections required by VA.  

Architecture and Privacy Concerns.  The Enterprise IA&A Architecture is product neutral at this time.  A decision has not been made whether to use a system based on Windows 2000.  There are considerable privacy concerns associated with IA&A and directories being published to the Internet.  

The use of a central clearinghouse, however, will prevent the creation and operation of rogue local certification authorities.  The current DoD registration process requires a user to present 2 forms of picture ID and takes a biometric (fingerprint) during the enrollment phase at a designated enrollment workstation.  

Security.  Certificate based strong authentication for remote users will significantly increase the security of network devices (VPNs) and restrict authorization to sensitive information such as patient records.  

IA&A Architecture will also generate and auditable records of VA personnel participation in critical information exchanges.  It will also provide secure and/or digitally signing message capability through the use of PKI.  Authentication is more reliable than the current user log-on as it employs non-repudiation through the use of digital signatures.  Users will need to safeguard their private keys regardless of where they are stored.  

VA has a 5-10 year track record of not accurately protecting VA’s enterprise architecture.  Passwords are considered to be unacceptable.  Dr. Gauss, VA CIO, prefers PKI, which he has fostered in the Navy, prior to coming to VA.

Start-up Costs.  This IA&A briefing will be given to Frank Perry, VA’s Chief Architect, once VA Office of Cyber Security (OCS) can provide firm scheduling and costing information.  OCS is not exactly sure if there are enough Information Security Officers (ISOs) in VHA and VBA to register and enroll all users for digital certificates.  

The current system will be able to handle certificate renewal, but it will unlikely be able to handle enrollment of 250,000 new users with PKI enabled smart cards.  The smart card cost per user is estimated at $50 per user.  Machines will also be needed to generate the cards.  Additional infrastructure costs will have to be calculated.  

Registration Timeline.  DoD has a several year projection for registering their population and has a mobile Common Access Card (CAC) registration/issuance capability that can travel to facilities to register users.  It could take two years for current VA staff to register all eligible users without senior management direction expediting registration.  

Smart Card Costs.  Current facilities issue photo ID cards.  An additional capability will have to be acquired to encode file access information and other necessary data required by process.  Costs can be minimized by leveraging existing resources, but significant costs still exist.  End of year funds may be available for PKI, but additional funding will be necessary for the annual PKI operation that includes purchasing smart cards and the associated peripheral devices.

PKI Communities of Interest.  Remote users represent a potential candidate for PKI.  A majority of the VPN services will be restricted to users providing PKI credentials as part of a remote log on process.  

Milestone Zero.  The expectation is that some of the funding for PKI will be corporate.  The Program Offices will not be billed for the initiation of a corporate solution.  OCS will know whether corporate funding will be provided for PKI by the end of the fiscal year or by the end of the calendar year.  OCS will brief VA CIO, Dr. Gauss within the next two weeks, and the Strategic Management Committee by the end of August.  
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