VA PKI Working Group Meeting Minutes
VACO Room 730

April 16, 2002

Introduction

The VA PKI Working Group met at VACO in Room 730 at 1PM EST.  Bruce Brody, VA Associate Deputy for the Assistant Secretary (ADAS) for Computer Security, from the VA Office of Cyber Security also was in attendance.  Bruce Brody, who also heads the Cyber Security Subcommittee, issued a call to the Working Group to produce an implementation program outlining Milestone 0 Criteria of a VA PKI program in order to meet the goals and objectives of the VA Office of CIO. 
  

VA PKI Spend Plan
Fred Catoe, VA/OCS, indicated that the VA has renewed the PKI Contract with VeriSign.  Under the contract, 2500 certificates will be available, however, it is expected that approximately 1000 of these certificates will go to existing users.  The Cygnacom contract that expires on 5/1/02 will be renewed for 6 months to provide PKI Help Desk services and documentation updates.
VA PKI Program – Current VA PKI Project Plans

The VA PKI program is planning to support Remote Access and Virtual Private Network (VPN) efforts.   A VA PKI/VPN pilot will include individuals from VACO, Albany, and Austin.  Certificates will be available as part of the renewed VeriSign contract.  Remote users will need to use certificates by June 2002 in order to use the VPN service.  The VPN is presently in a pilot program state in Albany and Austin.  Albany is currently using an Entrust Certification Authority (CA) to issue certificates but will be migrating to VeriSign.  Albany will require certificates initially for 1,200 users.  There is a potential for requiring certificates for up to 50,000 remote users, but current dollars will not be able to satisfy this number.  Rich Jeffers noted that the Assistant Secretary of Public Affairs is in the Far East this week and successfully dialing in using  the Albany VPN with PKI.  

User Communities to Receive Certificates 
Fred Catoe explained that he’d like to get certificates to all ISO’s prior to the InfoSec conference.  OCS is seeking additional funding for the certificates anticipated.  In addition, other individuals such as VA CIRC administrators, LAN/WAN managers, CIO directors, IRM directors would be expected to request certificates.  
       

The expectation is that the additional funding needed for PKI will come from VHA.  The costs per users will go down as more users are brought into the certificate process.  Figures range from $5 per user with approximately 200,000 users and $15 per user if the number is around 50,000 users.  Jim Tripoli, VA/OCS, will be the Cyber Security POC for certificates after the InfoSec Conference. 

 
The VA’s Enterprise Cyber Security Infrastructure Project (ECSIP) will be VA’s solution for consolidating the number of VA connection points.  The contract was recently let.  There is a need for providing certificates for the users associated with the ECSIP program.    An ECSIP brief will be presented at the next Working Group meeting.   


VA PKI Process – PKI Usages 
Jim Tripoli, VA/OCS, explained the current VA PKI is now in place to support VA initiatives that support secure email (digitally signed and/or encrypted email) and Web enabled applications for VA staff and external customers.  Additional uses need to be prioritized by business needs to justify additional funding.  Right now, VA has a software based PKI, not a token-based PKI.  Testing of hardware tokens will begin at VACO April 17, 2002 with OCS personnel.  A token (smart-card) based PKI is the goal for secure functions.

Information about the VA PKI is online at the following sites:  

· http://www.va.gov/proj/vapki/default.htm.  

· http://vaww.va.gov/proj/vapki/.

In order for a user to enroll, users log into the PKI Homepage and navigate to the “For PKI Users Tab” and can then select the “Request a VA User Certificate” tab, which requires the user to complete an enrollment form with required fields.  OCS is asking that users check with their local  Registration Authorities:  http://www.va.gov/proj/vapki/regauth.htm  in order to get a PIN code that is required prior to issuance of a certificate.    OCS will make the determination as to who will or will not be approved for a certificate.   Detailed instructions including step by step procedures for configuring a workstation are included on the VA PKI Web site.  In addition, instructions on setting up the VA LDAP directory -- in order to search for users that have been issued certificates -- is also provided at the Web site.  A VA near term goal is to provide users a search capability via the Microsoft Exchange Global Address List (GAL).  Users currently must e-mail individuals by adding individual names to their personal contact list or by selecting users from the LDAP directory.  

Local Registration Authority Process
Suzette Holston distributed via e-mailinformation and/or documentation on who/what is an LRA.  The current LRAs will comprise  ISOs with an identified alternate.  Rules of behavior are also included as part of the documentation that describe the process of issuing a PIN through the PKI PIN database, instructions on maintaining the DB and ensuring security of the DB.  Several VA entities have LRAs; VHA, VBA, NCA, EES, and all but two VISNs.  The recruitment of LRAs is assisting with the distribution of PINs.  The LRA documentation will be circulated to the Working Group by e-mail after the meeting concludes. An estimation of additional LRA support is needed.
VA PKI Status

Dan Maloney discussed Dual Key Certificate registration.  Dual certificates have been issued since July 2001.  There is a steady growth in certificate registrations over the past year.  About 100 certificates are being issued a month and the total number of active certificates is around 1,000 certificates.  With the expiration date coming up, it is expected that most of the registrants will renew.  16 Partner PKI certificates have been issued to date.  Partners are considered  individuals that are either external to VA and/or don’t have a VA email account.  54 Server Certificates have been issued.  Encryption key escrow applies to the issuance of certificates to VA Internal staff as opposed to partners.  Permission has been received to open the LDAP server through the firewall.  This will allow individuals to search for users that have been issued a certificate.  

Review of VA Organizational Requirements
Working Group members were asked to assist with the required Review of VA Organizational Requirements, to allow OCS to identify PKI processes/specific applications that  need to utilize PKI technology.  A consolidated list has been put together in the past, but this must be updated as new needs are identified.  

Certificates in the Global Address List
Nelda Cook and Bob Danders of ITSS were asked to provide continued support for reconfiguration of the VA MS Exchange system.  Orders and funding would be required.  Once VACO migrates to Exchange 2000, everything changes.  An off-line review of this issue was recommended.  Exchange 2000 will use Active Directory.  The VA Enterprise Work Group and VA Enterprise Management Center will need to be involved with these decisions and activities.  Bob indicated that Dan Maloney has all of the documents associated with the PKI initiative.  MS assured VA that it would be very easy to insert the certificates into the GAL and the active directory.  The Enterprise Agreement with Microsoft has not been renewed, and was allowed to expire at close of business on February 28, 2002.  This action may impact negatively on the prior cooperative working relationship between MS and VA.  Bob solicited a formal OCS request that VA PKI certificates be inserted into the Global Address List/Active Directory when VA migrates to Exchange 2000.  
PKI PC Cards
Hines ITC has asked  permission to use 3COM cards for file encryption purposes using Windows 2000.  An offline talk will be held with Hines and interested persons at a later date.  

VA PKI Document Updates
It is envisioned that a package of documents, including a PowerPoint presentation in layman’s language will be put together to allow Work Group members to communicate the mission and goals of PKI to subscribers.  A Concept of Operations (CONOPS) will be available online prior to the next Work Group meeting.  The document will include PKI concepts, architecture and components, roles and responsibilities for PKI operation, and PKI functions/processes.  The draft CONOPS will be out within two weeks for review and comments.  Additionally, the current project plan will be published as a draft on the website.
InfoSec 2002
All Working Group members have been asked to e-mail Fred Catoe, so that an ad hoc meeting can be set up to review the documents to be submitted to the ITB in New Orleans.  The PKI Working Group presentation to the Information Technology Board (ITB) is vital, since it will be a funding request.  

Outlook Client Configuration
Dan Maloney/Bob Danders.  It is an Administration level decision to configure Outlook at the client level.  Presently the administration answer is ‘no’.  There has been no meeting of the minds, even within VHA services, on this issue.  The  Outlook 2000 client can support LDAP.  This requires the current version of Outlook.  Several patches are available through this link; however, actions in this regard conflict with the standard desktop configuration, and the IT Partnership decision to make patch uploads a corporate decision, not a decision of a program office or an individual client.  There is no policy on this; however, the feeling is to discourage patch update mavericks.  

SSA Exchange of Medical Evidence Pilot
VA is interested in guaranteeing the secure e-mail transmission of medical evidence with SSA, to speed the decision process on claims for benefits.  Confidentiality and privacy are required and VA is committed to speeding up the claims process.  In apilot with the Jackson VAMC, VA took fax transmissions from SSA, manipulated them in VISTA, and then e-mailed them back to SSA.  This reduced the processing time from 30 days to 4 days.  VA is seeding additional funds from the Federal PKI Steering Committee to follow-on to the  past successes of the initial pilot.  Security issues and policy will also be a focus of this follow-on initiative.  

DEA Pilot
Electronic prescriptions are authorized, but not for hard-drugs, under current practice.  DEA wanted to be able to support electronic prescriptions for controlled substances; however, confidentiality, security, and non-repudiation were issues standing in the way.  The private key associated with each certificate requires an extremely high ‘smart card’ level of security.  The VA OI project staff has shown that the smart card will hold both the VA PKI and the DEA PKI.  A pilot of 200 users will begin testing the process this summer.  VA/OCS has indicated that they will coordinate with VHA to leverage smart card results. 

Next Meeting:
May 21, 2002, VACO, Room TBD, 1300 – 1500.
