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Funding:  Overview of presentation of the status of the PKI project at INFOSEC 2002.  Funding exists for 3000 certificates.  The need far outstrips the availability of certificates.  The estimated need is 30,000 certificates.  VHA is budgeted to remove all users from RAS and require users to use VPN services along with PKI certificates.  VHA may be amenable to diverting their funds to purchase of Verisign certificates.  The VACO VPN project is being provided the SecurID key fobs free until August 1, 2002.  

VHA Buy-In:  Albany, NY has 2500 users and expects to increase to approximately 25,000 users.  This may meet VHA’s Administration-wide needs.  The concern is getting Albany to use/convert to Verisign certificates.  

CIO Commitment:  Dr Gauss had an excellent experience with PKI at the Department of the Navy and has directed VA CyberSecurity staff to consult with the contractors recommended by the CIO.  Discussions will proceed shortly regarding costs and applications.  

Costs:  The goal is to convert from an externally provided service to an in-house PKI solution because of the costs involved.  1000 Verisign certificates cost about $70,000.  The costs decrease to around $5.00 per certificate when 250,000 certificates are purchased.  The largest single cost is not associated with issuing certificates but rather providing maintenance and user assistance.  

Help Desk:  Existing VHA Help Desk staff could be trained to fulfill the PKI certification issuance role.  Cygnacom is currently providing help desk assistance presently, however, this may change.  From a cost perspective, it makes sense to produce scripts for the VHA Help Desk and migrate this function in-house.   Cygnacom’s contract also includes providing training in the Help Desk function at VA facilities.  

Privacy:  Any communication involving Veteran, patient or employee records, and procurement that is transmitted electronically should be accorded the protection of PKI.   

PKI System Options:  White Papers and justifications should be completed by the end of the summer and will be presented to the Information Technology Board.  The three PKI options include:  an out-sourced PKI that is managed by a third-party provider; in-sourced PKI / VA managed system; or a hybrid of both that is both contractor and VA managed.  VA will look at the DoD PKI model and other PKI systems in order to create the VA model the world-class service desired by the Secretary and the CIO.

Training and Awareness:  The Office of Cyber Security plans to develop a PKI Course comparable to the CyberSecurity Awareness training course presently available online to all VA employees.  

PKI Documentation:  PKI information is currently available on the VA PKI website:  http://www.va.gov/proj/vapki/default.htm.  PKI information that will be posted to the Website include:  VA PKI Power Point presentation presented at InfoSec2002; Draft VA PKI Concept of Operations (CONOPS); and a Draft VA PKI Strategic Roadmap (includes a variety of options for implementation, security, in-sourcing/out-sourcing PKI management, PKI policy enforcement, and a summary of the entire system process).  The documents will be provided to Dan Maloney for posting on the Intranet.  Review of the documents will be solicited from the Working Group.  

Section 508:  Dan Maloney reported that §508 compliance testing has been conducted on the web site.  Nelda Cook pointed out that the fobs have strings of numbers which change constantly, but which are invisible to the blind.  PKI is essentially script driven, which should be compatible with screen readers.  Fred Catoe will make note of this and ensure that §508 compliance testing is included in the final contract.  

Acquisition:  The issues discussed are all related to a Milestone Zero Review.  

LDAP:  Dan Maloney discussed issues related to the ability to access the directory of issued certificates, and certificates issues by other entities, such as SSA.  There is a desire to integrate user certificates into the GAL for easier look-up. 

Electronic Signature:  A Phase II would deal with VA’s ability to accept a claim for benefits from a Veteran with the veteran’s signature appended and certified by PKI. Veteran students could possibly use authentication for certifying attendance at educational institutions.  VBA had sticker shock when the vendor provided quotes for adding PKI to their back end systems.  The vendors priced themselves out of the VBA market.   

E-Commerce:  VBA is also considering PKI as an authentication solution in association with e-commerce.  One example was the Recon Project.  A significant goal of the PKI project is to combine the patchwork of applications/projects being developed with PKI tied to a single application.  It makes sense and is more cost-effective to have a single, One-VA PKI certificate for use with all VA applications and external applications.  

Encryption:  Encryption remains a goal of the PKI project.  Encryption has been proposed as a solution for CoreFLS, however using CoreFLS as a justification for PKI has faded.  CoreFLS is not a major driver for PKI compared to other applications.  The remote-user community is presently the driving force behind PKI, with a projected population base of 50,000 for FY03.  

OMB:  There is a lot of interest coming from many directions on a Staff Card.  OMB wants to know what PKI, Smart Card, and Biometric initiatives VA is working at this time.  The VA Express Card was mentioned; 24,000 cards have been issued.  VA Drug Enforcement Agency wants to revise their regulations for e-mail-prescriptions for hard substances (controlled drugs); they should be digitally signed.  VA has been working with DEA on a prescription writer card, which could be a model for a staff card.  There is a biometrics element to the card that allows for a biometric to be added later on.  VA has been working with Martinsburg and contractors regarding proximity cards.  There seems to be a lot of inquiries coming out on these issues, some of which appear to be tied to the larger issue of Homeland Security.  Alignment of Federal ID’s has also been a topic of discussion, initiated by GSA.  
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