Issue Title:
Public Key Infrastructure (PKI)

Background:  The Department's PKI Project officially began in 1999, with the CIO Council's endorsement and joint funding by the VA Office of Management, VHA, and VBA.  The purpose of the VA PKI Project is to provide a common utility for VA to support pilots that require one or more of the following: strong authentication, integrity, non-repudiation, and confidentiality.  Project decisions are made by a Department-wide Management Board.  VA is participating in the Federal Public Key Infrastructure (PKI) Steering Committee that is planning the strategic direction for PKI interoperability between the citizen and the federal government.  The infrastructure is now in place for PKI pilots that support secure e-mail and Web enabled applications for VA staff and external customers.  It can expand to accommodate new electronic service delivery initiatives now under development, and to accommodate the growing need within VA to communicate more securely.  PKI certificate policy is published on the PKI Website (http://vaww.va.gov/proj/vapki/).  Though this policy will change over time, it is the cornerstone of VA's PKI that will enable orderly expansion, migration to new technologies, and interoperability inside and outside the Department.

Significance or Implications:  Recently, there has been a great deal of interest in PKI throughout the organization.  Several VA applications to be implemented in the next few years will require PKI, such as the pilot with the Drug Enforcement Agency to evaluate the effectiveness of strong technical controls to improve the security of electronic controlled substance prescription orders.  There are many issues to be addressed, including:

· How do we adequately proof the individual – who in each VAMC will perform this task;

· The integrity of proofing is important if our certificates are to be honored by other agencies and taken seriously within VA;

· OI will need to support training, proofing, and end-user assistance;

· VHA will need to commit resources to planning infrastructure needs for staff, veterans, and applications that will use PKI;

· Putting VA certificates in the MS exchange directory is not technically difficult but will require coordination in order to smooth the exchange of secure e-mail on corporately sensitive topics.

Current Status:  Information technology and information security professionals were among the first to enroll for VA PKI certificates in order to transmit secure e-mail, in part to learn what the technology can do and how to use it.  Now PKI project staff and Medical Information Security Service (MISS) staff are convening a group across OI which will test PKI certificates in order to have a secure means of transmitting sensitive correspondence.  Participants will be able to encrypt and digitally sign e-mail messages.

VA and the Social Security Administration (SSA) are involved in a joint pilot to exchange secure e-mail between the two agencies.  The pilot would use PKI-enabled secure e-mail to communicate VA clinical information that SSA disability examiners need to process claims.  The goal is to decrease the turn around time for requests for medical information from SSA staff, in order for VA to be in compliance with the law.

Planned Actions:  Steps are underway to facilitate PKI enrollment to more users, and to more tightly integrate the PKI pilot infrastructure with Microsoft's Exchange global address list.  Over the next several months, project staff plan to:  implement an enhanced enterprise Certification Authority; finalize policies, procedures, and documentation; identify, train, and publicize local Regional Authorization individuals; migrate help desk support from contractor to in-house staff if appropriate; and evaluate progress at checkpoints identified in the implementation plan.

Staff are writing a draft implementation plan which will include budget estimates.  So far, VA has spent approximately $600,000.  Under the existing contract, certificates with limited functionality cost $10 per user, including support.  VA is putting into place an enterprise version, which will cost approximately $70 per user and will include pre-approved lists, key escrow, multiple certificates per user, and support.  The price per user will drop as the number of certificates increases.  The implementation plan will contain technical, organizational, and budgetary evaluation points as the project progresses.  Alternate certification authority (CA) options will be explored yearly.  Of particular interest is the maturity of the Microsoft CA.  If this technology becomes viable and VA decides to use it, VA will need to investigate the processes and procedures needed to protect an in-house certification authority.  (Under the current system, an outside contractor ensures the integrity of the CA).

Additionally, the implementation plan will recommend that an OI PKI Project Manager be assigned, and that PKI be moved into production throughout VA.

While the unit cost of PKI is reduced with volume, full implementation of PKI to all VA staff will require a significant investment to deploy and operate.  This is the case irrespective of whether we install and operate all of the PKI infrastructure, buy certain portions of it as a service, or take advantage of certain capabilities that presently come bundled with VA's Microsoft site license.  The Department's centralized security budget for 2000 and outyears includes funds to expand the PKI infrastructure.  These funds are a necessity for the PKI Project to continue, even at current levels.  However, the plan is to obtain additional funds from VA administrations.  VHA normally pays 80% to 90% of programs such as this.  We recommend that VHA continue its role in managing, supporting, and operating this VA-wide program.
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