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1 Introduction

The United States Department of Veterans Affairs (VA) is implementing a Public-Key Infrastructure (PKI), consisting of products and services that provide and manage X.509 certificates for public-key cryptography.

Public-key cryptographic mechanisms support secure communications by providing security services such as integrity, authentication, and confidentiality. The VA PKI supports data recovery for business and law enforcement requirements; however, it does not provide a data recovery service.

The term key recovery encompasses techniques that provide an alternate (or secondary) means to access the key used for confidentiality within an encrypted association.  It is assumed that all schemes for protecting the confidentiality of data provide a primary means of accessing the confidentiality key, namely, through the key exchange /establishment protocol used.  Key recovery enables the subscriber or other authorized key recovery requestors to recover the subscriber’s encryption key or key related information when it is not otherwise available.
A Key Recovery System (KRS) enables the key recovery requestor to recover the subscriber’s private encryption Key Recovery Information (KRI) to facilitate recovery of plaintext from encrypted data when the relevant decryption key is not otherwise available.  A KRS has four intrinsic functions: the generation of KRI, the management of KRI, the submission of key recovery requests, and the recovery and delivery of the KRI to the key recovery requestor.  KRI is defined as all or part of the information that is required for the recovery of a target key.  A target key may be either a symmetric data encryption key (i.e., the data key that can be used to decrypt the data) or the private component of an asymmetric key pair (i.e., a private key used in a key exchange process that allows recovery of the data encryption key).  Neither digital signature keys nor any other information that would weaken the authentication functionality provided by the PKI shall be used to encrypt data and shall not be the target of a recovery process.  The recovery of a digital signature key would jeopardize non-repudiation and possibly permit the unauthorized use of the digital signature.

As with any complex system, particularly one that can have a significant impact on the security of cryptographic applications, the design and operation of a KRS must engender a high degree of trust. One of the ways to manage risk and provide trust is to develop and implement an operational policy.  A Key Recovery Policy (KRP) addresses the security conditions under which key recovery information may be created and to whom and under what security conditions the key recovery information may be released; it also indicates the allowable KRAs and how or where KRI must be maintained.  An organization, in conjunction with the KRP, should also construct a KRP compliant key recovery practice statement (KRPS), which would provide a more detailed, comprehensive statement on the practices and procedures used to operate and manage a KRS.

The purpose of this document is to provide policy for the recovery of Key Recovery Information (KRI) in a secure, controlled environment.  The United States Department of Veterans Affairs Key Recovery Policy (KRP) is the unified document under which key recovery is established and operates.  A KRP addresses the security conditions under which KRI may be created and may be released.  It also indicates how and where KRI must be maintained.  Finally, it identifies who may release KRI and to whom KRI may be released.

1.1 Overview

This policy is for use by the United States Department of Veterans Affairs PKI to recover subscribers’ private key management (encryption) keys.  This policy includes requirements that apply to the KRA, subscribers, requestors, KROs, and KRI repositories.  This policy is suitable to support the protection of information required in the VA PKI.

The VA PKI supports data recovery by providing a key recovery service, which provides access to key recovery information (KRI) as described by this policy. Key recovery is sufficient for data recovery when confidentiality has been achieved through key transport.

The VA PKI uses the Key Escrow technique, in which a long-term key (i.e., the private key of a key exchange public/private key-pair) is directly stored in a protected repository under the control of one or more KRAs.  Details of the technique shall be described in the KRPS.

Nothing in this policy is intended to change current policy or create new policy concerning law enforcement.

1.2 Identification
The VA PKI KRP shall be known as the Veterans Affairs Key Recovery Policy; Object Identifier {2 16 840 TBD}.

1.3 Community and Applicability

1.3.1 Key Recovery Components

The KRS will contain the following functional components:

· Key Recovery Function (KRF)

· Key Recovery Client (KRC)

The KRF consists of the servers and workstations that a KRA uses to perform a key recovery service in response to an authorized request by a requestor to support data recovery.  The KRA(s) shall be responsible for secure storage of the KRI. The KRF shall securely store the KRI and may release specified keys after authentication of both the requestor and the KRO and validation of the requestor’s authorization to obtain the KRI, as specified by the KRP.

The KRC consists of the workstation from which an authenticated KRO submits a key recovery request to the KRA, after authentication of the requestor and validation of the requestor’s authorization to obtain the KRI, as specified by the KRP.

1.3.2 Key Recovery User Roles

· Key Recovery Agent (KRA)

· Key Recovery Official (KRO)

· Key Recovery Requestor (Requestor)

· Subscriber

The KRA is an individual who, generally in conjunction with one or more other KRAs, interacts directly with the KRF to cause the KRI associated with a specific key recovery request to be retrieved and delivered to the specified key recovery requestor. The KRA is responsible for authenticating the KRI request and for validating the authorization of the Key Recovery Requestor.

The KRO is a person who is authorized to submit a key recovery request via a KRC. This individual is, in effect, an intermediary with whom the key recovery requestor may interact to initiate a key recovery request, as specified by the KRP.

The Key Recovery Requestor is the individual or organization to whom the KRI is to be delivered.

The subscriber is the person or device that is the primary user of the private key.  Information or data encryption keys are encrypted for the subscriber using the subscriber’s associated public key.

1.3.3 Applicability

This policy is suitable for use by the United States Department of Veterans Affairs PKI to recover the subscriber private (encryption) key management keys necessary to support recovery of encrypted information.  
1.4 Contact Details

1.4.1 KRA Policy Administration Organization

This policy shall be administered by the VA PKI Steering Committee.

1.4.2 Contact Person

The contact person is:

Department of Veterans Affairs

Washington CIO Office

ATTN: Daniel Maloney 

1335 East-West Highway, 3rd floor

Silver Spring, MD 20910

Phone: 301-734-0107

e-mail: Daniel.Maloney@med.va.gov
1.4.3 Person Performing Policy/Practice Compatibility Analysis

Policy compatibility analysis consists of determining if a given policy is equivalent to this policy.  Similarly, practice compatibility analysis determines whether a Key Recovery Practices Statement (KRPS) is compliant with the KRP.  The VA PKI Steering Committee will appoint an independent contractor to perform policy and practice compatibility analysis. 

2 General Provisions

2.1 Obligations

2.1.1 KRA Obligations

A KRA who provides KRI to key recovery requestors under the policy defined in this document shall conform to the stipulations of this document, including:

· The KRA shall maintain an approved copy of the KRS KRPS that complies with this KRP.

· The KRA shall operate in accordance with the stipulations of the approved KRS KRPS.

· The KRA shall protect subscribers’ KRI from unauthorized disclosure.

· The KRA shall release subscriber KRI only for properly authenticated and authorized requests from key recovery requestors, as specified in this policy.

· The KRA shall protect all information, including the KRA’s own key(s) that could be used to recover subscriber KRI. 

· The KRA shall notify the subscribers when their KRI has been registered (e.g., private key has been escrowed with the KRA).

· If the key recovery is for the purposes that permit or require that the subscriber be not made aware of the action (e.g., criminal investigation), then the KRA shall not notify the subscriber of the key recovery.

A KRA who is found to have acted in a manner inconsistent with these obligations is subject to action as described in Section 2.6.5.

2.1.2 KRO Obligations

A KRO who submits key recovery requests as described in this policy shall comply with the stipulations of this policy and comply with the applicable KRS KRPS. In particular, the following stipulations apply:

· The KRO shall protect subscribers’ KRI from compromise.

· The KRO shall only request the subscriber keys upon receipt of a request from an authorized key recovery requestor.

· The KRO shall only request subscriber's KRI for the purpose for which the request is authorized.

· The KRO shall protect all information, including the KRO’s own key(s) that could be used to recover subscriber KRI. 

· If the key recovery is for the purposes that permit or require that the subscriber be not made aware of the action (e.g., criminal investigation), then the KRO shall not notify the subscriber of the key recovery.

· The KRO shall make accurate self-references to all entities when requesting key recovery services.

A KRO who is found to have acted in a manner inconsistent with these obligations is subject to revocation of KRO responsibilities. 

2.1.3 Key Recovery Requestor Obligations

A Key Recovery Requestor who initiates key recovery requests as described in this policy shall comply with the following stipulations:

· Key recovery requestors shall protect subscribers’ KRI from compromise.

· Key recovery requestors shall request the subscriber KRI only to recover subscriber data they are authorized to access.

· Key recovery requestors shall use the subscriber KRI only to recover subscriber data they are authorized to access.

· Key recovery requestors shall accurately represent themselves to all entities during any key recovery service.

2.1.4 Subscriber Obligations

Subscribers shall comply with the following stipulations:

· The subscriber shall provide accurate identification and authentication information during the initial registration and any subsequent interactions with the KRS.

· The subscriber shall make their best effort to protect their private or secret cryptographic key information from compromise.

2.2 Financial Responsibility

The VA makes no stipulations in this area.

2.3 Governing law

This Policy shall be governed by the laws of the United States of America.

2.4 Interpretation and Enforcement

The VA makes no stipulations in this area.

2.5 Fees

The VA makes no stipulations in this area.

2.6 Compliance audit

An independent auditor shall conduct periodic and aperiodic audits of the various KRS entities. The independence of the compliance auditor shall be assured by either of the following methods:

· The compliance auditor and KRA shall have a contractual relationship for the performance of the compliance audit.

· The compliance auditor shall be sufficiently organizationally separated from the audited KRA to provide an unbiased, independent evaluation. 

The audit shall be comprehensive and shall cover all aspects of policy and security addressed in this document.  The auditor shall provide any discrepancies along with a remedy of proposals.  The auditor shall provide results to the VA Policy Management Authority (PMA) for further action.  The PMA roles and responsibilities are described in the VA X.509 Certificate Policy.

2.6.1 Frequency of entity compliance audit

KRF compliance audits shall be conducted at least annually.  Additionally, KRAs have the right to require periodic and aperiodic inspections of subordinate KRC operations to validate that the subordinate KRC is operating in accordance with the security practices and procedures described in the relevant KRS KRPS.  The KRA will state the reason for any aperiodic compliance audit.

2.6.2 Identity/qualifications of compliance auditor

The auditor must demonstrate competence in the field of compliance audits, and must be thoroughly familiar with the KRS’s KRPS.  The compliance auditor must perform KRS or Information System compliance audits as a primary responsibility.  The KRPS shall name the compliance auditor for the KRS. 

2.6.3 Compliance auditor’s relationship to audited party

The compliance auditor and KRA shall have a contractual relationship for the performance of the compliance audit, or the compliance auditor must be sufficiently organizationally separated from the audited KRS to provide an unbiased, independent evaluation. 

2.6.4 Topics covered by compliance audit

The purpose of a compliance audit shall be to verify that the KRA has in place a system to assure the quality of the KRF services that it provides, and that it complies with all of the requirements of this KRP and its KRPS.  All aspects of the KRF operation related to this KRP shall be subject to compliance audit inspections.

The compliance audit shall also verify that the KRCs are operating in compliance with this KRP and KRPS.  All aspects of the KRC operation related to this KRP shall be subject to compliance audit inspections.

2.6.5 Actions taken as a result of deficiency

When the compliance auditor finds a discrepancy between a KRF's operation and the stipulations of its KRPS, the following actions must occur:

· the compliance auditor shall note the discrepancy;

· the compliance auditor shall notify the parties identified in the following section of the discrepancy;

· the KRA will propose a remedy, including expected time for completion, to the PMA.

The PMA will determine the appropriate remedy, which may include revocation and rekey of individual or multiple subscriber certificates up to revocation or non-recognition of the KRA certificate and suspension of KRF operations.  Upon correction of the deficiency, the PMA may reinstate KRA certification.

When the compliance auditor finds a discrepancy between a KRC operation and the stipulations of its KRPS, the following actions must occur:

· the compliance auditor shall note the discrepancy;

· the compliance auditor shall notify the parties identified in the following section of the discrepancy;

· the KRO will propose a remedy, including expected time for completion, to the KRA.

The KRA will determine the appropriate remedy, up to and including revocation or non-recognition of the KRO certificate and suspension of KRC operations.  Upon correction of the deficiency, the KRA may reinstate the KRO’s certification.

2.6.6 Communication of results

The compliance auditor shall report the results of a compliance audit to the PMA and the KRA.  The results will be reported to the audited entity and to the audited entity’s next higher headquarters.  The implementation of remedies shall be communicated to the PMA.  A special compliance audit shall be conducted to confirm the implementation and effectiveness of the remedy as required by the PMA.

2.7 Confidentiality

2.7.1 Types of information to be protected

Information that must be kept confidential includes parts of documents provided during identification and authentication (I&A) and subscriber KRI.  The KRA shall maintain detailed technical and/or non-technical procedures to ensure the confidentiality of the KRI as well as the designated I&A information.  The KRPS shall describe these controls.

2.7.2 Information release circumstances

The confidential information other than KRI may be released upon subscriber request.  A KRA will not disclose or allow to be disclosed KRI or KRI-related information to any third party unless authorized by this Policy; required by law, government rule, or regulation; or order of a court of competent jurisdiction. Any request for release of information shall be authenticated. 

3 Identification and Authentication

Identification and Authentication verify that key recovery requestors are indeed who they say they are and have the authority to access the information being requested.  The authentication shall be commensurate with the assurance level.  It shall either consist of the user authentication during initial registration for the given assurance level or shall be done using digital signatures that can be verified using the public key certificates for the given assurance level.

3.1 Key Recovery Requestor

3.1.1 Key Recovery Requestor Authentication

The KRA shall authenticate the KRI request.  The authentication mechanism shall be detailed in the KRPS.

3.1.2 Key Recovery Requestor Authorization Verification

The KRA shall validate the authorization of the KRI requestor.  The mechanism to validate the authorization shall be detailed in the KRPS.

3.2 Subscriber

3.2.1 Key Registration

Key registration shall occur prior to the key management certificate issuance by the CA. As part of key registration, the subscriber shall be authenticated and the subscriber’s authentication information and KRI shall be registered with the KRF to be available for potential recovery at a later date.  The subscriber shall take possession of the private key only after issuance of the key management certificate and escrow of applicable KRI.

3.2.2 Key Recovery Information

The KRF shall validate cryptographic services applied to the KRI to ensure that the KRI is unambiguously associated with the transaction and the subscriber.

3.3 KRA and KRO Authentication

3.3.1 KRA

The KRF shall maintain authentication information for each KRA. The KRF shall require each KRA to be successfully identified and authenticated before performing any actions directed by that KRA. The mechanism to validate the authorization shall be detailed in the KRPS.

3.3.2 KRO

The KRC shall maintain authentication information for each KRO. The KRC shall require each KRO to be successfully identified and authenticated before performing any actions directed by that KRO. The mechanism to validate the authorization shall be detailed in the KRPS.

4 Operational Requirements

Operational requirements for the KRA, subscribers, and requestors are defined here.  These activities are:

1. Who can request a key

2. Requirements for key recovery request

3. Security audit procedures

4. Records archival

5. KRA key changeover

6. KRA compromise and disaster recovery

7. KRA termination

4.1 Who Can Request a Key

Key recovery requests may be initiated by the subscribers to recover their own keys.  Key recovery requests may also be initiated by key recovery requestors.

4.2 Requirements for Key Recovery Request 

Key recovery requestors must fill out a paper or electronic form, sign it by hand or, if they have a VA PKI authorization (digital signature) certificate, digitally and submit it to the KRO.

Subscribers may submit the requests, on their own behalf, directly to the KRA.  If the KRPS does not allow this procedure, subscribers must follow the normal key recovery requestor procedures as specified in the KRPS.

Law enforcement officials outside of the VA community must also have a court authorization to accompany their requests.  However, nothing in this policy is intended to change or make policy concerning law enforcement operations.

All other investigators and law enforcement officials shall be required to present a warrant or authorizations from a competent court.  Nothing in this policy is intended to change or make policy concerning how these investigators obtain information.

4.3 Security Audit Procedures

The KRS entities shall create and maintain a security audit log in order to reconstruct the KRS activities.  The following elements describe events that should be implemented for the purpose of maintaining a secure environment.

4.3.1 Types of events recorded

The KRF shall record the following activities including the date/time of each occurrence, event causing entity, disposition of the event, and success or failure, and event dependent information:

· KRF application access (e.g., logon);

· Messages received from any source requesting key recovery actions (key registration, key recovery requests, etc.)

· Messages sent from the KRF to other recipients regarding key recovery actions (completed key recovery requests, registration status, etc.);

· Transfer of subscriber's KRI to key recovery requestors and KROs

· Physical access to the KRF

· Any forms filled out by the requestors

· Copies of authorizations, including court orders

The KRC shall record the following activities including the date/time of each occurrence, event causing entity, disposition of the event, and success or failure, and event dependent information:

· Messages sent to the KRF requesting KRI;

· Messages received from the KRF regarding requested KRI;

· Transfer of subscriber's KRI to key recovery requestors.

· All forms filled out by the key recovery requestors.

· Copies of authorizations, including court orders.

4.3.2 Audit Log Processing

The audit log shall be processed regularly in order to prevent audit overflow, audit overwrite or stoppage of system operation.

4.3.3 Audit Log Retention Period

Audit logs are kept until they are moved to an appropriate archive facility.

4.3.4 Audit Log Protection

Security audit processing personnel are the only persons who may inspect audit logs.

Security audit processing and archiving personnel are the only persons who may delete an audit log after it has been backed up.  No one else shall be able to modify audit logs.

4.3.5 Audit log back up procedures

Security audit processing personnel shall use the procedures described in the KRPS to perform regular back up of the audit log.

4.3.6 Audit Log Collection System (Internal vs. External)

The security audit process shall be internal to the various KRS systems (i.e., KRF, KRC, etc.).  Security audit processes shall be invoked at system startup, and cease only at system shutdown.  Should it become apparent that an automated security audit system has failed, the KRS systems (i.e., KRF, KRC, etc.) shall cease all operations until the security audit capability can be restored.  The security audit process shall run automatically without human intervention.

4.3.7 Subscriber Audit Notification

There is no requirement to notify a subscriber of an audit event.

4.3.8 Vulnerability assessments

The KRA, system administrator, and other operating personnel shall be watchful for attempts to violate the integrity of the key recovery system, including the equipment, physical location, and personnel.  The security audit data shall be reviewed by the security auditor regularly (at least once a week) for events such as repeated failed actions, requests for private confidentiality KRI, attempted access of KRI, and unauthenticated requests. Security auditors shall also check for continuity of the security audit data.

4.4 Records Archival

The KRS entities shall maintain a trusted archive of information they store and of transactions they carry out.  The primary objective of the archive is to be able to reconstruct the KRS activities, in case of dispute.  Examples of disputes may include:

· Who was provided a subscriber private key?

· Under what circumstance the key was provided?

· Did the requestor have the authority and need to obtain the key?

4.4.1 Types of information recorded

The following information shall be archived:

· KRP and KRPS

· Security audit data

4.4.2 Archive Retention Period

The KRS archive retention period shall meet the requirements specified in the VA X.509 CP.

4.4.3 Archive Protection

Authorized operators (i.e., those operators permitted to handle the archive) shall not be able to modify or delete the archive, but archived records may be moved to another medium as long as the records are not changed as part of the move.

Authorized operators shall be able to review the archived records.

4.4.4 Archive backup procedures

Copies of archives shall be kept in two separate locations.  

4.4.5 Requirements for time-stamping of records

The archived record shall contain information necessary to allow a determination concerning when the event occurred.  The time precision shall be such that the sequence of events can be determined.

4.4.6 Archive Collection System (Internal vs. External)

Archive data may be collected in any expedient manner.

4.4.7 Procedures to obtain and verify archive information

The KRPS shall describe the procedures used to verify the accuracy of the archived information.

4.5 KRA Key Changeover

The KRA may have several keys.  For example, the KRA may have a key pair for authentication, a key pair for identity, a key pair for confidentiality, and a key pair for KRI submission.  In addition, the KRA may have key pairs and symmetric keys to protect KRA keys and to protect subscriber KRI.

If a KRA public key is required by others, that public key shall be disseminated through X.509 public key certificates.  These certificates shall be issued using the VA X.509 CP.

KRA shall change its keys once every three years.

4.6 KRF Compromise and Disaster Recovery

Requirements for compromise or disaster notification and recovery procedures are necessary to ensure the KRF remains in a secure state.  The following are circumstances that are addressed:

· Disaster Recovery Procedures: The KRF shall reestablish a secure environment.  The procedures for reestablishing the secure environment after any disaster must be detailed in the KRPS. 
· KRA Key Revocation: A new KRA key pair shall be requested from the appropriate Certification Authority (CA).  The CA shall report the old KRA key as revoked using the CA’s revocation notification policy.  The CA shall follow its policy for certificate issuance for the new KRA public key certificate.
· KRA Key Compromise: The procedures for recovery from the KRA key compromise shall be described in the KRPS.  These procedures shall be same as or provide the security similar to the ones for both the KRA key revocation and for disaster recovery procedures.  The CA shall assert key compromise as the reason for KRA certificate revocation.
· Key Escrow Database Key Compromise: In this case, unless it can be established that the KRI has not been compromised, it must be assumed that all private keys protected by the key escrow key have been compromised.  The KRA shall notify the appropriate CA (or CAs) that the identified private keys have been compromised.  The CA shall revoke all non-expired subscriber keys.  The KRA shall systematically register subscriber KRI using all new KRA key material.
4.7 KRA Termination

Upon KRA termination, the VA PMA shall take possession of all KRA archive records.

5 Physical, Procedural, and Personnel Security Controls

5.1 Physical Controls

The following is the policy for the various elements of the physical controls on the facility housing the KRS components:

· Site location and construction: No stipulation
· Physical access: The KRF shall be in a secure facility that has locks or guards.  Furthermore, the KRF shall be physically accessible only by authorized KRF operators and authorized KRF administrators.  If the KRF is distributed, the physical security requirements shall apply to all local and remote KRF systems and subsystems.  The KRC systems shall be in secure facilities that have locks or guards.
· Power and air conditioning: Normal office environment
· Water exposures: Normal office environment.
· Fire prevention and protection: Normal office environment.
· Media storage: Normal office environment.
· Waste disposal: Normal office environment.
· Off-site backup: Copies of audit and archive data and software for the KRF and the KRCs shall be kept in a physically secure off-site facility.
5.2 Procedural Controls

The KRF shall implement separation of duties using the following KRF trusted roles: KRF administrator, auditor, operator, security officer, and KRA.

The KRA performs key recovery on behalf of key recovery requestors.  KRAs shall not be assigned any other trusted role in the KRS.  The KRA shall be responsible for carrying out key recovery.  Not all the other KRF roles shall be assigned to the same individual.  These other KRF roles shall be assigned among multiple (i.e., at least two) individuals.

The KRF administrator is responsible for KRA account management.

The KRF auditor manages the KRF audit and archive.

The KRF operator is responsible for installation, configuration and operation of the KRF system, including the cryptographic module(s).

The KRF security officer is responsible for management and control and use of the KRF cryptographic module(s).

The KRC shall have the administrator, auditor, operator, and security officer roles.  These roles may be assigned to a single individual.

5.3 Personnel Controls

The following are the requirements for personnel using the KRS:

· Background checks and clearance procedures required for the personnel filling the trusted roles: All personnel operating the KRF and KRC systems, and all KRAs shall possess appropriate VA clearances as determined by the PMA.
· Background checks and clearance procedure requirements for other personnel, including janitorial staff: There are no requirements over and above what the VA normally requires.
· Training requirements and training procedures for each role: The personnel shall be formally trained in their job duties.
· Any retraining period and retraining procedures for each role: The KRF administrator, auditor, operator, security officer, and all KRAs shall be retrained whenever the KRF system, function, or procedures have undergone “substantial change,” as defined by the KRPS.
· Frequency and sequence for job rotation among various roles: There are no requirements in this area.
· Accountability for unauthorized actions, unauthorized use of authority, and unauthorized use of entity systems: Personnel who violate this policy are subject to administrative and disciplinary action IAW the laws of the United States.
· Controls on contracting personnel, including
-  Bonding requirements on contract personnel: None
-  Contractual requirements including indemnification for damages due to the actions of the contractor personnel: As defined in the contract
-  Audit and monitoring of contractor personnel: There are no additional requirements over and above what the VA normally does for other matters
-  Other controls on contracting personnel: None
· Documentation to be supplied to personnel: The personnel shall be provided appropriate user manuals.
6 Technical Security Controls

6.1 KRF-Subscriber Protocol Security

The KRF shall implement a secure key recovery scheme.  The scheme shall be secure from protocol threats such as disclosure, modification, replay, and substitution.  All cryptographic protocol and algorithms shall have the work factor at least as high as the one for the keys being protected.

6.2 KRF-KRC Protocol Security

The KRF shall implement a secure key recovery scheme. The scheme shall be secure from protocol threats such as disclosure, modification, replay, and substitution.  All cryptographic protocol and algorithms shall have the work factor at least as high as the one for the keys being protected.

6.3 KRF and KRC Private Key Protection

6.3.1 Standards for Cryptographic Modules

The relevant standard for cryptographic modules is Security Requirements for Cryptographic Modules [FIPS140-1].  The PMA may determine that other comparable validation, certification, or verification standards are sufficient. These standards will be published by the PMA. Cryptographic modules shall be validated to the FIPS 140-1 level identified in this section, or validated, certified, or verified via one of the standards published by the PMA.

The KRF and KRC shall use hardware cryptographic modules, which meet at least the criteria specified for FIPS 140-1 Level 2.  

6.3.2 Private and Storage Key Control

The KRA private signature key and private key establishment key may be under single person control. The KRF keys used to protect the KRI shall be under two person control.  The names of the individuals used for two-person control will be maintained on a list that shall be made available for any compliance audits.  All KRO private keys (signature and key management) may be under single person control.

6.3.3 Storage Key Backup

The KRF shall backup the key(s) used to protect the KRI.  The keys shall be backed up in encrypted key split form and shall be stored.  The cryptographic modules used for the backup keys shall be subject to the same security requirements as the operational module.

6.3.4 Key Entry

Private keys are to be generated by and in a cryptographic module.  In the event that a private key is to be transported from one cryptographic module to another, the private key must be encrypted during transport; private keys must never exist in plaintext form outside the cryptographic module boundary.

6.3.5 Method of Activating Private Key

Pass-phrases, PINs, biometric data, or other mechanisms of equivalent authentication robustness, as specified in the CP and CPS, must be used to activate the private key in a cryptographic module.  Entry of activation data must be protected from disclosure (e.g., the data should not be displayed while it is entered).

6.3.6 Method of Deactivating Private Key

After use, cryptographic modules used for KRS operations must be deactivated (e.g. via a manual logout procedure or by a passive timeout).  Hardware cryptographic modules shall be removed from operational systems and stored securely, under two person control, when not in use.  The cryptographic module shall be stored in a secure facility that has locks or guards.  Furthermore, the cryptographic module shall be stored in a secure container, such as a locked file cabinet.

6.3.7 Method of Destroying Private Key

KRA and KRO private keys must be destroyed using a FIPS-140-1 compliant key destruction mechanism immediately after they are no longer valid for use in key recovery operations (e.g., after a private key expires or after rekey).
6.4 KRS Private Key Activation Data

The KRAs and KROs, and subscribers shall generate, change, and manage their passwords in compliance with the password management FIPS [16].  Strong password management is fundamental to secure operations.  PMA-approved biometric authentication may be used in place of passwords.  

6.5 KRS Computer Security Controls

The KRF and KRC computer systems shall be based on a trusted operating systems that are designed, implemented, and operated using the following security features:

· Individual identification and authentication

· Secure audit

· Residual information protection

· Discretionary access controls

· Operating system self-protection

· Process isolation

· Meet Common Criteria EAL 3 assurance requirements.  The PMA may determine that other comparable validation, certification, or verification standards are sufficient.
These systems shall be configured to run with the minimal number of accounts and network services required to operate these system.  All network services and ports not required to operate the systems shall be disabled.  The KRF server(s) shall be dedicated to running only key recovery related applications.  The KRC generally shall be dedicated to PKI infrastructure (e.g., registration) and key recovery related applications only.  In some cases the KRC may be permitted to run other applications.  In those circumstances, the KRC shall provide additional controls to ensure that the subscriber keys are not accessible to unauthorized parties. 

6.6 KRS Life Cycle Technical Controls

The KRA and KRO shall use security management tools and procedures to ensure that the operational systems and networks adhere to the security requirements.  These tools and procedures shall check the integrity of the system data, software, discretionary access controls, audit profile, firmware, and hardware to ensure secure operation.

To ensure that the KRS operate with an acceptable level of risk, KRF and KRC systems must operate in a manner that is consistent with the VA Automated Information Systems (AIS) Security Procedures. 

6.7 KRS Network Security Controls

The KRF and the KRC computer systems shall be protected from the Internet by firewalls that are compliant with the Traffic Filtering Firewall for Medium Robustness Protection Profile [11].  Separate firewalls and intrusion detection systems are not required for solely to protect the KRF and the KRC.  The firewalls shall be configured to run with the minimal number of accounts.  The firewalls shall be configured to permit only the required network services and ports.

The firewalls shall use security management tools and procedures to ensure that the firewalls adhere to configured security.   These tools and procedures shall check the integrity of the firewall policy, operating system configuration, system data, software, discretionary access controls, audit profile, firmware, and hardware to ensure secure operation.

KRF and KRC systems shall attempt to detect threat actions and, when detected, provide warning of them and appropriate responses to them.

6.8 KRS Cryptographic Module Engineering Controls

Requirements for cryptographic modules are stated in section 6.3.1.

7 Policy Administration

7.1 Policy Change Procedures

Occasionally it will be necessary to change the KRP.  Some of these changes will not materially reduce the assurance that a KRP or its implementation provides.  These will be judged by the policy administrator as not changing the acceptability of the KRP for the purposes for which they have been used.  Such changes to the KRP need not require a change in the KRP (or CP) Object Identifier.  Other changes to a specification will change the acceptability of certificates for specific purposes, and these changes will require changes to the KRP (or CP) Object Identifier(s).

No components of this KRP shall change without proper notification.  Any or all components may be changed without changing the policy object identifier.  Changes to any component may or may not change the OID.  This determination shall be up to the discretion of the PMA.  However, the PMA shall clearly state in the policy change notice whether the OID is being changed.

All KRP changes under consideration by the PMA shall be disseminated to interested parties for a period of at least one month.  The PMA shall accept, accept with modifications, or reject the proposed change after completion of the review period.

The PMA shall review this KRP at least once every year.  The PMA shall maintain and publish a plan that describes anticipated changes to this KRP.  Errors, updates, or suggested changes to this document shall be communicated to the contact person listed in Section 1.5.2.  Such communication must include a description of the change, a change justification, and contact information for the person requesting the change. 

7.2 Publication and Notification Policies

All information in the KRP shall be available publicly using means that are secure and widely accessible.

7.3 Policy Approval Procedures

The PMA shall be the approval authority for other policies to be equivalent to this KRP.
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9 LIST OF ACRONYMS

CA


Certification Authority

CC


Common Criteria

CM

Certificate Management

CP


Certificate Policy

CPS

Certification Practices Statement

DN


Distinguished Name or Directory Name

DRM

Data Recovery Manager

FIPS

Federal Information Processing Standard

I&A

Identification and Authentication

KRA

Key Recovery Agent

KRC

Key Recovery Client

KRF

Key Recovery Function

KRI

Key Recovery Information

KRO

Key Recovery Official

KRP

Key Recovery Policy

KRPS

Key Recovery Practices Statement

KRS

Key Recovery System

LEA

Law Enforcement Agency

LRA

Local Registration Authority

MAC

Message Authentication Code

OID

Object Identifier

PIN

Personal Identification Number

PKCS

Public Key Cryptography Standard

PKI

Public Key Infrastructure

PMA

Policy Management Authority

PP


Protection Profile

SBU

Sensitive But Unclassified

SSL

Secure Socket Layer

TBD

To Be Defined

URL

Uniform Resource Locator

10 Glossary of Terms

Key Recovery Agent (KRA): An individual authorized to interface with the KRF (either individually or in conjunction with one or more other KRAs) to cause the KRF to carry out key recovery requests, as specified by the KRP.

Key Recovery Official (KRO): An individual authorized to authenticate and submit key recovery requests to the KRA via a KRC on behalf of key recovery requestors, as specified by the KRP.

Key Recovery Client (KRC): A function, system, or subsystem that is configured, as specified by the KRP, for use by a KRO to submit key recovery requests to the KRA.

Key Recovery Function (KRF): The function, system, or subsystem that maintains the KRI repository and responds to key registration and key recovery requests from one or more KRAs, as specified by the KRP. 

Key Recovery Information (KRI): All or part of the information that is required for the recovery of a target key.  Generally, KRI is the private key in key escrow schemes and KRI is the session key token encrypted with KRA public key in key encapsulation schemes.
Key Recovery Policy (KRP): Specifies the conditions under which key recovery information must be created and conditions under which and to whom the key recovery information may be released; it also indicates who are allowable Key Recovery Agents(s) and Key Recovery Officials and how or where KRI must be maintained. 

Key Recovery Practice Statement (KRPS): A more detailed description of the practices followed by a KRS in recovering and otherwise managing subscriber KRI.  A KRPS is a statement of the practices that a KRS employs in registering and recovering KRI.
Key Recovery Requestor: An individual (e.g., supervisor, corporate officer, law enforcement officer) who is authorized to request recovery of a (third party) subscriber’s KRI.  Subscribers can always recover their own keys.  A Key Recovery Requestor may also be referred to as a requestor.
Key Recovery System (KRS): A system consists of the KRI Generation Function, the KRI Management Function, KRC, and the KRF.  It includes software, hardware, procedures and infrastructure to provide key recovery services.

Policy mapping: A policy mapping is a mechanism for determining the relationship between two KRPs.  On the basis of such a mapping, one KRP domain may consider the other domain’s KRP to be equivalent, although the policies need not necessarily be identical in all respects.

Practices and policy specification: A series of specific practice and/or policy statements, spanning a range of standard topics, for use in expressing a KRPS employing the approach described in this document.

Registration:  Process by which subscribers register their KRI with the KRF and allow for the escrow of the KRI.

Requestor: A Key Recovery Requestor.

Subscriber: An entity that (1) is the subject named or identified in a certificate issued to such an entity, and (2) holds a private key that corresponds to a public key listed in that certificate. [17]  Such an entity may be either an individual or an active system component (e.g., network router, firewall, or guard).

Target Key: The cryptographic key recovered by a Key Recovery System. It may be either a symmetric data encryption key (i.e., the data key that can be used to decrypt the data), or an asymmetric private key-encryption-key (i.e., a key that can be used to decrypt the encrypted data key).
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