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1. Go Secure! For Microsoft Exchange Requirements

Exchange Server Requirements

Windows NT Server 4.0

· Pentium II, 300Mhz or faster

· 100 MB free disk space

· 256MB RAM

· Service Pack 3 or later

· Exchange Server 5.5 (with Service Pack 1 or later)


Windows 2000 or Advanced Server

· Pentium II, 300Mhz or faster

· 100 MB free disk space

· 256MB RAM

· Service Pack 3 or later

· Exchange Server 5.5 (with Service Pack 1 or later) OR Exchange Server 2000

End User Mailboxes

· End user mailbox must be created on the Exchange Server
· The mailbox must have a valid Primary NT Account value, as displayed in the mailbox property sheet through the Exchange Administrator Console.
End User Machine Requirements

· Internet Explorer 4.01 or above (Recommended: Internet Explorer 5.0)

· Microsoft Enhanced Cryptographic Service provider 

· Outlook 98 (with Service Pack 1 and Outlook 98 Quick Fix Edition (QFE)) or above (Note: No special patches required for Outlook 2000)

2. Test Procedures for End-User Services using Exchange 5.5 Server

2.1. User Enrollment

Test Procedure:

1. Set up the Exchange 5.5 Server with the typical settings as used in the VA environment.

2. Create two Outlook profiles, TestUser1 and TestUser2.
3. Assign enrollment PINs for TestUser1 and TestUser2 and add them to the Subscriber Database (PIN Database) 

4. Enroll TestUser1 and TestUser2 new certificates.

5. Issue the certificates for TestUser1 and TestUser2.

· Success – If the user’s key pair is automatically imported to the browser and the certificates posted to on the Exchange GAL.

· Failure – If the user’s key pair is not on the browser or if the certificate not posted to the GAL.

2.2. Signing and Encryption

Test Procedure:

1. Configure Outlook client of TestUser1 and TestUser2 to use the certificates.

2. Send a signed and encrypted message from TestUser1 to TestUser2.

3. Send a signed and encrypted message from TestUser2 to TestUser1.

· Success – If TestUser1 and TestUser2 can verify and decrypt the message received.

· Failure – If TestUser1 or TestUser2 cannot verify and decrypt the message received.

2.3. Key Recovery

Test Procedure:

1. Delete the private key and certificate for TestUser1.

2. Verify that TestUser1 cannot read the encrypted message.

3. Send a request to recover TestUser1’s key-pair from the Key Manager Console.

4. From the response received from the OnSite Control Center recover TestUser1’s private key and certificate.

5. Install TestUser1’s private key and certificate.

· Success – If TestUser1 can verify and decrypt the old message.

· Failure – If TestUser1 cannot verify or decrypt the old message.

3. Test Procedures for End-User Services using Exchange 2000 Server

Repeat the test procedures 2.1, 2.2 and 2.3 with Exchange 2000. 

4. Test Procedures for GAL Replication using Exchange 5.5 Server

4.1. Exchange Replication

Settings:

Make sure that the following LDAP attributes 

cn, 

alias,

rfc822Name, 

userCertificate, 

userSMIMECertificate( alias for this attribute on Exchange Console is Tagged_X509_Cert) 

are included in the Mailbox object and are also replicated

Test Procedure:

1. Set up two Exchange 5.5 Servers (ESA1 and ESA2) with the replication schema used in the VA environment.

2. Update the settings as specified in the VeriSign GoSecure! For Microsoft Exchange documentation (as mention in the settings section above). 

3. Create Outlook Profile TestUser3 on ESA1 and TestUser4 on ESA2.

4. Wait for the replication process to be complete.

5. Verify that TestUser3 can lookup TestUser4 on the GAL and TestUser4 can lookup TestUser3 on the GAL. 

6. Assign enrollment PINs for TestUser3 and TestUser4 and add them to the Subscriber Database (PIN Database) 

7. Enroll TestUser3 and TestUser4 new certificates.

8. Issue the certificates for TestUser3 and TestUser4.

9. Wait for the replication process to be complete.
10. Send a signed and encrypted message from TestUser3 to TestUser4.

11. Send a signed and encrypted message from TestUser4 to TestUser3.

· Success – If TestUser3 and TestUser4 can verify and decrypt the message received.

· Failure – If TestUser3 or TestUser4 cannot verify and decrypt the message received.

5. Test Procedures for GAL Replication using Exchange 2000

Repeat the test procedure 4.1 with two Exchange 2000 servers with the following LDAP settings. 

Settings:

Make sure that the following attributes 

cn, 

alias,

rfc822Name, 

userCertificate, 

userSMIMECertificate( alias for this attribute on Exchange Console is Tagged_X509_Cert) 

legacyDN,

directoryName

are included in the User object on the Active Directory and are also replicated.

6. Test Procedures for GAL Replication using a mix of Exchange 5.5 Servers and Exchange 2000 Servers

Repeat the test procedure 4.1 with an Exchange 5.5 server and an Exchange 2000 server. 

Settings:

Set up Exchange 5.5 server as in section 3 and Exchange 2000 server as in section 4.

When using a mix of Exchange 5.5 and Exchange 2000 Servers, Directory replication must be enabled using an Active Directory Connector (ADC). 

ADC should also be installed on the respective Domain Controllers (which are also Active Directory Servers and help in replicating information between Exchange 5.5 and Active Directory).

7. Test Procedures for Compatibility with other PKIs

TBD
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