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Preface

This Key Recovery Practice Statement is derived from and supports the Department of Veterans Affairs (VA) PKI Key Recovery Policy Draft 1.0  (Revision 1). Users of the VA PKI should reference the KRPS and KRP together to ensure they have the most complete and accurate guidance. To assist users, the KRPS version number is linked directly to the number of the specific version of the KRP on which it is based. The basic version number of the KRPS is identical to the full version number of the associated KRP. Should there be subsequent releases of the KRPS for the same KRP, the KRPS version number will include one additional level of decimal number appended to the basic KRP version number. 
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1 INTRODUCTION

The United States Department of Veterans Affairs (VA) is implementing a Public-Key Infrastructure (PKI), consisting of products and services that provide and manage X.509 certificates for public-key cryptography. One aspect of the VA PKI is the ability to archive and recover private keys used for key encipherment (or key exchange) of public/private key pairs. The Key Recovery System (KRS) provides the computer system hardware, software, staff and procedures to store the private keys securely and recover them when appropriate.

Since the KRS has a significant impact on the VA PKI security, the KRS design and operation must engender a high degree of trust. One way to manage risk and provide trust is to develop and implement an operational policy. The Key Recovery Policy (KRP) addresses the security conditions under which key recovery information must be created and maintained, and to whom the key recovery information may be released. It also specifies the allowable Key Recovery Agents(s) and how or where key recovery information must be maintained. 

1.1 Overview

The entire VA PKI key recovery capability is based on the principle that all encryption activities using VA PKI keys and certificates is performed by the VA users as part of their official duties. Therefore, there is no right or expectation of privacy for such encrypted data beyond that granted for any other work products, documents, or correspondence developed, modified, stored, sent or received in the course of conducting official VA business. This Practice Statement provides procedures and guidance to ensure that keys to decrypt data is recovered expeditiously when appropriate, while protecting the rights of both subscribers and the VA.

The purpose of this document is to describe the practices necessary to implement the provisions of the KRP for the VA PKI. The scope of this document is to cover key recovery operations managed by Key Recovery Agents (KRAs) who are assigned to and appointed by the VA PKI Program Management Office (PMO). These KRAs will recognize and act on legitimate recovery requests from acknowledged Key Recovery Officials (KROs) in the VA, as identified in this Practice Statement. 

1.2 Identification

There is no stipulation of an object identifier for this practice statement. 

1.3 COMMUNITY & APPLICABILITY

The Key Recovery Policy that is the basis for this Practice Statement defines a number of relevant terms. The definitions below are consistent with the definitions found in the KRP, but in some cases amplify or clarify the KRP definitions. 

1.3.1 Key Recovery Components

1.3.1.1 Key Recovery System (KRS): 

The information system (or systems) used to provide key recovery services. 

The VA PKI KRS consists of the private key storage (escrow) database, KRI Generation Function, the KRI Management Function, and the Key Recovery Function. It includes software, hardware, procedures and infrastructure to provide key recovery services. Several categories of KRS operators include system administrators, operators, auditors, information system security officers (ISSOs), and the Key Recovery Agents. Specific components of the KRS are the Key Recovery Function and the Key Recovery Client.

The KRI in VA PKI is nothing but subscriber private keys used for decryption. The VA PKI uses VeriSign OnSite Enterprise PKI software. The associated Onsite Key Management Service (KMS) provides the key recovery capability for the VA PKI. KMS operates in conjunction with a VeriSign Key Recovery Service (operated at VeriSign’s secure data center). 

The KRS thus includes the KMS as well as the administrators, operators, agents, and the procedures used with the KMS.  

1.3.1.2 Key Recovery Function (KRF): 

The KRF consists of the workstation or server that a KRA uses to perform a key recovery service in response to an authorized request by a requestor to support data recovery.  The KRA requests the keys from KMS after authentication of the KRO. In this KRPS we are using Key Recovery Function to refer to the KMS.   

1.3.1.3 Key Recovery Client (KRC): 

The KRC consists of the workstation from which a KRO submits a key recovery request to the KRA. Requests for key recovery from subscribers must be staffed through the appropriate KRO. The KRO is responsible for verifying the legitimacy of the request and the authority of the requestor. 

1.3.2 Key Recovery User Roles

1.3.2.1 Key Recovery Agent (KRA): 

The KRA is an individual who, generally in conjunction with one or more other KRAs, interacts directly with the KRF to cause the KRI associated with a specific key recovery request to be retrieved and delivered to the specified key recovery requestor. The KRA is responsible for authenticating the key recovery request from the KRO. Upon proper authentication, the KRA provides requested keys to the KRO. 

The KRAs have high-level sensitive access to the KMS of the Certificate Management System. Because KRAs can recover large number of keys the PKI places a high level of trust in them. Therefore, the central authorities for the key recovery system should closely control the number and location of KRAs. For the initial fielding of the KRS, only a minimum number of KRAs will be appointed at a few central locations. This allows a reasonable set of internal controls over the activities of the KRAs. The Policy Management Authority (PMA) does not envision KRAs to be widely dispersed and available to subscribers in the same manner as LRAs. This does not preclude an LRA from serving as a KRA.

1.3.2.2 Key Recovery Official (KRO): 

The KRO is a person who is authorized to submit a formal key recovery request. This individual is, in effect, an intermediary with whom the key recovery requestor may interact to initiate a key recovery request, as specified by the KRP.  LRAs will be trained to perform the KRO function.  It is also possible for other people besides LRAs to receive training and perform the KRO function.    The KRO shall authenticate the key recovery requestor and shall validate the authorization of the key recovery requestor to obtain the key.

1.3.2.3 Key Recovery Requestor (KRR): 

A third party (e.g., the subscriber’s supervisor) who is authorized to request recovery of a subscriber’s KRI or the subscriber him-/herself may be a Key Recovery Requestor (KRR). Any individual who can demonstrate a reasonable authority and need to obtain a recovered key can be considered a KRR.

1.3.2.4 Subscriber: 

The subscriber is the person or device that is the primary user of the private key.  

1.3.3 Related Terms

1.3.3.1 Key Recovery Information (KRI) 

KRI consists of subscriber’s cryptographic keys or information by which the subscriber’s cryptographic keys can be recovered. For the VA PKI, the KRI comprises the encrypted, escrowed private key and the information to decrypt the encrypted private key. Thus, one recovered key component is a password-encrypted token file containing the recovered private key and its associated signed public certificate in PKCS #12 format. The second recovered key component is the password, also called a PIN, needed to decrypt the PKCS #12 file to obtain the private key. 

1.3.3.2 Key Recovery Policy (KRP) 

A named set of rules that describes the responsibilities of the KRS operators and administrators, subscribers, and requestors in protecting the cryptographic key information of a particular community and/or class of subscribers in accordance with a community-wide set of security requirements. 
1.3.3.3 Key Recovery Practice Statement (KRPS) 

A detailed description of the practices and procedures followed by all parties (requestors, KROs, KRAs, etc.) involved in recovering and otherwise managing subscriber KRI.  These practices and procedures must be in compliance with the requirements of the KRP.
1.3.3.4 Target Key 

The cryptographic key recovered from the Key Recovery System in a specific recovery instance. The KRP defines Target Key to include either the private key of a key encipherment public key pair or the symmetric key actually used to encrypt the data to be ultimately recovered. For the VA PKI, the KRS only escrows the private key of the asymmetric public key pair. Thus, the KRA will only recover this private key-encipherment key. It is the responsibility of the requestor to use the recovered key to obtain the symmetric data encryption key and recover the desired data. 

1.3.4 Applicability

This KRPS is suitable for use with the VA PKI. 

1.3.5  Contact Details

1.3.5.1 KRA Policy Administration Organization

The VA PKI Program Management Office (PMO) administers this KRPS.

1.3.5.2 Contact Office

The contact office is:

Department of Veterans Affairs

Washington CIO Field Office

ATTN: Daniel Maloney 

1335 East-West Highway, 3rd floor

Silver Spring, MD 20910

Phone: 301-734-0107

e-mail: Daniel.Maloney@med.va.gov
1.3.5.3 Person Performing Policy/Practice Compatibility Analysis

The compatibility analysis
 will be performed by the VA PKI Steering Committee. The committee can also designate a person or a team to perform this compatibility analysis. 

2 GENERAL PROVISIONS

2.1 Obligations

2.1.1 KRA Obligations

· This KRPS is maintained by the VA PKI Steering Committee and is provided to all KRAs.

· KRAs operate in accordance with the stipulations of the KRPS.

· KRAs protect subscribers’ KRI from unauthorized disclosure. All KRAs are responsible for protecting the PKCS #12 files and PINS they obtain. No KRA shall share such items with any other KRA or release it to parties other than the KRO who made the key recovery request and the original KRR validated by the KRA.

· The KRA shall rely upon the KRO for authentication and verification of the identity and authority of the KRR. The KRA will authenticate the key recovery request from the KRO.

· The KRA releases subscriber KRI only for properly authenticated and authorized requests from key recovery requestors. Part of this responsibility is delegated to a KRO. The KRA authenticates the KRO using strong authentication techniques and validates the authorization of the KRO by checking a list of approved KROs.

· The KRA protects all information, including the KRA’s own key(s) that could be used to recover subscriber KRI. The KRA uses a combination of computer security, cryptographic, network security, physical security, personnel security, and procedural security controls to protect subscriber keys. These are addressed in Sections 3.5 and 3.6

· The KRF automatically notifies subscribers when their KRI has been registered during the certificate request and generation process.  

· The KRA protects all information regarding all occurrences of key recovery. The KRA shall communicate knowledge of any recovery process only to the KRO, KRR, and trusted officials of the PKI as necessary for conduct and management of the KRS. The KRA shall not communicate any information concerning a key recovery to the subscriber except when the subscriber is the KRR. See KRO and KRR obligations. 

Any KRA who fails to comply with this KRPS will be subject to sanctions under existing personnel procedures.

2.1.2 KRO Obligations

A Key Recovery Official (KRO) initiates a key recovery request for a Requestor. 

· The KRO protects subscribers’ KRI from compromise. The KRO receives the recovered key in PKCS #12 format that is encrypted using a password as a key. The KRO is not provided with the password (since it is sent directly to the requestor). (See Section 4.2.4 for method of transmitting Key Recovery Information.)  After providing the requestor with the encrypted key, the KRO destroys the copy of the key in his/her system (since it is still subject to a password-guessing attack).

· The KRO requests the subscriber keys only upon receipt of a request from an authorized key recovery requestor. The KRO, as an intermediary for the KRA, will validate the identity of any requestor seeking a key recovery. The means for validating the identity will be the same as the ones for user registration as defined in VA CPS. 

· The KRO, as an intermediary for the KRA, shall validate the authorization for the request, to include consultation with legal counsel when appropriate. 

· The KRO protects all information, including the KRO’s own key(s) that could be used to recover subscriber KRI. A KRO will use a combination of computer security, cryptographic, network security, physical security, personnel security, and procedural security controls to protect his/her own keys as described in Sections 3.5 and 3.6. 

· The KRO protects all information regarding all occurrences of key recovery. The KRO shall communicate knowledge of any recovery process only to the KRR, and trusted officials of the PKI as necessary for conduct and management of the KRS. The KRO shall not communicate any information concerning a key recovery to the subscriber except when the subscriber is the KRR. See KRA and KRR obligations.

· In the event that the KRO learns that a recovered key has become compromised, whether from the KRR or other source, the KRO shall initiate revocation of the public key certificate corresponding to that key. Should the key recovery circumstances preclude notification of the subscriber that the key was compromised, the KRO shall consult with the KRR and other officials as needed to determine how to notify the subscriber of the revocation.

· The KRO will make accurate self-references to all entities when requesting key recovery services.

· The KRO must keep records of all recovery requests and disposition, including acknowledgement of receipt by the requestor. The audit records must not contain subscriber keys in any form: plaintext, split, encrypted, etc. 

Any KRO who fails to comply with this KRPS will be subject to sanctions under existing personnel procedures.

2.1.3 KRR Obligations

· Key recovery requestors must protect subscribers’ KRI from compromise. Requestors will use a combination of computer security, cryptographic, network security, physical security, personnel security, and procedural security controls to protect their keys and recovered subscriber keys. When the Requestor is not the subscriber, the Requestor must destroy subscriber keys when no longer required (i.e., when the data has been recovered).

· Key recovery requestors shall request the subscriber KRI only to recover subscriber data they are authorized to access.

· Key recovery requestors must use the subscriber KRI only to recover subscriber data they are authorized to access.

· Key recovery requestors must accurately represent themselves to all entities during any key recovery service. When the request is made to a KRO, the Requestor will need to provide accurate identification and authentication information during key recovery requests. If the Requestor can send signed e-mail, using certificates  of VA PKI, that will suffice. A Requestor can also appear in person before a KRO and provide an official picture ID issued by a state or Federal government agency or in some circumstances a Foreign Government entity (e.g., partner (such as a contractor) that is not an American citizen, etc.).

· Requestors other than the subscriber must retain documentation about all requests they make, all responses they receive, and all uses of subscriber keys. The audit records shall not contain subscriber keys in any form: plaintext, split, encrypted, etc. The records will be retained for ten years and six months 

· A KRR who is not the subject subscriber shall protect information concerning each key recovery operation. The KRR shall communicate information concerning the recovery to the subscriber only when appropriate as determined by the reason for the recovery. The KRR will communicate information concerning a key recovery to other organization or external officials only as appropriate and necessary in the management of the organization.

· In the event that the KRR notifies the subscriber of a key recovery, the KRR shall advise the subscriber to determine whether or not the recovery circumstances warrant revoking the subject key pair for future use.

· In the event that the KRR does not notify the subscriber of a key recovery, while also determining that the recovered key may have been compromised, the KRR shall notify the KRO of the possible compromise and recommend revocation of the key pair.

· A KRR who is not part of VA shall sign an acknowledgement of agreement to follow VA policies and legal limitations relating to protection and release of the recovered key. (See Appendix B)

· Upon receipt of the KRI, the KRR (if not the subject subscriber) shall sign a local document prepared by the KRR, which includes the following statement: “I certify that I have accurately identified myself to the Key Recovery Official, and truthfully described all reasons that I require access to data protected by the recovered key. I acknowledge my responsibility to use this recovered key only for the stated purposes, to protect it from further exposure, and to destroy all key materials or return them to the KRO when no longer needed. I understand that I am bound by applicable laws and Federal regulations concerning the protection of the recovered key and any data recovered using the key.” (See Appendix B)


2.1.4 Subscriber Obligations

No stipulation beyond the KRP. 

2.2 Requirements Supporting Non-U.S. Government Subscribers

2.2.1 Financial Responsibility 

The VA makes no stipulations in this area. 

2.2.2 Governing Law

The laws of the United States of America are applicable.

2.3 Interpretation and Enforcement

The VA makes no stipulations in this area.

2.4 Compliance audit

2.4.1 Frequency of Entity Compliance Audit

An audit of the KRS will be conducted annually in conjunction with the audit of the other elements of the PKI. KRAs, KRCs and KROs will also be audited annually. The KMS will be audited in conjunction with the CA audit. The VA PKI PMO may also request aperiodic inspections.

In the event that a KRO or KRA is relieved of that responsibility due to a failure to comply with the KRP or KRPS, the PMA shall direct a special compliance audit. The purpose of that audit will be to determine whether any key recovery activities of the removed KRO or KRA may have been improper or may have affected the integrity of the KRS.

2.4.2 Identity/Qualifications of Compliance Auditor

The independent compliance auditor will be an independent contractor selected by the PMA. The contract supervision details shall ensure that the auditing contractor has appropriate independence from the audited activity. 

2.4.3 Compliance Auditor’s Relationship to Audited Party

See Section 2.4.2

2.4.4 Topics Covered by Compliance Audit

All the topics identified in the KRP and this KRPS document will be covered by the compliance audit. The purpose of a compliance audit will be to verify that the KRF, KRA, KRC, and KRO have requisite procedures and control in place.

Any deficiencies will be corrected as soon as possible and will be verified by the auditors.  In addition, future audits will re-verify that deficiencies identified in the immediately previous audit report for that location have been corrected.

2.4.5 Actions Taken as a Result of Deficiency

For annual compliance audits there is no stipulation beyond KRP. In the event of a special directed audit following removal of a KRA or KRO, the PMA shall proceed as necessary based on the special audit results.

2.4.6 Communication of Results

For all audits, the auditor will submit a report of the audit to the PMA. 

2.5 Confidentiality

2.5.1 Type of Information to be Protected

The KRS, KRA, KRO and Key Recovery Requestor must protect subscriber keys and KRI. Protections are described in Sections 3.5 and 3.6. When key recovery is requested as part of a VA or Law Enforcement investigation, information concerning the request must also be protected.

2.5.2 Information Release Circumstances

The recovered keys or KRI may be released upon subscriber request, subscriber supervisor request, as part of criminal investigation, and civil or criminal court proceeding in accordance with VA policy. External (non-VA) law enforcement officials will be provided keys only after furnishing an order from a competent court and after current practices for releasing other types of personnel information to law enforcement officials have been followed.

IDENTIFICATION AND AUTHENTICATION

This section describes the procedures used to authenticate the subscriber to the KRS as part of escrowing private keys. It also describes the procedures used to authenticate the requestor and the KRO to the KRA as part of a key retrieval request. Finally it describes the procedures used by a KRA to authenticate to the KRF. 

2.6 Key Recovery Requestor

This section describes authentication requirements during key recovery. The KRO must verify the identity of the requestor and ensure that the requestor is authorized to receive the key.

In the VA PKI, verification of the requestor consists of a series of verifications. Recovery begins with a Key Recovery Requestor (KRR). The Requestor may be the subscriber for the key or may be a third party (e.g. the subscriber’s supervisor). The Requestor authenticates him/herself to a KRO. The KRO authenticates to a KRA and the KRA authenticates to the KRF.

2.6.1 Key Recovery Requestor Authentication

· The KRA or the KRO as an intermediary for the KRA, shall personally verify the identity of the key recovery requestor prior to initiating the key recovery request. If the Requestor can send signed e-mail, using certificates of VA PKI that will suffice. A Requestor can also appear in person before a KRO and provide an official picture ID issued by a state or Federal government agency or in some circumstances a Foreign Government entity (e.g., partner (such as a contractor) that is not an American citizen, etc.).

2.6.2 Key Recovery Requestor Authorization Verification

When the Requestor is the subscriber obtaining a recovered key for him/herself, the KRO only needs to authenticate the person. This can be accomplished using the authentication process described above. 

· If the Requestor is other than the subscriber, (s)he must sign an affidavit, which includes the following statement the following statement: “I certify that I have accurately identified myself to the Key Recovery Official, and truthfully described all reasons that I require access to data protected by the recovered key. I acknowledge my responsibility to use this recovered key only for the stated purposes, to protect it from further exposure, and to destroy all key materials or return them to the KRO when no longer needed. I understand that I am bound by applicable laws and Federal regulations concerning the protection of the recovered key and any data recovered using the key.”

The authorized requestors that are internal to the VA must be identified to the KRO. In general, personnel procedures currently in effect for examining information about an individual must be followed for obtaining KRI. This KRPS is not intended to supercede current procedures for obtaining such information. Key Recovery Requests from Law Enforcement activities outside the VA must follow current practice for obtaining personnel information.  External requests will continue to come to current internal points of contact who will serve as internal KRRs. 

In the case that the KRR is external to the VA, presenting legal documents to justify the authority and requirement for a recovered key, neither the internal KRR nor the KRO shall evaluate the validity of that documentation. The KRO shall consult with the established legal counsel for the organization for inspection, review, and advice on accepting that documentation. The process should be the same as already established for any other legal or investigatory action in the organization.

When the KRR uses a signed e-mail to authenticate to the KRO, the KRO will forward that e-mail to the KRA as part of the recovery request. This allows the KRA to re-authenticate the KRR signature.  Both the KRO and the KRA use the commercial e-mail clients that validate the requestor certificate against a CRL.  

2.7 Subscriber

Key registration occurs before the CA issues the key management certificate. 

2.7.1 Key Registration

The subscriber initially identifies himself or herself to a Local Registration Authority (LRA). This is a face-to-face identification process. The LRA authenticates the subscriber’s identity as specified in the CPS. The LRA also authenticates the subscriber’s relationship to the organization as described in the CPS. The subscriber then identifies and authenticates to the online PKI system using the identity code (PIN number) provided by the LRA.   Once the authenticity of the subscriber is verified, two key pairs are generated; one type of key pair is centrally generated and stored (the key pair used for encryption/decryption). Another type of key pair is generated and stored by the individual subscriber (the key pair used for authentication or signing or for the verification of an identity or digital signature).  

2.7.2 Key Recovery Information

The verification of the Emergency Recover Codes (ERCs) by the CA and the verification by the KRF that the two keys constitute a valid pair ensure that the KRI is unambiguously associated with the transaction and the subscriber.

2.8 KRA and KRO Authentication

2.8.1 KRA

KRAs authenticate themselves to the KRF using SSL with client authentication. At the time an individual becomes a KRA, his/her certificate is registered with the KRF. There are two KRAs for the VA PKI. That first KRA authenticates to the KRF via client-authentication with PKI certificate when establishing the SSL session. He/She then searches for the subscriber’s key that is to be recovered and then approves it for recovery. The second KRA also has to approve the subscriber’s key for recovery in the same way. Once both the KRAs have approved the subscriber’s key for recovery, the KRF generates a pin number and a session key that is required to recover the subscriber’s key from the system. 

2.8.2 KRO

When an individual is authorized to become a KRO, that individual’s identity (distinguished name) is sent to the PKI PMO. The PMO compiles a list of authorized KROs periodically and provides them to the KRAs using digitally signed messages. When a KRO passes a request on to a KRA, the KRA verifies the KROs digital signature on the message and validates that the KRO is on the current list of KROs provided to the KRA.

 OPERATIONAL REQUIREMENTS

2.9 Who Can Request a Key

Subscribers may submit requests to recover their own keys. Supervisors may also submit requests for the subscriber’s keys. VA investigators or auditors with authorization to access the subscriber communication may request key recovery. A duly authorized law enforcement or court official who has court authorization to access subscriber communication may request recovery of a subscriber’s key. 

2.10 Requirements for Key Recovery Request

The request (paper or electronic) must be signed (on paper or digitally) and must be submitted by the Requestor to the KRO. Requests are submitted by the KRO to a KRA using a signed and encrypted message. The following subsections describe the contents of the request.  

2.10.1 Identification of the KRR

The request to the KRO must specify one of the following: 

· The KRR is requesting his/her own key.

· The KRR is a supervisor requesting a  subscriber’s key. 

· The KRR is an authorized VA investigative or audit official. 

· The KRR is an authorized law enforcement or court official holding the appropriate administrative or legal documents granting access to the recovered key or to information only accessible by use of a recovered key.

· The KRR is an authorized non-VA investigator, auditor, or intelligence official holding the appropriate administrative or legal documents granting access to the recovered key or to information only accessible by use of a recovered key.

2.10.2 Reason for Key Recovery

· The subscriber has lost or damaged the private key token.

· The subscriber is not available, is no longer with VA, or is not cooperating in decrypting official VA communication.

· The KRR needs the access to the key to decrypt the communication as part of the official VA investigation or audit.

· The KRR has authorization from a competent legal authority to access the communication that is encrypted using the key. Such requests will follow current procedures for requests for other personnel data.

· If appropriate, a justification for the KRO and KRA to consider this request as mission critical or mission essential.

2.10.3 Confidentiality Requirements

The request should include any restrictions on release of information about the fact that a key is being recovered. This may specify that none of the participants is to notify or confirm to the subscriber that the key was recovered.

2.10.4 Method of transmitting KRI

There are two components of the KRI that must be sent to the KRR:  (1) a file containing the keys and certificates in PKCS #12 format, and (2) a password for unlocking the PKCS #12 file.  The file will be sent by the KRA to the KRO in an encrypted S/MIME message.  The password will be sent directly to the KRR by the KRA.  If the KRR has an encryption key the password can be encrypted as well.
  The KRO will provide the PKCS #12 file to the KRR face-to-face.

2.11 Security Audit Procedures

This subsection describes event logging and audit systems, implemented for the purpose of maintaining a secure environment. The term auditor in this section means audit administrator and not the compliance auditor. The aspects of ongoing security audit processes described here are not unique to the KRF. These procedures should be consistent with the continuous system audit and monitoring program in place at the VA as part of the facility-wide systems security plan. 

2.11.1 Types of events recorded

The KMS, which implements the KRF, maintains a list of keys escrowed. 

The following table lists the KRP audit requirement and the mechanism used to satisfy the requirement.

	Audit Requirement from KRP
	Mechanism for Satisfying Requirement

	KRF application access (e.g., successful & failed logons, changes to system configuration, etc.);
	Satisfied by the KRF operating system audit log

	Messages received from any source requesting key recovery actions (key registration, key recovery requests, etc.)
	KRAs e-mail repositories will contain messages requesting recovery.  It will be backed up daily.  A list of registered keys is available by querying the KRF. The KRF Audit log includes a list of key archival submissions and keys recovered, but does not contain the keys themselves.    

	Messages sent from the KRF to other recipients regarding key recovery actions (completed key recovery requests, registration status, etc.);
	These are retained in the KRA “sent messages” repository.

	Transfer of subscriber's KRI to key recovery requestors and KROs
	These are retained in the KRA “sent messages” repository.

	Physical access to the KRF
	A sign-in sheet will be maintained.

	Any forms filled out by the requestors
	KROs retain KRR requests.

	Copies of authorizations, including court orders
	Internal KRRs retain requests from external KRRs.


KRR- and KRO-maintained records satisfy additional recording requirements.  These are described in the table below.

	Audit Requirement from KRP
	Mechanism for Satisfying Requirement

	Messages sent to the KRA requesting KRI
	KROs are responsible for retaining copies of requests in the form in which they are received (paper or electronic) and maintaining a log that lists requests made to a KRA and an indication of responses received and disposition of the KRI.

Additionally KRA and KRO e-mail repository can be used and cross checked to meet this requirement.

	Messages received from the KRA regarding requested KRI
	KRAs and KROs will retain e-mail correspondence.  The email will be backed up daily 

	Transfer of subscriber's KRI to key recovery requestors
	KROs will retain a paper log of KRI delivered to a KRR.  KRRs will be required to sign for PKCS #12 files received from the KRO.

	All forms filled out by the key recovery requestors
	KROs will retain electronic requests with e-mail correspondence, which will be backed up periodically.  Hardcopy requests will be retained in a locked file cabinet.

	Copies of authorizations, including court orders
	Internal KRRs will be responsible for retaining authorizations from external requestors.


2.11.2 Frequency with which audit logs are processed or audited

KRF, KRA and KRO audit logs are reviewed weekly. Logs maintained centrally by the KRF are archived along with other backups performed by the CAs. KRA and KRO logs are archived in a manner determined locally.
2.11.3 Period for which audit logs are kept

All audit logs shall be kept for ten years and six months.
2.11.4 Protection of audit logs

Paper audit records are protected under lock and key. KRF audit records are initially collected on the KRF and subsequently stored on site in a fireproof vault with locks.   The KRF audit files are in a directory requiring KRF management privilege for read access and ISSO privilege for write/delete. The KRF audit administrator shall maintain a list of personnel granted the access privileges to the audit file directories.

2.11.4.1 Who can view audit logs

The ISSO and designated compliance auditors and audit administrators may view the content of audit logs. 

2.11.4.2 Who can modify the audit logs

Logs are protected by file access controls while in the computer.  Audit records archived to backup tapes are stored in a fireproof vault with locks. No one is authorized to modify a log.
2.11.4.3 Who can delete the audit logs

The KRF audit administrator is permitted to delete audit files from the KRF once they have been archived. The audit administrator is responsible for destroying the data, in accordance with VA policy, after the archival period has expired.
2.11.5 Audit log back up procedures

Backup of KRF data is done when the CA backup is done.  See Department of Veterans Affairs Certification Practices Statement.
2.11.6 Whether the audit log accumulation system is internal or external to the entity

The audit information is initially captured internal to the KRF.  KRO and KRA workstations internally capture standard Windows NT logs.

When it become apparent that an automated security audit system has failed the affected operators will cease all operations until a security audit capability can be restored. 
2.11.7 Whether the subscriber who caused an audit event to occur is notified of the audit action

The subscribers are not notified of individual audit events; however, they are made aware that audit records are maintained in general.

2.11.8 Vulnerability assessments

The audit administrator reviews audit logs weekly and in case of reported or suspected compromise. The compliance auditor requirements are addressed under the compliance audit section 2.4.
2.12 Records Archival

The KRF will archive all backups.  The backups include the audit logs.

KRAs will maintain records that include logs of all recovery requests, identifying the requestor, and the disposition of the request, to include those that the KRA denies. Other records that the KRAs maintain are the electronic requests from the requestors.  The KRAs will not maintain copies of any recovered key KRI, and will destroy all copies upon sending the recovery information to the KRO. KRA records fall under the records retention requirements of the installation or organization ISSO of the duty location of the KRA. 
KROs will maintain records that include logs of all recovery requests, identifying the requestor, and the disposition of the request, to include those that the KRO denies. Other records that the KRO must maintain are the paper or electronic requests from the requestors, and receipts signed by the requestors, acknowledging the receipt of the KRI (PKCS #12 file) and their responsibilities for safeguarding the recovered key. The KRO will not maintain copies of any recovered key KRI, and will destroy all copies upon signed receipt by the requestor. KRO records fall under the records retention requirements of the installation or organization ISSO of the duty location of the KRO. 
2.12.1 Types of events recorded

The audit logs are being archived.  See Section 4.3.1 for audit events.
2.12.2 Retention period for archive

Ten years six months
2.12.3 Protection of archive
- Who can view the archive: The archive can be viewed by the compliance auditor, audit administrator, and investigators and law enforcement personnel with legal right to the information (e.g., with a warrant).
- Who can modify the archive: No one can modify the archive.  Backup tapes are stored in a locked file cabinet.  The archived KRI remains protected by the storage key on the backup tape.
- Who can delete the archive: No one can delete the archive.  The media are stored in fireproof locked containers to prevent physical and environmental damage.  The audit administrator can destroy the media at the end of the retention period.

2.12.4 Archive backup procedures

A copy of the KRF archive is made and is stored in fireproof locked containers on site. 
2.12.5 Requirements for time-stamping of records

 Audit records include time stamp from the system clock.  The resolution of the time stamp is in seconds.

2.12.6 Whether the archive collection system is internal or external

 The audit collection system is internal, however the archived records of the audit are stored external to the system.
2.12.7 Procedures to obtain and verify archive information

The audit administrator will provide archive information to the requester. The audit administrator will retrieve the information from the backup tapes and digitally sign it and send it to the requester. Any process to confirm that the transmitted file is identical to the archived data on the backup tapes requires physical access to the backup tapes. Therefore the audit manager shall include a digitally signed statement along with the archive file copy that the file transmitted was not modified in any way prior to signing. Any audit or investigation that questions such a statement must use the original backup tape for a new file comparison.

2.13 KRF Key changeover

The KRF key pairs are changed every three years. The KRF storage key originally used to protect an archived key is maintained for the duration of the period the key is escrowed. However, every three years, a new storage key is established for all newly archived keys. There are practical considerations that result from the plan to maintain multiple storage keys over time. As the technical details of managing multiple escrow storage databases become apparent this practice may need to be modified.

2.14 KRF Compromise and Disaster Recovery

· Disaster Recovery Procedures: The KRF re-establishes a secure environment by following the installation procedures for installing the operating system and KRF software. The data is restored from backup media (either the locally stored media if available or the remotely stored media). 
· KRA Key Revocation: KRA keys are used for authenticating recovery requests and protecting recovered keys provided to KROs. See KRA Key Compromise, below.
· KRA Key Compromise: Any compromise of KRA keys results in revocation and re-issuance of the keys. Users affected by compromised Key Management keys are notified and given an opportunity to have such keys revoked; however, since such keys are also protected by PKCS #12 encryption and a password, revocation of the requested keys is not mandatory. The CA will assert key compromise as the reason for KRA certificate revocation.
· KRF Key Compromise: Compromise of KRF keys results in revocation of the keys sent to the KRF using those keys and re-issuance of those keys to end users. 

2.15 KRF Termination

Upon KRF termination, the VA PMA will take possession of all KRF archive records.

PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY CONTROLS

2.16 Physical Controls

The ISSO of the KRF host site, will maintain facility security controls consistent with their role as a secure computing facility.   

2.16.1 Site location and construction

2.16.1.1 KRF Site location and construction.

KRF server will be housed at the VA Office in Sliver Spring, MD. 

2.16.1.2 KRA Site location and construction

The KRA workstations are housed in a locked room to reduce the risk of equipment tampering even when the cryptographic module is not installed and activated.  Access is restricted to only the KRA (or designee).

2.16.2 Physical access

2.16.2.1 Physical access to KRF

KRF equipment is always protected from unauthorized access with 24-hour security guards. The KRF server will be in rooms with approved, security dead-bolt locks on the doors that require key, access cards or a combination number to open. The KRF server is in a locked cabinet. A security check of the facility housing KRF equipment occurs once every shift. The check ensures that:

· All security containers are properly secured, 

· Physical security systems (e.g., door locks, vent covers) are functioning properly, and

· The area is secured against unauthorized access. 
KRF passwords are either memorized, or written down and stored in locking containers of similar security to those that would be required to hold cryptographic modules as described above. 

The KRF is operational 24 hours a day, 7 days a week.  Normally, the KRF operates unattended.

The last person to leave the KRF facility completes a checkout sheet that includes the items listed above, and signs or initials the checkout sheet. Checkout sheets are retained for one year for compliance audit inspections.

A list of individuals authorized physical access to the KRF is maintained and provided to the 24-hour security guards.

2.16.2.2 Physical access to KRA Workstations

KRA equipment is protected from unauthorized access while the cryptographic module (smartcard) is installed and activated.

The KRA equipment is in a secured facility with controlled access; only people on an access list may enter the room where the KRA is located. 

When not in use, removable KRA cryptographic modules, and any activation information used to access or enable KRA cryptographic modules or KRA are placed in separate locked containers. 

KRA software is protected by the Windows NT operating system.
KRA passwords are either memorized, or written down and stored in locking containers of similar security to those that would be required to hold cryptographic modules as described above. 

· Power and air conditioning: Normal office environment

· Water exposures: Normal office environment.

· Fire prevention and protection: Normal office environment.

· Media storage: Normal office environment.

· Waste disposal: Normal office environment.

2.17 Procedural Controls

The KRF has the following roles: system administrator, audit administrator, ISSO, and KRAs. KRAs will not be assigned any other trusted role. The KRAs are responsible for carrying out key recovery. 

There will be multiple KRAs, any two of whom must cooperate to recover a key. The following roles will be filled by the same personnel used for the CA:

· System Administrator is responsible for initially installing and configuring the system and for performing ongoing system administration duties such as KRA account management, access control management, system configuration management, database maintenance, software upgrades, compromise reporting, and for performing backups.

· Audit Administrator is responsible for managing the audit trail, examining audit trails, and archive activities.

· ISSO is responsible for ensuring the overall security of the system. The ISSO also controls the cryptographic module including hardware cryptographic module programming and management.

2.18 Personnel Controls

Background checks and clearance procedures required for the personnel filling the trusted roles: 

· All personnel operating and using the KRF directly (system administrators, audit administrators, ISSOs, and KRAs) must have passed VA security clearance background check.

Background checks and clearance procedure requirements for other personnel, including janitorial staff:  There are no additional requirements over and beyond the requirements established at the VA.

Training requirements and training procedures for each role:  KRF personnel are trained in the operations of KRF.  KRA training will become a separable module of RA training. Documentation will be made available. KRO training will be part of LRA training.

Retraining period and retraining procedures for each role:  There are no stipulations in this area since the operations are relatively simple. 

Frequency and sequence for job rotation among various roles:  There are no stipulations in this area.

Sanctions against personnel for unauthorized actions, unauthorized use of authority, and unauthorized use of entity systems: Sanctions will be handled through normal personnel procedures. Appropriate organizational or PKI authorities may suspend system access of any individual possessing a trusted KRS role during the investigation of alleged violation of key recovery or PKI policies.

Controls on contracting personnel, including:

· Bonding requirements on contract personnel: None

· Contractual requirements including indemnification for damages due to the actions of the contractor personnel: None

· Audit and monitoring of contractor personnel: There are no additional requirements over and above what the VA normally does for other matters

· Other controls on contracting personnel: None

Documentation to be supplied to personnel: The personnel will be provided appropriate user manuals. KRF System administrators, audit administrators, and ISSOs will have the Standard Operating Procedures, CONOPS, and KRPS.  KRAs and KROs will have training manuals distributed during training.

POLICY ADMINISTRATION

2.19 Practice Change Procedures

The VA PKI Steering Committee must approve changes to the KRPS. Any component of this practice may change without notice as long as compliance with the policy remains. Changes to the practice shall not require change to the policy OID.

2.20 Publication and Notification PROCEDURES

All information in the KRPS shall be available publicly. The VA PKI PMO will arrange for this KRPS to be available online at the VA PKI web site, http://www.va.gov/proj/vapki.

2.21 Policy Approval Procedures

The PMA shall be the approval authority for a KRPS to be compliant with policy based on the VA PKI Steering Committee compliance analysis and other recommendations from the committee.

2.22 Compliance Audit Frequency Extensions

When circumstances unrelated to the compliance audit make it impossible to conduct an audit within the time requirements of the KRP and KRPS, the head of the activity to be audited shall request a short-term extension of the audit requirement from the head of the auditing activity. The head of the auditing activity shall normally grant reasonable extensions in response to such requests.
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LIST OF ACRONYMS

CA
Certification Authority

CAC
Common Access Card

CC
Common Criteria

CMS
Certificate Management System

CP
Certificate Policy

CPS
Certification Practices Statement

CRL
Certificate Revocation List

CRMF 
Certificate Request Message Format 

DN
Distinguished Name or Directory Name

ERC
Emergency Recover Code

FIPS
Federal Information Processing Standard

I&A
Identification and Authentication

IAW
In accordance with

ISSO
Information Systems Security Officer

KMS
Key Manager Server
KRA
Key Recovery Agent

KRC
Key Recovery Client

KRF
Key Recovery Function

KRI
Key Recovery Information

KRO
Key Recovery Official

KRP
Key Recovery Policy

KRPS
Key Recovery Practices Statement

KRR
Key Recovery Requestor

KRS
Key Recovery System

LRA
Local Registration Authority

MAC
Message Authentication Code

NSA
National Security Agency

OID
Object Identifier

PIN
Personal Identification Number

PKCS
Public Key Cryptography Standard

PKI
Public Key Infrastructure

PMA
Policy Management Authority

PMO
Program Management Office

PP
Protection Profile

RA
Registration Authority

SA
System Administrator

SBU
Sensitive But Unclassified

SSL
Secure Socket Layer

TBD
To Be Defined

URL
Uniform Resource Locator

VA
Department of Veterans Affairs

Appendix A
The Key Generation and Recovery Process

Key Generation and Escrow

The subscriber’s private encryption keys are locally generated, locally encrypted, and escrowed in the encrypted database accessible only from the Key Recovery site. At no time are any private keys visible or available to VeriSign or any other third party. Each private key is individually encrypted with a randomly generated triple-DES symmetric key. The triple-DES symmetric session key is then masked using a random mask. The masked session key is then stored at VeriSign, while the encrypted private key and random mask are stored in your Key Recovery data source locally. The triple-DES key is then destroyed.
Key Generation Process

The following describes the process that a subscriber follows in requesting and retrieving a certificate.

1. The VA provides a URL on the Local Hosting server at which the applicant fills in an enrollment form and submits it as a request for a certificate. 

2. The KMS Server generates an encryption key pair, and the subscriber’s browser generates a signing key pair.

3. The application form data is compared with data in the Automated Administration verification data source for authentication. 

4. If the application is approved, the KMS Server sends the certificates directly to users, where it is automatically imported into the subscriber’s browser. The KMS also stores the subscriber’s encryption key pair as described in the above section. 

Key Recovery Process

To recover the encryption private key, the key recovery process follows these steps (Figure A-1): 

1. The KRA gets a valid key recovery request from a KRO or the KRR.

2. The KRA (with recover key sub-privilege) opens and completes the View Certificates page in the Control Center and then submits a certificate query. The Control Center displays the View Valid Certificates page containing a list of all certificates that meet the search criteria. The KRA finds the certificate to be recovered in the list.
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Figure A-1 Key recovery process

3. The KRA starts the key recovery process by clicking the Recover Key link in the Action field of the View Valid Certificates page, and clicking Approve in the resulting Recover Key page. This requests from VeriSign the masked session key corresponding to the private key the administrator wants to recover.

4. Using the administrator’s certificate, the Control Center verifies the administrator’s identity, and that the administrator has the proper authority for the key recovery request. 

5. VeriSign provides the masked session key (corresponding to the private key to be recovered) to KMS.

6. KMS sends the masked session key to the Key Recovery site kit.

7. The Key Recovery site kit sends the masked session key to the Key Manager server.

8. The Key Manager server retrieves the corresponding encrypted private key and random mask stored in their Key Recovery data source. 

9. KMS creates a PKCS#12 file that includes the private key and the corresponding certificate. The administrator can then securely share the PKCS#12 file with the subscriber who imports the recovered private key and corresponding certificate from the PKCS#12 file according to the procedures provided by the e-mail vendor. (In situations where the administrator has recovered the private key without the subscriber’s request, the administrator would not need to share the private key with the subscriber.)
Protection of Communicated Messages

The communicated messages in Key Recovery are protected as follows:

Message in steps 2, 3 and 5

This message is protected through server-authenticated SSL using the KRA’s certificate for authentication.

Message in step 6

This message can be protected through server-authenticated SSL using the KRA’s certificate for client authentication.
Message in step 7

This message is protected through server-authenticated SSL. For maximum security, this message is sent to a separate copy of the Key Manager server, which is configured to perform client authentication and services only key recovery requests.

Message in step 9

The level of protection for this message depends on the method the PMA chooses to deliver the PKCS#12 file to the subscriber. 
Appendix B
The Key Recovery Request Form

Note:  This form should be used when the Key Recovery Requestor is 1) not part of VA, or

2) not the subject subscriber (not the “owner” of the key).

United States Department of Veterans Affairs

Public Key Infrastructure

Key Recovery

I certify that I have accurately identified myself to the Key Recovery Official, and truthfully described all reasons that I require access to data protected by the recovered key. I acknowledge my responsibility to use this recovered key only for the stated purposes, to protect it from further exposure, and to destroy all key materials or return them to the KRO when no longer needed. I understand that I am bound by applicable VA policies, laws, and Federal regulations concerning the protection of the recovered key and any data recovered using the key

Subject Subscriber (key owner) Name







Reason for Required Access to Data Protected by Recovered Key:





Requestor Name






Requestor Title





Requestor Signature





Date
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� Practice Compatibility Analysis consists of determining if a given practice statement is equivalent to this practice statement and/or this practice statement is consistent with the requirements of the KRP.





� It is permissible to send the password unencrypted when necessary since it is useless without the PKCS #12 file.  Only the KRO is in a position to exploit it.  The PKCS #12 file, on the other hand, would be subject to an off-line password guessing attack if it were sent in the clear.  When the KRR’s own key is being recovered, the KRR may not be able to use encryption, unless he/she has already obtained a new key and is obtaining the recovered key only to obtain access to archived information.
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