Draft PKI Project Proposal





1.  Purpose.  This project will implement and operate a shared Public Key Infrastructure (PKI), which will be used by computer applications to deliver secure electronic services to beneficiaries, employees, and commercial trading partners across open networks such as the Internet. 





2.  Scope.  The PKI infrastructure will be used to deliver service to beneficiaries (particularly veterans), employees, and commercial trading partners.  The infrastructure will be used initially for computer applications sponsored by the Veterans Health Administration, Veterans Benefits Administration, and the Office of Management.  The infrastructure may eventually be used by other VA component offices and inter-agency partnerships to implement electronic service applications.  





3.  Objectives.  This project will:


	


a.  Enable implementation of VA and interagency applications requiring strong authentication;


b.  Resolve legal, policy, and procedural matters related to electronic service; and,


c.  Quantify costs and benefits of using PKI for electronic service applications. 


4.  Benefits





a.  The project will support real business applications that deliver services electronically over open networks, in particular the Internet.  As detailed later in this project proposal, many candidate applications exist in VA.  The benefits of PKI accrue from the delivery of electronic service applications, rather than from the use of PKI in those applications.  In other words, PKI creates a trusted environment which promotes the use and growth of all electronic service applications.  





b.  The benefits of electronic service applications must be validated by rigorous business case analysis.  Secure transmission over open networks, for example, could eliminate some requirements for dedicated lines.  Electronic forms promise savings from faster processing times, less VA staff involvement, increased agency responsiveness, and an overall reduced burden on the person submitting the form.  One important aspect of the project will be to permit the quantification of the costs and benefits of using PKI for electronic service applications.





c.  Electronic service applications present new legal, policy, and procedural challenges.  VA must address these challenges uniformly, consistently, and completely to avoid public relations problems or liabilities related to disclosure of information covered by the Privacy Act.  Public choice to opt in or opt out, customer registration, proofing of identity, mail confirmation, fraud prosecution, liability limitations, compliance with Federal encryption mandates, and Paperwork Reduction Act conformance are just a few such matters.  The project provides a controlled test environment within which these matters may be addressed.





5.  Explanation of Public Key (PKI) Infrastructure





a.  PKI is based on a security model called “public key cryptography”.  Using digital signatures and encryption, PKI provides four strong security services:  authentication (proof of identity), confidentiality (proof of audience), integrity (proof of content), and non-repudiation (proof of action).  PKI is one key component of the overall environment needed for electronic service over open networks.  Other components of an overall secure network computing environment (intrusion detection, network firewalls, gateway management, and access control) are customarily provided through separate technologies, products, and policies.  Most of these other components are already in place in VA.


�
b. PKI is not simply software or hardware products.  It is an infrastructure of products, services, procedures, and policies.  Most of the difficult issues VA must solve involve business policy and practice rather than technology.  A Departmental PKI infrastructure proposed for this project permits VA to work through these business issues from a Department-wide perspective in the course of implementing electronic service applications.





c.  Non-PKI security mechanisms, such as Personal Identification Numbers (PINs) and passwords, are currently the de facto security model for VA computer systems.  PINs and passwords represent incomplete forms of authentication because they are vulnerable to eavesdropping, network sniffers, and simple guessing attacks.  Administration of passwords for large and volatile customer bases is expensive and does not scale well.  New systems or legacy system migrations involving an electronic service component will need to allow for transition to PKI.





d.  The federal-wide vision is to create a PKI so that individuals can use certificates to identify themselves, and use them as access keys to conduct business electronically.  These certificates need to be transportable in a secure manner.  PKI can be applied within an agency, across agencies, with outside commercial partners, and with the public at large.  With strong authentication, certificates should be usable at multiple locations -- at work, at home, or at the public library.  One certificate should be accepted across agencies, so that each agency does not need to issue a separate certificate.  





e.  Applying this concept to VA, an employee would be able to use the same certificate to access multiple VA systems.  The certificate issued on the job would also be usable by the employee to do business electronically with other agencies.  For a veteran, a single certificate would provide authentication for all VA electronic services available on the Internet.





6.  Background





a.  The VA IT Architecture Team came into existence in March 1997 to pursue interoperability objectives.  The Team's first Information Technology Architecture Report (May 1997) included secure electronic service across open networks as a principal interoperability objective.  The Team then sponsored a study of identification and authentication by Birch and Davis/CACI.  Identification and authentication is critical to fielding electronic service applications regardless of whether PKI is, or is not, employed.





b.  The resulting study, Identification and Authentication Technology Assessment Report (February 1998), recommended that either fact-based or digital certificates (PKI-based) technologies be used in electronic service applications, depending on the sensitivity of information.  The study was submitted to the Chief Information Officer (CIO) Council in April 1998.





c.  An initial PKI project proposal was also distributed to CIO Council members in April 1998.  The CIO Council was briefed on the proposal at their June 4, 1998 meeting.  The Council agreed with the intent of the Proposal; however, a cooperative funding approach remained the stumbling block.  This revised project proposal reflects adjustments agreed to at the Architecture Team's June 17-18 workshop, as well as information gleaned from a Gartner Group research task on the PKI market.





7.  Implementation Strategy 





a.  Implementing PKI in an agency is significantly complex for the following reasons:





(1)  Extensive Coordination Requirements.  The PKI project requires that program, technology, and legal/policy support offices collaborate on a VA-wide approach.  It also requires considerable legal, policy, and oversight involvement.  �
To a great extent, the Social Security Administration's false start on PEBES electronic service was the result of not thoroughly coordinating new business, policy, and technology matters inherent in electronic service applications.  The result was a public relations disaster that set back SSA's electronic service program.





(2)  Inexperience With Technology.  While PKI has a firm theoretical underpinning and a growing spectrum of applications, its use represents unexplored territory for most of VA.  The policy and technology framework for PKI does not currently exist, and must evolve from a pilot experience.  Customer registration and proofing, liability, fraud protection and prosecution, and records privacy and preservation are among the issues to be addressed.  There is also the need for flexibility as the underlying technologies evolve and become more standardized. 





(3)   Internet Self-Service Context.  Self-service over the Internet requires that an agency understand customer demographics and preferences, and revisit the rules and traditions that apply to in-person and mail contacts.  Certain policies and procedures should be adhered to uniformly by all electronic service applications.  Examples are the requirement to provide for a customer to “opt in", notification by mail of all updates to an individual’s record, and procedures to notify customers of VA’s and the customer's respective responsibilities and limitations on liabilities.





b.  A three-phased implementation strategy is proposed to respond to this project’s complexity.





(1)  Demonstration Phase.  This phase will install the PKI infrastructure and allow each program office to gain experience with its capabilities using test accounts.  These tests will not involve access to production databases.





(2)  Pilot Phase I.  This phase will support operational pilot electronic service applications.  Following the lead of other agencies, the first pilots are likely to involve subsets of employees and commercial trading partners, where identity proofing is not an issue because the relationship of the individual already exists and is well-documented.





(3)  Pilot Evaluation Report.  Using empirical cost and benefit data from the pilots, supplemented by  business case analyses, the Pilot Evaluation Report will determine costs and benefits to implement PKI on a broader scale.  





(4)  Pilot Phase II.  This phase will expand on Pilot Phase I to include additional applications with larger customer bases, veteran self-service applications, and cooperative initiatives with other agencies. 





8.  Potential PKI Applications.  Architecture Team members surveyed their respective programs about electronic service applications for the PKI project.  This effort resulted in the following information on candidate applications.





a.  The VBA Internet User Group developed the following list of Internet projects with security requirements.  Some, like the Des Moines project, are actively underway.  In other cases, these represent proposals that have not been officially sanctioned.  





(1)  The VBA CIO, Compensation and Pension (C&P) Service, Vocational Rehabilitation and Counseling Service, and the Des Moines Regional Office (RO) are co-sponsoring the development of a Web site that gives VBA customers the capability to apply for C&P and Vocational Rehabilitation benefits, as well as obtain status of claims and status of benefits payments.





(2)  Education Service proposes monthly certifications on the Internet for enrollment verification.  Status of claim capability is also planned.





(3)  Loan Guaranty Service has a project requiring electronic certificates for lenders requesting appraisals.  Future plans call for requests for Certificates of Eligibility over the Internet.  Some transactions require high security because of the information collected.





(4)  Vocational Rehabilitation and Counseling Service already has REVERE, a job match program on the Web, in operation.  The current application does not employ strong security because the technology was not available when the application was conceived.  As a result, the transaction requires that a permission form be completed by the veteran, allowing VA to release certain information about the veteran for an employer’s evaluation.  The transaction could be accomplished more smoothly with PKI.





(5)  Insurance Service sponsors an Internet project with the Austin DPC to test stop-payment orders to Treasury.  Insurance Service would also like to accept premiums and beneficiary transactions over the Internet.





b.  Other conceivable uses by VBA include:  benefits applications and personal data forms (verifications); updates to a beneficiary’s personal information in VA records such as changes of address, debt collection payments, and DD/EFT transactions; loan guaranty bids on VA properties; Vocational Rehabilitation authorization for tuition, supplies, and books; grade and progress reports; insurance loan transactions; and employee remote access for filing reports, investigations, and personnel data such as leave requests.





c.  VHA is considering a number of electronic service applications with strong security requirements.  Likely first applications of PKI are those that have already been adapted to run in an electronic service mode.  Two applications in this category -- prescription renewal and checking on a patient’s next scheduled appointment -- are already supported by telephone interactive voice response systems at many medical facilities.  VHA has also had some experience with Internet-based medical care eligibility applications.  Other potential applications include a shared inter-agency database and credentialing.  





d.  Within the Office of Management, the Finance Center is already using PKI with the Credit Card System and Vendor Inquiry System.  The Office of Acquisition and Materiel Management is considering using PKI for procurement-sensitive contract information and other electronic commerce requirements.  For the Credit Card System, the bank required use of Verisign’s PKI product.  Similarly, for the Internet-based Vendor Inquiry System, the Internet service provider required Verisign’s PKI for access.  Another possible use would be with the “vendorizing” functions for EFT that are largely handled manually.  A task group is presently being organized to look at current systems to see how best to accomplish the obtaining and recording of EFT data from payees paid out of FMS.  An option could be an application which permits vendors/payees to register themselves with VA and provide their own EFT data.  Until the group finishes their work, that option is not conceived for this PKI project.





9.  Characteristics of the Acquired Solution.  The project's PKI infrastructure will be obtained from commercial sources, be assembled and implemented by an integration contractor, and have the following characteristics: 





a.  standards-based and adaptable to changing standards;





b.  compatible with the evolving national PKI;





c.  portable across hardware and software lines;





d.  customer registration and proofing tools implementable on centralized or decentralized platforms;





e.  permit either in-house or contractor operations;





f.  use a common certificate format;





g.  permit  multiple applications to use a common certificate;





h.  provide application program interfaces (APIs) to isolate PKI functions from the application;





i.  allow for a common secure storage mechanism of certificates;





j.  allow for secure portability of certificates;





k.  support cross-agency use of an individual’s certificates; and,





l.  allow a common PKI to support multiple customer categories (employees, beneficiaries, vendors).





10.  Operating Environment





The figure below illustrates the relationship of PKI to other security-related components and existing VA technology infrastructures.





�





Figure.  PKI Operating Environment





�
11.  Cost





a.  The following cost categories are involved for the PKI project:





(1)  Contractor Integration Services.  Services to design, implement, and operate the PKI infrastructure; enable electronic service applications to use software-based or smart card-based PKI; and integrate PKI across the Department and with other agencies.





(2)  Hardware and Software Products.  Development and/or provision of hardware and software products to enable VA Internet servers to support the use of PKI and applicable key recovery requirements.





(3)  Outsourced Services.  Third-party registration, Certificate Authority (CA), and key recovery services.





(4)  Studies and Analyses.  Contractor support for business analyses, return on investment (ROI) analyses, volume-related cost projections, customer surveys, and other documentation on customer acceptance of PKI-enabled electronic service.





(5)  Maintenance.  Hardware and software maintenance costs for second and subsequent years of operation.





b.  The cost estimates (in thousands of dollars) for each project phase are as follows:





Cost Category�
Demonstration�
Pilot Phase I�
Evaluation�
Pilot Phase II�
�
Integration Services�
$350�
$  50�
�
$300�
�
Hardware/Software Products�
$150�
$  50�
�
$200�
�
Outsourced Services�
$  50�
$200�
�
$500�
�
Studies and Analyses�
$  50�
�
$150�
�
�
Maintenance�
�
60�
�
$200�
�
Total Cost for Project Phase�
$600�
$360�
$150�
$1,200�
�
Budget Obligation Year�
FY 1998�
FY 1999�
FY 1999�
FY 2000�
�



12.  Timeline





The estimated timeline for the project is as follows:





Phase�
Begin Date�
End Date�
�
Demonstration�
August 1998�
October 1998�
�
Pilot Phase I�
October 1998�
July 1999�
�
Evaluation�
March 1999�
May 1999�
�
Pilot Phase II�
July 1999�
September 2000�
�



13.  Project Management.  The Technology Integration Service (045A2) will manage acquisitions established to implement PKI.  Architecture Team members will designate the appropriate operational entities within their CIO and program organizations for any necessary technical and operational support.








End of Project Proposal
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