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Executive Summary

This document was prepared in support of the Veteran Administration’s (VA) Public Key Infrastructure (PKI) project. The goal of this document is to analyze the various issues surrounding the deployment of a PKI within the VA, and to provide recommendations to guide the decisions of the VA PKI team with respect to procurement and deployment of PKI solutions.

The specific issues studied in this document include:

· PKI Architecture

· Analysis of Public and Private Certification Authority (CA) Options
· Certificate and Certificate Revocation List (CRL) profiles

· Dissemination of Certificate and Certificate Revocation Information

· Rekey of End Entity and CA Certificates
· Key Recovery Strategy

· Web-based Certificate Enrollment

· PKI Authenticated Access to Legacy Applications

· PKI-Authenticated VPN Connections

· PKI-based Secure S/MIME e-mail

· Support of an open PKI by Microsoft Products

In Chapter 2, we explore a PKI trust architecture for the VA. We recommend that the VA adopt a flat, single level trust hierarchy for its subscribers, and allow cross-certification with other trust domains deployed by Federal agencies and commercial organizations. 

In Chapter 3, we analyze the advantages and disadvantages of several options for CA services. Alternatives studied include the VeriSign OnSite public CA service, and the use of CA products from Entrust and Microsoft to implement private CA services. We investigate the cost of ownership as well as several other issues that assist in the selection of one of the alternatives for the VA. We provide a short–term recommendation to use the VeriSign OnSite service to provide CA services to VA staff and partners. This is based on the fact that Entrust is the most expensive alternative and the Microsoft alternative is not yet ready for prime-time. We also recommend that the VA consider switching to an in-house private CA in the longer-term to gain greater flexibility and retain complete control over the certification process. 

In Chapter 4, we list the complete X.509 profiles and extensions that we would recommend for use within the VA PKI. Important profile elements that are required for Federal PKI compliance are listed. Issues related to certificate policy and cross-certification are discussed.

In Chapter 5, we present alternatives for distributing Certificates and Certificate Revocation Information. We discuss different technologies and product availability for supporting these technologies. We recommend the use of VA-maintained internal and external (public) directories for distributing Certificates and CRLs within and outside of the VA network, respectively. The CRLs should be published periodically and use segmentation to reduce CRL size to facilitate quick download.

In Chapter 6, we discuss rekey strategies for end entities and CAs. Recommended rekey mechanism and key validity periods are provided.

In Chapter 7, Key Recovery (KR) technology is discussed. Based on the immaturity of the available (COTS) KR products, a custom key recovery mechanism is recommended as the interim solution. A long-term solution is recommended using COTS encapsulation key recovery products when these products become mature and robust. 

In Chapter 8, we discuss the web-based certificate enrollment process in detail. The role of an end user and the Registration Authority (RA) in the process are discussed.

In Chapter 9, we present strategies for implementing web-based access to legacy applications. We discuss how to use certificates in the authentication process, instead of user IDs and passwords. Emphasis is placed on the Microsoft operating system platforms and servers that are in widespread use within the VA.

In Chapter 10, we discuss Virtual Private Network (VPN) devices and strategies for deploying and integrating them with the VA PKI.

In Chapter 11, we discuss S/MIME standards, e-mail products, and integration with VA PKI. 

In Chapter 12, we explore current and upcoming Microsoft products and their support of third-party certificates and certificate servers (the Certificate Authority).
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1 Introduction

1.1 Goals and Objectives of This Document

This document was prepared by CygnaCom Solutions for the Department of Veteran Affairs (VA), in support of their effort to deploy an agency-wide PKI within the VA. The primary goals of this document are to identify and analyze issues related to the deployment and operation of the VA PKI, and to make recommendations for design decisions and technology solutions that are most appropriate and cost effective for the needs of the VA.

The VA PKI project team is expected to review these analyses and recommendations, and use them to develop the PKI Concept of Operations (CONOPS). The recommendations are also expected to form the basis of the VA’s pending Phase I PKI procurement decisions.

1.2 Intended Audience

This document is targeted towards an audience that includes VA Managers, security architects, system administrators, and other technical personnel. The document assumes a minimal degree of familiarity with the technology; however, background descriptions are included in most sections to assist the reader in assimilating the analyses and recommendations contained in this document. 

1.3  VA PKI Project Overview

The PKI project team of the Department of Veteran Affairs is planning to implement and operate a shared PKI. This PKI, henceforth referred to as the VA PKI, will support computer applications that deliver secure electronic services to beneficiaries, employees and commercial trading partners across open networks such as the Internet. The PKI will meet requirements for authentication (proof of identity), confidentiality (proof of audience), integrity (proof of content), and non-repudiation (proof of action). The VA PKI will be a critical component of the overall security strategy for conducting business over the Internet and will provide a combination of administrative and technical controls. The VA PKI will be compatible with the evolving Federal strategy for delivery of secure electronic services.

The VA PKI will ultimately enable implementation of intra- and inter-agency applications within the VA that require security services. These applications include, but are not limited to, secure e-mail, secure web access, and secure remote dial-in. 

Currently, the PKI project has the backing of the Department’s CIO Council. Funding was obtained in FY98 from three VA component organizations (VBA, VHA, and the Office of Management) to implement an infrastructure to support operational pilots and work through associated policy issues. To prepare for these operational pilots, VA acquired an initial quantity of certificates from VeriSign – one of several vendors who offer CA services on a per certificate basis. VA is currently testing these certificates with secure e-mail, and form-based Web Server access using Microsoft clients and server configurations. This configuration is upgradable to support a production environment, and an increase in the number of users, as new applications are brought on-line. VA needs to retain the flexibility to change CA providers, based on cost, performance, technical and other considerations – and to do so with minimal impact on end users, and the applications that rely on PKI.

1.4 Objectives of the VA PKI Project 

The primary objectives of the VA PKI project are: 

1. Enable adoption of strong authentication: Existing Personal Identification Numbers (PIN) and password-based authentication mechanisms will be replaced with digital signature and certificate-based strong authentication. PIN and password-based authentication mechanisms are vulnerable to eavesdropping, wire-tapping, and brute force search attacks. Password management may become unwieldy for both system administrators and users as the number of applications grows.

2. To allow federal-wide acceptance of a user’s certificate for authentication purpose: Certificates issued within the VA PKI will be used across agency boundaries, with outside commercial partners, and with the public at large. Certificates will be used at multiple locations. The VA PKI will adhere to federal standards to the maximum extent possible, facilitating interoperability with other agencies. CygnaCom Solutions was asked to make technological recommendations for achieving this goal.

3. To resolve legal, policy, and procedural matters related to electronic service: Applications that provide electronic services present new legal, policy, and procedural challenges. The VA must address these challenges uniformly, consistently, and completely to avoid public relations problems and/or liabilities related to disclosure of information covered by the Privacy Act. Public choice to participate, customer registration, proof of identity, mail confirmation, fraud prosecution, liability limitations, compliance with Federal encryption mandates are just a few of such matters. A Certification Practice Statement (CPS) is currently under development by CygnaCom Solutions to serve as the basis to resolve legal, policy, and procedural issues related to the VA PKI.

4. Quantify costs and benefits of using a PKI for electronic service applications. An example is the cost of using a third-party (public) PKI service versus an in-house (private) PKI. In-house PKI solutions usually incur more initial set-up and training costs than third-party PKI solutions but may offer lower per-certificate costs. The final selection of the PKI must be based on a comprehensive business case analysis. Section 2.2 of this report contains a detailed analysis of this topic.

1.5 Current Status of the VA Project 

The VA PKI Project is proceeding on several parallel tracks aimed at validation of the technology within VA's computing environment, resolution of pivotal policy and design issues, promulgation of standards and uniform policies VA-wide, and acquisition of a robust infrastructure to support pilot applications in 1999.  Project Team members actively participate in the Federal PKI Steering Committee.  This Committee, inpartnership withNIST and OMB, sponsors the development of standards, policies, and infrastructure components to achieve a federal-wide interoperable PKI.  

In his July memorandum, the Acting Assistant Secretary for Information and Technology asked for funding commitments from VHA, VBA and O/M for the first phase. Each of these organizations provided an equal share of the funding for the infrastructure to support PKI pilots in 1999.

The February joint meeting of the ITA Team and PKI Project Team reviewed the following assumptions.  CA services will be outsourced for now, but research will be conducted to determine conditions under which it may be cost effective to bring the function in house.  Certificate repositories should be publicly accessible.  A single certificate issued by VA should work with all VA systems and should interoperate with other agency PKIs. All VA certificates will be issued by the a single CA. 

1.6 VA Project Assumptions

The following is the set of relevant assumptions used in preparing this report:

· Whenever possible, the VA PKI shall use Commercial-Off-The-Shelf (COTS) products that require minimal customization.

· The VA PKI shall integrate with and leverage the current capabilities of the VA’s mostly Microsoft-based server and client operating environments.

· The VA PKI shall be compatible with the evolving industry and Federal PKI standards, allowing interoperability with other federal PKI service providers via the NIST Bridge Certificate Authority (BCA). Federal policy and standards bodies include the Federal PKI Steering Committee and its subordinate Technical Working Group, National and International standards bodies, the NIST computer security division, and Office of Management and Budget (OMB).

· VA PKI-issued certificates shall be usable across applications and agencies. The certificates will use a common profile.

· The VA PKI shall support both internal (staff) and external (business partners and beneficiaries) customers. 

· The VA PKI shall provide support for the following classes of secure applications:

1. Secure Web Access: Web sessions shall be encrypted using SSL. VA -issued certificates will be used for digital signatures during SSL handshaking.  

2. VPN Access: PKI-enabled Virtual Private Networks (VPNs) shall be used to establish secure connectivity to resources on VA’s internal network. VA PKI-issued certificates shall be used as the primary authentication mechanism for accessing backend applications via the VPN.

3. S/MIME Secure Email: The VA PKI shall enable secure S/MIME mail exchanges between internal and external subscribers. 

4. Network Sign On: The VA PKI shall support ubiquitous, local or remote, sign-on over the VA’s (Microsoft NT) network, using certificate based credentials. Support for this capability is expected in the Microsoft 2000 line of products.

· For Intranet network access, the VA PKI shall be used for authenticated access to networked resources, secure e-mail, and to support web and GUI applications requiring authentication, non-repudiation, and integrity services. 

2 PKI Architecture

This section addresses PKI architecture and related issues. In particular, elements that affect VA internal networking and security infrastructure are emphasized. 

2.1 Introduction to Public Key Infrastructure (PKI) 

A Public Key Infrastructure (PKI) is a collection of active and inactive elements, that jointly provide security services for enabling (1) strong authentication, (2) data confidentiality, (3) data integrity, (4) non-repudiation, and (5) data recovery. The inactive elements include Certificates and Certificate Revocation Lists (CRLs), while the active elements include Certificate Authorities (CA), Registration Authorities (RA), Certificate Repositories, and End Entities. 

The underlying technologies for enabling these security services are symmetric key cryptography and asymmetric (public) key cryptography. Symmetric key technology is widely used for encryption – a process of disguising a message in such a way as to hide its substance. Symmetric Key algorithms, such as DES, are those where the encryption key is identical to (or can be calculated from) the decryption key, and vice versa. The security of a symmetric algorithm rests in the key. 

Public key, or asymmetric, algorithms, such as RSA, are those where the key used for encryption is different from the key used for decryption, and the decryption key cannot be calculated from the encryption key within any reasonable amount of time. The encryption key can be made public. Anyone can use the public key to encrypt a message, but only the entity holding the private decryption key can decrypt the message. Public key algorithms can also be used to generate digital signatures. The holder of the private key signs a message using the private key. The message can then be verified by any entity that possesses the corresponding public key. Assuming that the private key is held closely by its owner, such a digital signature is practically unforgetble and cannot be repudiated by the signer. Public keys can be published and need not be closely held.

Users of a public key need to have confidence that the associated private key is owned by the correct remote subject (person or system). A PKI provides a means of distributing and managing public keys. As in all cryptographic systems, security is dependent on the proper generation, distribution, and usage of data called “keying material”. To ensure this, public keys are “housed” in public key certificates. A public key certificate is a data structure that binds a public key with its identifying data (such as the identity of its owner). The binding is asserted by having a trusted entity (the Certification Authority or CA) digitally sign each certificate. 

The CA holds a position of trust within a public key infrastructure. The CA and its associated Registration Authority (RA) together compose a CA system. CAs may be implemented in a hierarchy where one CA issues a certificate to its subordinate CA. CAs may also cross-certify to allow communications across disjoint communities. 

Public key certificates may be widely disseminated. To use certificates for digital signatures, each certificate must be validated and the certificate user authenticated. 

Many Internet protocols and applications that use the Internet employ public-key technology for security purposes and require a PKI to securely manage public keys for widely-distributed users or systems. The ISO/IEC/ITU X.509 standard constitutes a widely-accepted basis for such an infrastructure, defining data formats and procedures related to distribution of public keys via certificates digitally signed by certification authorities (CAs). The PKIX Working Group within the IETF (Internet Engineering Task Force) is developing Internet standards needed to support an X.509-based PKI. The goal of this PKI will be to facilitate the use of X.509 certificates in multiple applications, which make use of the Internet, and to promote interoperability between different implementations that use of X.509 certificates. 

2.1.1 PKI Architectural Model 
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Figure 2.1 PKI Architectural Model

The architectural model that forms the cornerstone of the PKIX specifications assumes the presence of the following entities:

· Certification Authority (CA): A software and hardware entity for performing the generation, issuance, and life-cycle management of X.509 certificates. 

· Registration Authority (RA): An optional system to which a CA delegates a subset of its management functions. An RA is typically responsible for the identification and authentication of the subjects, and assists in the certificate application process, and/or the certificate revocation process. 

· Certificate Repository: A central storage for end-entity certificates, CA certificates, cross certificates, CRLs, and other PKI related information. 
· End Entities: These are certificate subjects, which use their public key for various purposes, and the entities that rely on the validity of public key certificates. 

These entities interact with one another as shown in Figure 2.1.

2.1.2 PKI Processes

The responsibilities, services and procedures required by a public key infrastructure are as follows:

· Key generation – The process of generating public-private key pairs for end entities.

· Registration – The submission of a certificate request to a RA by an end entity.

· Certification – The generation of a public key certificate by a CA following approval of the certificate request. 

· Distribution – The process of making the CA public keys, subscriber certificates, and CRLs available to CA subscribers and other relying parties. 

· Usage – The validation and usage of the public key within a certificate.

· Revocation and Expiration – The process of revoking an otherwise valid certificate or specifying an expiration date of a certificate.

2.2 VA PKI Trust Architecture 

2.2.1 Overview

PKI trust architecture refers to the relative placement of the various entities (such as CAs and subscribers) within the VA PKI as well as the relationship of the VA PKI to other public and organizational PKIs. 

There are several distinct models for trust propagation. For the purposes of this discussion, we need to define the phrase certificate path. A certificate path is a chain of certificates, that starts from the public key of a Certification Authority (CA) trusted by the relying party
, contains zero or more intermediate CA certificates, and ends with the certificate of a subscriber
. A superior CA signs each certificate in the certificate path. A relying party verifies a signature by successively verifying the signatures on the certificates in the path. The procedure begins with the verification of the signature on a certificate issued by a CA trusted by the relying party. The procedure ends when the signature on the certificate of the subscriber entity is verified.
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Figure 2.2. Trust architecture alternatives.

The following is a summary of the different trust models depicted above:

· Hierarchical: The Certificate-issuing authorities form a tree structure. All are under a “root” CA. Each CA can issue certificates to its subordinate CA or to users. Every relying party in a hierarchical PKI has or is able to access the public key of the root CA. A certificate is verified by finding a certification path leading to the root CA.
· Networked: Independent CAs cross-certify each other and form a trust network. In a networked PKI, a certificate can be verified by finding the certification path leading from the relying party’s CA to the subscriber. A cross-certification process results in two certificates. For example, cross certification between CA-1 and CA-2 requires that CA-1 creates and signs a certificate containing the public key of CA-2, and CA-2 creates a similar certificate for CA-1. Both certificates are then combined and placed in the single directory attribute called a crossCertificatePair. A verifier can then use this information for developing certification path.
· Combined: Under the combined architecture several hierarchies cross-certify each other at the root.

· Flat: Most Browsers lack certification path processing capability. Successful verification of certificates is performed using a set of pre-existing self-signed certificates in the browser, issued by some well-known CAs. The resulting PKI architecture is flat. Certificates must be signed by one of these well-known CAs to be verifiable by the Browser.

2.2.2 Other Considerations

2.2.2.1 Establishment of trusted CA root keys for VA 

Most popular web browsers/servers and S/MIME implementations ship with a set of pre-established, trusted root keys. Certificate paths that start with one of these trusted roots can be validated by these products without additional configuration. 

If the VA PKI is based upon a trusted root that is already pre-wired into popular PKI products, all certificates within the VA PKI can be easily validated by peer entities. However, if the VA PKI is based upon a root that is private to the VA, then peer entities can validate certificates issued by the VA if:

· the VA root is added to the set of trusted roots within the browser and S/MIME products used by the peer entity, or

· the VA root CA cross-certifies with a CA that is within a trust hierarchy under a public root. 

2.2.2.2 The Federal Bridge CA (BCA)

The BCA has been designed to facilitate trust propagation between the PKI trust domains deployed by various Federal agencies, industries and public CAs. Certification Authorities in independent trust hierarchies can cross certify with the BCA(s); this allows subscribers in the two disparate trust domains to establish a trust relationship for secure communication. Since subscribers within the VA PKI will need to communicate with subscribers and relying parties in other trust domains, the VA PKI will need to cross certify with the BCA(s) when the latter becomes operational. 

2.2.3 Alternatives

All of the basic trust architectures described in Section 2.2.1 are available as alternatives for adoption by the VA. The specific benefits and drawbacks of the alternatives are described below:

· Hierarchical – The primary advantage of the hierarchical architecture is that it is naturally aligned with many organizations’ management structure. A certificate path in a hierarchical PKI can directly match the trust relationships in a chain of management. However, the disadvantage of a multi-level hierarchy is that certificate path lengths are greater. Many COTS products available today are not capable of handling multilevel certificate paths. The time- and space-complexity of constructing and validating multilevel certificate paths grows exponentially with the number of certificates in the path. The other disadvantage of a strictly hierarchical trust architecture is that the VA root key has to be established as a trusted root in the PKI products of all entities that need to establish trust in the VA certificates. 

· Networked – The networked architecture allows easy configuration of additional trust relationships through cross certification between the relevant CAs. Subscribers and relying parties only need to trust their local CA; certificates issued by other CAs can be validated if appropriate cross certificates exist between the trust domains. The disadvantage is that the cross-certification structure can grow rather unwieldy and complex (and possibly self-referential) certificate paths can result which are difficult or impossible to validate. 

Combined – In this architecture, cross-certification occurs between the roots of independent trust hierarchies. The cross-certification structure is thus more orderly. Each relying party still needs to trust only its local CA; certificates issued by other CAs can be validated through cross-certificates if they exist. Certificate paths may still be quite complex.

Flat – A flat trust architecture is simple to deploy. Certificate paths are always minimal and are quick to construct and validate.  Each relying party has to establish the VA root CA (of the flat hierarchy) as a trusted CA in their PKI products. 

2.2.4 Recommendations

2.2.4.1 Trust Architecture Recommendations

The recommended architecture for the VA PKI is a flat trust architecture where the VA Certification Authority supports cross-certification to allow it to join other trust domains using a combined architecture. 

Initially, VA should support a flat trust architecture based on a single trusted root CA that issues all certificates within the VA PKI. The VA root CA should support cross-certification with the root CAs of PKIs deployed by other Federal agencies and commercial organizations. When the Federal BCA(s) become operational, the VA root should support cross-certification with the Federal BCA(s), thus enabling the establishment of trusted certificate paths between subscribers and relying parties within other Federal agencies and commercial organizations. 

2.2.4.2 Cross-Certification Recommendations 

In order to perform cross certification securely, VA should do the following:

· The VA should use the nameConstraints and policyConstraints certificate extensions to limit the trust granted to the cross-certified domain. It is recommended that these extensions be marked critical. Designating an extension as critical means that certificate-handling software must be able to parse and process these extensions in a way compliant with FPKI standards, otherwise the certificate is flagged as invalid and should not be used.

· The VA should be able to revoke and terminate a cross certificate at any time.

The VA should set up a policy management authority for determining the cross-certification requirements and policies, and to monitor cross-certified CAs for compliance with the CPS via compliance audits.

2.3 Applicable Standards and Best Practices for placement of PKI components

In this section, some generally accepted standards and best practices for deployment of PKI components are described. Some or all of the descriptions may apply to the VA PKI depending upon the choice made by the VA with respect to CA services rendered by outside agencies versus CA services rendered by an in-house CA operated by the VA.

2.3.1 CA Security

A privately operated CA must reside behind an enterprise’s firewall. The CA must be housed in a physically secure room and operate on a system that meets C2 requirements. These CA must use hardware cryptographic modules that are FIPS 140-1, Level 3 compliant, generate their own key pair, and not output private key(s). Details of CA security requirements shall be articulated in the enterprise CP and the CA’s CPS.

2.3.2 RA Security

Registration Authorities (RA) shall reside behind the enterprise firewall. However, the RA personnel will be allowed to take the RA on a laptop for on-site user registration. Thus, the RA may be temporarily connected to the enterprise network via a public network. The RA software shall be operated on a system that meets C2 requirements. RAs shall use hardware cryptographic modules that are FIPS 140-1, Level 2 compliant, generate their own key pair, and do not output private key(s). Details of RA security requirements shall be articulated in the enterprise CP and CPS.

2.3.3 PKI Client Security

It is recommended that the PKI clients used within the enterprise should use hardware or software cryptographic modules that are FIPS 140-1, Level 1 compliant, however, this is not a requirement. Details of client security requirements shall be articulated in the enterprise CP and CPS.

2.3.4 Repository Security

Enterprise repositories (directories) shall reside behind the enterprise firewall for protecting mission critical information. Public information is mirrored from the enterprise directory to a second directory (similar to the concept of the Federal Border Directory) located outside the firewall for public access. 

The repositories can be configured to allow two types of LDAP accesses (also known as bindings) – anonymous and authenticated. Normally, a Certificate Authority uses authenticated bind, by supplying a username and a password, to obtain “read-write” privilege to the directory data. Other relying parties like domain users and enterprise employees use an anonymous bind and are restricted to “read-only” privilege.

The CA password of an authenticated bind in LDAP version 2 is sent in the clear to the repository, and is vulnerable to eavesdropping attack. LDAP version 3, currently in development, will remedy this problem with SSL protocol. LDAP version 3 and SSL will also allow users to authenticate the repository server and therefore assure users that they are accessing the authorized repository.

3 Analysis of Public and Private Certification Authority Options

THIS SECTION IS STILL UNDERGOING CHANGE. 

4 Certificate and CRL Profiles

The X.509 V3 certificate contains the identity and attribute data of a subject using the base certificate with applicable extensions. The base certificate contains such information as the version number of the certificate, the certificate’s identifying serial number, the signature algorithm used to sign the certificate, the issuer’s distinguished name, the validity period of the certificate, the distinguished name of the subject, and information about the subject’s public key. To this base certificate is appended numerous certificate extensions. More detailed information about X.509 certificates can be found in Recommendation X.509.

This section stipulates the recommended certificate and CRL format for VA PKI programs. Any specific program implementing certificate-based public key cryptography, and claiming compliance to the VA Public Key Infrastructure requirements should tailor its certificates and CRLs to comply with the parameters outlined within this section.

It may be noted that the profiles described in this section are based upon the formats of the Federal Public Key Infrastructure (FPKI) Version 3 X.509 certificate and Version 2 Certificate Revocation List (CRL) as described in [FPKI]. This document is one of the work products of the Federal Public Key Infrastructure (FPKI) Technical Working Group (TWG). The FPKI Steering Committee was created to provide guidance to Federal agencies, executive agents, and the Government Information Technology Services Board concerning issues related to the development of a Federal Public Key Infrastructure. The FPKI Steering Committee chartered the TWG to respond to issues presented to it by the FPKI Steering Committee relating to the technical implications of developing the FPKI. The TWG also makes recommendations to support a FPKI that interoperates usefully with the larger national PKI to facilitate security and electronic commerce. 

It is recommended that the certificate profiles to be adopted by the VA meet the FPKI requirement for base X.509 certificate processing. This is applicable to certificates of the following types – self-signed “root CA” certificate, CA (subordinate CA) certificate, and the End Entity (EE) certificate. 

The recommended complete certificate and CRL profile and extension elements are described in Appendix B. In the remaining subsections, we underline some of the important extensions and requirements for supporting organizational naming, standard Federal PKI certificate profile, and VA security policy architecture.

4.1 Recommended Naming Standards for VA certificates

It is recommended that the VA PKI use the X.500 standard for VA-wide naming. This implies that the “subject” field of the certificate (as specified in Item 9 of the Base Certificate profile contained in Appendix B) will contain a X.500 Distinguished Name (DN). A distinguished name (DN) consists of a sequence of attribute-value pairs that uniquely identify an item within a Directory. For example, an employee of organization ABC, Joe Smith’s Distinguished Name (DN) may have the following format: C=US, O=ABC, CN=Joe Smith. It is recommended that all certificates issued under the VA PKI, contain C=US, O=VA within the subject DN, to denote that the certificate is issued to a subscriber within the VA PKI. 

In order to distinguish VA employee certificates from VA contractors, business partners and beneficiaries that hold VA certificates, it is recommended that the organizational unit attribute be used to distinguish the various categories of VA subscribers:

· for VA employees, OU=VA-employee be used,

· for VA contractors. OU=VA-contractor be used, 

· for VA partners, OU=VA-partner be used, and 

· for VA beneficiaries, OU=VA-beneficiaries be used. 

The above scheme may easily be extended to include further categories of VA certificate holders as necessary. Other mechanisms (such as through different OIDs carried within the certificate policies extension to denote the class of VA user) may also be used to provide this distinction, if the CA product/service selected by the VA provides this flexibility.

In addition to the organization unit value that indicates the category (employee, contractor, partner, or beneficiary) of the subscriber, it is recommended that an additional organizational unit value be used to indicate the organization to which the subject belongs. For example, for Dan Maloney, who is a part of the Veterans Health Association within VA, the Subject DN could be: C=US, O=VA, OU=VA-employee, OU=VHA, CN=Dan Maloney. In another example, Jane Smith from the Social Security Association (SSA), would be given a subject DN such as: C=US, O=VA, OU=VA-partner, OU=SSA, CN=Jane Smith. 

The VA PKI must guarantee the uniqueness of a user’s DN. Upon name collision, when two users have the same name in the same department, it is recommended that the middle initial, or some number be appended to the CN element to distinguish the names and make them unique across the VA PKI. One possible numbering scheme to ensure such uniqueness is to allocate to each CA (within the VA PKI) a unique number space, which is used to disambiguate names that collide. For example, CA-1 may be allocated the number space 001000-001999, CA-2 may be allocated the number space 002000-002999. For certificates issued by CA-1, the CN=”Dan Maloney”  for the first Dan Maloney that is encountered, CN=”Dan Maloney 001002” for the second Dan Maloney encountered, and CN=”Dan Maloney 001003” for the third Dan Maloney encountered, etc. In this way, each subject DN under the VA PKI could be guaranteed to be unique. 

For supporting clients compliant with Secure/Multipurpose Internet Mail Extension (S/MIME) version 2 specification, the e-mail address is required to be part of a user’s certificate DN (i.e., C=US, O=VA, OU=VA-employee, OU=VHA, CN=Joe Smith, E=joe.smith@mail.va.gov). However, the latest S/MIME specification (version 3) encourages the placement of user’s e-mail address in the certificate’s subjectAltName extension instead of the DN. It is recommended that the VA PKI use both the subject alternate name field and the electronic mail attribute in the DN to allow support for existing as well as future S/MIME implementations.

4.2 Recommended extensions for VA PKI certificate profile

The following is a table of standardized extensions that is recommended for inclusion in the VA certificate and CRL profiles. 

Extension
Used

By
Use
Critical

Key and Policy Information

AuhorityKeyIdentifier
all
Identifies the CA key used to sign this certificate
No

 KeyIdentifier
all
Unique with respect to authority


 AuthorityCertIssuer
all
Identifies issuing authority of CA’s certificate;

Alternative to key identifier


 AuthorityCertSerialNumber
all
Used with authorityCertIssuer


SubjectKeyIdentifier
all
Identifies different keys for same subject
No

KeyUsage
all
Defines allowed purpose for use of key (e.g., digital signature, key agreement…)
Opt.

PrivateKeyUsagePeriod
all
For digital signature keys only. Signature on documents that purport to be dated outside the period are invalid
Opt.

CertificatePolicies
all
Policy identifiers and qualifiers that identify and qualify the policies that apply to the certificate
Opt.

 PolicyIdentifiers
all
The OID of a policy


 PolicyQualifiers
all
More information about the policy


PolicyMappings
CA
Indicates equivalent policies
No

Certificate Subject and Issuer Attributes

SubjectAltName
all
Used to list alternative names (e.g., rfc822 name, X.400 address, IP address…)
Opt.

IssuerAltName
all
Used to list alternative names
Opt.

SubjectDirectoryAttributes
all
Lists any desired attributes (e.g., supported algorithms)
Opt.

Certification Path Constraints

BasicConstraints
all
Constraints on subject’s role & path lengths
Yes

 CA
all
Distinguish CA from end-entity cert.


 PathLenConstraint
CA
Number of CAs that may follow in certification path. 0 indicates that CA may only issue end-entity certificate.


NameConstraints
CA
Limits subsequent CA certificate Name space.
Opt.

 PermittedSubtrees

Names outside indicated subtree are disallowed


 ExcludedSubtrees

Indicates disallowed subtrees


PolicyConstraints
all
Constraints certs. Issued by subsequent CAs
Opt.

 PolicySet
all
Those policies to which constraints apply


 RequireExplicitPolicy
all
All certs. Following in the cert. Path must contain an acceptable policy identifier


 InhibitPolicyMapping
all
Prevent policy mapping in following certs.


CRL Identification

CrlDistributionPoints
all
Mechanism to divide long CRL into shorter lists
Opt.

 DistributionPoint
all
Location from which CRL can be obtained


 Reasons
all
Reasons for cert. Inclusion in CRL


 CRLIssuer
all
Name of component that issues CRL.


Most of the extension supported by VA could be either critical or non-critical (denoted as Opt. in the table.) “No” in the Critical column means the standard requires the extension be non-critical if used. “Yes” means that the extension should be set to critical. 

4.2.1 Basic Constraints Extension

The basicConstraints extension identifies whether the subject of the certificate is a CA and how deep a certification path may exist through that CA. The basicContraints extension is comprised of the cA and pathLengthConstraint fields, and should be set to critical to limit the role of the CA certificate and the effective length of the certification chain from the root. pathLengthConstraint could be set to zero if the CA should only issue end-entity certificates, such as in a flat trust architecture. When the VA issues a cross-certificate to a CA in a different trust domain, it is recommended that the pathLengthConstraint be set to zero to block further propagation of trust to another CA along the hierarchy. 

4.2.2 Certificate Policies Extension

The certificatePolicies extension contains a sequence of one or more policy information terms, each of which consists of an object identifier (OID) and optional qualifiers. These policy information terms indicate the policy under which the certificate has been issued and the purposes for which the certificate may be used. 

A certificate issued by a CA may comply with multiple certificate policies, so long as the certificate meets all requirements posed by all such certificate policies. Because certificates may be used in a domain where multiple certificate policies apply, certificate policy identifications need to be included in the certificate profile to designate the supported policies. Normally, the certificate policy is registered with a policy administration organization and assigned a unique “Object Identifier” (OID). An object identifier is a specially formatted number, which is assigned in accordance with ITU Recommendation X.660 | ISO/IEC 9834-1. The Certificate Authority asserts that a certificate was generated in accordance with a specific certificate policy by including the policy OID as a policyIdentifiers in the certificatePolicies extension.

It is recommended that the VA use Federal policies to the extent they are useful for the various VA applications. For applications that require additional security and constraints, it is recommended that the VA define its own policy(s) and register the corresponding OID(s). In all situations, the VA should develop its own CPS to be used by the CA, RA, and the PKI clients.

For example, the VA could define an agency-wide certificate policy for handling beneficiary information. The certificate policy will be the description of the certificate services and its characteristics that meet the requirements and the level of assurance for supporting this type of application. However, if the VA selects a CA service provider such as Verisign to issue the VA certificates, there may not be sufficient flexibility to allow VA specific certificate policies to be included within the certificates.

4.2.3 Policy Constraints Extension

The policyConstraints extension can be used in certificates issued to CAs to constrain path validation. It specifies if explicit policy identification is required and/or if policy mapping is permitted. If the VA trust architecture is hierarchical and more than one level deep, the policy constraints extension should be used to require explicit policy indication and to inhibit policy mapping. However, if the VA selects a flat trust hierarchy, this extension is not applicable except for cross-certification with other CAs.

4.2.4 Policy Mappings Extension

The policyMappings extension is used in CA certificates to allow a certificate issuer to indicate that one or more of the issuer’s certificate policies are considered equivalent to one or more policies in the subject’s domain. It is recommended that the VA use this extension in cross-certification with a disparate trust domains, where policy mapping is required. 

4.2.5 Name Constraints Extension

The nameConstraints extension, which must be used only within a CA certificate, indicates a name space within which all subject names in subsequent certificates in a certification path should be located. If the VA trust hierarchy is more than one level deep, it is recommended that the VA use the permittedSubtrees component of the nameConstraints extension to restrict the allowed subject names to certain name space. However, if the VA selects a flat (single level) trust hierarchy, this extension is not relevant. When the VA cross-certifies with a CA in another trust domain, this extension should not be used because the VA does not have the authority to restrict the namespace for CAs in different trust domains. 

5 Dissemination of Certificate and Certificate Revocation Information 

The VA PKI should provide users (on the VA internal network as well as the Internet) access to the relevant PKI data such as VA-issued certificates and certificate revocation information. Specifically, the VA needs to make the following information available to the users:

1. User certificates, CA certificates, and cross-certificates,

2. Certificate revocation information,
3. System information, the Certificate Policy (CP), and the Certificate Practice Statements (CPS).

A certificate client would require user and CA certificates for verifying certificate signatures and certificate authenticity. The client needs to access the certificate revocation information to determine if the certificate was revoked subsequent to issuance. Users also need be made aware of the CP and CPS for liability and policy reasons. 

5.1 Certificate Dissemination 

5.1.1 Alternatives

Relying parties wishing to establish trust in PKI subscribers need to obtain subscribers’ public key certificates. Certificates may be distributed through one or more of the following mechanisms:

· Certificate Repository – X.500 and LDAP directories are two popular methods for storing certificates and other PKI information. The X.500 directory service is functionally similar to a database, but can be distributed among different hosts and is highly scalable. An LDAP directory is a lightweight stand-alone alternative that presents a complete directory without requiring the use of complicated X.500 protocols and processes. Directories support interfaces for querying or looking up stored data items that match specific criteria. 

X.500 Directory products support automatic replication (also known as shadowing) and chaining. The process of replication automatically keeps copies of the same data on different directory stores either for backup purpose or for data caching. Chaining allows sequential references, where failed queries in one directory store are automatically referred to another directory, until either a time out occurs or the desired data is obtained.

The primary reason that the X.500 and LDAP directories are the most commonly used data stores in supporting PKI operations is that the Directory Information Tree (DIT), schema of the stored data, can be designed to match that of the Distinguished Name (DN) of an organization’s management structures. Consequently, it is possible to conduct very efficient queries.

· E-mail messages – Certificates can be distributed via e-mail. Many CAs, after creating a new certificate, send it back to the subscriber using a PKCS#7 formatted e-mail message. The subscriber can also send its certificate, a partial certificate chain, or the entire certificate chain to the relying party using an e-mail message with attachments. S/MIME packages routinely package certificates and certificate paths along with signed messages sent between a sender and receiver. 

· Browser downloads – Certificates can be posted to a web server front-end to allow subscribers to download their own certificates. This is a popular method for distributing newly created certificates to the subscriber. CA products including IBM World Registry and GTE CyberTrust make use of mail notifications and Browser downloads to distribute new user certificates. 

At the time of download of a newly created certificate to a subscriber’s Browser, the Web Server may ask the Browser to prove possession of the corresponding private key (the signing key). The Proof-Of-Possession (POP) is often accomplished by sending a challenge string to the client and authenticating the signed object returned by the client with the public key. This ensures that a newly certificate is not downloaded by parties other than the one that generated the certificate request.

· Manual distribution – In mission critical applications, where user intervention is mandatory and is considered more secure then online distribution, manual distribution with identification check is considered an appropriate mechanism for distributing certificates. For example, the certificate may be transferred to a floppy diskette or a smart card and manually delivered to the certificate subscriber. 

· Proprietary Mechanism - Some commercial CAs use proprietary transports for distributing certificates. Entrust CA (Entrust Authority 4.0 and Entrust Entelligence Client) uses a proprietary Secure Exchange Protocol (SEP) for sending Certificates and revocation information. Some important considerations when selecting CA products using proprietary transport include: (1) Does the vendor provide an API for allowing integration with the third party clients such as VPN devices and Web Browsers? (2) Does the transport protocol support standard encryption algorithms and key lengths for strong encryption? 

5.1.2 Recommendations

It is recommended that the VA implement a VA-wide private directory service that allows VA employees to retrieve peer certificates and other relevant information over the VA private network. It is also recommended that the VA implement an external Directory that allows VA business partners and beneficiaries to download VA-issued certificates over the Internet. 

It is recommended that the VA repositories use a combination of replication, shadowing, and chaining to permit the VA users and external (Internet) users access to appropriate portions of the VA Directory Information Base (DIB). Additionally, it is recommended that the VA repositories chain to repositories maintained by other government and commercial agencies in order to access their certificates and CRLs. When Federal Bridge CAs (BCAs) and border directories become deployed, it is recommended that the VA establish its own border directory to allow the widespread availability of the VA certificates and CRLs. 

If the VA chooses to implement a private CA hierarchy, the CAs in the VA hierarchy will generate certificates and possibly CRLs. These certificates and CRLs will need to be sent to VA repositories for storage and retrieval. If the VA selects an external CA service provider to issue certificates for the VA PKI, the service provider will likely provide external directories to hold the certificates issued to the VA. However, it is recommended that the VA maintain its own internal directories (accessible over the VA internal network) through shadowing or replication of the external directories maintained by the CA.

5.2 Certificate Revocation Information Dissemination 

Certificates must be maintained throughout their life cycle (generation, revocation, renewal, and termination.) The VA Certification Authority needs to make certificate revocation information available to reflect the latest status of each certificate in the domain. At any time, a revocation request can be issued by the certificate owner, the CA, or the Registration Authority (RA), conditional to the occurrence of one of the following events: employee contract termination, key compromise, key update and expiration, etc. The actual operation of revoking or terminating a certificate is to be performed by VA security officers through mechanisms specified within the VA CP and CPS. 

5.2.1 Alternatives

The available alternatives for dissemination of certificate revocation information are:

· Publication of CRLs to a public directory with periodic (period to be determined) updates: The publication of CRL to a public directory is done periodically to guarantee an AGREED UPON degree of freshness, and the CRL is “pulled” by the relying party when a certificate is validated. 

There are several issues related to CRL distribution. First, in an organization with a large client base, such as VA, the certificate revocation rate may be high. The size of the CRL in the directory may grow forbiddingly large and becomes increasingly awkward for download. CRL segmentation with distribution points is a probable solution for over-sized CRL. A large CRL is divided into small segments based on the certificate’s subject DN. The LDAP directory query can be targeted at a specific DN (i.e., the certificate distribution point); and only the relevant segment of the CRL is downloaded to the clients.

A second issue related to the use of periodic CRLs is that it still leaves open an opportunity for error and misinformation. Since the publishing and checking of the CRL are not synchronized, there is always a small time window when the periodic CRL will not contain the most recent certificate revocation information. The situation may be rectified by issuing on-demand CRLs whenever the criticality of CRLs containing the most current revocation information is very high.  For example, in case of key compromise, a CRL may be issued immediately with the compromised key information even though the next periodic CRL may not be due. 

· Use of online mechanisms for certificate revocation checking such as OCSP: The Online Certificate Status Protocol (OCSP), although still a work-in-progress [OCSP], promises a source of more timely revocation information than is possible with periodic CRLs. An OCSP-enabled Client will issue an inquiry to the OCSP responder regarding the validity of a certificate and suspend the acceptance of the certificate until the responder provides an answer. The disadvantage of OCSP is the extra overhead (i.e., hardware, software, and operational personnel) required to deploy and maintain a 24X7 OCSP certificate status query service. There may also be significant latency in getting a response from the OCSP server over a public network – this may introduce unacceptable delays in the certificate validation process.

5.2.2 Recommendations

Based upon the current needs of the VA PKI, it is recommended that the VA use CRLs to disseminate certificate revocation information, as follows:

· The VA Certificate Authority should publish CRLs periodically. The frequency of the publications should be adjusted based on the revocation rate. Initially, a weekly CRL issuance is recommended.

· The Certificate Authority should be able to publish a fresh CRL at the request of a VA security officer upon the revocation of a certificate because of key compromise.

· The CRL should contain an estimated time of the next CRL update.

When the volume of the VA CRLs grow to large to allow quick download by clients, it is recommended that the VA issue segmented CRLs that break up the large CRL into smaller, more manageable portions. 

The OCSP service with its associated high cost of deployment is not recommended for the VA at this time. The use of OCSP is not justifiable within the VA PKI, given the types of applications (such as secure web access, S/MIME email, etc.) that will be supported initially. It is expected that with the passage of time, the OCSP specification will mature and viable implementations will be made available. In future, if the VA requires support for additional PKI applications where near real-time revocation information is necessary, this issue needs to be revisited to determine if the OCSP solution is appropriate. 

6 Rekey of End Entity and CA Certificates

6.1 Overview

Certificates need to be reissued or rekeyed from time to time to replace revoked, compromised, or expired keys. The keys to be reissued may be CA or user keys. Depending on the types of keys, different rekey strategies are required. The rekey strategy needs to accommodate signature verification keys as well as encryption (key management) keys. 

Reissue is the issuance of a new certificate to a subscriber without changing the key in the subscriber’s certificate. Rekey is the issuance of a new certificate to the subscriber while changing the subscriber’s public key. Certificate subscribers may be end entities, certification authorities or trust anchors. End entity keys can be replaced without significant impact to the PKI. However, the rekey of a CA implies the change of the CRL signing key, and may have impact on the validation of still-valid CA and end entity certificates previously issued by that CA. In case of rekey of a trust anchor, there may be additional requirements on the timely delivery of the new trust anchor key to the subscribers and relying parties.

The basic requirements in techniques that handle rekey and reissue of certificates are:

1. The relying parties should be able to verify certificates chains after rekey or reissue of end entity and CA certificates.

2. The relying parties should be able to verify CRLs issued after rekey or reissue of CA certificates.

Rekey of end entity and CA keys is necessary under the following scenarios:

· Key Expiry – the old key has expired

· Key Corruption – The old key has been lost or corrupted and cannot be used 

· Key compromise – The old key is suspected to have been compromised and hence cannot be used any more

This section will explore the recommendations with respect to certificate path validation and CRL validation issues raised by the rekey of end entity, and CA certificates.

Rekey can be performed in-band or out-of-band. Out-of-band rekey involves manual distribution of new keying material outside the normal PKI channel, while in-band rekey involves distribution of new keying material over the normal PKI channel. In-band rekey is automatic, imposes minimal operational overhead, and is as secure as the PKI itself. When a subscriber, CA or the trust anchor (root) CA is compromised, its rekey may require additional manual steps. Conventional wisdom dictates that subscribers and CAs be rekeyed using in-band means in the case of key expiry. The MISPC and/or PKIX compliant protocols may be used for certificate rekey [MISPC, PKIX3]. This is normally done before the expiration of the public key certificates. However, the initial registration procedure is to be followed if the rekey is caused for the reasons of key compromise or corruption.

Key pairs used by and end entity or CA are typically allotted a useful lifetime. This is to ensure that the key is not used for so long that adversaries can use available computing resources to crack the key. This section describes some recommendations for lifetimes of encryption as well as authentication (signature) key pairs held by end entities and CAs. 

6.2 End Entity Keys

6.2.1 Ability to Verify Certificate Paths

The reissue or rekey of end entity certificates is easily handled within a PKI. The new certificates need to be distributed to the subscribers and relying parties using the established certificate distribution mechanisms. 

6.2.2 Recommended Lifetime for End Entity Keys

The following time periods are recommended for the end entity public and private keys:

Key
Maximum Lifetime
Where expiry date is stored

Encryption public key
60 months
In the encryption public key certificate

Decryption private key
None
No expiry date

Verification public key
60 months
In the verification public key certificate

Signing private key
100%
In the verification public key certificate

Note that the validity period of the signing private key must be less than or equal to that of the verification public key and it is designated as percentage of the lifetimes of the verification public key. This is so that private key is not used after the verification key is expired. The decryption private key does not expire because the user will want to recover old encrypted documents. Normally, a user will want to keep all his/her decryption private keys used in the past.

6.3 CA Keys 

The rekey of CAs poses potential problems in the ability of end entities to validate existing certificate paths and CRLs. 

6.3.1 Ability to Verify Certificate Paths

In this subsection, we describe the alternatives and recommendations for maintaining the validity of the certificates issued by the CA.

6.3.1.1 Alternatives

The following alternatives are available:

· Do Nothing: Under this approach nothing is done with respect to the certificates.

· Reissue Certificates: Under this approach, certificates issued by the CA that are still valid are reissued when the CA is rekeyed.  The approach has drawback of generating extra certificates.

· Renew Certificates: Under this approach, when the CA rekeys, it issues certificates for the subordinates as their certificates are about to expire. 

6.3.1.2 Recommendations

In order to support the ability to verify existing certificate paths after rekey of a CA within the path, it is recommended that the old certificate be available in the directory for verification of certificates signed using the old key. As subordinates’ certificates expire, the CA should issue new certificates to those subordinates and sign them using the new key. 

6.3.2 Ability to Verify CRLs

In this section, we present the alternatives and recommendations for maintaining the verifiability of the CRL issued by the CA.  

6.3.2.1 Alternatives 

The following alternatives were considered:

· Sign the CRL with all Active Keys: In this approach, the CA signs the CRL with all active keys.  A key is considered active if it was used to sign a currently valid certificate.  This approach offers flexibility.  It requires changes to the MISSI CAW.  In addition, it requires either a complex operational scenario (using multiple tokens) or use of FORTEZZA to store multiple private keys.  See labeling specification if this can be done. Can multiple signature keys for the same authority be held on the card.

· Sign the CRL with new Key Only: In this approach, the CA signs the CRL with the newly created private key.  This approach adds to the computational and software complexity of the clients to find the trust path for the CRL since it may be different from that for the certificates.

· Certify the New Key with the Old Key(s): In this approach, the CA issues a certificate to its new key using old key(s).  The validity period of a certificate is driven by when the certificates issued under an old key expire.  This approach adds some software complexity to the client in terms of finding the certificate path for CRL checking and for checking

6.3.2.2 Recommendations

To allow relying parties with the old CA certificate as well as the new (rekeyed) CA certificate to verify the recent CRL, it is recommended that the CA sign the new CRLs with the old key as well as the new key.  This recommendation only applies if the rekey operation occurred due to a key expiry. In the case of key compromise or key corruption, the new CRLs may only be signed with the new CA key. 

6.3.3 Recommended Lifetimes for Certification Authority Keys

The following time periods are recommended for the CA public and private keys:

Key
Maximum Lifetime
Where expiry date is stored

Verification public key
120 months
In the verification public key certificate

Signing private key
100%
In the verification public key certificate

In order to maintain the trust path and provide the relying parties the ability to verify signatures on the current CRL, the CAs will keep backup copies of their private keys. The CAs will issue multiple CRLs, each signed with all active private keys. A CA private key is active if a certificate issued using that key is still valid. If a CA private key is corrupted or otherwise destroyed and the backup key can not be used, the CA will request the revocation of that certificate. The CA will use the latest active private key to reissue the certificates that had been issued under the corrupted key.

7 Key Recovery Strategy

7.1 Background

7.1.1 Terminology

The term key recovery encompasses techniques that provide an alternate (or secondary) means to access the key used for confidentiality within an encrypted association. It is assumed that all schemes for protecting the confidentiality of data provide a primary means of accessing the confidentiality key, namely, through the key exchange / establishment protocol used. 

There are two fundamental classes of key recovery techniques based on the way keys are held to enable key recovery: key escrow and key encapsulation. Key escrow techniques are based on the paradigm that a trusted third party called an escrow agent, holds the actual user keys or portions thereof. The escrow techniques typically allow the retrieval of the private key of an asymmetric key pair, which may, in turn, be used to retrieve the secret key used to protect the confidentiality of data. 

Key encapsulation techniques are based on the paradigm that a cryptographically encapsulated form of the encryption key is made available to parties that require key recovery. The encapsulation technique ensures that only certain trusted third parties called recovery agents can perform the unwrap operation to retrieve the key material buried inside. The encapsulation techniques typically allow the direct retrieval of the secret key used to protect data confidentiality. There may also be hybrid schemes that use some escrow techniques in addition to encapsulation techniques. 

7.1.2 Key Recovery System Components

All of the components that participate in implementing key recovery comprise the key recovery system. The major functional components of a key recovery system are:

· End Systems: These are the parties or clients who generate confidentiality-protected data and wish to have their data made recoverable through key recovery techniques.

· Key Recovery Agents (KRAs): These entities are the escrow agents or the recovery agents that possess the keying material required to recover the keys needed to decrypt confidentiality-protected data. 

· Requestors: These entities interact with one or more KRAs to recover the key needed to decrypt the confidentiality-protected data generated by the end systems. These entities typically have to provide proof of authorization for key recovery to the relevant KRAs. The requestor may also be responsible for the location and collection of the Key Recovery Information (KRI). The two types of requestor are third-party requestor (e.g., organizational or law enforcement requestor) or end-user requestor (i.e., the authorized users themselves). End user requestors are in need of recovering their personal data; enterprise requestors are in need of recovering data belonging to the enterprise or organization; law enforcement requestors are in need of recovering data belonging to someone else for purposes of national security and safety.

End systems may be producers (encryptors) or consumers (decryptors) of ciphertext. The recovery of the plaintext involves two steps: the direct or indirect recovery of the data encryption key using the KRI, followed by the recovery of the plaintext using the recovered data encryption key. 

The requestor system is able to locate the KRI and its associated ciphertext from the appropriate media. The requestor is also able to identify (using the KRI) which KRAs are relevant to the key recovery using that KRI. The requestor then establishes an association with a relevant KRA, and issues a key recovery request for the specific KRI. The KRA authenticates the requestor, and determines whether the requestor may have access to the recoverable key. If so, the KRA uses privately held keying information, to recover the key from the KRI, and pass it back to the requestor as part of the key recovery response.

7.1.3 Key Recovery Functional Model

Recently, a high-level Key Recovery Model (KRM) has emerged from the existing working standards [SKENT]. The proposed KRM describes four main functions of a Key Recovery System. 

(1) Key Recovery Information (KRI) Generation Function – Key Recovery Information is a summary of information needed for recovering encryption key and cipher-text. It may contain the identity of a Key Recovery Agent (KRA), the identity of a key, a date and time, authorization information, an algorithm identifier, a pointer to a location of a key, etc. KRI generation functions produce all or part of the KRI.

(2) KRI Management Functions – This consists of the KRI delivery and validation functions. The KRI delivery functions distribute the KRI to Requestor or the KRA via standard communication protocols. The validation functions verify the validity of the KRI before making it available for key recovery.

(3) Key Recovery Requestor Function – The Requestor functions include authenticating the user entity making key recovery request and interact with one or more KRA(s) for carrying out key recovery.

(4) Key Recovery Agent Function – The KRA stores keys, key components, or key information required for key recovery. Upon receiving of a key recovery request, KRA retrieves the target key, as indicated by the KRI, and return the key to the requestor.

7.2 Alternatives

The following alternatives are available to the VA at this point in time for purposes of key recovery:

· Verisign OnSite Key Recovery Mechanism: Verisign OnSite provides an optional enterprise key recovery solution using its OnSite Key Manager. OnSite Key Manager is a software system set up within the enterprise premises, that works in conjunction with the Verisign Key Recovery Service to control the backup and recovery of user private keys. The cost of the VeriSign package that supports user key recovery is significant, and must be weighed against the advantages that it provides. 

The operation of the OnSite key recovery mechanism is as follows. Private keys are stored on enterprise premises in encrypted form. Each user private key is individually encrypted with a unique triple-DES symmetric key. The symmetric key is then used to construct a Key Recovery Block (KRB) using encapsulation techniques. The encrypted private key as well as the KRB is then stored in the Key Manager database on the enterprise premises. 

Recovery of a user private key requires Key Manager, under enterprise administrator direction, to retrieve the KRB from the database and send it online to the Key Recovery Service operated out of VeriSign’s secure data center. Only Verisign holds the private key that can unlock the KRB and recover the embedded triple-DES key.

The recovery request to Verisign will include enterprise key recovery passwords (in a protected form) needed to authorize the unlocking of the KRB. If a valid KRB is delivered, and the correct passwords are supplied, the Key Recovery Service returns the triple-DES key to the enterprise Key Manager, allowing it to recover the corresponding user private key. 

· Private Key Backup/Escrow by in-house CA: If a CA product were to be installed and used by the VA as its Certification Authority, it is possible that all user private keys (corresponding to certificates that are issued by the CA) are backed up in a database associated with the CA. This would be the solution if the VA were to use a CA product such as the Entrust CA. When key recovery is necessary, the appropriate authentication tokens are sent to the CA along with a request to reinstate the private keys for that user. 

· Key Recovery using a combination of Microsoft Certificate Server, MS Exchange Server and Microsoft Outlook 98 email package:  Microsoft Exchange possesses special key backup capabilities when used together with Microsoft Certificate Server and Outlook 98. When a user requests the generation of a new key pair as part of a new certificate request, MS Exchange generates the key pair and stores a backup copy of the private key before forwarding the public key to the MS Certificate Server as part of a new certificate request. The MS Certificate Server issues the certificate as usual and the Outlook client is able to download and use the issued certificate. If the Outlook client loses access to their private key at some point, they can request a reinstatement of the current private key and certificate using the facilities of MS Exchange. This solution is available in a MS-only environment and offers a completely integrated set of functions. However, the solution is specific to recovery of keys used by Outlook 98 for S/MIME email, and will not work for certificates issued by the MS Certificate Server for other purposes (such as for authentication to legacy applications).

· Key Recovery using a custom solution built for the VA: The current key recovery needs of the VA revolve around the need to recover data and/or keys used to encrypt S/MIME data. Specific custom solutions can be built at reasonably low cost to provide an interim technique for key and data recovery, while the industry matures and provides scalable key recovery solutions at reasonable cost. The custom solution for S/MIME packages such as Outlook 98 can be built using Outlook plug-ins and custom forms that add an extra recipient (similar to adding a recipient to the “Blind Carbon Copy” list) to any outgoing encrypted mail. This additional recipient would behave as a Key Recovery Agent if the need for key recovery arises. Similarly, on receiving incoming encrypted email, a custom plugin could automatically forward the mail item to a designated KRA in encrypted form. An additional utility may have to be developed that allows an Outlook user to request a recovery operation from the designated Key Recovery Agent.

· Key Recovery using AT&T’s Secret Agent: Secret Agent is a software utility that allows the user to encrypt their files (or email messages or attachments) for one or more designated recipients and to optionally sign them. The software can be configured to use any one of several popular symmetric ciphers (DES, triple-DES EA2), and asymmetric algorithms (DSS, RSA, Diffie-Hellman). During encryption, random session keys are generated and wrapped with the recipient’s public keys. Several smart cards and tokens are supported for the storage of private signing/decrypting keys. Secret Agent is also mail enabled with support for VIM (Vendor Independent Messaging) and MAPI (Messaging Applications Programming Interface). At the time of this writing, the Secret Agent product is not S/MIME compliant, and hence will not be able to interoperate with other industry leading S/MIME implementations such as Netscape Messenger, WorldTalk’s WorldSecure, etc.

· Network Associates’ RecoverKey Cryptographic Service Provider (CSP): The RecoverKey CSP is a Microsoft Cryptographic Application Programming Interface (CAPI) compatible cryptographic service provider module that can be used with any of the Microsoft security products, such as IE4.0 and Outlook 98. The RecoverKey CSP is engineered to generate a set of Key Recovery Fields (KRF) whenever the CSP is used to encrypt a message. The KRF is appended to the “key blob” (key exchange block) generated by the CSP. The RecoverKey CSP on the recipient’s system is mandated to check for the presence of the KRF within the “key blob”, validate its correctness, and then allow for data decryption using the symmetric key that was passed within the “key blob”. The RecoverKey CSP (when used in a mode that supports key recovery) is incompatible with the Microsoft Base Provider CSP. Hence interoperability with the installed base of products is not currently possible. 

7.3 Recommendations

7.3.1 Interim 

It is recommended that the VA’s immediate needs to recover encrypted email be resolved using a custom solution for Outlook 98 that sends a copy of all outgoing encrypted mail and forwards a copy of all incoming encrypted mail to a designated KRA. Based on rough estimates, this solution would be adequate as well as cost-effective for the near-term. CygnaCom will provide a proposal (including cost and schedule) to perform this task on behalf of the VA.

7.3.2 Final

As the key encapsulation products mature and become compatible/interoperable with the S/MIME standard, we recommend the use of a commercially available and supported key encapsulation based scheme for the VA PKI. Key encapsulation schemes are most likely to be part of the pending FIPS standard for key recovery. We recommend AT&T Secret Agent or the TIS RecoverKey system for long-term use by the VA. The conditions to be monitored include watching the progress of the vendors developing Secret Agent and RecoverKey to check when their products support interoperability and standards compliance. The other condition to monitor is whether Microsoft launches any enterprise key recovery solution (in addition to their currently available Exchange/Certificate Server/Outlook based solution for S/MIME encrypted email recovery). If and when a robust Microsoft enterprise key recovery solution becomes available, the issue of key recovery for the VA PKI needs to be revisited to assess whether the MS solution provides adequate functionality at low-cost.  

8 Web-based Certificate enrollment 

This section describes the steps involved in a web-based certificate enrollment process. There are actions that the end user (requesting the certificate) needs to perform. There are actions that the Certification Authority and the Registration Authority need to perform. These will be detailed in the next few subsections.

8.1 The User Functions

A new user entity must be properly initialized and registered with the CA, or with a CA-delegated entity such as the Registration Authority (RA), before that entity can be issued a certificate. Initialization is the process of securely generating a public and private key pair. Registration is the process of preparing a certificate application form and certificate request which are then attached with the entity’s public key and submitting them to the CA or RA for verification. A successfully registered entity means that (1) the CA/RA has successfully allocated a unique name (i.e., a X.500 Distinguished Name) for that entity, and (2) a binding of that name to the entity’s public key has been established. And, upon the CA/RA’s approval, a certificate is returned to the applicant to vouch for that binding.

Note that the certificate enrollment functions are not limited to human users. The user entity can be a human user, a browser, a web server, a stand-along application, and an application server. Depending of the type of user entity, the certificate enrollment procedure could be done interactively or programmatically without user intervention, and may differ in the ways of how certificates are distributed, the certificate request format, and syntax (as defined by various certificate standards.)

8.2 The RA Functions

The RAs are delegated by the CA to perform user registration, identification, and authentication. Typically, an organization-assigned officer will use a software utility to administer various RA functions from a local or remote host. The utility could be Browser-based and uses secured HTML forms for collecting and retrieving applicant information (i.e., Netscape Certificate Server and VeriSign) or it could be a dedicated software client that communicates securely with the CA as in the case of Entrust. 

8.2.1 On-line and off-line Registrations

RA may support on-line and/or off-line registrations. On-line registration supports Internet-based services and applications. Typically, human subscribers use a Browser to access web pages of a registration center, download and fill out application forms, and submit the forms. Data in the registration forms are sent over the Internet using the Hyper Text Transfer Protocol (HTTP) and protected by SSL encryption. In order to ensure the subscriber’s identity, the subscribers may be provided with a one-time secret (using out-of-band means) prior to the registration process. This one-time secret is to be provided as a part of the registration process. Details of available on-line registration processes are provided in the Certification Practices Statement (CPS).

For example, many of the CA/RA products available today have or are adding pre-authorization features that will require user intervention to complete the registration process. This will assure that the certification requests come from authenticated sources. For example, registration may require walk-in interviews and the distribution of reference numbers to users. The user will need to supply this reference number to be allowed access to the registration web site of the CA.

If on-line registration is not available, or the users do not have network access to the site, an off-line registration procedure can be used. The subscribers will visit the RA in person, provide proof of identity and their public keys. Details of the off-line registration process are provided in the CPS.

9 PKI Authenticated Access to Legacy Applications

In many enterprises that have legacy applications, it is a goal to use the enterprise PKI to allow access to these applications. Once a user is registered under the enterprise PKI, the user’s certificate is to be used to grant access to VA’s backend applications. The goal is to use certificate-based credentials to control access to selected VA’s legacy applications. Today these applications rely solely on user ids and passwords for authentication.

9.1 Two-tier architecture for web-enabled legacy applications

For Web-based applications, user certificates need be transferable across the two-tier client/server architecture typical of most of the Internet-based services as depicted below. 
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 Figure 1. Two-tier architecture for web-based application

9.1.1 First-tier authentication using SSL protocol

In the first tier, secure communication between the Browser clients and the web server is provided by the Secure Socket Layer (SSL) protocol. The SSL protocol provides connection security that has three basic properties:

· The connection is private. Encryption is used after an initial handshake to define a secret key. Symmetric Cryptography is used for data encryption (e.g., DES, RC4, etc.)

· The peer’s identity can be authenticated using Asymmetric Cryptography (e.g., public key certificates based on RSA or DSS algorithm). The authentication can be mutual, with both clients and the servers exchanging certificates.

· The connection is reliable. Message transport includes a message integrity check using a keyed Message Authentication Code (MAC). Secure hash functions (e.g., SHA-1, MD5, etc.) are used for MAC computations.

9.1.1.1 Server authentication

When a user visits a secure web site, the Browser and the Web Server begin a SSL handshake. During the handshake, the Server certificate is first downloaded into the Browser. The Browser will authenticate the server certificates by its issuer’s signature, which, in the case of successful authentication, matches one of the pre-existing self-signed root CA public key certificates installed in the Browser. In the case of failed authentication, the Browser warns the users of an unauthenticated server certificate and asks the user how that certificates would be handled (i.e., grant it implicit trust or throw it away.) 

9.1.1.2 Client authentication

If the Web server is configured to request client authentication, in the next phase of the SSL handshake, the client must present its certificate to the server. If the certificate has signing capability, the client will also provide a digitally signed message to explicitly verify the certificate. This will also prove to the server that the client possesses the corresponding private key. 

To counter replay attacks, the signed messages are usually based on random strings that are generated by the server on a per-session basis. For supporting certificate-based client authentication, VA should always enable the client certificate request feature of the Web Server. The SSL protocol can use existing X.509 user certificates in the Browser or imported certificates from an external source for the purposes of client authentication.

Note that in order to support client authentication, VA should use Browsers that support SSL version 3. This includes Netscape Communicator 4.0 and Internet Explorer 4.0 and higher. Client authentication is a part of the Secure Socket Layer (SSL) version 3.0 specification.

The SSL handshake also provides support for cipher negotiation. That is, it allows the client to negotiate with the server the suite of cryptographic algorithms that will be used to protect the ensuing communication. If no acceptable algorithms were found, the handshake fails and the connection is closed. 

9.1.2 Second-tier authentication to legacy applications

In the second tier of the architecture, the client certificate is used for authenticated access to backend legacy applications. First, the certificate presented by the Client to the Web Server during the SSL handshake is extracted from the Server’s private database. The certificate is then parsed to obtain information from selected fields of the certificate.

Next, the Distinguished Name (DN) and/or other attributes in the certificate are used as input to a function that retrieves (from a pre-configured database) the user id and/or password required for accessing the legacy applications.

Appendix C lists the details of building an ASP application that allows authenticated access to legacy applications. We recommend the following action for supporting PKI authenticated web accesses to legacy applications. VA should set up a dedicated default NT account for Internet users and grant it permission for accessing all necessary COM objects for logging into and interacting with the legacy application. VA should use only X.509 certificate credentials for authenticating the users to the applications. User accounts are maintained within a separate X.500 directory or a private database, independent of the Operating System.

9.1.3 How this process appears to the end user

When a user visits a secure web site of VA and subsequently logs into a backend application, his/her experience is likely be the following.

1. By clicking on one of the HTML links, the user is directed to a secure web page. The SSL protocol is initiated and the server certificate is downloaded to the client browser. If the client Browser could not authenticate the server certificate, a warning dialog will appear to ask how the user would like to handle this certificate.

2. If the Browser security level was set to medium or high, a pop-up dialog will ask for the user id and password for unlocking the private key and certificate for client authentication.

3. Once the SSL session is successfully started, a closed padlock is shown on the Browser’s status bar. 

4. After the user’s credentials allow him/her to successfully log into the application, the user will begin using the application through its web interface.

All in all, the process is mostly transparent to the end users.

9.1.4 Functions performed at the Web Server to allow access to legacy applications

9.1.4.1 User certificate validation

The Web Server validates client certificate during the SSL handshake. The validation procedure is performed transparently by the built-in capabilities of the Web Server and Web Browser software. The trust between the web server and the client is based on the shared root CA who issued both the client and the web server certificates. 

Unlike S/MIME, SSL is a connection-oriented protocol. SSL Certificates are exchanged on-line (during the handshake phase) as opposed to other protocols such as S/MIME, where the certificates may be retrieved off-line from a repository. 

9.1.4.2 Access control to legacy applications

The VA PKI-issued certificate will be used for identification and authentication of VA employees and Internet service subscribers such as business partners and veterans. The glue application will parse the client certificate and use selected user certificate credentials to determine access to the application. The actual access control can be performed in the glue code based on the native NT scheme or simply be left to the legacy applications that supports an existing internal access control tables and monitors.

A certificate mapping function is also performed by the glue application. The subject Distinguished Name (DN) and other certificate attributes, are mapped to an internal user identity or role in the access control table of the legacy application.

Some types of legacy applications do not have built-in access control mechanisms. In such cases, VA should take advantage of the Operating System’s inherent access control scheme for authorizing accesses to the application. VA should create a user account and grant it the access privilege to the application. The NT usernames and passwords are checked during Web log in. Custom code is needed for supporting PKI authenticated web access to legacy applications. This is the glue application mentioned earlier. The glue application can be any Common Gateway Interface (CGI) application written completely as Server Side scripts or a callable pre-compiled COM object invoked by the script. 

9.1.4.2.1 ASP Server objects

As briefly mentioned previously
, the certificate presented by the client during SSL handshakes is extractable by a server-side script for authentication purpose. Connection requests that fail the validation will be disconnected immediately.

The certificate extraction is made possible by the built-in ASP objects on the web server. These pre-existing software modules, objects, provide a high-level abstraction of the underlying HTTP communication protocol and components. For example, the ASP Request object is used to retrieve responses from a user’s HTTP request via a variety of sub-components, also known as collections, associated with the Request object. The Request object has five collections associated with it, the QueryString collection, the Form collection, the Cookies collection, the ClientCertificate collection, and the ServerVariables collection. Using the Request object and the ClientCertificate collection, a server-side script can retrieve and include various fields of the client certificate in the authentication process. 

9.1.4.3 The role of the certificate repository

Since the SSL protocol allows for on-line certificate exchange between communicating peers, certificate repositories are not required to support PKI-authenticated web-access to legacy applications.

9.1.5 Functions performed at the Web Browser to allow access to legacy applications

The Browser has a minimal role in supporting access to legacy applications. The Browser has to be capable of supporting a SSL session with client authentication. This implies that the Browser needs to implement SSL V3. After a SLL session is established with the designated Web Server, the Browser needs no additional capabilities to support access to legacy applications. The Browser only needs to be capable of traversing hyperlinks to access new web pages. 

9.2 Legacy applications that are not Web-enabled

Applications that are not web enabled will require a custom front end to use certificates for authentication. The front end will perform the following tasks:

· Signature Validation – The issuer signatures or signatures on the certification path will be verified against public keys obtained from a central certificate repository which is accessible by the Server through a LDAP programming interface.

· Certificate Processing – The client certificate will be parsed and checked for validity using the domain CRLs that are retrievable from a certificate repository.

· Name Mapping – As in the cases of web enabled applications, the subject DN or other attributes of the certificate is used to map to user names that are meaningful to the legacy application. Next, existing tables of access control permissions are used to check the user’s access to the application.

10 PKI Authenticated VPN connections

10.1 Overview

Virtual Private Network (VPN) connections are secure information pipes between clients and servers over TCP/IP networks. VPN connections may transverse firewalls and allow an Internet user to talk to a VA backend application using a dedicated secure channel. Security services provided by VPN connections include peer-to-peer mutual authentication, data confidentiality, and data integrity check.

10.1.1 IPSEC

The development of VPN is the result of the recent advent of IP Security (IPSEC) – originally defined as part of the next generation IP services (IPv6). IPSEC specification includes the definition of two new IP fields, the Authentication Header (AH) and the Encapsulation Security Payload (ESP) which introduce authentication and data encryption services into the existing Internet Protocol (IP).

10.1.2 IPSEC key management services and alternatives

The IPSEC specification does not address key management. Any real-life implementation of the IPSEC will require separate key management services that are responsible for authentication and encryption key management operations (such as key generation, distribution, storage, and recovery).

10.1.2.1 ISAKMP

The majority of VPN devices use a protocol called Internet Security Association Key Management Protocol (ISAKMP), a standard developed by the Internet Engineering Task Force (IETF) as part of Internet Protocol Security (IPSEC), to establish security association (SA) between two communicating entities. 

During ISAKMP handshakes, two packets are exchanged between the peers, each containing a X.509v3 certificate. First, a certificate is sent from the source peer to the receiving peer. This certificate contains the source peer’s public key plus other information, and is signed by the issuing Certificate Authority, which vouches for the identity specified in the certificate. The source peer signs the packet using the source peer’s private key corresponding to the public key in the certificate.

When the X.509v3 certificate arrives at the receiving peer, the peer authenticates the CA signature using the CA public key, extracts the source peer’s public key from the certificate, and uses it to validate the peer signature.

In the next phase of ISAKMP, a packet containing another X.509v3 certificate goes from the receiving peer to the source peer. The source peer authenticates the client certificate in a similar manner. 

To encrypt communication traffic, a session key is then generated based on an algorithm known as Diffie-Hellman. The session key is used by each peer to decrypt the encrypted traffic.

10.1.2.2 Manual Keying

Optionally, the keying materials and certificates, or even the shared secret encryption key, can be imported into the clients. Many VPN products provide secure administrative accesses that allow user to initialize the keying material in the device during installation. Some devices may also send out certificate requests and process returned certificate from a third-party certificate server.

10.1.3 VPN client and server 

Normally, a VPN client device, firewall or router, will establish secure session with a server device sitting behind an enterprise’s firewall. Both devices are initialized with their identification certificate that binds their public keys to the devices’ IP addresses. Other form of VPN client, such as a software process running on a user’s computer, is also available commercially. This type of VPN client will tie both user id and the computer’s IP to a certificate, which is then used to establish secure association with a server VPN device. 

10.2 Alternative architectures for dial-in VPN connections 

There are three alternatives for implementing dial-in VPN connections to the VA internal network.

· Support users that have internet connection through an ISP – In this scenario, VA does not provide network access. Dial-in customers use Internet connections provided by their own ISP to access the VA network through the public IP network. VA will need to set up IPSEC-based VPN devices and distributes IPSEC client software to enable IP authentication and end-to-end encryption. 
PKI-enabled VPN devices (gateway, firewall, or filtering router) can use X.509 certificates in its security and key management process and tie network security to the corporate PKI and its central security policy management authority. Note also that PKI-enabled IPSEC authenticates the users and not just the IP hosts.

· Support users through a dial-in 1-800 number provided by an independent Network Service Provider (NSP) – In this scenario, VA contracts an outside NSP for providing network accesses. Users’ dial-in passwords and account information (CHAP of PPP) are maintained by the NSP and are available to VA upon request (based upon contractual agreements). The NSP provides a modem pool, Network Access Server (NAS), and Network Security Server (NSS based on RADIUS) that will transfer authorized network users from the Public Switch Telephone Network (PSTN) to the public IP Network to access the VA.
Upon receiving user requests, VA uses PKI-enabled IPSEC-based VPN devices to establish end-to-end, authenticated, and encrypted data pipes to the remote users.

· Provide and maintain dial-in access capability– In this scenario, VA maintains its own modem pool, NAS, and NSS. This is the most costly solution. The advantage is that it allows the user single sign-on to both the VA network and the VA applications using the user’s certificate; and VA retains central control of both network and applications security policies.


The network diagram below illustrates the scenarios mentioned above.

Figure 2. An example VA dial-in network diagram.

10.3 Recommendations

To minimize cost, we recommend that VA adopt alternative 1 - VPN dial-in architecture using out-of-band certificate initialization. The client certificate is installed by the user into the VPN client software, which is manually distributed to the users (e.g. on a floppy) during registration. The VPN devices on the server side should be initialized with the server certificate. This should be followed by frequent in-band rekeys. We recommend weekly rekey schedule to counter crypto-analysis attacks. Most commercial VPN devices perform automatic rekeys and rekey schedule can be configured during initialization.

11 PKI-based Secure S/MIME e-mail

S/MIME (Secure / Multipurpose Internet Mail Extensions) is a specification for securing electronic mail. S/MIME is based upon the popular MIME standard, and describes a protocol for adding cryptographic security services through MIME encapsulation of digitally signed and encrypted objects. The exact security services offered by S/MIME are authentication, non-repudiation, message integrity, and message privacy. 

11.1 S/MIME Version 2

The S/MIME Version 2 specification was designed to promote interoperable secure electronic mail, such that two compliant implementations would be able to communicate securely with one another. 

The S/MIME specification uses data structures that conform to Public Key Cryptographic Standard (PKCS) #7 [PKCS7]. PKCS #7 is a cryptographic message syntax that is designed to specify the content and form of the information that is required in order to provide an encryption and digital signature service. 

Public key technology is essential for incorporating digital signature and encryption services into an e-mail application. A message digest is signed with the private key of the message originator. When the signature is verified by the message recipient using the message originator’s public key, it authenticates the message originator and signifies that the message has not been altered during transmission. The symmetric key that is used to encrypt the message is encrypted with the public key of each of the recipients and can be decrypted only by the corresponding recipient’s private key.

S/MIME implementations support several different symmetric content encryption algorithms. The RC2 algorithm with a key size of 40 bits is supported, even though it provides weak encryption, in order to comply with U.S. export regulations. In addition, in most S/MIME implementations, the user can choose DES, Triple DES or RC2 with a key size greater than 40 as the content encryption algorithm. The user can normally select either SHA-1 or MD5 as the message digest algorithm; the receiver’s application must be able to process both algorithms. The sender’s system must use the RSA public key algorithm with a key size ranging from 512 to 1024 bits to sign a message digest or to encrypt the content encrypting key. The receiver’s system must use the same algorithms to verify a message signature and to decrypt the key that has been used to decrypt the message content. 

A Certification Authority (CA) issues certificates that bind the identity of a public key to a user. This binding is only as strong as the out-of-band verification that the CA performs before issuing the certificate. Since many CAs can issue certificates, there must be a method of establishing trust among CAs so that each user can trust the information in a certificate issued by a CA other than his own. After the public certificate is issued, there must be a method by which the certificate is made available to other users. The certificate must be in a standard format so that the information in the certificate can be processed by applications built by different vendors. 

Deployment of S/MIME secure e-mail implementations requires a supporting Public Key Infrastructure (PKI) to provide solutions for the issues listed above. In some cases, standards have already been developed and implemented to provide this infrastructure. There is agreement that the certificate format will conform to Version 3 of the International Telecommunications Union (ITU) x.509 Recommendations. There is agreement that the Lightweight Directory Access Protocol (LDAP) is the protocol that will be used to access the directories that function as certificate repositories. PKCS#10 specifies the format for a request for a CA to issue a certificate [PKCS10].

11.2 Functions performed by the S/MIME implementations

Most S/MIME implementations, including the sending and receiving agents, perform the following certificate and CRL handling functions to achieve security interoperability.

1. Certificate Request: An S/MIME agent or some related administrative utility generates a PKCS#10 formatted certification request given a user’s public key and associated name information.

2. Message Encryption/Decryption: An S/MIME agent can use a peer’s public key (from a certificate) to send a encrypted message to the peer. Likewise, an S/MIME agent can decrypt incoming encrypted messages.

3. Signature/Signature Verification: An S/MIME agent can use the local user’s private key to sign outgoing messages. An S/MIME agent can likewise verify incoming signed messages using the public key certificate for the signer.

4. Certificate and CRL Processing: An S/MIME agent processes PKCS#7 formatted message with certificate or CRL attachments. The agent validates the certificate or a chain of certificates to authenticate the sender. Certificate, CRL, and chain validation is performed when validating a correspondent’s public key. This is necessary when (a) verifying a signature from a correspondent and, (b) creating a digital envelope with the correspondent as the intended recipient. 

To support S/MIME, user certificates must contain an Internet mail address as described by RFC-822. The receiving agent must recognize e-mail addresses in either the subjectAltName field or the Distinguished Name field. During message verification, the address in the Form header is compared to that in the signer’s certificate. The message is rejected, if they do not match. 

5. Certificate and CRL Retrieval: Certificates and CRLs are made available to the validation in two ways: (a) incoming message attachments, and (b) certificate and CRL retrieval mechanisms. Certificate and CRLs in incoming messages are cached for use in chain validation and optionally stored for later use. This temporary certificate and CRL cache is used to augment not replace any other certificate and CRL retrieval mechanisms available to the S/MIME clients such as a database or directory lookup scheme. In some of the S/MIME client implementation, the certificate cache corresponds to the user’s address book and can be browsed and individually selected.
Note that CRL retrieval and processing is not yet included by most of the commercially available S/MIME applications. In many instances (such as off-line verification) access to the latest CRL information may be difficult or impossible. The use of CRL, therefore, may be dictated by the value of information that is protected.

Commercial implementations of S/MIME clients are usually in the form of plug-ins to other popular e-mail products. These plug-ins extend basic e-mail functionality to include digital signature signing, verification, message encryption and decryption, and message integrity protection. Many of these S/MIME clients also import and export certificates issued by third party CAs and thus permitting integration with an existing PKI. 

Some of the commercial S/MIME products include ArmorMail from LJL Enterprise Inc., TrustedMIME from SSE, Express Mail from Open Soft, Netscape Messenger, etc. 

11.3 Functions performed by the Certification Authority serving S/MIME agents 

The Certificate Authority should be able to accept PKCS#10-formatted certificate request messages and return PKCS#7-formatted signed message with certificate attachment.

11.4 User responsibilities

An S/MIME user is responsible for:

1. Initializing the S/MIME agent with user’s key pair and the corresponding public key certificate. For example, VeriSign certificate can be applied for using an Internet Browser. The certificate is returned in a PKCS#7 formatted S/MIME message and is then installed into the Browser’s database which is usually shared with the build-in S/MIME mail clients. Microsoft IE stores certificates in system registry that is accessible by most other Microsoft products including OutLook98 S/MIME clients.

2. Exchanging certificates with other S/MIME users. Before encrypting and sending messages to another S/MIME user, the sender must have access to that receiver’s public key certificate. The sender must first request the intended receiver to send a signed message (unencrypted) which contains the receiver’s public key certificate. The secret key, which is used to encrypt the message, is then encrypted by the intended receiver’s public key and sent along with the message. The intended receiver can then decrypt the secret key with his/her private key and subsequently decrypt the message.

3. Providing username and password to unlock the user’s private key for signing, encryption, and decryption operations. When operations involved with the user’s private key are invoked, S/MIME applications will ask users for usernames and passwords required to authorize the operations. 

Most of the certificate and CRL validations happen behind the scene and are transparent to the users.

12 Support of an Open PKI by Microsoft Products

12.1 Current Product Line

12.1.1 Microsoft Internet Explorer (IE)  

The MS IE 3.0 and higher products use certificates to support SSL Version 3 Server and Client Authentication. It is also used to allow downloads of Authenticode signed packages, controls, and applets. This uses certificates to verify that code was generated by a known publisher and hasn’t been modified since it was signed. 

MS IE can be used to obtain certificates from web-based CAs. It can store the user’s personal certificates as well as certificates for trusted Certification Authorities (Root CAs).  As per our investigations, IE lacks certificate path validation capability. A fix is apparently available for a fee, though it is recommended that users wait until the next release of the product that will address this problem. 

With respect to private key protection, IE supports the use of pass-phrases for authorizing private key operations. In IE, this is an option that can be selected only during the acquisition (key generation and certificate registration) of the certificate. The HIGH security setting requires the user to enter a pass-phrase each time the private key is used or exported.

An interesting issue relating the Microsoft certificate storage is the “disappearing certificates” phenomenon that has been observed by many users. Microsoft Knowledge Base article Q195648 describes a possible cause of the problem. It states that there can be no more than 16 certificates and that upon installation of a 17th certificate “the functionality for all personal certificates is lost”. Upon further investigation, we found that, excluding S/MIME certificates, there can be no more than 16 all-purpose or browser certificates. Users must edit the registry to eliminate excess certificates, of course there is no way for the user to know which certificate they are deleting unless they can read DER. There is also no mention of removing the corresponding private keys. Uninstalling IE has the side-effect of eliminating all certificates installed since installation of browser.

Further information may be found at http://www.microsoft.com/security/tech/certificates/structuring.asp#microsoft
12.1.2 Microsoft Outlook 98 

Microsoft Outlook 98 and Outlook Express 98 use certificates to support S/MIME email messages, that may be digitally signed and or encrypted. For encryption the recipient’s certificate must be available to Outlook either through its own contact list or through the Exchange Server if Outlook is running as an Exchange Client.

Microsoft Knowledge Base article Q115544 states that Outlook 98 verifies only one level deep. While Outlook 98 does not verify chains longer than 2 certificates, it will report that longer chains are valid. In our experiments, a certificate chain of 3 was marked as valid even though the sub-chain of 2 comprised of the same root CA and intermediate CA was marked as invalid.

Outlook98 has limited support for LDAP access to X.500 directory. LDAP support is only available when Outlook 98 is installed with the “Internet Mail Only” option, as described in Microsoft Knowledge Base article Q180345. You can specify the directory of your choice, but the information that can be retrieved is limited and does not seem to include certificates.

The MS Internet Explorer (IE) and Outlook 98, have a common support utility for obtaining and using certificate-based credentials and PKI as described below:

· Verisign Certificates obtained using IE are automatically made available to Outlook 98, and other Windows applications. There is no need to import it into Outlook 98 using a separate procedure. Certificates and private keys are stored in the system registry and are accessible by all Microsoft products. Certificates are valid for encryption and signature purposes.

· Verisign Certificates obtained using Netscape must be exported to an external PKCS#12 formatted file, which can then be imported for into IE or Outlook98. Importing the credentials into IE makes it available for Outlook98 and vice versa. Certificates are valid for encryption and signature purposes.

IE and Outlook98 store certificates in the following location in the registry:

HKEY_CURRENT_USER->Software->Microsoft->SystemCertificates->My->Certificates

The private keys are stored at:HKEY_CURRENT_USER->Software->Microsoft->SystemCertificates->My->Keys

Certificates are normally stored under the registry key named with the SHA-1 hash of the certificate. 

12.1.3 Microsoft Internet Information Server 

The Microsoft Internet Information Server is a Web Server product that supports server and client authentication, based on SSL Version 3. A digital certificate is assigned to the web server that clients can automatically check to ensure that the server is properly has a valid set of credentials issued by a trusted CA such as VeriSign. Trusted CAs check to make sure that the server they issue the certificate to does belong to the company requesting the certificate.

12.1.4 Microsoft Certificate Server 

The MS Certificate Server is included in Windows NT 4.0 option pack. The Certificate Server is designed to be a CA for a business or enterprise. It can issue, store, and revoke X.509 certificates for the company. 

Microsoft Exchange Server 5.5, can be used with Certificate Server or alone to store public keys in support of PKI for S/MIME. A recipient’s public key would be stored in their contact information on the Exchange server so that all Exchange clients could sent them S/MIME email.

From our investigations, it appears that the Microsoft Certificate Server issues certificates for either encryption or digital signature purposes, but not both. When the certificate request is made using IE. Outlook98 allows users to have separate certificate for signing and encryption. It allows user to select a certificate from among the available certificates in the registry and check its validity for supporting encryption or digital signature. The check is performed on the keyUsage extension, which states the intended purpose of this certificate.

A desirable feature of a Certificate server is the ability to customize certificate profiles. This include:

· Adding and configuring a specific certificate extension and value,

· Adding policy OIDs of your choice.

Microsoft Certificate Server does not allow configurable extensions by default. However, it can be achieved by writing a policy module and extension handler using the Certificate Server API.

Further information may be found at  http://www.microsoft.com/security/products/certserver.asp?ID=12&Parent=3.

12.2 Windows 2000 Suite of Products

Information in this section was obtained from the Microsoft website at the following URL, http://msdn.microsoft.com/library/backgrnd/html/pki.htm. Based on conversations with Microsoft representatives, the Beta 3 version of Windows 2000 should be available within a month. The release version should be available in Summer of 1999.

Microsoft® Windows 2000 introduces a comprehensive public key infrastructure (PKI) to the Windows platform. This infrastructure utilizes and extends the Windows-based public key (PK) cryptographic services introduced over the past few years, providing an integrated set of services and administrative tools for creating, deploying, and managing PK-based applications, and allows application developers to take advantage of the shared-secret security mechanisms or PK-based security mechanism in Windows NT as appropriate. At the same time, enterprises gain the advantage of being able to manage the environment and applications based on consistent tools and policy mechanisms.

A key element in the Windows 2000 suite is the Microsoft Certificate Services. This allows you to deploy one or more enterprise CAs. These CAs support certificate issuance and revocation. They are integrated with Active Directory, which provides CA location information and CA policy and allows certificates and revocation information to be published. 

The PKI does not replace the existing Windows NT domain trust and authorization mechanisms based on the domain controller (DC) and Kerberos Key Distribution Center (KDC). Rather, the PKI works with these services and provides enhancements allowing applications to readily scale to address extranet and Internet requirements. In particular, PKI addresses the need for scalable and distributed identification and authentication, integrity, and confidentiality. 

Support for creating, deploying, and managing PK-based applications is provided uniformly on workstations and application servers running Windows NT, as well as workstations running Windows 95 and Windows 98 operating systems. Microsoft CryptoAPI is the cornerstone for these services. It provides a standard interface to cryptographic functionality supplied by installable cryptographic service providers (CSPs). These CSPs may be software-based or take advantage of cryptographic hardware devices, and can support a variety of algorithms and key strengths. One possible hardware-based CSP supports smart cards. There are examples of these CSPs that ship with Windows 2000 and take advantage of the Microsoft PC/SC-compliant smart card infrastructure (see www.microsoft.com/smartcard/ and www.smartcardsys.com/). 

Layered on the cryptographic services is a set of certificate management services. These support X.509 v3 standard certificates, providing persistent storage, enumeration services, and decoding support. Finally, there are services for dealing with industry-standard message formats. Primarily, these support the PKCS standards (see www.rsa.com/ ) and evolving IETF (Internet Engineering Task Force—www.ietf.org/) PKIX (Public Key Infrastructure, X.509) draft standards.

Other services take advantage of CryptoAPI to provide additional functionality for application developers. Secure Channel (schannel) supports network authentication and encryption using the industry standard TLS and SSL protocols. These may be accessed using the Microsoft WinInet interface for use with the HTTP protocol (HTTPS) and with other protocols through the SSPI interface. Authenticode supports object signing and verification. This has been used principally for determining origin and integrity of components downloaded over the Internet, though it may be used in other environments. Lastly, general purpose smart card interfaces are supported. These have been used to integrate cryptographic smart cards in an application-independent manner and are the basis for smart card logon support integrated with Windows 2000.

13 APPENDIX A

This section is still undergoing change.

14 APPENDIX B

The contents of this appendix are based upon the certificate and CRL profiles contained in the “Federal Public Key Infrastructure (PKI) Version 1 Technical Specifications :

Part E - X.509 Certificate and CRL Extensions Profile” document [FPKI].

The complete X.509 version 3 certificate profile and extension elements are tabulated below. The complete profile is divided into several logical components and tables. Each table is 7-column wide. The “Item” and “Ref” column are provided for cross-referencing. The “Item” column contains the row numbers. The “Ref” column contains the reference pointer in the format of the table number followed by a “/” and an “Item” number. The “Protocol Element” column corresponds to the name of the ASN.1 field taken from the X.500 standards or the X.509 amendment on certificate extensions. The “Proc.” Column indicates if processing of the element is mandatory or optional in accordance with the certificate policy. The “Signature Certificate” column specifies the level of support required for each element. The support is further classified into three types – self-signed, CA, and EE certificates. The “KM Cert” column indicates if the extension or attribute is required to be included in Key Management Certificates. Finally, the “Notes” column refers to additional information supplied at the end of the table. 

The following notations are used to specify the required minimum capabilities of the FPKI certificate and CRL.

Mandatory support (m): Federally compliant certificate and CRL generation applications shall be able to generate the protocol element. Federally compliant certificate processing applications shall be able to receive the protocol element and perform all associated procedures (i.e., being able to handle both the syntax and the semantics of the element). Populating the information of this protocol element is an implementation detail based on policy decisions.

Optional (o): Federally compliant certificate and CRL generation applications are not required to support generation of the protocol element. If support is claimed, the element shall be treated as if it were specified as mandatory support, and the sub-elements, if present, shall be supported as specified (i.e., an optional element may have sub-elements indicated as mandatory, “m”; this indicates that if the optional element is implemented, the sub-elements must also be implemented as specified). Federally compliant certificate processing applications shall ignore the protocol element and continue processing the certificate or CRL, unless the element is flagged “critical.”

Not applicable (-): The element is not applicable in the particular context in which the classification is used.

The following notations are used to specify the required behaviors of Federally compliant certificate and CRL generating and processing entities.

Prohibited (x): Federally compliant certificate and CRL generation applications shall verify that the element is never generated. Federally compliant certificate processing applications will generate and return an appropriate error if a prohibited element is encountered.

Critical (k): Federally compliant certificate and CRL processing applications shall, if the element is present in the certificate or CRL and not recognized by the certificate-using system, consider the certificate invalid. The element, if present in a CRL entry and not recognized by the certificate-using system, shall indicate to the user that the CRL may not be as complete as the user expects.

Required (r): The information for the protocol element must be populated upon certificate or CRL generation.

14.1 Base Certificate

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
Certificate
m
mr
mr
mr
Mr



2.
 version
m
mr
mr
mr
Mr



3.
 serialNumber
m
mr
mr
mr
Mr



4.
 signature
m
mr
mr
mr
Mr

4.1.1/1

5.
 issuer
m
mr
mr
mr
Mr



6.
 validity
m
mr
mr
mr
Mr



7.
 notBefore
m
mr
mr
mr
Mr



8. 
 notAfter
m
mr
mr
mr
Mr



9.
 subject
m
mr
mr
mr
Mr



10.
 subjectPublicKeyInfo
m
mr
mr
mr
Mr



11.
 algorithm
m
mr
mr
mr
Mr

12.1.1/1

12.
 subjectPublicKey
m
mr
mr
mr
Mr



13.
 issuerUniqueIdentifier
o
o
o
o
O



14.
 subjectUniqueIdentifier
o
o
o
o
O



15.
 extension
m
mr
mr
mr
Mr

12.1.2/1

14.1.1 Algorithm Identifier

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
AlgorithmIdentifier






2.
 algorithm
m
mr
mr
mr
Mr



3.
 parameters
m
mr
m
m
M



14.1.2 Extensions

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
Extensions
m
mr
mr
mr
Mr



2.
 Extension





3.
 extnID
m
mr
mr
mr
Mr



4.
 critical
m
mr
mr
mr
Mr



5.
 extnValue
m
mr
mr
mr
Mr



14.1.2.1 Standard Extensions

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
authorityKeyIdentifier
o
o
mr
mr
Mr
2


2.
subjectKeyIdentifier
o
mr
mr
mr
Mr
2


3.
keyUsage
m
o
kmr
kmr
Kmr



4.
extendedKeyUsages
o
o
o
o
O



5.
privateKeyUsagePeriod
o
o
o
o
-



6.
certificatePolicies
mr
o
(k)mr
(k)mr
(k)mr



7.
policyMappings
m
o
m
-
-
1


8.
subjectAltName
m
o
m
m
M



9.
issuerAltName
m
o
m
m
M



10.
subjectDirectoryAttributes
o
o
o
m
M
4


11.
basicConstraints
m
mr
kmr
kmr
O



12.
nameConstraints
m
o
km
-
-
3


13.
policyConstraints
m
o
km
-
-



14.
cRLDistributionPoints
m
o
(k)m
(k)m
(k)m



1. All cross-certificates are not required to have a policy mapping extension because there is a possibility that no policy mapping is required.

2. Though not mandatory, this extension is recommended for certificate generation and processing.

3. Population of this extension is encouraged to the fullest extent possible.

4. This extension may be used to implement access control as described in SDN.706

14.1.2.1.1 Standard Extension Syntax

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
AuthorityKeyIdentifier





2.
 keyIdentifier
m
mr
mr
mr
mr
8


3.
 authorityCertIssuer
o
o
o
o
o



4.
GeneralName








5.
otherName
o
o
o
o
o



6.
rfc822Name
o
o
o
o
o



7.
dNSName
o
o
o
o
o



8.
x400Address
o
o
o
o
o



9.
directoryName
m
m
m
m
m



10.
ediPartyName
o
o
o
o
o



11.
uniformResourceIdentifier
o
m
m
m
m



12.
iPAddress
o
o
o
o
o



13.
registeredID
o
o
o
o
o



14.
 authorityCertSerialNumber
o
o
o
o
o



15.
SubjectKeyIdentifier
m
mr
mr
mr
mr



16.
KeyUsage






17.
 digitalSignature
m
m
m
mr
-



18.

nonRepudiation
m
m
m
m
-



19.

keyEncipherment
m
-
-
-
m



20.

dataEncipherment
m
-
-
-
m



21.

keyAgreement
m
-
-
-
m



22.

keyCertSign
m
mr
m
-
-



23.
cRLSign
m
m
m
-
-



24.
encipherOnly
m
o
o
o
o
9


25.
decipherOnly
m
o
o
o
o
9


26.
KeyPurposeId
o
o
o
o
o
9


27.
PrivateKeyUsagePeriod






28.

notBefore
m
m
m
m
-
5


29.

notAfter
m
m
m
m
-
5


30.
PolicyInformation






31.
policyIdentifier
m
mr
mr
mr
mr
1


32.
CertPolicyId








33.
policyQualifiers
m
m
m
m
m



34.
PolicyQualifierInfo








35.
policyQualifierId
m
mr
mr
mr
mr
6,7


36.
qualifier
m
o
o
o
o



37.
PolicyMappingsSyntax






38.
issuerDomainPolicy
m
mr
mr
-
-



39.
CertPolicyId





2


40.
subjectDomainPolicy
m
-
m
-
-



41.
CertPolicyId








42.
GeneralName






43.
otherName
o
o
o
o
o



44.
rfc822Name
o
o
o
o
o



45.
dNSName
o
o
o
o
o



46.
x400Address
o
o
o
o
o



47.
directoryName
m
m
m
m
m



48.
ediPartyName
o
o
o
o
o



49.
nameAssigner
o
o
o
o
o



50.
partyName
o
mr
mr
mr
mr
4


51.
uniformResourceIdentifier
o
m
m
m
m



52.
iPAddress
o
o
o
o
o



53.
registeredID
o
o
o
o
o



54.
BasicConstraintsSyntax






55.
cA
m
mr
mr
mr
o
d(false)


56.
pathLenConstraint
m
o
m
-
o



57.
NameConstraintsSyntax






58.
permittedSubtrees
m
mr
mr
-
-



59.
GeneralSubtree






60.
base
m
mr
mr
-
-
3


61.
GeneralName








62.
otherName
o
o
o
o
o



63.
rfc822Name
o
o
o
o
o



64.
dNSName
o
o
o
o
o



65.
x400Address
o
o
o
o
o



66.
directoryName
m
m
m
m
m



67.
ediPartyName
o
o
o
o
o



68.
uniformResource

Identifier
o
m
m
m
m



69.
iPAddress
o
o
o
o
o



70.
registeredID
o
o
o
o
o



71.
minimum
m
o
o
-
-
d(0), 2


72.
maximum
m
o
o
-
-



73.
excludedSubtrees
m
m
m
-
-

12.1.2.1.1/59

74.
PolicyConstraintsSyntax






75.
requireExplicitPolicy
m
m
m
-
-



76.
SkipCerts








77.
inhibitPolicyMapping
m
m
m
-
-



78.
SkipCerts








79.
CRLDistPointsSyntax






80.
distributionPoint
m
o
o
o
o



81.
DistributionPointName
m
o
o
o
o



82.
fullName
m
o
o
o
o



83.
GeneralName








84.
otherName
o
o
o
o
o



85.
rfc822Name
o
o
o
o
o



86.
dNSName
o
o
o
o
o



87.
x400Address
o
o
o
o
o



88.
directoryName
m
m
m
m
m



89.
ediPartyName
o
o
o
o
o



90.
uniformResource

Identifier
m
m
m
m
m



91.
iPAddress
o
o
o
o
o



92.
registeredID
o
o
o
o
o



93.
nameRelativeToCRLIssuer
m
o
o
o
o



94.
reasons






95.
ReasonFlags






96.
unused
o
o
o
o
o



97.
keyCompromise
m
m
m
m
m



98.
cACompromIse
m
m
m
m
m



99.
affiliationChanged
m
o
o
o
o



100.
superseded
m
o
o
o
o



101.
cessationOfOperation
m
o
o
o
o



102.
certificateHold
m
o
o
o
o



103.
cRLIssuer
m
m
m
m
m



104.
GeneralName








105.
otherName
o
o
o
o
o



106.
rfc822Name
o
o
o
o
o



107.
dNSName
o
o
o
o
o



108.
x400Address
o
o
o
o
o



109.
directoryName
m
m
m
m
m



110.
ediPartyName
o
o
o
o
o



111.
uniformResource

Identifier
o
m
m
m
m



112.
iPAddress
o
o
o
o
o



113.
registeredID
o
o
o
o
o



1. If the requireExplicitPolicy field is present in the policyConstraints extension, this field shall include at least one of the policies applicable to the certificate.

2. The minimum attribute is always required to be present if the extension is included in the certificate.

3. Although the nameConstraints extension is not always required to be present in a certificate, the base attribute is always required to be present if nameConstraints is present.

4. Note that partyName is required to be present if ediPartyName is included in the certificate.

5. One or both of the notBefore and notAfter elements shall be present in this extension.

6. The supported policyQualifier processes are id-pkix-cps and id-pkix-unotice.

7. PolicyQualifierId shall be present if policyQualifierInfo is included in the certificate.

8. If the AuthorityKeyIdentifier is present, then keyIdentifier is required to be present.

9. It is strongly recommended that these key usages not be populated; if these usages are present and the extension is critical, the certificate shall be rejected.

14.2 CRL

Item
Protocol Element
Proc.
Required Support 
Notes
Ref.

 1.
CertificateList





2.
version
m
mr



3.
signature
m
mr

12.1.1/1

4.
issuer
m
mr



5.
thisUpdate
m
mr



6.
nextUpdate
m
m



7.
revokedCertificates
m
mr



8.
userCertificate
m
mr

12.1/5

9.
revocationDate
m
mr



10.
crlEntryExtensions
m
mr

12.2.2.1

11.
crlExtensions
m
mr

12.2.1

14.2.1 CRL Extensions

Item
Protocol Element
Proc.
Required Support 
Notes
Ref.

1.
authorityKeyIdentifier
o
mr

12.1.2.1/1

2.
issuerAltName
m
m

12.1.2.1/8

3.
cRLNumber
o
mr

12.2.1.1/1

4.
issuingDistributionPoint
m
km

12.2.1.1/2

5.
deltaCRLIndicator
o
o

12.2.1.1/8

14.2.1.1 CRL Extension Syntax

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

1.
 CRLNumber
m
m



2.
IssuingDistPointSyntax
m
m



3.
distributionPoint
m
m

12.1.2.1.1/79

4.
onlyContainsUserCerts
m
m
d(false)


5.
onlyContainsCACerts
m
m
d(false)


6.
onlySomeReasons
m
m

12.1.2.1.1/94

7.
indirectCRL
m
m
d(false)


8.
BaseCRLNumber
m
m
1


1.
The value of this element shall be identical to the value in the cRLNumber extension of the base certificate.

14.2.2 CRL Entry Extensions

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

1.
reasonCode
o
m

12.2.2.1/1

2.
holdInstructionCode
o
o



3.
invalidityDate
o
m



4.
certificateIssuer
m
km



14.2.2.1 CRL Entry Extension Syntax

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

 1.
CRLReason





2.
unspecified
m
m



3.
keyCompromise
m
m



4.
cACompromise
m
m



5.
affiliationChanged
m
m



6.
Superseded
m
m



7.
CessationOfOperation
m
m



8.
certificateHold
m
m



9.
RemoveFromCRL
o
o



15 APPENDIX C

By using the built-in Request object and ClientCertificate collection in the Internet Information Server (Microsoft’s Web Server), the Active Server Page (ASP) technology allows for writing custom Visual Basic (VB) scripts to parse a certificate when further authenticating a client after a successful SSL handshake.

It is also possible from within the same Active Server Page to invoke an external Dynamic Link Library (DLL) as a Microsoft COM object. A solution is then to create a DLL, a glue application, that will log into the legacy application on behalf of the Internet users using their ids and passwords as input parameters. The glue application itself will be invoked by a VB script on an ASP page. The user id and password required are generated by the glue code based on the certificate information. The application could be written in VB or C++ and compiled as a COM object.

An important consideration in this setup is that launching a COM object on an NT 4.0 requires certain permissions. This is normally not an issue for most interactive users because the default permissions for launching and accessing COM object on an NT machine allow access to anyone logged on the local machine interactively. An IIS application, however, is not an interactive application. There are three ways to authenticate an IIS application to the NT server.

1. Anonymous Authentication – By default, when IIS is installed, it creates a user account called IUSR_<servername>, where <servername> is the name of the server on which IIS is running. This user account is added to the “Guests” group on the machine, which implies that its access to resources is limited. When an HTTP request is received by IIS with Anonymous authentication being used, IIS will impersonate the IUSR_<servername> account in order to execute any code or access any file that are involved in the request.

2. Basic Authentication – This scheme causes the client to be prompted for a Username and Password that are then Base64-encoded and passed to IIS. IIS receives the username and password and verifies them against the Window NT user database on the machine or the applicable domain controller in any trusted Window NT domains. If the credentials are valid, IIS will impersonate the specified user when allowing access to resources by IIS or any applications (i.e., COM objects) that the request is launching.

3. Window NT Challenge/Response Authentication – Window NT Challenge/Response authentication (often called NTLM authentication) uses an encrypted challenge/response handshake mechanism for authenticating a user. The current Windows user account of the client machine is used for the NTLM authentication. If this fails, for example, the user are accessing the Web pages from a non-NT machine, it will prompt the user for the username and password.

The utility DCOMCNFG on Window NT 4.0 allows a webmaster to set the default permissions for all COM objects on the Web server. One can use this utility to provide COM access to the IUSR_<servername> account as well as all user accounts that may be impersonated by the IIS configuration.
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LIST OF ACRONYMS

API

Application Programming Interface

ARL

Authority Revocation List

CA

Certification Authority

CHAP

Challenge Authentication Protocol

COTS

Commercial-Off-The-Shelf

CP

Certificate Policy

CPS

Certification Practices Statement

CRL

Certificate Revocation List

DCE

Distributed Computing Environment

DES

Data Encryption Standard

DN

Distinguished Name

DSS

Digital Signature Standard

DSA

Digital Signature Algorithm, Directory System Agent

FIPS

Federal Information Processing Standard

GUI

Graphical User Interface

ICRL

Indirect Certificate Revocation List

IETF

Internet Engineering Task Force

IP

Internet Protocol

IPSEC

IP Security

ISAKMP
Internet Security Association Key Management Protocol
LDAP

Light Weight Directory Access Protocol

NAS

Network Access Server

NIST

National Institute of Standard and Technology

NSP

Network Service Provider

NSS

Network Security Server

OCSP

Online Certificate Status Protocol

OID

Object Identifier

ORA

Organizational Registration Authority

OS

Operating System

PKCS

Public Key Cryptography Standards 

PKI

Public Key Infrastructure

PPP

Point-to-Point Protocol
PPTP

Point-to-Point Tunneling Protocol 

PRNG

Pseudo Random Number Generator

RADIUS
Remote Access Dialup User Service
RFC

Request for Comments

RSA

Rivest, Shamir, and Adelman

SA

Security Association

S/MIME
Secure/Multipurpose Internet Mail Extensions 

SSL

Secure Socket Layer

URL

Uniform Resource Locator 

VPN

Virtual Private Network
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� A relying party is usually a recipient who needs to verify a signature of the sender or a sender who need the public key of the recipient(s) for the purpose of encrypting information. 


� A subscriber is an entity who is issued a certificate by a Certification Authority but does not have the capability to issue certificates to other entities.
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(a) Web-based two-tier architecture

(b) Glue application for enabling certificate-based authentication to legacy applications
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