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1.  INTRODUCTION

The Department of Veterans Affairs plans to implement a shared Public Key Infrastructure (PKI) as part of an overall security strategy to secure VA's networked computer-based systems. The VA PKI is a critical component of the Department's overall strategy for conducting business electronically.  The VA PKI will use public-key cryptography to secure the delivery of electronic services to beneficiaries, employees and commercial trading partners, and provide security services including authentication, confidentiality, non-repudiation, and access control.  

Since VeriSign operates the current VA PKI, the applicable certification practices statement is version 1.2 of the VeriSign Certification Practices Statement (CPS).  This document can be found at the following URL: http://www.verisign.com/repository/CPS/
This document was developed to outline the additional features of the PKI being used by the Department of Veterans Affairs that are not covered directly by the VeriSign CPS.

2.  Subscriber Database Confirmation

This section should be inserted into the VeriSign CPS at section 5.1.7

In order to assure an accurate binding between the applicant and the applicant’s certificate, VA utilizes a PIN database to facilitate the confirmation of the applicant’s identity. VA maintains a subscriber website and a user enrollment PIN database in a secured environment. This VA subscriber website can only be accessed by the authenticated VA National Registration Authority (NRA) and Local Registration Authority (LRA) users. The website is used by NRAs or LRAs for two purposes:

· Register applicants into the VA PIN database 
· Administer applicants’ personal information. 
It is an LRA’s responsibility to check an applicant’s personal information against a trusted source of information before the registration. 

At the time of registration, an enrollment PIN is generated for each applicant and stored in the VA PIN database. The enrollment PIN is delivered to the applicant by the LRA via a secured (i.e. out-of-band) channel. 

An applicant will submit a certificate request containing the enrollment PIN to the CA at VA certificate enrollment web portal. Before issuing a certificate to the applicant, the CA checks that the email address and enrollment PIN are consistent with the information stored in the PIN database.

3.  Certificate and CRL Profile

The VeriSign VA PKI will support two “single-use” end-entity certificates.  The first is a certificate used for digital signature purposes only and provides PKI-based access control. The second is for encryption purposes only and facilitate S/MIME interoperability.

The profiles of both certificates are similar.  The differences will be identified below.

4.  Certificate Profile

4.1 Base Certificate

Field                             Value or Value constraint                                                                
Version                        V3 (2)
Serial Number             16 bytes Integer
Issuer DN                    O = Department of Veterans Affairs
                                    OU = VeriSign Trust Network
                                    OU = Terms of use at https://www.verisign.com/RPA (c)00
                                    OU = Class 2 CA - OnSite Individual Subscriber
                                    CN = Department of Veterans Affairs Internal Staff CA
Subject DN                 O = Department of Veterans Affairs
                                    OU = Dept. of Veterans Affairs, Internal Staff
                                    OU = Use is subject to terms at 



https://www.verisign.com/rpa-kr (c)99

                                    CN = name of subscriber

E = email address of subscriber

Validity Interval         end-entity: 1 year
                                    Encoded IAW RFC2459
Subject Public Key     rsaEncryption
                                    Algorithm Identifier:  {1 2 840 113549 1 1 1}
                                    encoded IAW RFC 2459
Signature                     md5withRSAEncryption 
                                    Algorithm Identifier:  {1 2 840 113549 1 1 4}
                                    encoded IAW RFC 2459
4.1.1 Use of Extensions

4.1.1.1 Basic Constraints

Individual subscriber certificates will contain a basicConstraints extension:

Subject Type=End Entity

Path Length Constraint=None

4.1.1.2 Certificate Policies

Individual subscriber certificates will contain a certificatePolicies extension:

 [1]Certificate Policy:

PolicyIdentifier=2.16.840.1.113733.1.7.1.6

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

https://www.verisign.com/rpa-kr

[1,2]Policy Qualifier Info:

Policy Qualifier Id=User Notice

Qualifier:

Notice Text=NOTICE: Private key may be recovered by VeriSign's customer who may be able to decrypt messages you send to certificate holder. Use is subject to terms at https://www.verisign.com/rpa-kr (c)99.

4.1.1.3 Key Usage

Individual “signature only” subscriber certificates will contain a keyUsage extension with only the digitalSignature bit set.

Individual “encryption only” subscriber certificates will contain a keyUsage extension with only the keyEncipherment bit set.

4.1.1.4 NetscapeCertType

Individual subscriber certificates will contain a netscapeCertType (OID 2.16.840.1.113730.1.1) extension, which has a binary value of “0x03 0x02 0x07 0x80” (shown in hexadecimal).

4.1.1.5 CRL Distribution Points

Individual subscriber certificates will contain a CRL Distribution Points extension:

[1]CRL Distribution Point

     Distribution Point Name:

          Full Name:

URL=http://onsitecrl.verisign.com/DepartmentofVeteransAffairsDeptofVeteransAffairsInternalStaff/LatestCRL.crl

4.1.1.6 Authority Key Identifier

Not present.

4.1.1.7 Subject Key Identifier

Not present.

4.1.2 Algorithm Object Identifiers

The VeriSign VA PKI will issue certificates using the following OID for signatures in accordance with RFC2459:

md5withRSAEncryption: 1.2.840.113549.1.1.4

The VeriSign VA PKI will issue certificates using the following OID for identifying the algorithm the subject key was generated for in accordance with RFC2459:

RsaEncryption: 1.2.840.113549.1.1.1

4.1.3 Name Forms

See Section 4.1.

4.1.4 Name Constraints

Not present.

4.1.5 Certificate Policy Object Identifier

See Section 4.1.1.2.

4.1.6 Usage of Policy Constraints

No stipulation.

4.1.7 Policy Qualifiers Syntax  and Semantics

See Section 4.1.1.2.

4.1.8 Processing Semantics for the Critical Certificate Policy Extension

The VA PKI will not mark the certificatePolicies extension as critical.

4.2 CRL Profile

4.2.1 Version numbers

CRLs issued under this CPS will be version 1 CRLs.  The VeriSign VA PKI will not issue Authority Revocation Lists (ARLs) or any other partitioned CRLs.

4.2.2 CRL and CRL Entry Extensions

Since the CRLs are v1, there are consequently no CRL extensions or CRL entry extensions. 
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