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1 INTRODUCTION

The Department of Veterans Affairs plans to implement a shared Public Key Infrastructure (PKI) as part of an overall security strategy to secure VA's networked computer-based systems. The VA PKI is a critical component of the Department's overall strategy for conducting business electronically.  The VA PKI will use public-key cryptography to secure the delivery of electronic services to beneficiaries, employees and commercial trading partners, and provide security services including authentication, confidentiality, non-repudiation, and access control. This document defines the unified policy under which the various components of the VA PKI may be established and operate.  

The operation of the PKI and its components involves the following security management services: 


- Key Generation/Storage/Recovery


- Certificate and CRL Generation and Distribution


- Certificate Update, Renewal, and Re-key


- Certificate token initialization,/programming/management


- System Management Functions (e.g. audit, certificate tracking, archive)

The reliability of the overall security solution is the result of the secure and trustworthy operation of the PKI, including equipment, facilities, personnel, and procedures. The  Certificate Policy (CP) is a published set of rules that govern the operation of the PKI, and may be used by a certificate user to measure the trustworthiness of a certificate, and the binding therein, for a particular application.

It may be noted that, hardware tokens may be used under the auspices of this policy, but their use is not mandatory. When hardware tokens are used, either centralized or distributed token management procedures (e.g., for token initialization and distribution) may be implemented while satisfying this policy. 

The VA Certificate Authority (CA) will support a single policy for digital signature as well as for encryption applications. The scope of this CP may be expanded to cover multiple policies when the need for multiple assurance levels for various applications become apparent. This policy will provide recommended baseline security requirements for the use and operation of Certificate Authorities (CA), Registration Authorities (RA), and other Public Key Infrastructure Components within the VA.

This document defines the policy under which the VA PKI will be established and operate.  In particular, this document defines the medium-level Certificate Policy for CAs within the VA PKI. Certification Authorities outside the VA may wish to cross-certify with the CA(s) within the VA, for the purpose of issuing certificates to support interoperable, secure communications with users within VA; these Certification Authorities need to meet or exceed all requirements contained in this policy document.

1.1 OVERVIEW

The United States Department of Veterans Affairs (VA) defines the creation and management of public-key certificates for use in applications requiring communication between networked computing systems.  Such applications could include secure electronic mail; secure web transactions, PKI based access to legacy secure applications, and authentication of infrastructure components such as web servers, firewalls, and directories.  The policy described in this document is recommended for use by the VA in the operation of CAs and RAs.  This policy also includes requirements that apply to subscribers, relying parties, and repositories.

1.2 IDENTIFICATION

· Initially, the VA will operate CA(s) that issues VA Medium Assurance Certificates, which offer a medium level of assurance for use in protecting VA medium sensitive information and systems.

The VA medium assurance certificate policy will have a corresponding Object Identifier (OID), to be asserted in the certificates issued by CAs who comply with the policy stipulations herein.  Pending formal creation and approval of certificate policies within the U.S. Department of Veterans Affairs, the following OID is being tentatively proposed:


id-US-VA-medium

ID::={id-certificate-policy 5}

where, id-certificate-policy is defined as:

{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) va(x) infosec(1) certificate-policy(11)}

1.3 COMMUNITY AND APPLICABILITY

The following sections introduce the VA PKI and community roles involved in issuing and maintaining key management certificates. These roles are described in detail in Chapter 5.

1.3.1 VA PKI authorities

A Certification Authority (CA) is an entity authorized (by establishment or by contract) to issue certificates. Within the VA PKI, the CA may be owned and operated by the VA itself, or the CA may be operated by some external service provider. 

A Registration Authority (RA) is an agent of a CA. An RA is usually established to collect and verifying the information that is to be entered into a certificate. Within the VA PKI, the RAs will be operated by authorized VA personnel, to ensure that the 

1.3.2 Related authorities

CAs operating under this policy will require the services of other security, community, and application authorities, such as auditors and attribute authorities. The CA shall identify, in its CPS, the parties responsible for providing such services, and the mechanisms used to support these services. More detail is given in Chapter 5.

1.3.3 End entities

The targeted VA users are presumed to include VA employees, contractors, business partners and beneficiaries. They may also include workstations, guards, firewalls, routers, in-line network encryptors (INE), trusted database servers and other infrastructure components.

End entities may be classified as subscribers and relying parties. A subscriber is the entity whose name appears as the subject in a certificate, and who asserts that it uses its key and certificate in accordance with this policy. A relying party is the entity who uses another’s certificate to verify signatures or establish confidential communications, and who assesses the certificate information for suitability to a particular use.

1.3.4 Applicability

The following elements are covered under this subcomponent:

· A list of applications for which the issued certificates are suitable

· A list of applications to which use of the issued certificates is restricted. ( This list implicitly prohibits all other uses for the certificates.)

· A list of applications for which use of the issued certificates is prohibited. 

1.3.4.1 Suitable Applications

This policy can be used to protect VA sensitive data carried by the following classes of applications:

· Secure Web Access: VA certificates shall be used for authentication and digital signatures during SSL handshaking.

· VPN Access: VA certificates shall be used as the primary authentication mechanism for supporting PKI-enabled Virtual Private Networks (VPNs) that allow secure connectivity to resources on VA’s internal network.

· S/MIME Secure Email: VA certificates shall enable secure S/MIME mail exchanges between internal and external subscribers. 

· Network Sign On: VA certificates shall be used to support ubiquitous, local or remote, sign-on over the VA’s (Microsoft NT) network. Support for this capability is expected in the Microsoft 2000 line of products.

1.3.4.2 Approved Applications

No stipulation.

1.3.4.3 Prohibited Applications

No stipulation.

1.4 CONTACT DETAILS

1.4.1 Specification administration organization

A Policy Management Authority (PMA) is responsible for definition, revision and promulgation of this policy. The PMA is the VA PKI Steering Committee.

1.4.2 Contact persons

Questions regarding this CP should be directed to either of the following: 

Department of Veterans Affairs (045A2)

ATTN: Cathie Ward810 Vermont Avenue

Washinton DC. 20420

Department of Veterans Affairs 

Washington CIO Office

ATTN: Daniel Maloney

8403 Colesville Road, Suite 200

Silver Spring, MD 20910

1.4.3 Person determining CPS suitability for the policy

The PMA will determine the suitability of any CPS to this policy.

2 GENERAL PROVISIONS

This section specifies any applicable presumptions on a range of legal and general practices topics.  It contains some preliminary suggestions for this topic.  The VA PKI team should be consulted to complete this section.

2.1 OBLIGATIONS

2.1.1 CA obligations

The following are the CA’s obligations:

· Accuracy of representations – The CA is obligated to all who reasonably rely on the information contained in the certificate that it has issued the certificate to the named subscriber and that subscriber has accepted the certificate.

· Notification of certificate issuance – The CA is obligated to ensure that the subscriber who is the subject of the certificate and others who reasonably rely on that certificate are notified of the certificate issuance in accordance with section 2.6.1 of this policy.

· Notification of revocation or suspension of a certificate – The CA is obligated to ensure that the subscriber who is the subject of the certificate and others who reasonably rely on that certificate are notified of the certificate revocation or suspension in accordance with section 2.6.2 of this policy.

· Maintain certificate information – The CA is obligated to maintain records necessary to support requests concerning its operation, including audit files and archives. CAs may be required to account for certificate related user equipment.

2.1.2 RA obligations

The following are the RA’s obligations:

· Accuracy of representations ​​​– The RA is obligated to accurately represent the information it prepares for a CA, to process requests and responses timely and securely.

· Maintain certificate application information – The RA is obligated to keep supporting evidence for any certificate request made to a CA (e.g., certificate request forms).

· An RA who is authorized to assume other CA functions may have obligations commensurate with a CA role; this situation will be described on a case-by-case basis.

2.1.3 Subscriber obligations

The following are subscriber’s obligations:

· Accuracy of representations in certificate applications – Subscribers are obligated to accurately represent the information required of them in a certificate request. 

· Protection of subscriber private key – Subscribers are obligated to protect their private keys at all times, in accordance with this policy and local procedures.

· Notification of CA upon private key compromise – Subscribers are obligated to notify the CA that issued their certificates upon suspicion that their private keys are compromised.

· Proper use of certificate – Subscribers are obligated to abide by all restrictions levied upon the use of their private keys and certificates. 

A subscriber who is found to have acted in a manner counter to these obligations will have its certificate revoked, and will have no claim against the VA PKI in the event of a dispute.

2.1.4 Relying party obligations

The following are the relying parties’ obligations:

· Proper use of certificates – Relying parties are obligated to use the certificate for the purpose for which it was issued.

· Revocation or suspension checking responsibilities – Relying parties are obligated to check each certificate for validity, as described in the X.509 standard, before use.

· Digital signature verification responsibilities – Relying parties are obligated to verify the digital signature of the CA who issued the certificate they are about to use.

· Establishing trust in CA – Relying parties are obligated to establish trust in the CA who issued the certificates they are about to use by verifying the chain of certificates at root of which a trusted CA exists. The path processing should be based on the guidelines set by the X.509 v3 Amendment.
A relying party who is found to have acted in a manner inconsistent with these obligations will have no claim against the VA PKI in the event of a dispute.

2.1.5 Repository obligations

VA PKI implementations may use a variety of mechanisms for repository services, including an X.500 Directory Server System, or a Web-based LDAP Directory Server.  Implementations that do not supply their own repository functions may request service from a VA Directory Server.  

The repository has the obligation to publish certificates and revocation information in a timely manner, upon receipt from the CA. 

2.2 LIABILITY

2.2.1 Warranties and limitations on warranties

CAs warrant only that their procedures are implemented in accordance with their published CPS, and that any certificates issued that assert a policy OID defined in this document were issued in accordance with the stipulations of this policy for that level of assurance.

CAs may, but are not required to, make warranties beyond the above. In addition, other warranties may be implied in this Certificate Policy definition by operation of law.

RAs warrant that they perform their duties in accordance with applicable sections of this policy, and any CPSs to which they are subject.

2.2.2 2. 2.2
Damages covered and disclaimers

Except as expressly provided in section 2.2.1, VA PKI authorities disclaim all warranties and obligations of any type, including any warranty of merchantability, any warranty of fitness for a particular purpose, and any warranty of accuracy of information provided (except that it came from an authorized source), and further disclaim any and all liability for negligence and lack of reasonable care on the part of subscribers and relying parties.

CAs may include, in a CPS, statements of disclaimers and limitations on obligations, provided that such statements do not conflict with warranties stated in section 2.2.1 above.

2.2.3 Loss limitations

CAs may state, in a CPS, limitations for loss.

2.2.4 Other exclusions

A CA may state, in its CPS, other exclusions that do not conflict with this certificate policy definition.

2.3 FINANCIAL RESPONSIBILITY

2.3.1 Indemnification by relying parties and subscribers

Agents of the VA PKI assume no financial responsibility for improperly used certificates.

2.3.2 Fiduciary relationships

Issuance of certificates in accordance with this certificate policy does not make the CA, or any RA, an agent, fiduciary, trustee, or other representative of subscribers or relying parties.

2.3.3 Administrative processes

CAs may be required to participate in, and bear financial responsibility for, centrally administrered PKI services. Any such requirement will be announced, and may be part of cost negotiations.

2.4 INTERPRETATION AND ENFORCEMENT

2.4.1 Governing law

The laws of the United States of America shall govern the enforceability, construction, interpretation, and validity of this CP.

2.4.2 Severability of provisions, survival, merger, and notice

All contracts negotiated for the purpose of providing PKI services under this policy shall contain clauses that ensure continuity and stability of the CA operation.

2.4.3 Dispute resolution procedures

Procedures to resolve disputes with a CA’s operations shall be documented in its CPS.

2.5 FEES

No stipulation.

2.6 PUBLICATION AND REPOSITORY

2.6.1 Publication of CA information

A CA will publish a CPS for the purpose of examination against this policy. The CPS must be delivered to the relevant VA authority, and needs to be publicly posted. For the use of its subscribers, a CA will publish any certificates to which it is subordinate, any cross certificates that it issues or receives, and all certificates and CRLs that it issues.

2.6.2 Frequency of publication

Certificates are published immediately following user acceptance. The CRL is published as specified in section 4.4.9.

2.6.3 Access controls

Certificate users’ access to retrieve information from the repository should be as wide as possible, in accordance with local conditions and security requirements. Users shall always have access to the CP and CPS that govern the creation of certificates upon which they rely. Updates to the repository should be subjected to strict access control mechanisms to ensure that only authorized entities are allowed to update the contents of the repository. 

2.6.4 Repositories

The location of publication will be one appropriate to the certificate using community, and in accordance with the local security requirements. To facilitate the widest use of certificates in the VA, it is strongly recommended that the VA use an X.500 Directory System.

2.7 COMPLIANCE AUDIT

2.7.1 Frequency of entity compliance audit

A superior CA shall reserve the right to require periodic and aperiodic inspections and audits of any CA facility within its domain to validate that the CA is operating in accordance with the security practices and procedures laid out in its CPS.

The VA PMA reserves the right to perform compliance audit, request a compliance audit from an independent, qualified third party, approved by the VA PMA.

A CA shall reserve the right to require periodic and aperiodic inspections and audits of any RA facility within its domain to validate that the RA is operating in accordance with the security practices and procedures laid out in the CA’s CPS.

2.7.2 Identity/qualifications of auditor

The auditor shall have qualifications in accordance with best commercial practice and as mandated by law. The auditor must perform CA or Information System Security Audits as its primary responsibility, and must be thoroughly familiar with the CA's CPS. The auditor shall be named in the CPS.

2.7.3 Auditor’s relationship to audited party

The auditor and CA shall have a contractual relationship for the performance of the audit, or be sufficiently organizationally separated from the audited CA to provide an unbiased, independent evaluation. 

2.7.4 Topics covered by audit

All aspects of the CA operation as specified in its CPS shall be subject to any audit compliance inspection.

2.7.5 Actions taken as a result of deficiency

Any discrepancies between a CA’s operation, and the stipulations of its CPS and this policy must be noted. The policy management authority shall be immediately notified of all discrepancies. A remedy will be determined, including a time for completion. 

Any remedy may include permanent or temporary CA cessation, but several factors must be considered in this decision, including the severity of the discrepancy and the risks it imposes, and the disruption to the certificate using community.

2.7.6 Communications of results

Reporting of results of an audit shall be communicated to the CA, superior CA, or using community authority, and to the Policy Management Authority, in accordance with this policy, and as defined by the CA’s CPS, and contract.

Any CA found not to be in compliance with its CPS or this policy shall be notified immediately at the completion of the audit. Required remedies shall be defined and communicated to such a CA as soon as possible to limit the risks created. The implementation of remedies shall be communicated to the appropriate authority. A special audit may be required to confirm the implementation and effectiveness of the remedy.

2.8 CONFIDENTIALITY

2.8.1 Types of information to be kept confidential

It is recommended that a certificate not contain information that is not necessary for its effective use, such that no sensitive information is contained therein. A CA may request non-certificate information to be used in managing the certificates within an organization. Such information may include identifying numbers, business or home addresses and telephone numbers. Collection of personal information may be subject to the Privacy Act of 1974 [PRIVACT]. Organizational information may be subject to the Freedom of Information Act [FOIACT] or other statutes.  All information in the CA record (not repository) shall be handled as sensitive, and access shall be restricted to those with official needs.

No one shall have access to a private signing key but the subject of the corresponding certificate; it is recommended that the subject be prevented from viewing its keys in unencrypted form. Any private encryption keys held by a CA shall be held in strictest confidence. Under no circumstances shall any private key appear unencrypted outside the CA equipment. Any keys held by a CA shall be released only to an organizational authority, in accordance with the CPS, organizational policy, and this policy, or a law enforcement official, in accordance with US law and this policy (see section 2.8.4).

2.8.2 Types of in formation not considered confidential

None of the information included in a PKI repository should be considered confidential, including any clearance information. Repositories that contain sensitive or classified information shall have access control in place commensurate with the information to be protected.

2.8.3 Disclosure of certificate revocation/suspension information

Information concerning the revocation of a certificate or events leading to such a revocation should be limited to those involved. Notification of revoked certificates shall be placed on CRLs as per Section 4.4.3.1.

2.8.4 Release to law enforcement officials

A CA will release unclassified information based on a court-authorized order, that is duly signed by a competent judge of a court, in the course of a criminal investigation. 

2.8.5 Release as part of civil discovery

The CA will release unclassified information if authorized by the subscriber.

2.8.6 Disclosure upon owner’s request

A CA shall make a subscriber’s information available to an identified party, upon the request of that subscriber, for any purpose related to the issue of the subscriber’s certificate. A CA may choose to further define or restrict such a service in its CPS.

2.8.7 Other information release circumstances

No stipulation.

2.9 INTELLECTUAL PROPERTY RIGHTS

No stipulation.
3 IDENTIFICATION AND AUTHENTICATION

3.1 INITIAL REGISTRATION

3.1.1 Types of names

CAs asserting this policy shall generate, sign, and process certificates that contain DNs. Certificates issued to CAs and RAs shall use the DN form.  In general, end entities will have DNs assigned to them through their organization or organizational unit, although some certificates may additionally assert an alternate name form, such as an email address. 

3.1.2 Need for names to be meaningful

Names used within the VA must identify the person or object to which they are assigned in a meaningful way. For people, this will typically be a legal name. For equipment, this may be a model name and serial number. Email addresses used as names should indicate an official relationship (e.g., an appropriate military or corporate domain).

The VA will establish one or more authorities for the creation of Distinguished Names. A CA who uses DNs will coordinate with such an authority to determine the proper elements for a given user. 

Each root CA asserting this policy shall only sign certificates with subject names from within a name-space approved by the PMA.  In the case where one CA certifies another, the certifying CA must impose restrictions on the name space authorized in the subordinate CA which are at least as restrictive as its own name constraints.

When technical means exist for imposing these constraints (such as the name constraints certificate extension), they shall be used.  Otherwise, these constraints shall be imposed procedurally or contractually.

INSERT TEXT FROM VA PKI DOCUMENT HERE
3.1.3 Rules for interpreting various name forms

A CA shall defer to any naming authority (see section 3.1.2) identified contractually or in its CPS.  For high level of assurance, a CA may be required to defer to a superior CA for name subordination.

3.1.4 Uniqueness of names

The uniqueness of names within the application community must be established. There are several mechanisms for doing this; the particular mechanism to be used will depend on the size of the community and need to interoperate with other communities, resources available, performance needed, and logistics of data collection, storage, and retrieval. 

3.1.5 Name claim dispute resolution procedure

The CA shall investigate and correct if necessary any name collisions brought to its attention. If appropriate, the CA shall coordinate with and defer to the appropriate naming authority.

3.1.6 Recognition, authentication, and role of trademarks

Names issued by a VA PKI will honor trademarks to the extent convenient. A corporate entity is not guaranteed that its name will contain a trademark if requested. The CA shall not deliberately allow an entity to hold a name that a civil court has determined it has no right to use; however, it is not required to subsequently issue that name to the rightful owner if it has already issued one sufficient for identification within the VA.  A CA is not obligated to seek evidence of trademarks or court orders.

3.1.7 Method to prove possession of private key

In all cases where keys are generated by the user, the user is required to prove possession of the private key that corresponds to the public key in the request.  For signature keys, this may be done by signing the request.  For confidentiality keys, this may be done by decrypting the certificate and including the certificate in the confirmation message. Other mechanisms may also be acceptable.

In the case where key is generated directly on the end entity's token, or in a key generator that benignly transfers the key to the end entity's token, then the end entity is in possession of the private key at the time of generation or transfer. If the user is not in possession of the token when the key is generated, then the token shall be delivered to the end entity via an accountable method (see section 6.1.2).

3.1.8 Authentication of organization identity

Public-key certificates shall be issued to individuals whenever possible. For those cases where there are several individuals acting in one capacity, a certificate may be issued that contains the name of an organization. 

Requests for organizational certificates shall include the organization name, address, and documentation of the existence of the organization. The CA shall verify this information, in addition to the authenticity and authorization of the requesting representative. 

The procedures that constitute the issuance of an organizational certificate shall not conflict with other stipulations of this policy (e.g., key generation, private key protection).

3.1.9 Authentication of individual identity

The CA must ensure that the applicant’s identity information and public key are adequately bound. 

The user must appear personally before an RA or CA, or an agent approved by an RA or CA, and present an official photo ID, such as a passport or VA ID card. When an agent is used, procedures must be documented in the CA's CPS to ensure that the identification information is protected against forgery, modification, or substitution, and that the identity information is securely bound to holder of the private key associated with the public key information to be certified. Any handwritten signatures used for this process shall, at a minimum, be verified against signature cards. A need for the certificate must be identified, but the subscriber is not required to identify a specific program. 

3.2 ROUTINE RE-KEY

The longer and more often a key is used, the more susceptible it is to loss or discovery. This results in less assurance in its binding.  Therefore, it is important to periodically obtain new keys and re-establish the subject’s identity. 

To facilitate rekey, a new certificate can be obtained while the old one is valid.  This can be done in-band using a signed rekey request.  The request shall be signed using the current key and shall contain the new public key.  This can be done twice, after which identity must be established as for a new request.  Note that only the signature key is used to establish identity for either a new signature or confidentiality key.

The key lifetimes given are maximums. A program may always require shorter lifetimes. The following key lifetimes are for end entities; CA key lifetimes are provided in section 4.7.

Key
Minimum Lifetime
Maximum Lifetime
Where expiry date is stored

Encryption public key
2 months
60 months
In the encryption public key certificate

Decryption private key
None
None
No expiry date

Verification public key
2 months
60 months
In the verification public key certificate

Signing private key
1%
100%
In the verification public key certificate

3.3 RE-KEY AFTER REVOCATION

End-entities must repeat the initial keying requirements for re-key after a revocation.

3.4 REVOCATION REQUEST

A revocation request must be authenticated. Keys suspected of compromise may be used to authenticate a request for revocation.

4 OPERATIONAL REQUIREMENTS

4.1 CERTIFICATE APPLICATION

It is not the intent of this policy to impose implementations on CAs or users, but to identify the required information and procedures that constitute assurance and support trust in the PKI.  The following procedures satisfy the security requirements of this document; particular mechanisms or the sequencing of operations, may be decided by the PKI or issuing program.

The following steps are required of a user when applying for a certificate:

· establish need for certificate 

· establish identity of subject (per section 3.1.9);

· obtain a public/private key pair for each certificate required;

· prove to the RA or CA that the public key forms a functioning key pair with the private key held by the user (per section 3.1.7);

· Provide a point of contact for verification of any roles or authorizations requested.

CAs implementing this certificate policy shall not certify other CAs (to include cross-certification) unless authorized by the VA Policy Management Authority (PMA) to do so. The PMA may authorize certain CA's to certify multiple CAs on their own authority within the restrictions imposed by the PMA.

Subscribers who submit certificate applications (or any other registration activity) on-line shall ensure that the application can be configured to not allow code to be downloaded, introduced, or run of which the user is unaware; or which is not under the full control of the user or operating under the same privileges and constraints as the user. An example of this is a registration application that relies on an Active-X control that has the ability to manipulate system files.

4.2 CERTIFICATE ISSUANCE

Upon receiving the request, the CA will:

· verify the source of the request;

· verify the authenticity and authority of the source of certificate information;

· build and sign a certificate; and

· post the certificate to a repository.

All of the data entry may be done by the user if the proper protocols and utilities are deployed; it is still the responsibility of the PKI to verify the information, either through a system approach linking databases containing personnel information, or through personal contact with he program’s attribute authority (as put forth in the CA's CPS). In any case, secure means must be provided for distribution of root certificate and proof of possession of private key.  

4.3 CERTIFICATE ACCEPTANCE

While certificates issued from a VA PKI are US Government property, individual users may be liable for actions taken with the certificate (i.e., private key). Therefore, a CA will define, in its CPS, a technical or procedural mechanism to indicate user acceptance (as defined in [ABADSG]) of the certificate, and of the subscriber responsibilities as defined in section 2.1.3. For example, the subscriber downloading his/her certificate from the CA website (using their local Browser) may constitute certificate acceptance.

4.4 CERTIFICATE SUSPENSION AND REVOCATION

4.4.1 Revocation

4.4.1.1 Circumstances for revocation

The following are circumstances under which a certificate is revoked:

· identifying information or attributes in the user certificate changes before the certificate expires;

· the certificate subject can be shown to have violated the stipulations of this CP, or the CPS of the CA who issued the certificate;

· the private key is suspected of compromise;

· The user or other authorized party (as defined in the CA's CPS) asks for his/her certificate to be revoked.

Whenever any of the above circumstances occur, the associated certificate is revoked and placed on the CRL. Certificates remain on the CRL until they expire; they are removed from the second CRL issued after they expire.

4.4.1.2 Who can request a revocation

Within the PKI, a CA (of any type described in section 1.3.1) may summarily revoke certificates within its domain (in practice, notice and cause would be given).  An RA can request the revocation of a certificate on behalf of its owner, the owner’s authorizing organization, or other authorized party. The user can request the revocation of his own certificate.

4.4.1.3 Procedure for revocation request

A user may request revocation of his certificate using any format that identifies the certificate to be revoked, explains the reason for revocation, and allows the request to be signed. If an RA performs this on behalf of a user, a formal, signed message format known to the CA shall be employed. Upon receipt of a revocation request, the CA will ascertain the circumstances prompting the request. If the circumstances justify it, or if there is no outstanding reason to deny the request, the CA will revoke the certificate by placing its serial number and other identifying information on a Certificate Revocation List (CRL), in addition to any other revocation mechanisms used.

4.4.1.4 Revocation grace period

There is no grace period for revocation under this policy.

4.4.2 Suspension

Certificates are not to be suspended under this policy.

4.4.3 Certificate Revocation Lists

4.4.3.1 CRL issuance frequency

CRLs shall be issued at least weekly, even if there are no changes or updates to be made.  If the CRL is being issued as a result of a compromise, the CRL must be posted as quickly as feasible, but shall be posted within a period of twenty-four hours – this period may be further reduced depending on the value of the transactions that are conducted using the PKI. 

4.4.3.2 CRL checking requirements

Relying parties must check the latest full CRL for each certificate.  The validity of the signature on the CRL must be verified. CRL checking requirements for environments without on-line communications will be individually defined.

4.4.4 On-line status checking

On-line status checking may optionally be supported by CAs and clients. Since the VA operates in some environments that cannot accommodate on-line communications, all CAs shall be required to support CRLs. Clients using on-line revocation checking need not obtain or process CRLs. 

4.4.5 Other forms of revocation advertisements available

This policy makes no requirements or prohibitions on other forms of revocation advertisement.

4.4.6 Special requirements related to key compromise

No stipulations beyond section 4.4.3.

4.5 SECURITY AUDIT PROCEDURES

Stipulations in this section which refer to CA equipment shall be construed as referring to RA equipment as well, to the extent that RA equipment is used for the purposes and processes the data described.

4.5.1 Types of events recorded

The CA equipment shall be able to record events related to the server (installation, modification, accesses), and the application (requests, responses, actions, publications, and error conditions). Events may be attributable to human action (in any role) or automatically invoked by the equipment. At a minimum, the information recorded shall include the type of event, and the time the event occurred. In addition, for some types it will be appropriate to record the success or failure, the source and destination of a message, or the disposition of a created object (e.g., a filename). Where possible, the audit data shall be automatically collected; when this is not possible a logbook, paper form, or other physical mechanism shall be used.

The auditing capabilities of the underlying equipment operating system shall be enabled during installation. A record shall be kept of file manipulation and account management. These events shall also be recorded during normal operation of the CA equipment.

A record shall be maintained of any modifications to the CA equipment configuration (e.g., changes in configuration files, security profiles, administrator privileges, CA key changes).

Any attempt to access the CA equipment, such as login to accounts or enabling cryptographic modules shall be recorded. The record shall at a minimum note the identity asserted in the attempt, the time, and the success or failure.

The CA shall record all requests, responses, and publications. These include certificate creation, modification, and revocation requests and responses; certificate publication, receipt acknowledgment, and any proof-of-possession messaging; key compromise notices and responses; and certificate, CRL, and CPS publications.

Actions performed in carrying out requests and in support of normal operation of the CA equipment shall be recorded, such as certificate and CRL creation, accesses to CA databases, and any cryptographic service (e.g., signing or encryption).  

All anomalies and error conditions shall be recorded, including equipment health check failures, software integrity check failures, service and device outages (e.g., communication lines being unavailable), and receipt of improper or misrouted messages.

4.5.2 Frequency of processing log

The audit log shall be consolidated weekly. The audit data shall be available for audit at the request of the auditor. 

4.5.3 Retention period for audit log

Audit logs shall be retained as archive records for at least one year. The audit information generated on the CA equipment shall be kept on the CA equipment until the information is moved to an appropriate archive facility. Deletion of the audit log from the CA equipment shall be performed by the security auditor (see section 5.2).

4.5.4 Protection of audit log

The audit log will be open for read access. The audit log, to the extent possible, will not be open for modification by any human, or by any automated process other than those that perform audit processing. Any entity that does not have modification access to the audit log may archive it (note that deletion requires modification access). Weekly audit data shall be moved to a safe, secure storage location separate from the CA equipment.

4.5.5 Audit log backup procedures

The audit log may be backed up on the same schedule as the rest of the data on the CA equipment.

4.5.6 Audit collection system (internal vs. external)

There is no requirement for the audit log collection system to be external to the CA equipment. The audit process shall run independently and shall not in any way be under the control of the CA. Audit processes will be invoked at system startup, and cease only at system shutdown.

4.5.7 Notification to event-causing subject

There is no requirement to notify a subject that an event was audited. There is no requirement for real-time alert for any auditable event.

4.5.8 Vulnerability assessments

The CA, system administrator, and other operating personnel shall be watchful for attempts to violate the integrity of the certificate management system, including the equipment, physical location, and personnel. The daily audit log should be checked for anomalies in support of any suspected violation. The weekly consolidated audit log shall be reviewed by the security auditor for events such as repeated failed actions, requests for privileged information, attempted access of system files, and certificate and revocation requests that fail authentication and validation criteria.

4.6 RECORDS ARCHIVAL

4.6.1 Types of data archived

CA archive records shall be detailed enough to establish the validity of a signature for seven years. At a minimum, the following data shall be archived.

The following data shall be recorded for archive at the initialization of the CA equipment:

· CA system equipment configuration files,

· CA accreditation (if necessary),

· Certification Practice Statement, and 

· Any contractual agreements to which the CA is bound.

The following data shall be recorded for archive during CA and RA operation:

· modifications or updates to any of the above data items;

· all certificates and CRLs (or other revocation information) as issued or published;

· weekly audit logs (in accordance with section 4.5);

· CA public keys

· Other data or applications sufficient to verify archive contents.

4.6.2 Retention period for archive

Archive records shall be kept for a period of at least seven years, six months without any loss of data.  If the original media cannot retain the data for the required period, a program to periodically transfer the archived data to new media shall be defined by the archive site. Applications required to process the archive data shall also be maintained for as long as necessary.

After seven years, users are responsible for maintaining the validity of their own valuable documents. 

4.6.3 Protection of archive

No user shall be able to write to, modify, or delete the archive.  However, archived records may be moved to another medium. The contents of the archive shall not be released as a whole, except as required by law. Records of individual transactions may be released upon request of any entities involved in the transaction or their legally recognized agents. 

Archive media shall be stored in a separate, safe, secure storage facility.

4.6.4 Archive backup procedures

Archive records shall be labeled with the CA's distinguished name, the date, and the classification. 

4.6.5 Archive collection system (internal vs. external)

Archive data may be collected in any expedient manner.

4.6.6 Procedures to obtain and verify archive information

Procedures detailing how to create, package and send the archive information shall be published in a CA procedures handbook or CPS. Only authorized users will be allowed to access the archive.

4.7 KEY CHANGEOVER

PKI authorities have a single signing key with which they do all PKI signing functions. Authorities may not issue certificates that extend beyond the expiration dates of their own certificates and public keys; therefore, their certificate validity periods must be greater than those for users, listed in section 3.2. To minimize risk to the PKI through compromise of an authority’s key, those keys will be changed more frequently, and only the new key will be used for authority signing purposes from that time. The older, but still valid, certificate will be available to verify old signatures until all of the user certificates signed under it have also expired. 

The following table summarizes the validity period of the authority certificate and keys.

Key
Minimum Lifetime
Maximum Lifetime
Where expiry date is stored

Verification public key
12 months
120 months
In the verification public key certificate

Signing private key
50%
100%
In the verification public key certificate

4.8 COMPROMISE AND DISASTER RECOVERY

In the case of a disaster whereby a CA installation is physically damaged and becomes inoperative, that CA installation shall be rebuilt from the start, by re-establishing the CA equipment and re-issuing the CA certificate, all cross-certificates, and finally all end user certificates. 

In case of a CA key compromise, a superior CA shall revoke that CA’s certificate. Subsequently, the CA installation shall be re-established as above. If the CA is a Root-CA, the trusted self-signed certificate must be removed from each relying party application, and a new one distributed.

4.9 CA TERMINATION

CA termination will be handled in accordance with section 4.8 above. If the termination is for convenience, contract expiration, re-organization, or other non-security related reason, then certificates may continue to be considered valid at the discretion of the program or relying party (who has been made aware of the termination). In this case, provision must be made for compromise recovery, audit, archive, and data recovery material, either by transferring the current agreements to the new CA, or by the program otherwise upholding the current contractual agreements or making new arrangements.

5 PHYSICAL, PROCEDURAL, AND PERSONNEL SECURITY CONTROLS 

5.1 PHYSICAL CONTROLS

The CA equipment is a set of dedicated special purpose devices.  Unauthorized use of the CA equipment is forbidden.  As such, physical security controls are implemented that protect the CA hardware and software from misuse and modification.  In addition, the authority and user cryptographic modules are protected against unauthorized use.  

5.1.1 Site location and construction

The location and construction of the facility that will house the CA equipment and operations shall be in accordance with VA and local policy for protecting information of the same value or classification as the material that will be protected by the keys certified there. 

See [NS4005] for protecting classified information.

5.1.2 Physical access

A security check to the facility housing CA equipment shall be made at least once every 24 hours. The check should ensure that:

· the equipment is in a state appropriate to the current mode of operation (e.g., that cryptomodules and removable hard disks are in place when “open”, and secured when “closed”), 

· any security containers are properly secured, 

· physical security systems (e.g., door locks, vent covers) are functioning properly, and

· The area is secured against unauthorized access. 

A role or person shall be made explicitly responsible for making such checks. If a role is established, then a log shall be maintained of what person filled that role at for any given time interval. A record shall be kept that describes the type of checks performed, the time, and the person who performed them.

If it is a continuously attended facility, there shall be a security check once per shift. If the facility is not continuously attended, the last person to depart shall initial a sign-out sheet that asserts that the facility entrance door is locked and that, where installed, intrusion detection systems are activated.

If the facility will be unattended for periods greater than 24 hours, it shall be protected by an intrusion detection system, and a check shall be made at least once every 24 hours to ensure that all doors to the facility are locked and that there have been no attempts at forceful entry.

Any removable hardware cryptomodule used for the CA equipment shall be stored, when not in use, in a lockable container sufficient for housing equipment commensurate with classification, sensitivity, or value level being protected, where access is allowed only to authorized CA operators as defined in Section 5.2.  Any activation information used to access or enable the cryptomodule or CA equipment shall be stored separately. Such information should be memorized, but may be written down and stored in a locked file cabinet or drawer.

5.1.3 Power and air conditioning

The facility that houses the CA equipment shall be supplied with power and air conditioning sufficient to create a reliable operating environment.  In addition, personnel areas within the facility must be supplied with sufficient utilities to satisfy operational, health, and safety needs. The actual quantity and quality of utility service will depend on how the facility operates, e.g., its times of operation (24 hours/7 days or 8 hours/5 days), or whether on-line certificate status checking is provided.

The CA equipment shall have backup capability sufficient to automatically lockout input, finish any pending actions, and record the state of the equipment before lack of power or air conditioning causes a shutdown. Users with needs for long operation hours or short response times may contract with a CA for additional requirements for backup power generation.

For high level of assurance, the revocation mechanisms associated shall be provided with uninterruptable power supplies and backup power generation sufficient for a minimum of 48 hours operation in the absence of commercial power.

5.1.4 Water exposures

This policy makes no stipulation on prevention of exposure of CA equipment to water beyond that called for by best business practice. CA equipment shall be installed such that it is not in danger of exposure to water, e.g. on tables or elevated floors. Moisture detectors shall be installed in areas susceptible to flooding. CA operators who have sprinklers for fire control shall have a contingency plan for recovery should the sprinklers malfunction, or cause water damage outside of the fire area.

5.1.5 Fire prevention and protection

This policy makes no stipulation on prevention of exposure of CA equipment to fire beyond that called for by best business practice. An automatic fire extinguishing system shall be installed in accordance with local policy and code. The CA shall have a contingency plan that accounts for damage by fire.

5.1.6 Media storage

Media shall be stored so as to protect it from accidental damage (water, fire, electromagnetic). Media that contains audit, archive, or backup information shall be stored in a location separate from the CA equipment.

5.1.7 Waste disposal

Normal office waste shall be removed or destroyed in accordance with local policy. Media used to collect or transmit information discussed in section 2.8 shall be destroyed, such that the information is unrecoverable, prior to disposal.

5.1.8 Off-site backup

System backups, sufficient to recover from system failure, shall be made on a periodic schedule, described in the CPS. At least one backup copy shall be stored at an offsite location (separate from the CA equipment). Only the latest backup need be retained. 

5.2 PROCEDURAL CONTROLS

5.2.1 Trusted roles

The only trusted roles defined by this policy are the Certification Authority (CA) operator, CA security auditor, and the Registration Authority (RA). Other trusted roles may be defined in other documents that describe or impose requirements on the CA operation.

Certification Authority (CA)

Any CA that operates under the auspices of the US VA PKI is subject to the stipulations of this policy. The CA's role and the corresponding procedures the CA will follow are defined in detail in a Certification Practices Statement (CPS), and may be further described in a Concept of Operations (CONOP) and procedural handbook.  Primarily, the CA’s responsibilities are:

· certificate generation and revocation

· posting certificates and CRLs

· Performing the daily incremental database backups

· administrative functions such as compromise reporting and maintaining the database

· Hardware cryptomodule programming and management, if appropriate.

From a practical standpoint, it is highly recommended that a person on-site be trained as an alternate CA in case the primary CA is on vacation, sick leave, etc.

CA Security Auditor

The security auditor shall be responsible for managing the audit data and examining the audit data for possible security breaches or attempted security breahes.

Registration Authority (RA)

The RA shall be responsible for managing and operating the RA equipment, for validating the subscriber identity, and for securely storing the subscriber authentication information.

A CA shall, in its CPS, define other trusted roles to which shall be allocated responsibilities that ensure the proper, safe, and secure operation of the CA equipment and procedures. These responsibilities include:

· initial configuration of the system, including installation of applications, initial setup of new accounts, configuration of initial host and network interface;

· creation of devices to support recovery from catastrophic system loss;

· performance of system backups, software upgrades and recovery;

· secure storage and distribution of the backups and upgrades to an off-site location;

· changing the host or network interface configuration;

· performance of proper system shutdown as required;

· assignment of security privileges and access controls of users,

· Perform archive and delete functions of the audit log and other archive data as described in sections 4.5 and 4.6 of this document.

· ensure that the CA is acting in accordance with all requirements of its CPS.

5.2.2 Number of persons required per role

In order to best ensure the integrity of the CA equipment and operation, it is recommended that wherever possible a separate individual be identified for each trusted role. The separation provides a set of checks and balances over the CA operation.

Under no circumstances shall the CA role and auditor role be performed by a single individual.

5.3 PERSONNEL CONTROLS

5.3.1 Background, qualifications, experience, and clearance requirements

The persons filling any of the PKI roles should be of unquestionable loyalty, trustworthiness, and integrity. All of these personnel must be U.S. citizens. In addition, personnel appointed as CAs within the VA must:

· be government employee GS-5 or equivalent, or equivalent corporate position of responsibility; 

· have no other duties that would interfere with the duties and responsibilities of a CA;

· have not knowingly been previously relieved of CA (or COMSEC custodian) duties for reasons of negligence or non-performance of duties;

· Be appointed in writing by an approving authority, or be party to a contract for PKI services.

5.3.2 Background check procedures

The background checks shall be commensurate with those for obtaining VA Secret clearance. Such checks are to be performed solely to determine the suitability of a person to fill a PKI role, and shall not be released except as required by law.

5.3.3 Training requirements

All personnel involved in the CA operation must be appropriately trained. Topics will include the operation of the CA software and hardware, operational and security procedures, and the stipulations of this policy and local guidance. The specific training required will depend on the equipment used and the personnel selected. A training plan shall be established for a CA installation, and training completed by the personnel shall be documented.

5.3.4 Retraining frequency and requirements

Those involved in filling PKI roles shall be aware of changes in the CA operation. Any significant change to the CA operation shall have a training (awareness) plan, and the execution of such plan shall be documented. Examples of such changes are CA software or hardware upgrade, changes in automated security systems, and relocation of equipment.

5.3.5 Job rotation frequency and sequence

This policy makes no stipulation regarding frequency or sequence of job rotation. Local policies that do impose requirements shall provide for continuity and integrity of the PKI service.

5.3.6 Sanctions for unauthorized actions

Any CA that operates in violation of the policies and procedures stated herein, whether through negligence or with malicious intent, may have privileges revoked and may be subject to administrative discipline and possibly criminal prosecution. Repeated or significant violation of policy may result in revocation of the CA's public key certification by a superior CA, or a formal notification by the PMA to cease the assertion of VA policies in certificates issued by that CA.

5.3.7 Contracting personnel requirements

Contractor personnel employed to operate any part of the PKI shall be subject to the same criteria as a US Government employee, and cleared to the level of the information protected by the certificates the PKI issues.

PKI vendors who provide services to the VA shall establish procedures to ensure that any subcontractors perform in accordance with the its CPS and this policy.

5.3.8 Documentation supplied to personnel

Documentation sufficient to define duties and procedures for each role shall be provided to the personnel filling that role.

6 TECHNICAL SECURITY CONTROLS

6. 1
KEY PAIR GENERATION AND INSTALLATION

6. 1.1
Key pair generation

This policy does not preclude any source of key that has been generated in accordance with the stipulations of this policy and local security requirements. Key is considered to be generated by the PKI entity who first comes into possession of it: a user, an RA, or a CA. 

6. 1.2
Private key delivery to entity

In most cases, private key will be generated and remain within the crypto-boundary of the cryptomodule. If the owner of the module generates the key, then there is no need to deliver the private key. If the key is generated elsewhere, then the module must be delivered to the user. Accountability for the location and state of the module must be maintained until the user is in possession of it. The user shall formally acknowledge receipt of the module. 

If a user via a software process generates the key, and the key will be stored by and used by the application that generated it, no further action is required. Otherwise, the key must be extracted for use by other applications or in other locations. Use of a protected data structure (such as defined in [PKCS#12]) is required. The resulting file may be kept on a magnetic medium, or transported electronically.

6. 1.3
Public key delivery to certificate issuer

Public keys must be delivered to the certificate issuer in an authenticated manner. This is usually via a certificate request message. It may also be accomplished via non-electronic means.

In cases where key is generated at the certificate issuer, delivery is not explicitly required; however, the key shall be entered into a certificate request or other data structure appropriate for generating audit events and archive records.

6. 1.4
CA public key delivery to users

The PKI must ensure the authenticated and integral delivery of the trusted self-signed certificate to all issuers and users. 

6. 1.5
Key sizes

DSS keys issued by a US VA PKI shall use 160 bit private key (x) and 1024 bit prime modulus (p). Minimum user public keysizes shall be 1024 bits for RSA composite, and 1024 bits for the large modulus for Diffie Hellman type key agreement schemes.

6. 1.6
Public key parameters generation

Public key parameters for DSS shall be generated in accordance with [FIPS186]. 

6. 1.7
Parameter quality checking

Parameters for DSA shall be generated as specified in [FIPS186].

6. 1.8
Hardware/software key generation

Random numbers for key material is to be generated by a FIPS approved method.

6. 1.9
Key usage purposes (as per X.509 v3 key usage field)

Keys shall be certified for use in signing or encrypting, or both. The use of a specific key is determined by the key usage extension in the X.509 certificate. This extension, its setting, and its processing are described in Section 7.1.2 of this policy.

6. 2
PRIVATE KEY PROTECTION

6. 2.1
Standards for cryptographic module

The relevant standard for cryptomodules is [FIPS140-1]. Users who have keys certified under this policy, shall use cryptographic modules that meet the criteria specified for Level 1. Higher level cryptomodules may be used if available or desired. A PKI should provide the option of using any acceptable cryptomodule, to facilitate the management of user certificates.

For all PKI activities, RAs and CAs shall use hardware cryptomodules that meet the criteria specified for Level 2. 
All CA and RA cryptomodules shall be operated in compliance with Level 3 key management capability; specifically, cryptographic keys shall never be output in plaintext.

6.2.2
Private key (n out of m) multi-person control

No stipulation.

6.2.3
Private key escrow

Under no circumstances shall a signature key be escrowed.

For some purposes (such as data recovery), it will be necessary to provide key recovery for confidentiality keys. The method for this shall be described in a CPS. 

6. 2.4
Private key backup

Copies of the material in a user’s cryptomodule is discouraged, but may be made to provide a backup in case of destruction or failure of the original. In cases where a software cryptomodule is used, the user may make backup copies; these copies must be protected from unauthorized access. 

Backup copies of PKI signing keys may be made. Such copies must be handled in an accountable fashion, and protected from unauthorized access and use.

6. 2.5
Private key archival

Private keys should not be archived. If a CA is acting as a key recovery agent, then it shall archive its database as part of it's service, or as required by local policy or law.

6. 2.6
Private key entry into cryptographic module

Private keys are to be generated by and in a cryptographic module. In the event that a private key is to be transported from one cryptomodule to another, benign techniques must be used.

6. 2.7
Method of activating private key

Passphrases or PINs are used to activate the private key in a cryptomodule. They are generated by the user, distributed in person, or mailed separately from the cryptomodule.  Entry of activation data must be protected, e.g., the data should not be displayed while it is entered.

6. 2.8
Method of deactivating private key

Cryptomodules that have been activated must not be left unattended or otherwise open to unauthorized access. After use, they must be deactivated, e.g. via a logout procedure. Hardware cryptomodules should be removed and stored when not in use.

6. 2.9
Method of destroying private key

Private keys should be destroyed when they are no longer needed, or when the certificates to which they correspond expire or are revoked. For software cryptomodules, this can be overwriting the data. For hardware tokens, this will likely be executing a “zeroize” command. Physical destruction of hardware should not be required.

6. 3
OTHER ASPECTS OF KEY PAIR MANAGEMENT

6. 3.1
Public key archival

The public key is archived as part of the certificate archival.

6. 3.2
Usage periods for the public and private keys

The key usage periods for keying material is described in Section 3.2.

6. 4
ACTIVATION DATA

6. 4.1
Activation data generation and installation

A passphrase or PIN shall be used to protect access to use of private key. The activation data may be user selected; for higher assurance, it should be automatically generated. Activation data shall be generated in conformance with [FIPS112].

If the activation data must be transmitted, it shall be via a channel of appropriate protection, and distinct in time and place from the associated cryptomodule. If this is not done by hand, the user should be advised of the shipping date, method of shipping, and expected delivery date of any activation data.  As part of the delivery method, users will sign and return a delivery receipt. In addition, users should also receive (and acknowledge) a user advisory statement to help to understand responsibilities in the use and control of the cryptomodule.

6. 4.2
Activation data protection

Activation data should be memorized, not written down. If written down, it shall be secured at the level of the data that the associated cryptomodule is used to protect, and shall not be stored with the cryptomodule. 

Activation data shall never be shared.

6. 4.3
Other aspects of activation data

This policy makes no stipulation on the life of activation data; however, it should be changed periodically to decrease the likelihood that it has been discovered. CAs may define requirements in their CPSs.

6. 5
COMPUTER SECURITY CONTROLS

6. 5.1
Specific computer security technical requirements

All CA equipment shall use a self-protecting operating system, that is, one that prevents and detects attempts to alter it, or to disable its security functions. Audit shall be carried out as described in section 4.5. The operating system shall perform identification and authentication for individuals. CA equipment operated in support of this policy shall additionally have design assurance for the operating system and a trusted path between the application and cryptographic functions for higher assurance.

6.5.2
Computer security rating

CA equipment shall meet and be operated to at least a C2 [TCSEC] or E2/F-C2 [ITSEC] rating. 

6.6
LIFE CYCLE TECHNICAL CONTROLS

Equipment (hardware and software) procured to operate a PKI shall be purchased in a random fashion to reduce the likelihood that any particular copy was tampered with. Equipment developed for a PKI shall be developed in a controlled environment. 

Equipment shall be protectively packaged and delivered via an accountable method. Anti-tamper packaging shall be used.

The CA equipment shall be dedicated to administering the PKI.  It shall not have installed applications or component software that are not part of the CA configuration. Equipment updates shall be purchased or developed in the same manner as original equipment, and be installed by trusted and trained personnel in a defined manner.

6.7
NETWORK SECURITY CONTROLS

CA equipment shall be connected to at most one network. Protection of CA equipment shall be provided against known network attacks. Use of appropriate boundary controls shall be employed. All unused network ports and services shall be turned off. Any network software present on the CA equipment shall be necessary to the functioning of the CA application. Root CA equipment shall be stand-alone configurations.

6.8
CRYPTOGRAPHIC MODULE ENGINEERING CONTROLS

Requirements for cryptographic modules are as stated above in section 6.2.

7 CERTIFICATE AND CRL PROFILES

7.1
CERTIFICATE PROFILE

7.1.1
Version numbers

This policy exclusively uses version 3 certificates. 

7.1.2
Certificate extensions

Detailed certificate profiles covering the use of each extension for CA and end entities for signature and key management certificates are described in appendices A and B.  In some cases, private extensions may be used. Care should be taken to identify these in a CPS, and consideration should be given to interoperability when defining critical private extensions.
7.1.3
Algorithm object identifiers

Certificates under this policy will use the following OIDs for signatures:

id-dsa-with-sha1
{iso(1) member-body(2) us(840) x9-57(10040) x9cm(4) 3}

sha-1WithRSAEncryption
{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 5}

md5WithRSAEncryption
{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 4}

Certificates under this policy will use the following OIDs for identifying the algorithm the subject key was generated for:

id-dsa
{iso(1) member-body(2) us(840) x9-57(10040) x9cm(4) 1}

rsaEncryption
{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1}

dhpublicnumber
{iso(1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1}

id-keyExchangeAlgorithm
{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) dod(2) infosec(1) algorithms(1) 22}

Certificates containing keys generated for use with DSA and KEA shall be signed with id-dsa-with-sha1. Keys generated for use with RSA shall be signed using sha-1WithRSAEncryption.

7.1.4
Name forms

See section 3.1.1 and Section 9.1 in Appendix A.

7.1.5
Name constraints

No stipulation.

7.1.6
Certificate policy object identifier

Certificates issued under this policy shall assert the VA policy OID as defined in section 1.2.

7.1.7
Usage of policy constraints extension

No stipulation.

7.1.8
Policy qualifiers syntax and semantics

Certificates issued under this policy shall not contain policy qualifiers.

7.1.9
Processing semantics for the critical certificate policy extension

This policy does not require the certificate Policies extension to be critical. Agents that do not process this extension do so at risk.

7.2
CRL PROFILE

7.2.1
Version numbers

This policy exclusively uses version 2 CRLs.

7.2.2
CRL and CRL entry extensions

Detailed CRL profiles covering the use of each extension are available in appendices A and B.

8 SPECIFICATION ADMINISTRATION

8.1
SPECIFICATION CHANGE PROCEDURES

This policy will be reviewed in its entirety every year to ensure implementability and security. Errors, updates, or suggested changes to this document shall be communicated to the contact in section 1.4. Such communication must include a description of the change, a change justification, and contact information for the person requesting the change. 

All policy changes under consideration by the PMA shall be disseminated to interested parties (see section 8.2) for a period of at least one month. 

The PMA shall accept, accept with modifications, or reject the proposed change after completion of the review period.

8.2
PUBLICATION AND NOTIFICATION POLICIES

The PMA for this policy will publish information (including this policy) on a web site. It will also disseminate information via email to any that request.

The PMA will maintain a list of CAs who asserts this policy (this responsibility may be delegated to a Root- or Intermediate-CA in practice). Proposed changes to the policy and policy updates will be sent to those CAs. The CA will notify subscribers of any changes to the policy via a mechanism described in its CPS.

8.3
CPS APPROVAL PROCEDURES

The determination that a CPS complies with this policy for a given level of assurance will be made by the Policy Management Authority. In some cases the nature of the system function, the type of communications, or the operating environment may require the approval of an authorized agency.

8.4
WAIVERS

Waivers will not be granted under any level of assurance. Variation in CA practice will either be deemed acceptable under a current policy, or a change shall be requested to the policy, or a new policy shall be established for the non-compliant practice.

9 APPENDIX A: Customizations for Certificate and CRL Profiles 

The X.509 V3 certificate contains the identity and attribute data of a subject using the base certificate with applicable extensions. The base certificate contains such information as the version number of the certificate, the certificate’s identifying serial number, the signature algorithm used to sign the certificate, the issuer’s distinguished name, the validity period of the certificate, the distinguished name of the subject, and information about the subject’s public key. To this base certificate is appended numerous certificate extensions. More detailed information about X.509 certificates can be found in Recommendation X.509.

This section stipulates the recommended certificate and CRL format for VA PKI programs. Any specific program implementing certificate-based public key cryptography, and claiming compliance to the VA Public Key Infrastructure requirements should tailor its certificates and CRLs to comply with the parameters outlined within this section.

It may be noted that the profiles described in this section are based upon the formats of the Federal Public Key Infrastructure (FPKI) Version 3 X.509 certificate and Version 2 Certificate Revocation List (CRL) as described in [FPKI-E]. This document is one of the work products of the Federal Public Key Infrastructure (FPKI) Technical Working Group (TWG). The FPKI Steering Committee was created to provide guidance to Federal agencies, executive agents, and the Government Information Technology Services Board concerning issues related to the development of a Federal Public Key Infrastructure. The FPKI Steering Committee chartered the TWG to respond to issues presented to it by the FPKI Steering Committee relating to the technical implications of developing the FPKI. The TWG also makes recommendations to support a FPKI that interoperates usefully with the larger national PKI to facilitate security and electronic commerce. 

It is recommended that the certificate profiles to be adopted by the VA meet the FPKI requirement for base X.509 certificate processing. This is applicable to certificates of the following types – self-signed “root CA” certificate, CA (subordinate CA) certificate, and the End Entity (EE) certificate. 

The recommended complete certificate and CRL profile and extension elements are described in Appendix B. In the remaining subsections, we underline some of the important extensions and requirements for supporting organizational naming, standard Federal PKI certificate profile, and VA security policy architecture.

9.1 Recommended Naming Standards for VA certificates

It is recommended that the VA PKI use the X.500 standard for VA-wide naming. This implies that the “subject” field of the certificate (as specified in Item 9 of the Base Certificate profile contained in Appendix B) will contain a X.500 Distinguished Name (DN). A distinguished name (DN) consists of a sequence of attribute-value pairs that uniquely identify an item within a Directory. For example, an employee of organization ABC, Joe Smith’s Distinguished Name (DN) may have the following format: C=US, O=ABC, CN=Joe Smith. It is recommended that all certificates issued under the VA PKI, contain C=US, O=VA within the subject DN, to denote that the certificate is issued to a subscriber within the VA PKI. 

In order to distinguish VA employee certificates from VA contractors, business partners and beneficiaries that hold VA certificates, it is recommended that the organizational unit attribute be used to distinguish the various categories of VA subscribers:

· for VA employees, OU=VA-employee be used,

· for VA contractors. OU=VA-contractor be used, 

· for VA partners, OU=VA-partner be used, and 

· for VA beneficiaries, OU=VA-beneficiaries be used. 

The above scheme may easily be extended to include further categories of VA certificate holders as necessary. Other mechanisms (such as through different OIDs carried within the certificate policies extension to denote the class of VA user) may also be used to provide this distinction, if the CA product/service selected by the VA provides this flexibility.

In addition to the organization unit value that indicates the category (employee, contractor, partner, or beneficiary) of the subscriber, it is recommended that an additional organizational unit value be used to indicate the organization to which the subject belongs. For example, for Dan Maloney, who is a part of the Veterans Health Association within VA, the Subject DN could be: C=US, O=VA, OU=VA-employee, OU=VHA, CN=Dan Maloney. In another example, Jane Smith from the Social Security Association (SSA), would be given a subject DN such as: C=US, O=VA, OU=VA-partner, OU=SSA, CN=Jane Smith. 

The VA PKI must guarantee the uniqueness of a user’s DN. Upon name collision, when two users have the same name in the same department, it is recommended that the middle initial, or some number be appended to the CN element to distinguish the names and make them unique across the VA PKI. One possible numbering scheme to ensure such uniqueness is to allocate to each CA (within the VA PKI) a unique number space, which is used to disambiguate names that collide. For example, CA-1 may be allocated the number space 001000-001999, CA-2 may be allocated the number space 002000-002999. For certificates issued by CA-1, the CN=”Dan Maloney”  for the first Dan Maloney that is encountered, CN=”Dan Maloney 001002” for the second Dan Maloney encountered, and CN=”Dan Maloney 001003” for the third Dan Maloney encountered, etc. In this way, each subject DN under the VA PKI could be guaranteed to be unique. 

For supporting clients compliant with Secure/Multipurpose Internet Mail Extension (S/MIME) version 2 specification, the e-mail address is required to be part of a user’s certificate DN (i.e., C=US, O=VA, OU=VA-employee, OU=VHA, CN=Joe Smith, E=joe.smith@mail.va.gov). However, the latest S/MIME specification (version 3) encourages the placement of user’s e-mail address in the certificate’s subjectAltName extension instead of the DN. It is recommended that the VA PKI use both the subject alternate name field and the electronic mail attribute in the DN to allow support for existing as well as future S/MIME implementations.

9.2 Recommended extensions for VA PKI certificate profile

The following is a table of standardized extensions that is recommended for inclusion in the VA certificate and CRL profiles. 

Extension
Used

By
Use
Critical

Key and Policy Information

AuhorityKeyIdentifier
all
Identifies the CA key used to sign this certificate
No

 KeyIdentifier
all
Unique with respect to authority


 AuthorityCertIssuer
all
Identifies issuing authority of CA’s certificate;

Alternative to key identifier


 AuthorityCertSerialNumber
all
Used with authorityCertIssuer


SubjectKeyIdentifier
all
Identifies different keys for same subject
No

KeyUsage
all
Defines allowed purpose for use of key (e.g., digital signature, key agreement…)
Opt.

PrivateKeyUsagePeriod
all
For digital signature keys only. Signature on documents that purport to be dated outside the period are invalid
Opt.

CertificatePolicies
all
Policy identifiers and qualifiers that identify and qualify the policies that apply to the certificate
Opt.

 PolicyIdentifiers
all
The OID of a policy


 PolicyQualifiers
all
More information about the policy


PolicyMappings
CA
Indicates equivalent policies
No

Certificate Subject and Issuer Attributes

SubjectAltName
all
Used to list alternative names (e.g., rfc822 name, X.400 address, IP address…)
Opt.

IssuerAltName
all
Used to list alternative names
Opt.

SubjectDirectoryAttributes
all
Lists any desired attributes (e.g., supported algorithms)
Opt.

Certification Path Constraints

BasicConstraints
all
Constraints on subject’s role & path lengths
Yes

 CA
all
Distinguish CA from end-entity cert.


 PathLenConstraint
CA
Number of CAs that may follow in certification path. 0 indicates that CA may only issue end-entity certificate.


NameConstraints
CA
Limits subsequent CA certificate Name space.
Opt.

 PermittedSubtrees

Names outside indicated subtree are disallowed


 ExcludedSubtrees

Indicates disallowed subtrees


PolicyConstraints
all
Constraints certs. Issued by subsequent CAs
Opt.

 PolicySet
all
Those policies to which constraints apply


 RequireExplicitPolicy
all
All certs. Following in the cert. Path must contain an acceptable policy identifier


 InhibitPolicyMapping
all
Prevent policy mapping in following certs.


CRL Identification

CrlDistributionPoints
all
Mechanism to divide long CRL into shorter lists
Opt.

 DistributionPoint
all
Location from which CRL can be obtained


 Reasons
all
Reasons for cert. Inclusion in CRL


 CRLIssuer
all
Name of component that issues CRL.


Most of the extension supported by VA could be either critical or non-critical (denoted as Opt. in the table.) “No” in the Critical column means the standard requires the extension be non-critical if used. “Yes” means that the extension should be set to critical. 

9.2.1 Basic Constraints Extension

The basicConstraints extension identifies whether the subject of the certificate is a CA and how deep a certification path may exist through that CA. The basicContraints extension is comprised of the cA and pathLengthConstraint fields, and should be set to critical to limit the role of the CA certificate and the effective length of the certification chain from the root. pathLengthConstraint could be set to zero if the CA should only issue end-entity certificates, such as in a flat trust architecture. When the VA issues a cross-certificate to a CA in a different trust domain, it is recommended that the pathLengthConstraint be set to zero to block further propagation of trust to another CA along the hierarchy. 

9.2.2 Certificate Policies Extension

The certificatePolicies extension contains a sequence of one or more policy information terms, each of which consists of an object identifier (OID) and optional qualifiers. These policy information terms indicate the policy under which the certificate has been issued and the purposes for which the certificate may be used. 

A certificate issued by a CA may comply with multiple certificate policies, so long as the certificate meets all requirements posed by all such certificate policies. Because certificates may be used in a domain where multiple certificate policies apply, certificate policy identifications need to be included in the certificate profile to designate the supported policies. Normally, the certificate policy is registered with a policy administration organization and assigned a unique “Object Identifier” (OID). An object identifier is a specially formatted number, which is assigned in accordance with ITU Recommendation X.660 | ISO/IEC 9834-1. The Certificate Authority asserts that a certificate was generated in accordance with a specific certificate policy by including the policy OID as a policyIdentifiers in the certificatePolicies extension.

It is recommended that the VA use Federal policies to the extent they are useful for the various VA applications. For applications that require additional security and constraints, it is recommended that the VA define its own policy(s) and register the corresponding OID(s). In all situations, the VA should develop its own CPS to be used by the CA, RA, and the PKI clients.

For example, the VA could define an agency-wide certificate policy for handling beneficiary information. The certificate policy will be the description of the certificate services and its characteristics that meet the requirements and the level of assurance for supporting this type of application. However, if the VA selects a CA service provider such as Verisign to issue the VA certificates, there may not be sufficient flexibility to allow VA specific certificate policies to be included within the certificates.

9.2.3 Policy Constraints Extension

The policyConstraints extension can be used in certificates issued to CAs to constrain path validation. It specifies if explicit policy identification is required and/or if policy mapping is permitted. If the VA trust architecture is hierarchical and more than one level deep, the policy constraints extension should be used to require explicit policy indication and to inhibit policy mapping. However, if the VA selects a flat trust hierarchy, this extension is not applicable except for cross-certification with other CAs.

9.2.4 Policy Mappings Extension

The policyMappings extension is used in CA certificates to allow a certificate issuer to indicate that one or more of the issuer’s certificate policies are considered equivalent to one or more policies in the subject’s domain. It is recommended that the VA use this extension in cross-certification with a disparate trust domains, where policy mapping is required. 

9.2.5 Name Constraints Extension

The nameConstraints extension, which must be used only within a CA certificate, indicates a name space within which all subject names in subsequent certificates in a certification path should be located. If the VA trust hierarchy is more than one level deep, it is recommended that the VA use the permittedSubtrees component of the nameConstraints extension to restrict the allowed subject names to certain name space. However, if the VA selects a flat (single level) trust hierarchy, this extension is not relevant. When the VA cross-certifies with a CA in another trust domain, this extension should not be used because the VA does not have the authority to restrict the namespace for CAs in different trust domains.

10 APPENDIX B: Certificate  and CRL Profiles

The contents of this appendix are based upon the certificate and CRL profiles contained in the “Federal Public Key Infrastructure (PKI) Version 1 Technical Specifications :

Part E - X.509 Certificate and CRL Extensions Profile” document [FPKI-E].

The complete X.509 version 3 certificate profile and extension elements are tabulated below. The complete profile is divided into several logical components and tables. Each table is 7-column wide. The “Item” and “Ref” column are provided for cross-referencing. The “Item” column contains the row numbers. The “Ref” column contains the reference pointer in the format of the table number followed by a “/” and an “Item” number. The “Protocol Element” column corresponds to the name of the ASN.1 field taken from the X.500 standards or the X.509 amendment on certificate extensions. The “Proc.” Column indicates if processing of the element is mandatory or optional in accordance with the certificate policy. The “Signature Certificate” column specifies the level of support required for each element. The support is further classified into three types – self-signed, CA, and EE certificates. The “KM Cert” column indicates if the extension or attribute is required to be included in Key Management Certificates. Finally, the “Notes” column refers to additional information supplied at the end of the table. 

The following notations are used to specify the required minimum capabilities of the FPKI certificate and CRL.

Mandatory support (m): Federally compliant certificate and CRL generation applications shall be able to generate the protocol element. Federally compliant certificate processing applications shall be able to receive the protocol element and perform all associated procedures (i.e., being able to handle both the syntax and the semantics of the element). Populating the information of this protocol element is an implementation detail based on policy decisions.

Optional (o): Federally compliant certificate and CRL generation applications are not required to support generation of the protocol element. If support is claimed, the element shall be treated as if it were specified as mandatory support, and the sub-elements, if present, shall be supported as specified (i.e., an optional element may have sub-elements indicated as mandatory, “m”; this indicates that if the optional element is implemented, the sub-elements must also be implemented as specified). Federally compliant certificate processing applications shall ignore the protocol element and continue processing the certificate or CRL, unless the element is flagged “critical.”

Not applicable (-): The element is not applicable in the particular context in which the classification is used.

The following notations are used to specify the required behaviors of Federally compliant certificate and CRL generating and processing entities.

Prohibited (x): Federally compliant certificate and CRL generation applications shall verify that the element is never generated. Federally compliant certificate processing applications will generate and return an appropriate error if a prohibited element is encountered.

Critical (k): Federally compliant certificate and CRL processing applications shall, if the element is present in the certificate or CRL and not recognized by the certificate-using system, consider the certificate invalid. The element, if present in a CRL entry and not recognized by the certificate-using system, shall indicate to the user that the CRL may not be as complete as the user expects.

Required (r): The information for the protocol element must be populated upon certificate or CRL generation.

10.1 Base Certificate

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
Certificate
m
mr
mr
mr
Mr



2.
 version
m
mr
mr
mr
Mr



3.
 serialNumber
m
mr
mr
mr
Mr



4.
 signature
m
mr
mr
mr
Mr

4.1.1/1

5.
 issuer
m
mr
mr
mr
Mr



6.
 validity
m
mr
mr
mr
Mr



7.
 notBefore
m
mr
mr
mr
Mr



8. 
 notAfter
m
mr
mr
mr
Mr



9.
 subject
m
mr
mr
mr
Mr



10.
 subjectPublicKeyInfo
m
mr
mr
mr
Mr



11.
 algorithm
m
mr
mr
mr
Mr

12.1.1/1

12.
 subjectPublicKey
m
mr
mr
mr
Mr



13.
 issuerUniqueIdentifier
o
o
o
o
O



14.
 subjectUniqueIdentifier
o
o
o
o
O



15.
 extension
m
mr
mr
mr
Mr

12.1.2/1

10.1.1 Algorithm Identifier

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
AlgorithmIdentifier






2.
 algorithm
m
mr
mr
mr
Mr



3.
 parameters
m
mr
m
m
M



10.1.2 Extensions

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
Extensions
m
mr
mr
mr
Mr



2.
 Extension





3.
 extnID
m
mr
mr
mr
Mr



4.
 critical
m
mr
mr
mr
Mr



5.
 extnValue
m
mr
mr
mr
Mr



10.1.2.1 Standard Extensions

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
authorityKeyIdentifier
o
o
mr
mr
Mr
2


2.
subjectKeyIdentifier
o
mr
mr
mr
Mr
2


3.
keyUsage
m
o
kmr
kmr
Kmr



4.
extendedKeyUsages
o
o
o
o
O



5.
privateKeyUsagePeriod
o
o
o
o
-



6.
certificatePolicies
mr
o
(k)mr
(k)mr
(k)mr



7.
policyMappings
m
o
m
-
-
1


8.
subjectAltName
m
o
m
m
M



9.
issuerAltName
m
o
m
m
M



10.
subjectDirectoryAttributes
o
o
o
m
M
4


11.
basicConstraints
m
mr
kmr
kmr
O



12.
nameConstraints
m
o
km
-
-
3


13.
policyConstraints
m
o
km
-
-



14.
cRLDistributionPoints
m
o
(k)m
(k)m
(k)m



1. All cross-certificates are not required to have a policy mapping extension because there is a possibility that no policy mapping is required.

2. Though not mandatory, this extension is recommended for certificate generation and processing.

3. Population of this extension is encouraged to the fullest extent possible.

4. This extension may be used to implement access control as described in SDN.706

10.1.2.1.1 Standard Extension Syntax

Item
Protocol Element
Proc.
Signature Certs.
KM Cert
Notes
Ref.




Self-Signed
CA
EE




1.
AuthorityKeyIdentifier





2.
 keyIdentifier
m
mr
mr
mr
mr
8


3.
 authorityCertIssuer
o
o
o
o
o



4.
GeneralName








5.
otherName
o
o
o
o
o



6.
rfc822Name
o
o
o
o
o



7.
dNSName
o
o
o
o
o



8.
x400Address
o
o
o
o
o



9.
directoryName
m
m
m
m
m



10.
ediPartyName
o
o
o
o
o



11.
uniformResourceIdentifier
o
m
m
m
m



12.
iPAddress
o
o
o
o
o



13.
registeredID
o
o
o
o
o



14.
 authorityCertSerialNumber
o
o
o
o
o



15.
SubjectKeyIdentifier
m
mr
mr
mr
mr



16.
KeyUsage






17.
 digitalSignature
m
m
m
mr
-



18.

nonRepudiation
m
m
m
m
-



19.

keyEncipherment
m
-
-
-
m



20.

dataEncipherment
m
-
-
-
m



21.

keyAgreement
m
-
-
-
m



22.

keyCertSign
m
mr
m
-
-



23.
cRLSign
m
m
m
-
-



24.
encipherOnly
m
o
o
o
o
9


25.
decipherOnly
m
o
o
o
o
9


26.
KeyPurposeId
o
o
o
o
o
9


27.
PrivateKeyUsagePeriod






28.

notBefore
m
m
m
m
-
5


29.

notAfter
m
m
m
m
-
5


30.
PolicyInformation






31.
policyIdentifier
m
mr
mr
mr
mr
1


32.
CertPolicyId








33.
policyQualifiers
m
m
m
m
m



34.
PolicyQualifierInfo








35.
policyQualifierId
m
mr
mr
mr
mr
6,7


36.
qualifier
m
o
o
o
o



37.
PolicyMappingsSyntax






38.
issuerDomainPolicy
m
mr
mr
-
-



39.
CertPolicyId





2


40.
subjectDomainPolicy
m
-
m
-
-



41.
CertPolicyId








42.
GeneralName






43.
otherName
o
o
o
o
o



44.
rfc822Name
o
o
o
o
o



45.
dNSName
o
o
o
o
o



46.
x400Address
o
o
o
o
o



47.
directoryName
m
m
m
m
m



48.
ediPartyName
o
o
o
o
o



49.
nameAssigner
o
o
o
o
o



50.
partyName
o
mr
mr
mr
mr
4


51.
uniformResourceIdentifier
o
m
m
m
m



52.
iPAddress
o
o
o
o
o



53.
registeredID
o
o
o
o
o



54.
BasicConstraintsSyntax






55.
cA
m
mr
mr
mr
o
d(false)


56.
pathLenConstraint
m
o
m
-
o



57.
NameConstraintsSyntax






58.
permittedSubtrees
m
mr
mr
-
-



59.
GeneralSubtree






60.
base
m
mr
mr
-
-
3


61.
GeneralName








62.
otherName
o
o
o
o
o



63.
rfc822Name
o
o
o
o
o



64.
dNSName
o
o
o
o
o



65.
x400Address
o
o
o
o
o



66.
directoryName
m
m
m
m
m



67.
ediPartyName
o
o
o
o
o



68.
uniformResource

Identifier
o
m
m
m
m



69.
iPAddress
o
o
o
o
o



70.
registeredID
o
o
o
o
o



71.
minimum
m
o
o
-
-
d(0), 2


72.
maximum
m
o
o
-
-



73.
excludedSubtrees
m
m
m
-
-

12.1.2.1.1/59

74.
PolicyConstraintsSyntax






75.
requireExplicitPolicy
m
m
m
-
-



76.
SkipCerts








77.
inhibitPolicyMapping
m
m
m
-
-



78.
SkipCerts








79.
CRLDistPointsSyntax






80.
distributionPoint
m
o
o
o
o



81.
DistributionPointName
m
o
o
o
o



82.
fullName
m
o
o
o
o



83.
GeneralName








84.
otherName
o
o
o
o
o



85.
rfc822Name
o
o
o
o
o



86.
dNSName
o
o
o
o
o



87.
x400Address
o
o
o
o
o



88.
directoryName
m
m
m
m
m



89.
ediPartyName
o
o
o
o
o



90.
uniformResource

Identifier
m
m
m
m
m



91.
iPAddress
o
o
o
o
o



92.
registeredID
o
o
o
o
o



93.
nameRelativeToCRLIssuer
m
o
o
o
o



94.
reasons






95.
ReasonFlags






96.
unused
o
o
o
o
o



97.
keyCompromise
m
m
m
m
m



98.
cACompromIse
m
m
m
m
m



99.
affiliationChanged
m
o
o
o
o



100.
superseded
m
o
o
o
o



101.
cessationOfOperation
m
o
o
o
o



102.
certificateHold
m
o
o
o
o



103.
cRLIssuer
m
m
m
m
m



104.
GeneralName








105.
otherName
o
o
o
o
o



106.
rfc822Name
o
o
o
o
o



107.
dNSName
o
o
o
o
o



108.
x400Address
o
o
o
o
o



109.
directoryName
m
m
m
m
m



110.
ediPartyName
o
o
o
o
o



111.
uniformResource

Identifier
o
m
m
m
m



112.
iPAddress
o
o
o
o
o



113.
registeredID
o
o
o
o
o



1. If the requireExplicitPolicy field is present in the policyConstraints extension, this field shall include at least one of the policies applicable to the certificate.

2. The minimum attribute is always required to be present if the extension is included in the certificate.

3. Although the nameConstraints extension is not always required to be present in a certificate, the base attribute is always required to be present if nameConstraints is present.

4. Note that partyName is required to be present if ediPartyName is included in the certificate.

5. One or both of the notBefore and notAfter elements shall be present in this extension.

6. The supported policyQualifier processes are id-pkix-cps and id-pkix-unotice.

7. PolicyQualifierId shall be present if policyQualifierInfo is included in the certificate.

8. If the AuthorityKeyIdentifier is present, then keyIdentifier is required to be present.

9. It is strongly recommended that these key usages not be populated; if these usages are present and the extension is critical, the certificate shall be rejected.

10.2 CRL

Item
Protocol Element
Proc.
Required Support 
Notes
Ref.

 1.
CertificateList





2.
version
m
mr



3.
signature
m
mr

12.1.1/1

4.
issuer
m
mr



5.
thisUpdate
m
mr



6.
nextUpdate
m
m



7.
revokedCertificates
m
mr



8.
userCertificate
m
mr

12.1/5

9.
revocationDate
m
mr



10.
crlEntryExtensions
m
mr

12.2.2.1

11.
crlExtensions
m
mr

12.2.1

10.2.1 CRL Extensions

Item
Protocol Element
Proc.
Required Support 
Notes
Ref.

1.
authorityKeyIdentifier
o
mr

12.1.2.1/1

2.
issuerAltName
m
m

12.1.2.1/8

3.
cRLNumber
o
mr

12.2.1.1/1

4.
issuingDistributionPoint
m
km

12.2.1.1/2

5.
deltaCRLIndicator
o
o

12.2.1.1/8

10.2.1.1 CRL Extension Syntax

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

1.
 CRLNumber
m
m



2.
IssuingDistPointSyntax
m
m



3.
distributionPoint
m
m

12.1.2.1.1/79

4.
onlyContainsUserCerts
m
m
d(false)


5.
onlyContainsCACerts
m
m
d(false)


6.
onlySomeReasons
m
m

12.1.2.1.1/94

7.
indirectCRL
m
m
d(false)


8.
BaseCRLNumber
m
m
1


1.
The value of this element shall be identical to the value in the cRLNumber extension of the base certificate.

10.2.2 CRL Entry Extensions

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

1.
reasonCode
o
m

12.2.2.1/1

2.
holdInstructionCode
o
o



3.
invalidityDate
o
m



4.
certificateIssuer
m
km



10.2.2.1 CRL Entry Extension Syntax

Item
Protocol Element
Proc.
Required Support
Notes
Ref.

 1.
CRLReason





2.
unspecified
m
m



3.
keyCompromise
m
m



4.
cACompromise
m
m



5.
affiliationChanged
m
m



6.
Superseded
m
m



7.
CessationOfOperation
m
m



8.
certificateHold
m
m



9.
RemoveFromCRL
o
o
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