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NIST INITIATES A TASK GROUP TO MAINTAIN THE RBAC STANDARD 
 
The National Institute of Standards and Technology (NIST) has begun the organization of a task 
group to facilitate the evolution and maintenance of the American National Standards Institute 
(ANSI) RBAC standard.  This group, known as the InterNational Committee for Information 
Technology Standards (INCITS) Task Group T4.1, will essentially own the ANSI INCITS 359-
2004 RBAC standard.  This is to be in conjunction with the ANSI INCITS T4 committee.  One 
activity of the ANSI INCITS T4.1 RBAC task group will be to evolve the standard into an 
international standard.  NIST has invited VHA to participate on the task group. 
 
OASIS ACCESS CONTROL TECHNICAL COMMITTEE UPDATES THE XACML PROFILE FOR 
ROLE BASED ACCESS CONTROL 
 
The XACML markup language Profile for Role Based Access Control (RBAC) is a Working Draft 
that now reflects XACML Version 2.0 of the XACML Profile for Role Based Access Control.   
Examples are provided that illustrate the use of Version 2.0 features. Further development 
planned for the profile will be to support dynamic separation of duty constraints. View the OASIS 
website for more information: http://www.oasis-
open.org/committees/documents.php?wg_abbrev=xacml 
 
HEALTHCARE SCENARIO ROADMAP – LICENSED AND NON-LICENSED ROLES 
 
The Veterans Health Administration (VHA)/Indian Health Service (IHS) Role-Based Access 
Control (RBAC) Task Force (TF) continues to build the Healthcare Scenario Roadmap as a 
component of the RBAC Role Engineering Process.  The roadmap is complete in the 
identification and representation of clinical activities for physicians and nurses and other licensed 
roles.  It is being expanded to include the ancillary worktasks for all licensed roles and the 
worktasks of non-licensed roles. 
 
The Healthcare Scenario Roadmap was developed during weekly discussions by clinicians on the 
VHA/IHS RBAC TF from the ASTM E-1986 Standard Guide for Information Access Privileges to 
Health Information list of “Healthcare Personnel that Warrant Differing Levels of Access Control”.  
It was presented in May 2004 to both Health Level Seven (HL7) and American Society for Testing 
and Materials (ASTM).  The roadmap can function as a foundational tool to assist in defining the 
scope of the RBAC modeling effort, as well as be utilized as a quick reference of healthcare 
scenarios.  The roadmap presents scaleable management of user permissions in the form of a list 
of tasks as a healthcare standard. 
 
RBAC WEBSITE 
 
The RBAC website is a repository of RBAC information.  It contains documents, papers and 
artifacts, including:  RBAC Architecture, RBAC Role Engineering Process, charters, 
presentations, monthly newsletters and scenarios.  It will also be the data repository for modeled 
healthcare scenarios and permissions.  Access the RBAC website at: 
http://www.va.gov/RBAC/index.htm.   
 
  
Please direct questions and comments to Dawn Rota, RN, BSN (Dawn.Rota@med.va.gov), 
RBAC Functional Analyst Lead. 


