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ROLE BASED ACCESS CONTROL (RBAC) - AN
ABSTRACT REVIEW

Observations on the Real-World Implementation of Role-
Based Access Control — continued from March 2006 Issue

Abstract written by Burkhard Hilchenback
RBAC Implementation

RBAC--per Mr. Hilchenback, is more a school of thought than a
collection of software features. For companies, the implementation
of RBAC means no less than the business process reengineering of
their security administration. Starting from scratch is simple, but
beginning in a complicated environment with dozens of security
systems, tens of thousands of user definitions, and millions of
authorizations, can be very difficult. Strictly speaking, the migration
to RBAC is not within the scope of work of a standards organization
such as NIST.

In RBAC implementation, thinking about the migration process in
advance provides a lot of insight into the strengths or weaknesses of
a standard and helps to make the standard widely accepted.

The necessity to deal with the migration process should be viewed as
critical in that the initial situations of companies are very different
and the process would be very difficult to standardize. Some
identified common factors of successful migration to RBAC include:

= Each RBAC system must have the ability to load the existing
security definitions (‘Initial Load’) and to administer them as
they are. Systems that have to start from scratch or do not
administer the old structures will not have the slightest
chance of success. An incremental way for implementing
RBAC on top of preexisting systems is needed.

* The link between role descriptions (in the company security
policy) and the security systems leads to two approaches for
RBAC implementation: starting from the policy side or from
the security system side.

1. The top-down approach starts from the role descriptions. If
there is no policy at all, we will start from scratch by defining all
privileges that, for example, an EMT should have. A role EMT is
created holding these privileges.
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Conference
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Bethesda, MD

ASTM Committees E31
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San Francisco, CA
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EMT IDs are connected to the role EMT and the role takes control
over the existing privileges at the ID defined standard. The
remaining privileges (that are not controlled by the role) are
revised. The goal is to minimize the number of these privileges.

2. The bottom-up approach starts from an existing EMT
definition. An EMT ID is searched whose privileges are as close
as possible to a desirable standard, in creation of the VHA specific
role (for example, the ASTM 1986E list was used). A role EMT is
now created after this ID standard. The automatic creation of a
role after an existing user ID is a feature each RBAC system
should have. This EMT is now connected to their own role, which
does not result in any modification of his/her privileges. Other
EMTs are added, and again, the number of privileges that are not
controlled by the role is minimized. Finally, the role is described
as the de-facto standard for EMTs.

= A simple comparison of users that are supposed to have the
same role (across say, hospital organizations) may show
immense differences and may or may not be of help in the
definition of the role.

= The best way to define roles, per Mr. Hilchenback, is to set
up a taskforce consisting of ‘old hands.” Their knowledge is
the best source of information. A taskforce consisting of
‘outsiders only’ would not be efficient. It is also a bad idea
to evaluate privileges by looking at their creation date and
other kinds of ‘historic’ information. This data is always
extremely misleading. Instead, the taskforce must set up an
evaluation method that measures existing privileges based on
the actual needs of a specific role. Traces of current privilege
usage may be helpful.

* During the implementation of RBAC, user privileges are
homogenized and simplified. In reality, this includes the
deletion of superfluous privileges for users, often on a
surprisingly large scale. A factor that should not be
underestimated is the psychological effect this has on the
users. Even if privileges are removed that are superfluous,
questions arise as to why they were removed and employees
may feel threatened.

The implementation of RBAC frequently opens up questions of a
very general kind: What resources have to be secured and which
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user attributes are security-relevant? The (often implicit) approach
of companies to secure everything and to take everything into
account leads to massive and unnecessarily complex sets of security
definitions. RBAC asks for simplifications and the open discussion
of these issues. At one of Mr. Hilchenback’s customer sites,
implementing RBAC led to a reduction of security-relevant user
attributes from >100 to 5.

» The implementation of RBAC contains a lot of manual work.
It is feasible to write generators that automatically create
roles from existing user definitions. Yet, at this point, all
generators are customized programs and program logic is
heavily dependent on the specific (customer) situation. Large
portions of the work will still remain manual.

= RBAC cannot be achieved by a stand-alone effort of the
security administration department. Input from the
organization department (role definitions, workflows, etc.),
the human resources (HR) department (user data), and other
departments is essential. The definition of roles will even
sometimes affect the work of these departments. At one of
our customers, the data HR was maintaining was slightly
changed in order to serve as input for automatic, role-based
creation of IDs. This had benefits not only for security
administration, but also for HR.

Conclusions

The following issues should be carefully considered when designing
a standard for RBAC:

* Roles are by their nature enterprise-wide. Standards for
‘local’ and ‘global’ RBAC may be desirable.

* The concepts of roles and groups intersect. There are good
reasons to have both. Common grounds and differences
should be documented well.

» The actual privileges of a user are composed of his/her role,
individuality, and locality. A good RBAC system should
support all three concepts.

* Roles must be able to cover all security-related definitions.
This typically includes user and privilege attributes.

* Standards for handling intersecting and contradicting roles
must be set. The progress of migration from one role to the
other must be well defined.
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= Privileges given to users directly will remain; roles can only
minimize their number.

= Hierarchical relationships between roles are normally
sufficient. Cardinality seems to be a rare requirement. The
ability to handle exceptions is definitely necessary.

= The separation of duties is encouraged by RBAC and should
be enforced by a RBAC standard.

= A description of the role engineering process is desirable in
order to increase the acceptance of the standard. However,
such a standard is difficult to write. We would prefer a
standard that allows the creation of roles starting from
existing definitions (bottom-up engineering).
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RBAC Taskforce — Update

The RBAC Taskforce will be reconvening to discuss the addition of
constraints to the current Permission Catalog and Roles. Members
will be contacted with a meeting agenda when a meeting date has
been set.
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HEALTH LEVEL SEVEN (HL7) SECURITY AND
ACCOUNTABILITY TECHNICAL COMMITTEE

Draft Standard for Trial Use (DSTU) Ballot - UPDATE

The materials listed below were prepared and submitted to HL7 and
voted affirmatively as a Draft Standard for Trial use in the January
2006 Ballot. Thank you again to all who contributed over the years
to this major effort.

e HL7 RBAC Healthcare Permission Catalog v2.2,

e HL7 Healthcare Scenario Roadmap v2.19,

e HL7 RBAC Healthcare Scenarios v2.0,

e HL7 RBAC Role Engineering Process v1.1, and

e HL7 RBAC Role Engineer Process Applied Example v1.1.

Updates and clarification have been addressed and made to remove
the residual remaining negative comments to the overall DSTU. A
resolution draft addressing the remaining negative comments to the
above submitted documentation was distributed to those submitting
the comments to review and a request made to remove their negative
comment(s).

*hkkk

Role-Based Access Control is critically important to the security
aspects of the VA and other healthcare organizations. There is a
growing management and security demand for RBAC to be
implemented in healthcare systems.

RBAC grants rights and permissions to roles rather than individual
users. Users then acquire the rights and permissions by being
assigned to appropriate roles. By grouping individuals with other
individuals who have similar access rights, RBAC can provide
significant security management efficiencies.

The latest RBAC Documentation additions and prior RBAC
Newsletters can be found on the RBAC  Website;
www.va.gov/RBAC. Please visit the newly updated site!!
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