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Abstract





The growth in the use of data networking within the Army Medical community has seen a comparable growth in the use of Domain Name Service (DNS)  function by networked hosts. The demand placed upon the DNS servers has created a situation where the availability and supportability of these servers have become paramount. The existing DNS server topology and the degradation of the WAN infrastructure has resulted in the lack of DNS services for many of our clients and as such mandates a review of how this service is supported.





Function of DNS


Simply put Domain Name Service provides a way for the user to easily remember how to reference any computer that is reachable via the Internet. Rather than attempt to recall the network address of the target host (a set of four 3 digit numbers) the user can instead use a simple name that identifies the hosts name and the organization in which the host falls under. For instance instead of using the network address 198.41.0.7 to reach the Internet registration host a user would type rs.internic.net. 





During the early beginnings of internetworking (early 1970’s) the mapping of a host name with a network address was achieved by the use of a host file. This file would reside on the local host and be referenced by the application being used by the user. In this file was a simple list of hosts and their respective network addresses. In order to keep the file up-to-date with hosts at other sites a central host (the “NIC”) was identified as a central location where new host entries could be registered. Periodically each host would download the host file from the NIC and thus have a copy of the latest host file containing the addresses for all the hosts on the Internet (known then as the ARPANET). As the number of hosts began to grow the size of the host file began to get too large and would take too long to download. Additionally the registration of a host would take too long given that the registration occured at one site. A new method of host name to network address had to be created. The system that was eventually developed is known as Domain Name Service, or DNS for short.





The mechanism by which DNS is supported and operates is based on the replacement of the local host file as the sole mechanism for name to address mapping with a service that operates on a local or regional server. When an application needs to resolve a host name it sends a query to the local DNS where it attempts to resolve the name by looking in its host table. If the host is not in its host table then the DNS send a query the DNS system that is responsible for supporting the host to be resolved. That remote DNS resolves the name and then sends the information back to the local DNS wherein it transfers the information to the original requesting host. 





The foundations upon which DNS was created is as that (1) the administration of local host name resolution is left up to the local site (distributing the administration of the registration workload) and (2) local queries are sent to the local DNS (thus reducing Internet bandwidth loads and central DNS system loads). The way DNS works between the DNS servers is by the use of a hierarchical system of servers each of which is responsible for a set or subset of domains (a term used to describe a grouping of organizations). 





If you look at a typical host name (say bradley.fthood.mednet.army.mil) you can see that there is a hierarchy implied. The host Bradley resides at Ft. Hood which is in part a member of the MEDNET network which is owned by the US Army which is a Military organization. The DNS hierarchy closely follows this host name hierarchy in that for each grouping their is an associated DNS server. In this case there is an DNS server that supports Ft. Hood (domain fthood.mednet.army.mil)  which contains the mapping of the host name Bradley, there is an DNS server that supports the organization MEDNET (domain mednet.army.mil), there is an DNS server that supports the army (domain army.mil) and there is an DNS server that supports the military (domain mil). Under each domain DNS servers there are additional organizations who equally have their own respective DNS servers. A host resolution request propogates up the hierarchical tree until the target hosts organizational DNS server is reached. The appropriate branch is then followed down until the local DNS server supporting the target host is reached and then queried.


				Figure 1 goes here


		Drawing indicating the DNS hierarchy for the given example








ARMY DNS Present Configuration 


The domain that the Army MEDCOM is responsible for is AMEDD.ARMY.MIL. All local domains that fall under this organization are supported by the MEDCOM domain servers. These servers (2) both reside at the Army Greenway Park facility in San Antonio Texas. One of these servers is set up as a primary and the other as a secondary. The local sites that have their own DNS servers and use the AMEDD.ARMY.MIL domain servers are:





					Table 1.


			List of local sites supported goes here





In addition to these local sites, there are several sub-domains for organizations under AMEDD that are supported. These organizations include





					Table 2.


			List of other org’s supported by the Amedd DNS goes here








There is one primary and three secondary servers that support the ARMY.MIL domain. These servers include:


					Table 3. 


				List of ARMY.MIL domain servers





					Fig. 2


			Hierarchy of AMEDD.ARMY.MIL DNS





At present most of the local DNS servers are AT&T 3B2-600G computers which also serve as the SMTP (Simple Mail Transfer Protocol) relay between the world and the local CC:Mail system. Given that most of the DNS queries up to today have been by the SMTP application the co-location of DNS on the same platform made sense. The administration of these machines is typically achieved by local administrators with support from the AMEDD.ARMY.MIL DNS administrators.





	


Issues of concern


There are several issues which affect the short term and long term support of the DNS system. Some of these issues can be implemented by procedural and administrative changes, some by development of new tools and some have no immediate solutions and require additional evaluation.





Security


The issue of system and network security is an ever present concern. The topics to be discussed range from the minimization of available data that could be used by a hacker to identifying how DNS will work through network firewall systems to how to keep the DNS system operational and available. These and many more issues will be identified and discussed here. 





Reverse Name Service


The creation of the networking protocols and services in use over the Internet were based in part on an implied trust of the users and systems using the Internet. As the number of users grew beyond the academic and governmental organizations it soon became apparent that this trust was applicable anymore. One method that a miscreant could send out false information to an unsuspecting DNS thus allowing the user to portray his host as a trusted host and gain access to the target host without a password. Another type of attack could manifest itself as mail spoofing (sending a mail message under someone elses name). 





One method of verifying that a host is who it claims to be is by using a service known as Reverse Name Service (RNS). This service allows the target host to verify that the host name used maps to the network address being used. By sending out an RNS query (similar to a DNS query) and matching the received network address with the address being used by the connecting host, verfication of the identity of the host can be made. Many of the STMP mailing programs and FTP (File Transfer Protocol) programs have RNS built in. Any host attempting to send mail or anonymous FTP to these sites will need to have its RNS registration complete on the local DNS or it will not be allowed to fulfill its connection.


 


Revealing too much data


When a host is registered in an DNS server there are several fields that are typically filled out. These fields include the network address of the host, host information about the host, whether the host is using a Mail eXchanger (MX), what kind of Well Known Services (WKS) the host supports and optional textual information. The only fields that are mandatory is the network address and the mail exchanger. The information available to a potential hacker from a DNS server could include what kind of host is it (Vax, Unix, Windows NT) and what version of software it is running (thus knowing what bugs to exploit).  





Network Firewalling


One method of hiding the contents of an DNS server from being used as a tool by a hacker is to shield the system from direct access. This can be achieved by the use of a network firewall and two DNS servers. One of the DNS servers resides on the local network and contains the standard configuration of host to network address mapping. The other DNS server resides on the “outside” of the local network and contains information only for hosts that will need to be accessed from external to the local network. This could include the NNTP (News) server, the STMP Mail Relay, trusted hosts and Web servers. 





Between the local and external DNS server will reside a network firewall which will block unauthorized connections to the local network. Most firewall implementations contain a screening router (used to block network address and certain application connections) and a bastion host (containing application gateway programs). Anybody needing to send mail, telnet, ftp, or access a web site will need to first access the bastion host. This host is configured with hardened applications that will either do security checks on the external host prior to allowing the host to pass, or act as a proxy server and will transfer the transaction (such as mail) onto the appropriate destination. 





Zone Transfers


There are several applications available which allow a user to directly query an DNS server for host information. These tools are often used by network adminstrators trying to fix a problem, but they can be used to acquire a dump of all the hosts registered within the DNS server. This dump is known as a zone transfer and will include all the information associated with each host. With this information the hacker can easily discern which hosts would make prime targets. While presently there is not a way to block this type of query on the DNS server side, it is possible to use the filtering capabilities of a network router to block these queries (inbound TCP port 53). Unfortunately there are some problems in blocking these queries (IBM AIX will not be able to resolve hosts).














DHCP


The advent of the use of automated network address assignment has created an additional complexity which must be addressed within DNS. The Dynamic Host Configuration Protocol (DHCP) was created to address the pressing problem of network address shortages. Given the exponential growth in the number of hosts on the Internet and the finite number of addresses available this system was created to allow the sharing of a small number of addresses between hosts rather than having a static address per host. 





Given that the DNS servers map hosts name to network numbers, the automated reassignment of network addresses between hosts requires that the DNS system alter its mapping everytime an assignment or reassignment is made. The present DNS system is not capable of supporting this function but there are several vendor specific applications that do support it. The predominant use of DHCP is by systems using the Microsoft Windows NT NOS with the DNS system referred to as WINS (Windows Internet Name Server). This system allows for a host to specify the name it will use and automatically maps that name to the network address assigned to it. In order to use this type of system it is necessary to assign a separate domain for  those hosts that use it. This is due to WINS server playing the role as a separate DNS server. The WINS server can support a sub-domain under an existing domain and can propagate DNS queries to the WINS parent domain.





Administration


One of the reasons for the development of DNS was to disperse the responsibility of maintaining the DNS host files to local and regional DNS administrators. One of the difficulties encountered when implementing this configuration is that many times the administrators are not properly trained in the administration of the host supporting DNS nor are they trained in how to properly maintain the DNS data files. Given the fragile nature of the host files (an improperly placed character can crash the DNS process), and the need to properly test the host entry before and after editing the file (to insure uniqueness and operability) having an ill trained administrator can lead to the loss of the DNS for the whole subdomain.





DNS Availability


The present and projected use of the DNS  is that its use and necessity will grow exponentially. While in the past the use of applications such as Telnet, FTP and SNMP management did not require DNS, applications such as secure SMTP mail, WEB services  Secure FTP will require the DNS service to be available in order to operate. This necessity will mandate that the DNS server be properly administered and that it be available at all times to the users. This 24 hour availability can best be served by (1) having multiple servers available to serve the community, (2) that the servers be located in different locations so that a power or network loss should not affect all the servers and (3) that they reside on hosts that are fault tolerant, have enough memory and processing power to properly service all DNS requests and are properly protected from power loss (UPS support, automated shutdown procedures, dedicated power circuits, etc.).





Short Term Solutions


There are several options that can be applied to the existing AMEDD.ARMY.MIL infrastructure that will improve its functionality, availability and security. The options are identified and a description on how to implement these changes is given.





DNS testing software





Changes in Topology


The primary and secondary name servers for ammed.army.mil are co-located in the same machine room at Greenway Park. It is recommended that the secondary DNS server be relocated to a suitable location (BAMC, Ft. Hood, Ft. Bragg) so that it will not be affected by a Greenway Park outage yet will enjoy a high speed path to the Greenway Park facility. This will allow for quick downloads of host file information from the primary DNS to secondary DNS. The difficulty with this migration is that both the primary and secondary share the same network subnet thus requiring an address change for the secondary. It is recommended that a suitable network number  (maybe a Class D) be assigned to the secondary as it is renumbered so that any future moves of the secondary will only require a change in a network router advertisement and not a reconfiguration of all the DNS servers using the secondary.





Changes in Forwarding


The AMEDD.ARMY.MIL is configured to use two hosts (huachuca-aims2.army.mil and server.af.mil) as forwarder hosts. This means that any query of a host outside of the army.mil domain first is sent to the forwarder host for resolution. If this query fails then the DNS server follows its normal course of querying its parent domain server (army.mil) to resolve the name. The use of a forwarding host is to take advantage of a DNS server function known as caching. Whenever a DNS server resolves a name it stores the name to network address mapping in a cache for future use. After a finite amount of time the names within the cache age out and are removed from the cache. By having a couple of hosts act as focal points for name resolution, they will in time create a fairly large list of hosts that have had their names resolved. These hosts are known as forwarders.





It is recommended that the amedd.army.mil primary and secondary name server have its forwarder entries removed. The huachuca host is already configured as the army.mil domain DNS. If this host is not operational then instead of having the query migrate over to a secondary the use of the forwarder would have the DNS query the huachuca DNS server a second time. Additionally the use of forwarders on a midlevel DNS server is typically not recommended but should be used rather on local DNS servers only.





Platform change


The use of AT&T 3B2 systems as DNS servers has as of late been problematic. The addition of running SMTP relay programs on the same host has made the situation worse. It is recommended that the DNS function be removed from the 3B2’s and be placed on a more dependable platform. While there are a few existing platforms that may be selected it is being recommended that a study be made to determine if the use of the HP 9000/725 systems being used as local network node managers could also support the DNS function. This study would be made at the MEDCOM I&I lab facility with the existing equipment.





In order to implement any DNS functionality change would require that the network address for the DNS function follow the application. In this case the network address for the network node manager would become the network address of the pre-existing DNS server/mail relay system. A new address would be assigned to the mail relay and the appropriate DNS entry in the DNS server would be changed. In this way the delivery of the email would not be minimally affected.





Data format changes (security concerns)


It is recommended that the existing DNS server host files be edited so that only the required information (network addresses, MX records) are listed. All other host data fields should be removed. This effort will remove information that could be of value to a potential attacker.





Long Term Solutions


DNS Topology





Systems available





Applications


The administration of the DNS servers can be simplified immensely by the use of applications written to shield the adminstrator from having to do hand editing of pertinent files. These applications reside on the DNS server and are accessed by the adminstrator as needed. By use of these programs the potential for adversely affecting the operation of the DNS program is minimized, the time required to make the desired entry is reduced and the qualifications required of the administrator is reduced.





COTS


There are several programs that can be purchased that operate both as a database to managed the dispersement of network addresses and manage the DNS files as well. Some of these programs include:





NETID by ISOTRO Network Managment Inc. 	


			(http://www.isotro.ca/ISOTRO/netid.html)


QIP/QNS by QTEK Inc.


			(http://www.qtek.com/products.html)





The NETID product is at present under evaluation at BAMC (San Antonio, Tx). The QTEK product is not under evaluation at this time.














WEB Services


Another possible method of administering the DNS files is by creating appropriate HTML Web scripting so that all the administrator does is fill out the necessary fields on the network browser  and then submit the job. The scripting would automatically edit the files (either by appending to the end of the file or by using a database hook, such as Oracle 2.0 Web server, so that the database would retain and amend the host file) and then restart the program. The simplicity of this solution is that a standar
