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Abstract





The growth in the use of data networking within the Army Medical community has seen a comparable growth in the use of Domain Name Service (DNS)  function by networked hosts. The demand placed upon the DNS servers has created a situation where the availability and supportability of these servers have become paramount. The existing DNS server topology and the degradation of the WAN infrastructure has resulted in the lack of DNS services for many of our clients and as such mandates a review of how this service is supported.





Function of DNS


Simply put Domain Name Service provides a way for the user to easily remember how to reference any computer that is reachable via the Internet. Rather than attempt to recall the network address of the target host (a set of four 3 digit numbers) the user can instead use a simple name that identifies the hosts name and the organization in which the host falls under. For instance instead of using the network address 198.41.0.7 to reach the Internet registration host a user would type rs.internic.net. 





During the early beginnings of internetworking (early 1970’s) the mapping of a host name with a network address was achieved by the use of a host file. This file would reside on the local host and be referenced by the application being used by the user. In this file was a simple list of hosts and their respective network addresses. In order to keep the file up-to-date with hosts at other sites a central host (the “NIC”) was identified as a central location where new host entries could be registered. Periodically each host would download the host file from the NIC and thus have a copy of the latest host file containing the addresses for all the hosts on the Internet (known then as the ARPANET). As the number of hosts began to grow the size of the host file began to get too large and would take too long to download. Additionally the registration of a host would take too long given that the registration occured at one site. A new method of host name to network address had to be created. The system that was eventually developed is known as Domain Name Service, or DNS for short.





The mechanism by which DNS is supported and operates is based on the replacement of the local host file as the sole mechanism for name to address mapping with a service that operates on a local or regional server. When an application needs to resolve a host name it sends a query to the local DNS where it attempts to resolve the name by looking in its host table. If the host is not in its host table then the DNS send a query the DNS system that is responsible for supporting the host to be resolved. That remote DNS resolves the name and then sends the information back to the local DNS wherein it transfers the information to the original requesting host. 





The foundations upon which DNS was created is as that (1) the administration of local host name resolution is left up to the local site (distributing the administration of the registration workload) and (2) local queries are sent to the local DNS (thus reducing Internet bandwidth loads and central DNS system loads). The way DNS works between the DNS servers is by the use of a hierarchical system of servers each of which is responsible for a set or subset of domains (a term used to describe a grouping of organizations). 





If you look at a typical host name (say bradley.fthood.amedd.army.mil) you can see that there is a hierarchy implied. The host Bradley resides at Ft. Hood which is in part a member of the AMEDD network which is owned by the US Army which is a Military organization. The DNS hierarchy closely follows this host name hierarchy in that for each grouping their is an associated DNS server. In this case there is an DNS server that supports Ft. Hood (domain fthood.AMEDD.army.mil)  which contains the mapping of the host name Bradley, there is an DNS server that supports the organization AMEDD (domain amedd.army.mil), there is an DNS server that supports the army (domain army.mil) and there is an DNS server that supports the military (domain mil). Under each domain DNS servers there are additional organizations who equally have their own respective DNS servers. A host resolution request propogates up the hierarchical tree until the target hosts organizational DNS server is reached. The appropriate branch is then followed down until the local DNS server supporting the target host is reached and then queried.
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ARMY DNS Present Configuration 


The domain that the Army MEDCOM is responsible for is AMEDD.ARMY.MIL. All local and organziational domains that fall under the amedd domain are supported by the MEDCOM domain servers. The Amedd servers (2) reside at the Army Greenway Park facility in San Antonio Texas. One of these servers is set up as a primary and the other as a secondary. The local sites that have their own DNS servers and rely on the AMEDD.ARMY.MIL domain servers are:
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	ALASKA


 	APCMS


 	BAMC Hospital, Ft. Sam Houst


 	Ft. BELVOIR


 	Ft. BEN HARRISON


 	Ft. BENNING


 	BERLIN


 	Ft. BRAGG


 	Ft. CAMPBELL


 	Ft. CARLISLE


 	Ft. CARSON


 	DDEAM


 	Ft. DETRICK


 	DEVENS Hospital


 	Ft. DRUM


 	Ft. EUSTIS


 	FAMC Hospital, Aurora CO.


 	FRANKFURT Germany


 	HEIDELBERG Germany


 	Ft. HOOD


 	Ft. HUACHUCA


 	Ft. IRWIN


 	Ft. JACKSON


 	Ft. KNOX


 	LRMC Hospital


 	Ft. LEAVENWORTH


 	Ft. LEE


 	Ft. LEONARDWOOD


 	MAMC Hospital, Ft. Lewis WA.


 	Ft. MCCLELLAN


 	Ft. MEADE


	Ft. MONMOUTH


 	Ft. NUERNBERG


 	OTSG, Wash. D.C.


 	Ft. ORD


 	PANAMA (Gorgas Hospital)


 	PIRMASENS Germany


 	Ft. POLK


 	Restone Arsenal


 	Ft. RILEY


 	Ft. RUCKER


 	SARMS Hospital


 	SEOUL


	Ft. SILL


 	Ft. STEWART


 	TAMC Hospital, Honolulu HI.


 	VICENZA Italy


 	WBAMC Hospital, Ft. Bliss TX.


 	WESTPOINT NY


	WRAMC Hosp.,  Bethesda MA.


 	WUERZBURG Germany


 	Camp Zama, Japan�
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In addition to these local sites, there are several sub-domains for organizations under AMEDD that are supported. These organizations include





		CHCS


		DENCOM


		HCSSA


		LOG


		MEDCOM


 		MEPRS


		SHAPE


		TAMMIS
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There is one primary and four secondary servers that support the ARMY.MIL domain. These servers include:





	HUACHUCA-AIMS2.ARMY.MIL      	198.49.185.110


   	NS1.ARMY.MIL                 			129.29.130.1


   	VGR.ARL.ARMY.MIL             		128.63.2.6


   	PENTAGON-GW.ARMY.MIL         	 26.26.0.247


   	RITCHIE-GIIS.ARMY.MIL        		192.136.137.6





Table 3.








At present most of the local DNS servers are AT&T 3B2-600G computers which also serve as the SMTP (Simple Mail Transfer Protocol) relay between the world and the local CC:Mail system. Given that most of the DNS queries up to today have been by the SMTP application the co-location of DNS on the same platform made sense. The administration of these machines is typically achieved by administrators ath the MEDCOM level (not the local level).  The local DNS servers operate as secondaries to the primary amedd server and do not have a host table containing local host information. This information is kept only on the AMEDD.ARMY.MIL primary and secondary servers.





	


Issues of concern


There are several issues which affect the short term and long term support of the DNS system. Some of these issues can be implemented by procedural and administrative changes, some by development of new tools and some have no immediate solutions and require additional evaluation.





Security


The issue of system and network security is an ever present concern. The topics to be discussed range from the minimization of available data that could be used by a hacker to identifying how DNS will work through network firewall systems to how to keep the DNS system operational and available. These and many more issues will be identified and discussed here. 





Reverse Name Service


The creation of the networking protocols and services in use over the Internet were based in part on an implied trust of the users and systems using the Internet. As the number of users grew beyond the academic and governmental organizations it soon became apparent that this trust was applicable anymore. One method that a miscreant could send out false information to an unsuspecting DNS thus allowing the user to portray his host as a trusted host and gain access to the target host without a password. Another type of attack could manifest itself as mail spoofing (sending a mail message under someone elses name). 





One method of verifying that a host is who it claims to be is by using a service known as Reverse Name Service (RNS). This service allows the target host to verify that the host name used maps to the network address being used. By sending out an RNS query (similar to a DNS query) and matching the received network address with the address being used by the connecting host, verfication of the identity of the host can be made. Many of the STMP mailing programs and FTP (File Transfer Protocol) programs have RNS built in. Any host attempting to send mail or anonymous FTP to these sites will need to have its RNS registration complete on the local DNS or it will not be allowed to fulfill its connection.


 


Revealing too much data


When a host is registered in an DNS server there are several fields that are typically filled out. These fields include the network address of the host, host information about the host, whether the host is using a Mail eXchanger (MX), what kind of Well Known Services (WKS) the host supports and optional textual information. The only fields that are mandatory is the network address and the mail exchanger. The information available to a potential hacker from a DNS server could include what kind of host is it (Vax, Unix, Windows NT) and what version of software it is running (thus knowing what bugs to exploit).  





Approved Host Naming Convention


The selection of a host name for a given host requires the application of certain rules used to reduce information about a hosts type, and associated project or organization. The selection of a host name referring to a project could give an indication of the host type (using ADSHOOD would indicate to an informed user that this is a SCO Unix host). The selection of a host name with a vendors name (lab-sun1) would let a hacker know that this is a host using Sun OS.  The use of an organization in a host name is not necessarily a security concern, but could pose a problem if the organization changes its name thus requiring the reconfiguration of all affected computers (it is hoped that the organization name AMEDD will not change its name thus requiring a change in the domain name AMEDD.ARMY.MIL).





Network Firewalling


A recommended security implementation is to block all unwanted access to the internal network (in this case the Hospital network) by the use of a network firewall. The firewall is composed of two screening routers (used to block access based on IP address, application and transport protocol), two domain name servers (one for internal use and one for external use) and a bastion host (a host running proxy applications like Email, WWW, and anonymous FTP). 
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Figure 2.








The firewall components are configured as follows:





The internal DNS is configured with all the internal network host information. The server is configured so that any queries that need to be made outside of the internal network will go to the external DNS as a “forwarder” server. This means that the query for all external hosts will only go to the external DNS server (as far as the internal DNS server is concerned). Normally the local DNS server would be given a series of external DNS servers to go to in order to resolve an external query. In this case the local DNS server will only go to one place. Additionally the forwarder query will be transported using TCP/IP rather than the UDP/IP used for normal DNS queries. This is important since it is recommended that the interior router block all UDP traffic in order to protect the internal network from NIS and NFS attacks


The Internal router is configured to block all access to the internal network except for those services which must pass through (DNS traffic between the internal and external DNS, Proxy access to the bastion host) and those hosts who need access to the external network and cannot rely on the use of the bastion host for proxy services.  


The external DNS server is registered with the parent DNS server (amedd.army.mil) as the sole authority for the local domain. The only entries that will be placed in the external DNS are the IP addresses for the bastion host and fake IP-name entries for those hosts who are to be allowed access to the external network (in order to meet the requirements for RNS and double reverse queries). 


The bastion host is configured to support those proxy applications that the internal network relies upon. These proxy applications could include email, www, Telnet (2 stage process) and ftp (2 stage process). The bastion host is configured so that all DNS queries (whether internal or external) are made to the internal DNS server first. This is done so that the bastion host can access the internal network but clients on the external network cannot. Queries for external hosts will first go the internal DNS, then get forwarded to the External DNS, get resolved and sent back to the internal DNS who will finally send the info to the bastion host. The bastion host could ask the external DNS to resolve a local RNS, but the external DNS does not have the real host information, just fake info. Thus the bastion host could not complete its function of sending proxied data to the internal net.


The external router has additional filters to block unwanted access to the internal router.





Zone Transfers


There are several applications available which allow a user to directly query an DNS server for host information. These tools are often used by network adminstrators trying to fix a problem, but they can be used to acquire a dump of all the hosts registered within the DNS server. This dump is known as a zone transfer and will include all the information associated with each host. With this information the hacker can easily discern which hosts would make prime targets. While presently there is not a way to block this type of query on the DNS server side, it is possible to use the filtering capabilities of a network router to block these queries (inbound TCP port 53). Unfortunately there are some problems in blocking these queries (IBM AIX will not be able to resolve hosts).








DHCP


The advent of the use of automated network address assignment has created an additional complexity which must be addressed within DNS. The Dynamic Host Configuration Protocol (DHCP) was created to address the pressing problem of network address shortages and network administration overhead. Given the exponential growth in the number of hosts on the Internet and the finite number of addresses available this system was created to allow the sharing of a small number of addresses between hosts rather than having a static address per host. 





Given that the DNS servers map hosts name to network numbers, the automated reassignment of network addresses for hosts by DHCP  requires that the DNS system alter its mapping everytime an assignment or reassignment is made. The present DNS system is not capable of supporting this function but there are several vendor specific applications that do. The use of DHCP by Microsoft Windows NT based clients rely on DNS services supplied by WINS (Windows Internet Name Server). This system allows for a host to specify the name it will use and automatically maps that name to the network address assigned to it. In order to use this type of system it is necessary to assign a separate domain for  those hosts that use it. This is due to WINS server playing the role as a separate DNS server. The WINS server can support a sub-domain under an existing domain and can propagate DNS queries to the WINS parent domain.





For those clients not using WINS as a DNS server yet requiring RNS (Reverse Name Service) there may be a way to provide for RNS resolution. The standard configuration of an DHCP server is to allocate a block of IP addresses for dissemination to the DHCP clients. If the local DNS server were configured with a list of arbitrary names assigned to all the IP addresses within the block as well as the appropriate RNS entries, then all Name Service queries for IP addresses using DHCP could be met. Since the preponderance of RNS queries outside of SMTP name verification are only attempting to log host names then this “fakeout” should work. Most of the email systems in use rely on a central mail POP and gateway and thus have a since email presence. Any SMTP RNS queries would refer to the email gateway which would have a static IP address and appropriate entry in DNS.





The use of DHCP in a lan environment requires that several administrative and configuration issue to be addressed.  A LAN that is operating several DHCP servers could result in the assignment of an IP address to more than one client. This would result if more than one DHCP server had a given block of addresses at its disposal. While some DHCP servers do support the use of PING to check an address prior to dynamically allocating it, some servers to not.





Running DHCP services across a network router requires that the router be able to support DHCP and that appropriate measures be taken to account the possibility of multiple network numbers operating on a single lan. The first issue is of great importance to the ARMY MEDCOM in that the Cisco routers used will need to be at least version 9.21(4) or greater in order to support DHCP. Many of the remote routers in use (Cisco router cards in a Bay Networks Hub) are operating with IOS version 9.12. Several hospital AGS+ routers are also operating with this version. These systems will require an IOS upgrade before DHCP is run. 





The second router difficulty is due to the fact that Cisco routers’ can be configured with a primary IP address and several secondary IP addresses in order to accomodate multiple networks on one segment. The way DHCP operates across a router is that the router will pass a DHCP client address request while incorporting in that request an identifier of the network (and subnet) that is being supported. Typically though this is the primary IP address network number and not any of the secondary network numbers. Thus an DHCP client may acquire an IP address on the wrong network. There is supposed to be an option within DHCP (known as “User Class Option”) which allows each client to be preconfigured with information about what group (or subnet) it belongs to. Not all DCHP servers support this function and must be considered when selecting a DHCP server. 





While the assignment of an IP address of an incorrect network number may not pose a significant problem on flat networks, a network using a virtual LAN system (via Ethernet switches) could would be drastically affected. These systems may rely on the IP address of the client in order to determine which virtual LAN (VLAN) the client is supposed to be on. If the client were put on the wrong VLAN then it may not be possible for the client to reach critical services (such as NOS servers).





There are several security issues which must be addressed when using DHCP. If an unofficial DHCP server were placed on the net then it would be able to feed incorrect boot parameters (ex. tftp download file information) and allow the perpetrator to take over the client.





Administration


One of the reasons for the development of DNS was to disperse the responsibility of maintaining the DNS host files to local and regional DNS administrators. One of the difficulties encountered when implementing this configuration is that many times the administrators are not properly trained in the administration of the host supporting DNS nor are they trained in how to properly maintain the DNS data files. Given the fragile nature of the host files (an improperly placed character can crash the DNS process), and the need to properly test the host entry before and after editing the file (to insure uniqueness and operability) having an ill trained administrator can lead to the loss of the DNS for the whole subdomain.





DNS Availability


The present and projected use of the DNS  is that its use and necessity will grow exponentially. While in the past the use of applications such as Telnet, FTP and SNMP management did not require DNS, applications such as secure SMTP mail, WEB services  Secure FTP will require the DNS service to be available in order to operate. This necessity will mandate that the DNS server be properly administered and that it be available at all 
