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IMPLEMENTATION/MIGRATION ISSUES

1. INTRODUCTION

The Department of Veterans Affairs (VA) and the Department of Defense (DoD) have initiated the VA/DoD Laboratory Data Sharing Project to determine the feasibility of sharing clinical laboratory data and established the objective of providing a proof of concept that this sharing can be accomplished. Using rapid prototype development technology and a controlled systems environment, the project team has set out to establish that this data sharing can function in real time and within the constraints of the technology currently in use at both the VA and the DoD.

The goal of this project is to develop a national solution for sharing laboratory data that can be implemented at any VA or DoD site.  To effectively establish the environment to share laboratory data among multiple sites and systems, it is necessary to thoroughly understand and document specific details of the required and desired interfaces for each system.  VA sites currently use the Decentralized Hospital Computer Program (DHCP), recently renamed the Veterans Information System and Technology Architecture (VistA).  DoD sites use the Composite Health Care System (CHCS).

The use of rapid development technology for this project has meant focusing on the ability to develop a working prototype as quickly as possible without attempting to address all of the functional and technical issues relating to operational use of the technical solution.  These overriding issues surfaced repeatedly throughout the early research and analysis efforts of this project and were initially documented in the Data Sharing Requirements deliverable. While solving these issues has not been required during the rapid development and prototype demonstration phase, it cannot be overemphasized that these issues will need to be resolved before implementing a prototype solution at any operational site.  This Implementation/Migration Plan document presents a summary of the functional and technical issues that must be resolved prior to implementation of the technical solution in an operational environment and a formalized plan for resolving the functional implementation issues.  In addition, this document presents the results of analysis completed thus far in resolving several of the most critical issues related to implementation of this capability.
2.      APPROACH TO RESOLVING IMPLEMENTATION/MIGRATION ISSUES

Data collection and analysis activities have been performed to identify potential solutions for each of the implementation issues.  For each implementation issue, the Birch and Davis Associates, Inc. (B&D) project team performed a series of tasks including research, coordination, alternatives formation, and recommendations. 

2.1    Research Issues/Collect Data
For each implementation issue, the B&D project team gathered data from a variety of  sources:

· Information collected from conversations with or observations of users, DoD and VA workgroups, including comments from others based on observation and research of related efforts

· Existing written information, including sample reports and computer displays, procedure manuals, flow charts of existing systems, consultant reports

· Computer-based information, including displays and reports from system prototypes and system specification documents

2.2      Evaluate Data and Information 

During this phase, the B&D project team considered existing industry standards, system business rules, and system constraints.  The collected data were analyzed while the needs of each organization (VA and DoD) were addressed. 

2.3       Identify Recommended Solutions

A careful study of each problem was performed to identify the scope of each proposed solution.  A comparison of alternatives was performed to determine which solution best met the requirements within the project team’s estimate of the cost, labor, and technical levels that DoD and VA would be willing to commit to the development process.  The B&D project team, where possible, proposed a solution for each problem.

3.          IMPLEMENTATION/MIGRATION ISSUES

Many of the issues discussed in this document initially arose during the research phase of this effort.  Additional issues arose during the specifications and development phases of this effort.  Finally, a few issues arose during the initial system evaluation and testing.  All of the issues that have been identified thus far are included in this document.  The functional and technical implementation issues that have been identified are listed below:

· Patient Identification and Dual Eligibility

· Common Laboratory Test Naming

· Workload and Resource Accounting

· VA/DoD Laboratory Policies

· Security

· Configuration Management of Application Software 

· Provider Credentialing

· Consolidation of Reference Laboratories

· Clinical Information Resources Network (CIRN)

· Electronic Mail Incompatibility 

· User Identification and Authentication

· Inability of CHCS to Accept Multiple Laboratory Orders Per Patient from VistA

· Inability of CHCS to Store Data from External Systems

· Reexamination of Specimen Transmission, Receipt, and Accessioning

· Identification of Pilot Site(s)

· Training in HCI Cloverleaf

· Coordinated Testing with “Live” Data in Integration and Research Center

· Expanded Capability to Include All Laboratory Subscripts

· Pilot Site Preparation

The following sections include a brief discussion of each issue and questions and comments from key functional and technical experts concerning the issue.  Where possible, a recommended solution to the issue and a recommendation summary are also included.  Appendix A contains a list of key individuals responding to the questions.  Appendix B contains a table of the summary recommendations organized according to the areas of software development, policy and procedures, training, and issues requiring further research.  Each of these four areas in the table are further divided according to short term recommendations and longer term recommendations.

3.1      Patient Identification and Dual Eligibility

One of the most critical elements of any hospital information system is its ability to uniquely identify patients within its service population.  Given the different service populations and missions of the VA and the DoD, it is not surprising that the two organizations have significantly different approaches to identifying patients.  For the DoD, patients are identified primarily by the Sponsor’s Social Security Number (SSN) and Family Member Prefix (FMP).  The Sponsor is the principal person who is eligible for DoD services and through which dependents are also eligible.  Within the VistA, all patients are tracked by their unique SSN only. 

In the current test environment, required patient demographic data to be exchanged between the CHCS and the VistA must exist on both systems.  In the “live” environment each system has different data requirements for patient registration and there may be necessary data elements that have not been transferred or collected in one environment that are critical to the other.  The FMP and the Patient Category (PATCAT) are two required CHCS data elements not found in the VistA.

Many of the patients served by one organization are also eligible for services from the other. This creates a circumstance in which some patients are entitled to benefits under either organization’s policies, and they can selectively draw on each set of benefits.  Within either system environment, this duality can create confusion as to how to maintain the relevant medical records.  In extreme cases, this problem could lead to compromised health care delivery if, for example, a pharmacy profile does not reflect the complete summary of drugs being taken by a patient.  Similarly, patients may be able to fill prescriptions at each organizations’ pharmacies leading to drug overdoses or abuses.  This is not a new issue to either organization, but should be considered as a test case scenario for identifying potential problems with the chosen data sharing alternative.

3.1.1  Questions and Comments on the Patient Identification and Dual Eligibility Issue

· What data elements must be transmitted via HL7 message to register a patient on each system?

There was no universal agreement on what data elements are needed to register a patient.  Much of this confusion is a result of the several different methods existing within each system for registering patients, including mail-in registrations, mini-registrations, and full registrations.  The items identified for registering patients on the CHCS were:  name, sponsor name, patient FMP, date of birth, patient SSN, PATCAT, sex, martial status, ward location, sponsor’s name, sponsor date of birth (DOB), sponsor SSN, sponsor PATCAT, sponsor FMP, sponsor sex, sponsor rank, sponsor branch of service and sponsor station/unit.  The items identified for registering patients on the VistA were:  name, SSN, DOB, sex, address, next of kin, service information, race, religion, and eligibility.

· Should the Cloverleaf Interface Engine be used to send the required data elements to the CHCS that do not exist on the VistA?  (The IE could be configured to send an Family Member Prefix (FMP) and also generate a Patient Category (PATCAT) code based on data that already exists on the VistA)

The majority of individuals said the interface engine should generate and send a static FMP and PATCAT to the CHCS.  The FMP might be “20” (= self) in all cases and the PATCAT would be “K61” for these cases.  For additional discussion of this, see the recommended solution below.

· Should the PATCAT and FMP data elements be added to the VistA?

The response to this question was mixed.  The Albuquerque VA already is capturing FMP and sponsor SSN; adding PATCAT should be possible.  Clearly, in instances where a VistA system is serving as a principal system resource for service to the DoD beneficiaries, these changes may be desirable.  However, it is clear that the VistA was not originally intended to serve this purpose and, in that regard, it seems that these changes would not be consistent with existing VA design constraints.

· Should a new PATCAT code be added to the CHCS for VA patients?  (The PATCAT code would be generated by the IE)

It appears the CHCS already has a PATCAT for VA patients; the code is K61 and correlates to VETERANS ADMIN BENEFICIARY.  This field is maintained centrally by DoD administration and should be universally available within CHCS systems.

· How will the Clinically Relevant Database (CRDB) affect the exchange of patient data between the VistA and the CHCS?

The CRDB should have no impact on the exchange of patient data.  This project was cited as an effort that may have an impact on the current data sharing efforts.

· Will the redesigned Defense Enrollment Eligibility Reporting System (DEERS) with it’s “unique patient identifier” resolve the problems associated with dual eligibility that currently exist at DoD medical treatment facilities?

Again, responses to this question were mixed.  However, dual eligibility is an administrative issue and should not have an impact on the exchange of laboratory data.  DoD has already made strides in the area of tracking individual patient SSN’s and continues to strengthen their system in this regard.

· How will the current version of LEDI affect the transfer of patient data from the CHCS to the VistA?

There was only one VA individual who could comment on this question, and he did not see any problem with the transfer of patient data.  This question will likely require additional research.

3.1.2  Recommended Solution

Neither the CHCS nor the VistA was designed to serve as a support system to a VA or DoD laboratory operating as a reference laboratory.  The systems were designed to support on-site laboratory use and, as such, assume the existence of patient data in a file which already exists along with the requesting provider and other related data.  By effectively changing these laboratories’ operations to more of a reference laboratory environment, the systems will need to be analyzed for modification.  This type of effort has been done already to some extent based on the availability on capabilities such as the mail-in registration.

Overall, the transfer of patient data elements between systems should be kept to a minimum.  The intent of a laboratory system supporting a reference laboratory is not to maintain a detailed medical record but rather to support the effective and efficient turn-around of a requested laboratory test.  The focus of the patient data to be transferred should be those elements which are necessary to result the requested tests.  Additional data can be added to this minimum set consistent with existing VA and DoD laboratory operating policies and procedures.

The minimum required patient data elements currently being collected by the VistA and the CHCS are:  patient name, sex, and DOB.  The additional patient data elements required by the CHCS to complete patient registration using the Mail-In Specimen Registration capability are:  FMP, sponsor SSN, and lab referral location.  The issue of the VistA not being able to provide a FMP and a sponsor SSN should not be an issue because all the VA patients should logically be considered to be the sponsor, with a FMP of “20”.  

The VistA requires a patient SSN and this data element is now collected as part of the patient registration process with the deployment of the CHCS Version 4.5 software and can be provided to the VistA.  However, the CHCS can create a “pseudo” SSN if the data is not asked for or known.  Also individuals registered into the CHCS database prior to the implementation of the CHCS Version 4.5 will not have this data element in their patient file.  Steps need to be taken to ensure patient SSN data is accurately collected on new individuals registered into the database and that existing patient records are updated to include patient SSN before laboratory tests are requested.  Collecting this data element and providing it for the VA’s use will require training/educating of the CHCS users on the importance of accurately obtaining this data element.

Patient data elements that are not available by a sending system and needed by the receiving system should be generated by the interface engine, assuming that the data elements are static and do not change for each test.  The interface engine would do the aligning of the VistA SSN to the CHCS sponsor SSN and generate both the “20” FMP and a referral location.  

The issue of dual eligibility does not affect the sharing of laboratory information.  This issue is an administrative issue and needs to be resolved by the referring facility when the patient is initially registered into the system.  Since any laboratory acting as a reference laboratory is mainly interested in performing and resulting the test, and not maintaining a detailed medical record, this issue becomes less important for this effort.  It is recommended that this only be done to lead an analyst to an appropriate person within the other agency for further information.

3.1.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Program the VistA to generate out-going messages to enable automated CHCS mail-in registration, including the data elements:  Patient Name, Sex, DOB, FMP, SSN, and Lab Referral Location

· Program the CHCS to accept these in-coming messages to create the necessary patient data records

· Program the CHCS to generate out-going messages to enable automated VistA referral registration including the data elements of:  Patient Name, Sex, DOB, and Patient SSN

· Program the VistA to accept these in-coming messages and create the necessary patient records

· Program the IE to generate any static data elements that must be added to messages to enable accurate receipt and processing by the receiving system

The following activities should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Continue to evaluate the CHCS and the VistA information systems for their ability to support an environment of reference laboratory operations 

· Develop a plan to include civilian laboratories in the information sharing initiative

3.2     Common Laboratory Test Naming 

As hospitals within either health care network attempt to share data relating to laboratory operations, there is a significant need for a standardized list of laboratory test names.  Where one system requests “Test A”, the other system may call that test by another name such as “Standard Test A”.  Although the data sharing mechanism can be programmed to support laboratory test ‘name translation’, using this approach for the site to site implementation of the eventual solution will mandate an additional level of customization that is not desirable for a national solution and a significant amount of overhead to maintain the interface.  

Each organization appears to be involved with significant efforts to develop standardized laboratory test lists.  Attempting to develop a standard across the VA and the DoD is yet another level of standardization which would be immensely helpful to this laboratory data sharing initiative and, more importantly, VA/DoD laboratory data sharing across the country.  Adopting both systems to an industry standard such as Logical Observation Identifier Names and Codes (LOINC) would help this immeasurably.  This is discussed further below.

3.2.1  Questions and Comments on the Common Laboratory Test Naming Issue

· How will files be “mapped” between systems to ensure correct tests are requested and the required information reported for the test?

The majority opinion was to map tests by internal entry number (IEN).  The IEN is used currently to support access to the laboratory test name files.  However, it was also mentioned that mapping could be done using LOINC or by having all facilities use a standard test name.

· What files and tables need to be modified to accommodate referral testing and information sharing?

The files and tables that need to be modified in the CHCS are:  Lab Test, Accession Area, Lab Method, Order, Lab Result, Site Specimen, Collection Sample, Referral Report, MTF, and Transmittal List.  The file that needs to be modified in the VistA is the Lab Data File.

· How will files be kept current as new test procedures are modified or added?

Initially, the coordination of any laboratory test name files would have to be managed and coordinated by a committee comprised of laboratory and system experts representing both the VA and the DoD.  If these naming conventions remain site-specific, this committee would have to be locally based.  Obviously, if national or regional standards can be established for each organization then this committee’s purview could be national or regional, saving each agency a significant amount of personnel.  The maintenance and implementation of any differences between each organization’s files can be managed by the interface engine.

3.2.2  Recommended Solution

A short term solution is to map laboratory tests using the IEN.  The mapping of test names is a function to be performed by the IE.  The mapping of test names using the IEN will require timely coordination between all sites and the IE manager when tests are added or modified to ensure processing of tests is not delayed.  A process to manage the updating of test information and management/control of the IE needs to be developed as part of the deployment strategy when implementing the laboratory information sharing initiative.

The longer term solution, requiring a change for both systems, is to utilize the LOINC to identify tests and map the exchange of data.  The use of LOINC would eliminate the need for the IE to map tests because the LOINC code would become a universal test identifier and be part of the test request message.  This would eliminate the need to maintain a mapping file on the IE.  As part of the process of incorporating LOINC, a standard laboratory test name file would be created that would contain ALL tests performed at all VA and DoD facilities.  This file would be the standard for every VA and DoD system.  Activation of a test would be determined at the local site level only if that site wanted to offer that particular test.  Additions or modifications to the standard test name file would be discouraged and, if allowed, managed by a laboratory oversight committee.  Implementing a standard test name file would eliminate confusion for providers in ordering and retrieving laboratory information as managed care and sharing of resources expands.  Such an initiative is underway in DoD Region 1, which will provide valuable experience relating to the implementation of LOINC for the CHCS.

3.2.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Program the IE to map laboratory tests between the VA and the DoD using the IEN for each pilot site selected

· Complete all mapping between the CHCS laboratory files and the VistA laboratory files, including:  Lab Test, Accession Area, Lab Method, Order, Lab Result, Site Specimen, Collection Sample, Referral Report, MTF, and Transmittal List

· Program the IE to indicate the results of this mapping

The following activities should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Develop and implement a standardized test name list that comprises all tests conducted at any VA or DoD laboratories, using LOINC as the basis

· Modify the CHCS and the VistA to accommodate LOINC, and migrate to this standard  

3.3       Workload and Resource Accounting 

Within the VistA and the CHCS, functionality has been developed to support the tracking of workload data and the issues of costing and staffing.  Through these measures, reports are generated and used to determine resource requirements necessary to support on-going operations.  Currently, at each Joint Venture Site (JVS), measures relating to sharing activities are approximated to arrive at numbers which can be reported to the relevant VA and DoD authorities.  This approximation has led to problems and inaccuracies related to budgeting and staffing where workload measures are not accurately reflecting current operations, and budgets are being reduced inappropriately.  

3.3.1  Questions and Comments on Workload and Resource Accounting Issue

· How are the VA and the DoD labs currently capturing workload data for tests performed in remote labs?

Both systems are capable of identifying workload performed for referral/remote locations.

· How will the CHCS or the VistA interpret workload data received via HL7 result message since each system uses different methods of tracking workload data?

Workload data will not be transferred via HL7 messages, each system will track workload internal to their system.

· Will there be a need to modify the current functionality to capture workload data received from the external system on either system?

Although there were conflicting answers to this question, there should be no need to modify functionality to capture workload.  However, there may be a need to provide a billing functionality.

· Will the current system workload reports display the workload data received from the external system?  If workload data can be reported, how will workload data from tests performed on the external system be categorized on workload reports?

Both the CHCS and the VistA report workload performed for “external systems”.  The CHCS Statistical Detail Report includes work performed for “external systems” under the “32” modifier column.  The Medical Expense Performance Reporting System (MEPRS) identifies work performed by requesting location.  A test identified as originating from a referral location with the appropriate MEPRS code is reported on the laboratory MEPRS Summary Report for that same code (i.e. MEPRS code FCEA, for worked performed for requesting location of SUPPORT TO OTHER FEDERAL AGENCIES).  The VistA reports workload as being “Sent Out or Referred”.

· Will the user have the capability to edit workload codes that were received from the external system?

Workload codes will be assigned as part of the test accessioning process.  Management of these codes and workload then becomes the responsibility of the performing site.  There is no need to transmit workload codes from one system to another.

3.3.2  Recommended Solution

No modifications need to made to either system’s workload accounting capabilities to support this data sharing.  Workload data is appropriately captured, processed, and reported using current routines and features.  However, with the expansions of resource sharing, it would be beneficial to have a laboratory billing capability available.  This functionality is already under development within the VA and the DoD to support their current plans to interact more with private insurers and providers.

3.3.3  Recommendation Summary

No additional activities are required prior to operational testing.

The following activities should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Identify laboratory workload workgroups and key personnel to determine which data and programming modifications would be appropriate to better track workload and resource accounting measures within the VistA and the CHCS

· Program the CHCS and the VistA to reflect any changes mandated by these laboratory workload workgroups

3.4     VA/DoD Laboratory Policies

Each organization is governed by accreditation requirements specified by Joint Commission on Accreditation of Healthcare Organizations (JCAHO) and College of American Pathologists (CAP).  However, how each organization complies with these requirements differs as it institutes its relevant policies, guidelines and standards.  These differences surfaced on one of the site visits and served notice to the project team that any long term solution for laboratory data sharing must be considered in light of existing policies and procedures at any site.  Working with the DoD and the VA executive management and the appropriate committees at each site should serve this process well, particularly as the sharing initiatives are extended to other areas of operation.

3.4.1  Questions and Comments on VA/DoD Laboratory Policies

· What are the current policies, standards, and accreditation requirements affecting referral laboratory testing?

As mentioned above, laboratory operations, including referral laboratory testing, are governed and overseen by the JCAHO and CAP.

· What are the current policies, standards, and accreditation requirements affecting the access/sharing of laboratory test data?

Again, these items are governed by JCAHO and CAP.  However, local policies may dictate who has access to certain information, and this would be controlled locally by assigning capabilities to individuals and assigning access and verify codes.  In no instance would local policy conflict with standards or policies stated by JCAHO or CAP.

· What data elements must be transmitted via HL7 message when laboratory tests are referred to another facility?

Here again, there was no universal agreement on the question.  The data items identified as required by the DoD to be transmitted when referring tests were:  name, sponsor name, patient FMP, date of birth, patient SSN, PATCAT, sex, martial status, ward location, sponsor’s name, sponsor DOB, sponsor SSN, sponsor PATCAT, sponsor FMP, sponsor sex, sponsor rank, sponsor branch of service and sponsor station/unit, lab test identification, requested date/time, relevant clinical information (order comment), specimen source (site/specimen), entered by (individual entering request), ordering provider (requesting HCP), enterer's location (requesting provider's location), subscript, accession area, highest priority, print name, print order, micro screen, collection sample, ward remarks, required comment, container, type, reference low, and reference high.  The data items identified as required for the VA were:  name, DOB, sex, patient SSN, accession number, subscript, accession area, highest urgency allowed, print name, print order, edit code, collection sample, ward remarks, required comment, container, type, reference low, and reference high.

· What data elements must be transmitted via HL7 message when laboratory results are transmitted to another facility?

Again, no universal agreement on the question.  The DoD identified the following data elements to be transmitted with laboratory results:  name, sponsor name, patient FMP, date of birth, patient SSN, PATCAT, sex, martial status, ward location, sponsor’s name, sponsor DOB, sponsor SSN, sponsor PATCAT, sponsor FMP, sponsor sex, sponsor rank, sponsor branch of service, lab test identification, requested date/time, relevant clinical information (order comment), specimen source (site/specimen), entered by (individual entering request), ordering provider (requesting HCP), enterer's location (requesting provider's location), subscript, accession area, highest priority, print name, print order, micro screen, collection sample, ward remarks, required comment, interpretation comments, value flags, container, type, name of performing laboratory, reference low, and reference high.  Those data elements identified for the VA were:  name, subscript, lab test identification, accession area, accession number, highest urgency allowed, print name, print order, edit code, collection sample, ward remarks, required comment, container, type, interpretation comment, value flags, reference low, and reference high.

3.4.2  Recommended Solution

JCAHO and CAP standards must be met by the DoD and the VA laboratories.  Electronic transfer of laboratory data is covered by these standards.  Local policies can be developed as long as they do not conflict with JCAHO or CAP requirements.

The minimum data required when referring tests to another facility have been identified in the earlier issues.  These data elements need further examination in light of laboratory policies and procedures and adherence to the JCAHO and CAP requirements.  Similarly, a key issue related to this sharing is the need for standardized laboratory file test names; the more standard the files, the less data that needs to be transmitted especially when referring test results.  This was discussed in detail in Issue 2 above. 

3.4.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Verify the validity of the data elements to be passed between VistA and CHCS for sharing laboratory orders and test results with respect to the appropriate JCAHO and CAP requirements

· Review local policies and procedures on laboratory information sharing to ensure organizational standards and objectives are being met for each pilot site

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Review policies on laboratory information sharing between the VA and the DoD to ensure that they meet the JCAHO and CAP requirements, at a minimum, and make changes to these policies as necessary

3.5      Security

The project team on this effort has made broad assumptions relating to the communications that are supported between the VistA and the CHCS at any particular site.  In addition to the costs associated with tying together two sites with an appropriate communication connection, each site will need to be evaluated with respect to security issues.  It became evident at several sites that there are significant differences between organizations and sites in regard to their implementation of policies that relate to how they implement security measures and protect against unauthorized access, viruses, and similar system risks.  As with the laboratory policies discussed above, these policies need to be examined during an implementation phase for satisfactory resolution for both agencies.  The recent advent of the Internet is changing all local area networks and information system environments across the country, and the impact is being felt at the VA and the DoD as well.  The organizations currently have very different approaches to addressing system security risks; resolving these is another issue for consideration as a part of the nationwide implementation of any data sharing initiatives.  

Finally, security issues have surfaced regarding privacy issues and the ability of each organization to share production data with another organization and with members of a development team.  These issues also need to be addressed as a part of our considerations of the issue of security.

3.5.1  Question and Comment on Security

· What are the security risks associated with allowing access to and transmittal of laboratory data between facilities?

Outside access to laboratory data will not be allowed and managing this access will be a local facilities’ responsibility.  Transmission of laboratory data must be protected through the use of secured communications or encryption of the data.

3.5.2  Recommended Solution

Coordinating the security concerns of the VA and the DoD, nationally, will be a significant effort and must be done carefully through appropriate channels.  Establishing the policies nationally appears to be the first logical step with additional steps being required at each local site for sharing.  Clearly, for the VA and the DoD to support each organizations’ laboratory operations, there will need to be a formal statement and policy governing the sharing of specific data.  These data will need to be clearly stated along with the appropriate mechanisms to allow remote connections to systems, appropriate passwords and fire wall keys, and likely encryption of data being transferred.

The requirements for safeguarding sensitive unclassified information, with laboratory data falling into that category, is covered in the DODD 5200.28, Security Requirements of Automated Information Systems.  The main points being that information is accessed only by authorized persons, used only for its intended purpose, retains its content integrity, and is marked properly as required.  It is also stressed that information needs to be safeguarded against tampering, loss, and destruction and shall be available when needed.  The final point being, the mix of safeguards shall be met through automated and manual means in a cost-effective and integrated manner.

The CHCS and the VistA are safeguarding their data through the use of access and verify codes, assignment of permission rights to application, and audit trail capabilities.  However, when laboratory data is transmitted between facilities it needs to be protected by either using secure communication lines or encryption.

3.5.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Develop a site-specific plan identifying how laboratory data will be transmitted between facilities based on the identification of pilot site(s) using secured communication lines and/or data encryption

· Establish a local policy on remote access to laboratory data and information

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Establish a workgroup on security charged with creating a VA/DoD policy for sharing data in a secure fashion; Develop a plan identifying future security goals and objectives, providing adequate protection of data but not restricting authorized users access to needed information

3.6      Configuration Management of Application Software 

The IE project must satisfy the data transfer requirements during the testing phase conducted by the B&D project team in the Integration and Research Center (I&RC).  The project is to be further tested and evaluated by the CHCS and the VistA developers’ (SAIC and VA) testing groups and then subject to formal developmental test and evaluation before implementation at an alpha test site.  Consideration of these testing and related configuration management issues have been postponed to allow for the rapid prototype development but need to be considered in a production environment prior to alpha level testing.

3.6.1  Questions and Comments on Configuration Management of Applications

· What is the DoD configuration management process and timeline, including test and evaluation requirements, for deploying a CHCS - VistA interface?

Question could not be answered.  Although data exist describing typical timelines, this specific capability could not be estimated at this time.  Preliminary indications are that it could be done fairly quickly subject to the priorities of the DoD.

· What is the VA configuration management process and timeline, including test and evaluation requirements, for deploying a CHCS - VistA interface?

This is not an issue for the VA because they will use LEDI to process the transfer of laboratory data.  LEDI is to become a standard software module within the VistA and will, therefore, support the necessary sharing capability.  LEDI software will be installed by the end of September 1997 and will only require configuration of files to enable communication to other facilities.

3.6.2  Recommended Solution

This is principally a DoD issue.  A deployment strategy and timeline will need to be developed commensurate with the DoD interest in implementing this capability.

3.6.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Develop a deployment priority and strategy for the IE, its software, and all other associated software enhancements

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Determine if the IE is the best solution for sharing laboratory data

3.7       Provider Credentialing

One aspect of laboratory test order transfer relates to the transfer of data associated with the provider who ordered the test.  The VistA and the CHCS maintain large provider files of on-site and off-site physicians to verify orders, and it is possible that sharing orders between the VA and the DoD may require expanding these files to include all of both sites’ providers.  Related to this, there may be an issue regarding system limitations on the number of providers that can be tracked.  Additionally, these files are usually populated and maintained as a part of the provider-credentialing process within a hospital to ensure that the system contains only those providers whose credentials have been properly researched and verified.  Combining the VA and the DoD providers into a single file may require changing hospital procedures for credentialing.  Alternatively, efforts could be undertaken to credential the VA and the DoD providers in a similar fashion to enable each organization to ‘share’ providers more effectively.

3.7.1  Questions and Comments on Provider Credentialing Issue

· Will the sharing of laboratory data require each site to maintain credential files for all providers who can request laboratory procedures?

Again, there was not universal agreement on the answer.  Some sites are currently maintaining files on non-facility providers while other sites are not.

· Will sharing of laboratory data require each site to maintain a laboratory user file for all personnel who can perform any laboratory capability?

Most said there is not a need to maintain a laboratory user file on personnel who perform laboratory functions.

3.7.2  Recommended Solution

This issue is one of completeness.  The simplest solution is to maintain a provider record within each system that refers, generically, to a provider in the remote system such as a CHCS record that would say “VA Provider”.  A better solution would be to establish one real provider as a point of contact for the system to refer to at the requesting site.  An example of this is having a record in the VistA that says “Dr. Doe at DoD site X at phone number (123) 345-6789”.  The ultimate solution is to transmit and load the specific requesting provider’s name with a understanding/policy that if this is a remote provider, they may not have had their credentials verified by the resulting laboratories’ credentialing department.  This latter case would require changes to each system.

However, under current operations, off-site providers and laboratory users do not need to be added to a reference laboratory’s provider or user files for laboratory testing and information sharing.  Moreover, adding and maintaining these files would quickly become a time consuming management problem and potentially cause delays in processing requests.  However, it is important for the referral facility to know the requesting provider, so requesting provider’s name must be part of the test request data sent.  This information could become part of the laboratory test order comment.  There is no need for the referral facility to receive data on laboratory users or individual entering the test request.  Also, there are no plans to give off-site users access to the reference laboratory’s capabilities.

3.7.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Develop a solution on the most appropriate method to identify outside providers within laboratory related files

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Develop a policy identifying how outside provider information will be stored within the VistA and the CHCS for future sharing initiatives

3.8        Consolidation of Reference Laboratories 

There is a growing desire for consolidation of federal laboratory resources, especially in an environment of decreased budgets and increased emphasis on expanding sharing efforts between government organizations.  Currently the VA and the DoD laboratories are outsourcing laboratory work to many commercial reference laboratories.  Both organizations are interested in consolidating laboratory work referred to commercial laboratories on a national level.  Consolidation would improve laboratory data management, reduce costs, and decrease the level of effort involved in exchanging laboratory data electronically between the VA/DoD laboratories and commercial laboratories.  In addition, there are some indications that with the VA and the DoD, significant consolidation of laboratories is possible.

3.8.1  Question and Comment on Consolidation of Reference Laboratories Issue

· Are you sending laboratory tests to a commercial reference laboratory?  If yes, what laboratory are you using?  What tests are you referring to this laboratory?  Is there a government (DoD or VA) laboratory that could perform this testing?  Why are you using a commercial laboratory to perform your testing?

This is a site-by-site issue but almost every VA and DoD facility uses a commercial reference laboratory.  The laboratories frequently used are:  Quest Diagnostics, ARUP, Specialty Laboratories, Lab Core, APL, and local universities.  Tests referred to civilian laboratories are the very specialized, esoteric tests that are performed infrequently or require special instrumentation. The three main reasons identified for using a commercial reference laboratory are:  convenience and reduced manpower because no shipping/transportation of specimens required, a number of commercial laboratories provide “free” courier/shipping services; cheaper cost per test; and faster turn around time of results.  The DoD Joint Laboratory Working Group is currently compiling laboratory workload from all the DoD regions to investigate the possibility of developing regional sharing laboratories or a central DoD testing laboratory to perform testing now referred to commercial reference laboratories.

3.8.2  Recommended Solution

The VA and the DoD have already determined that they will support increased laboratory consolidation.  These efforts require the development of a capability such as the one being demonstrated by this effort.  It is clear that many of the system changes and policy issues that have arisen during this project have direct relevance to this consolidation effort.  Full development and implementation of this laboratory data sharing initiative would definitely benefit this effort and address the issue of improving turn around times.

To effectively progress towards this type of consolidation, each organization will require the systems and infrastructure to support a new mode of operations.  In addition to the infrastructure necessary to support the VA/DoD data sharing, the purview of data sharing should be expanded to include other potential clients of the VA and the DoD laboratories (such as the Medicaid and Medicare populations) as well as the use by these two agencies of other civilian laboratories.  Adherence to industry standards and the support for the development of those standards also becomes paramount.  For example, the standardization of laboratory tests, as identified in the long range solution to Issue 2, Common Laboratory Test Naming, would also benefit this effort.

3.8.3  Recommendation Summary

No activity is required prior to initial operational testing.

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Develop a strategy for supporting the consolidation of federal laboratory resources and making use of civilian facilities

3.9         Clinical Information Resources Network (CIRN)

The VA’s CIRN project is designed to provide clinicians with an integrated view of a patient’s care on a network-wide basis and provide the clinical component of information systems supporting managed care by permitting the creation of a comprehensive database reflecting patient care delivered throughout the Veteran Integrated Service Network (VISN) and by providing “feeds” to non-VistA systems.  In addition, CIRN may play a larger role in the future in the daily operations within the VA Medical Centers.  For these reasons, it is important to consider the status and growth expectations for this application and project as it relates to the technology being proposed for this effort.

3.9.1  Question and Comment on Clinical Information Resources Network (CIRN) Issue

· Have there been technological solutions/issues identified in the CHCS - VistA interface project that could be utilized by the Clinical Information Resources Network project?

No, CIRN is using a different technical solution.  The major difference between the CIRN project and the laboratory information sharing project (LEDI), is that in CIRN, the entire patient record is provided and in LEDI only the laboratory test data requested by a specific individual is provided.

3.9.2  Recommended Solution

It appears this issue can be dropped for the time being.  This is a VistA technical development issue, and individuals involved in this laboratory information sharing initiative from the VA and the project team are aware of CIRN project.  This awareness appears adequate at this time.

3.9.3  Recommendation Summary

No activity is required prior to initial operational testing.

No activity is required as a part of the longer term VA/DoD laboratory data sharing initiative.

3.10       Electronic Mail Incompatibility
Although both organizations use the MUMPS-based program “MailMan” to support electronic mail, this standard does not exist everywhere.  Moreover, the versions of MailMan in use at the VA and the DoD are not currently the same which may lead to some difficulties in supporting mail communications.  If the eventual solution for data sharing includes mail messaging of the appropriate data then these MailMan incompatibilities must be resolved.

3.10.1  Question and Comment on Electronic Mail Incompatibility Issue

· Is mail messaging of data required for sharing of laboratory data?

Although the answer to this question was mixed, mail messaging of data is not part of the solution for this laboratory data sharing initiative.  It was considered during the alternatives analysis portion of this project but currently appears to be irrelevant to the data sharing mechanism currently being pursued.

3.10.2  Recommended Solution

Although use of electronic mail is not part of the technical solution for this laboratory data sharing initiative; issues preventing the transmission of mail messages between the CHCS and the VistA should be resolved.  The use of electronic mail could be an important interim step in sharing laboratory information should this solution be delayed.  In fact, some VA facilities are already using electronic mail to get test results back to referring facilities.  It would also be a great tool for communicating issues, questions, and concerns concerning laboratory testing or patient information.  However, it is not a central issue to implementing this capability and, therefore, it is recommended this issue be removed from the current list.

3.10.3  Recommendation Summary

No activity is required prior to initial operational testing.

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Identify and fix mail incompatibilities to increase effective communications between VA and DoD

3.11       User Identification and Authentication

Currently, laboratory orders are transmitted to the external system when the order is accessioned.  This capability may be modified to allow for orders to be grouped together as part of a shipping list so that multiple orders are sent together electronically, mirroring the physical movement of the samples to be tested.  The external system must not accept incoming laboratory orders (via HL7 message) from an ordering provider that does not have the appropriate security keys on the external system and to ensure this, the external system must have the necessary security to comply with the security policies and procedures of the external systems.  Clearly, this issue relates to security as well as system access and transmission of authentication codes.
3.11.1  Questions and Comments on User Identification and Authentication Issue

· How does authentication from the VistA become verified on the CHCS?

There is no authentication of the VistA providers or users performed on the CHCS.  The processing of laboratory orders will be performed on the VistA, with the VistA responsible for determining if a provider has the appropriate privileges to request laboratory tests.  The main concern is that test results received from the VistA are not automatically certified in the CHCS.

· How does authentication from the CHCS become verified on the VistA?

Here, as answered above, there is no authentication of the CHCS providers or users performed on the VistA.  The processing of laboratory orders will be performed on the CHCS, with the CHCS responsible for determining if a provider has the appropriate privileges to request laboratory tests.  Again, test results received from the CHCS will not be automatically certified in the VistA.

3.11.2  Recommended Solution

This issue has been partially discussed and resolved in Issue 7, Provider Credentialing.  In that discussion, it was recommended that external providers and users not be registered into, or have access to, the referring laboratory’s system.  The authentication process will occur in the internal system and should be no different than what already exists when a provider is allowed to order a laboratory test today.  However, in this laboratory data sharing initiative it is extremely important that test results are not automatically certified and filed into another system.  The current design calls for each laboratory to do its own verifications as well as its own accessioning governing the handling of samples.  Policies relating to each of these activities will need to be reviewed, analyzed, and substantiated.

3.11.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Program the CHCS to not allow automatic certification of test results 

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Develop a policy for identifying what outside user information is required for identification and authentication in future sharing initiatives

3.12      Inability of CHCS to Accept Laboratory Orders that Contain Multiple Tests

The next 3 issues arose during the development, testing, and evaluation of the prototype.  They are substantially technical issues and, as such, the discussion here is very technical, detailing the specifics of the Health Level Seven (HL7) messages and their processing within the CHCS.

Currently, the CHCS cannot accept more than one test per patient from a VistA order message.  If a laboratory request for a patient contains multiple tests, the order message (ORM) transmitted by the VistA will contain one ORC (order data) and multiple OBR (ordered test data) segments.  However, the order messages expected and received by the CHCS are formatted differently.  The CHCS expects to receive only one OBR segment per ORC segment and will acknowledge only the first OBR it receives.  It appears that it will be necessary to change the requirements for the CHCS inbound order message or redesign the LEDI Order Message to allow multiple test orders to be electronically transmitted from the VistA to the CHCS.

3.12.1  Questions and Comments on the Inability of CHCS to Accept Multiple Laboratory Orders Per Patient from VistA Issue

· What changes can be made on the GIS so that CHCS can accept VistA HL7 order messages that have multiple OBRs per ORC?

This question can only be answered by the SAIC development team and only after a more thorough evaluation of the implications.

· Could the LEDI order message be changed to a format so that multiple laboratory orders per patient from the VistA would be accepted by the CHCS?

No, this will have to be a function performed by the IE.

· Could the IE provide a long term solution?

Yes.

3.12.2  Recommended Solution

The interface engine could reformat the order messages so that multiple test orders from VistA for a single patient can be received by the CHCS as a series of individual tests for the single patient.  This appears to be a short term solution.  The longer term solution would be a modification to CHCS and its handling of inbound order messages.

3.12.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Program the IE to modify the VistA orders from multiple orders to individual orders before transmitting to the CHCS

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Program the CHCS so it can accept VistA orders that contain multiple test requests

3.13    Inability of CHCS to Store Data from an External System

This issue relates directly to the inability of the CHCS to maintain codes that are critical to external systems which is a result of the CHCS never having been designed to support operations external to the DoD.  Data contained in order messages such as order numbers cannot be stored on the CHCS and must be saved elsewhere if the data is required for result processing.  During the prototype demonstration the IE was used to save the VistA data elements that were sent to the IE via the VistA order messages and returned to the VistA via inbound result messages.  This short term solution was effective during the prototype phase of this effort but it implies a larger role for the IE which includes maintenance of a dynamic file that introduces another failure point for the transfer of data.  The work-around developed for the demonstration could be used at an operational site but would need to be evaluated for potential system constraints. 

3.13.1  Questions and Comments on CHCS is Unable to Store Data from External Systems Issue

· Is the solution that was developed for the prototype which relies on the HCI Cloverleaf’s ability to store data from incoming order messages suitable for the implementation phase?

There are conflicting answers to this question.  It appears that the work around is effective but it is less clear that in a high volume environment, it would be acceptable.

· Should a new file, or field, be created on CHCS to store data from external systems?

No, the external system should not be sending any additional data that would have to be stored in a separate file by the receiving system.

3.13.2  Recommended Solution

The long term solution, if one exists, needs further research.  It appears that creating a separate file, or field, in the CHCS to store additional data is not desirable.  The key data element for result processing is the referring laboratory’s accession number.  The current solution appears to be the best solution thus far.  The accession number is a part of the test order and stored in the laboratory test order comment, along with the requesting provider.  The interface engine would be responsible for aligning and positioning this data element into the correct data field.

3.13.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Program the IE to retain data that CHCS is unable to store that supports external system operations, such as order message identification information

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Modify the CHCS to allow for limited storage of external data

3.14    Reexamination of Specimen Transmission, Receipt, and Accessioning

This issue deals with the process and timing of when laboratory specimens are accessioned by the receiving laboratory.  Both the VA and the DoD want a transmittal list generated that would accompany the specimen(s).  This transmittal list would also be sent electronically so that when specimen(s) arrive for testing, all the receiving laboratory needs to do is verify the specimen(s) was received, match the electronic list with the list accompanying the specimen(s) or indicate the specimen(s) was not received.  After acknowledging receipt of the specimen(s), the system would generate an accession number for the specimen(s) and testing of the specimen would begin.

In the prototype test the IE sent a laboratory order electronically to the VistA.  The laboratory order information was then placed in a Pending Orders file until it was accessioned on the VistA.  During the prototype demonstration the orders in the Pending Orders file were accessioned manually on the VistA so the test can could be resulted.  In the CHCS, the laboratory order was auto accessioned.

This issue needs further requirements definition so the appropriate functionality can be developed and implemented in the pilot test.

3.14.1  Question and Comment on Reexamination of Specimen Transmission, Receipt, and Accessioning

· Could the LEDI software be enhanced to support the capability to accession orders automatically when order data is received in the Pending Orders file?  If so, what changes to the current system will be required to develop this capability?

No, the specimen needs to be received before it can be accessioned.  The VA desires to retain the manual accessioning to ensure that samples are present in the facility before accessioning can take place.

3.14.2  Recommended Solution

No solution is recommended at this time, nor does one appear to be necessary.  The VA laboratory policies in this regard have been established, and there is no clear need to change these at this time.

3.14.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Program the CHCS to not allow automatic accessioning of orders received from an external system; ensure the validity of a transmittal/shipping list and the related samples before accession numbers are generated

· Program the CHCS to create a transmittal/shipping list that can be sent electronically and accompany the outbound specimens

No activities are required as part of the longer term VA/DoD laboratory data sharing initiative.

3.15    Identification of Pilot Site(s)

Prior to beginning implementation of the prototype capability, the pilot site or sites must be identified and agreed to by the VA and the DoD.  In addition, site personnel must be informed about the operation of the prototype and the associated support requirements.

3.15.1  Question and Comment on Identification of Pilot Site(s)

· This issue was inherent to the plan for eventual prototype implementation.

3.15.2  Recommended Solution

Many pilot sites have been discussed and they fall into three general categories.  First, the DoD has expressed a desire to test this sharing capability in the National Capital Area (NCA).  This approach has the added benefit of being in close proximity to the I&RC and the project team which would minimize travel expenses and support coordination activities.  In addition, the NCA has been identified for a number of other laboratory development efforts.  Unfortunately, the NCA does not currently support clinical laboratory sharing with the VA.

Second, JVSs have been proposed as potential pilot sites.  These would include sites visited during the data sharing requirements phase (Las Vegas and Albuquerque) as well as several others (Honolulu).  

Third, several sites are ideal candidates due to their current sharing activities.  This would include a site such as Portsmouth/Hampton which was visited earlier during this project and seems to be engaged in the exact type of sharing that is the target for this project.  Another candidate site is the DoD Epidemiological Laboratory in Texas which supports the DoD as well as the VA and runs the VistA system as their principle information system.

3.15.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Identify pilot test site(s)

No activity is required as part of the longer term VA/DoD laboratory data sharing initiative.

3.16    Training in HCI Cloverleaf

It has become evident during the development, testing, and evaluation of the prototype that the IE which is supporting the sharing is complicated and requires training to be used effectively.  This IE has been programmed for the prototype by HCI but would not be able to do so under any implementation scenario.  This training is required by HCI for any IE implementation, and they have encouraged the project team to include this training as a part of any implementation plan.  This training would also be vital to supporting the coordination and integration roles which are necessary for a sharing operation of this magnitude.

3.16.1  Question and Comment on Training in HCI Cloverleaf

· This issue was inherent to the plan for eventual prototype implementation.  The project team’s experience with the IE supports HCI’s recommendation that this training be accomplished as soon as possible to support any further planned uses of the IE.  The training will help with not only the implementation efforts but also future data sharing development and coordination activities.

3.16.2  Recommended Solution

This training should be focused on the contractor performing integration and coordination activities to help in the identification and verification of interfaces within the sharing capability.  This training should form the foundation for use of the IE, and future implementations could be guided by the team that is trained on the technology.  Personnel at any site supporting the implementation could receive their initial training from this team with additional training provided by HCI as needed.  This approach of “train the trainer” has proven very cost-effective for similar engagements.

3.16.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Obtain HCI Cloverleaf training for the project team to support implementation

· Evaluate the need for this training for each site implementation, including personnel at pilot site(s)

The following activity should be corrected as part of the longer term VA/DoD laboratory data sharing initiative:

· Develop a policy and procedure for installing, operating, and maintaining the IE at a sharing site

3.17    Coordinated Testing with ‘Live’ Data in Integration and Research Center

The initial testing plans for this capability called for the use of live data in the I&RC to the extent possible.  This was pursued during the development phase but the VA and the DoD were unable to establish a test environment in which live data could be used.  Though the testing proceeded using training databases and test data, it was widely agreed that a better test would be to use live data, and this level of testing would be desirable prior to moving the sharing capability to a live site.  The project team is well aware of the vast differences that exist between a training, test scenario and a live, operation site.  The inclusion of this level of testing would mitigate some of the risks associated with these differences albeit with some associated schedule delays and associated costs.

3.17.1  Question and Comment on Coordinated Testing with ‘Live’ Data in Integration and Research Center

· As mentioned above, this issue was inherent to the original plan for testing but was overcome by events during prototype development and testing.

3.17.2  Recommended Solution

If the VA and the DoD agree that this additional level of testing is desirable, it should be included in the project plans for the implementation of the capability.  This additional level of testing would also support testing of any further software changes that are deemed appropriate prior to pilot site implementation by the VA and the DoD.

3.17.3  Recommendation Summary

The following activity must be completed prior to initial operational testing:

· Develop a test plan for conducting additional testing of the data sharing using ‘live’ data in a secured testing environment

· Conduct ‘live’ testing at an appropriately controlled test site

No activity is required as part of the longer term VA/DoD laboratory data sharing initiative.

3.18    Expanded Capability to Include All Laboratory Subscripts
The prototype was conducted with a focus on only those tests that were being shared at the sites visited.  These tests all fit within the laboratory area of Chemistry which is indicated in the VistA and the CHCS as the laboratory subscript “CH”.  The sharing capability would be significantly more robust if it could include all of the other laboratory subscripts within each system, or at a minimum as many other subscripts as can be included within the schedule and resource constraints of the project.

3.18.1  Question and Comment on Expanded Capability to Include All Laboratory Subscripts

· This issue was inherent to the original plan for the prototype.  Prior to a pilot site implementation, the VA and the DoD may want to consider expanding the prototype capability to include more areas of laboratory operation (other than solely the “CH” subscript) prior to pilot implementation.

3.18.2  Recommended Solution

The project team has completed some initial analysis on the impact of this issue and believes the expansion to other subscripts would be relatively straight-forward.  The essence of this issue relates to how laboratory tests are resulted and whether the results are numeric, alpha, a set of codes, and so forth.  Each of these types of results have been included within the existing prototype testing effort.  In fact, sharing Microbiology tests may already be possible within the current capability.  The DoD has expressed an interest in, at a minimum, including the Surgical Pathology and Cytology areas in the prototype capability prior to any implementation.  The VA and the DoD will have to agree on which areas are worth pursuing prior to implementation for inclusion in the eventual project and pilot site implementation plan.  If any additional areas are included in the pilot implementation, it will require some mapping and further efforts which would potentially introduce resource and schedule issues to the implementation.  This issue is also partially addressed in Issue 3.2, Common Laboratory Test Naming, and would not be an issue if standard test files are implemented in all the VA and the DoD laboratory facilities.

3.18.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Identify the extent of laboratory tests that will be supported during VA/DoD sharing, including which laboratory subscripts will be supported during the pilot testing phase

· Develop the necessary capabilities within the VistA and the CHCS to support all tests and subscripts identified for the sharing initiative

No activity is required as part of the longer term VA/DoD laboratory data sharing initiative.

3.19    Pilot Site Preparation
Once identified, personnel at pilot sites will need to be briefed on the sharing capability and the implication of using it at their sites.  These implications include the purchase of hardware and software to support the sharing, the preparation of the site databases including file and table preparation, and the training of relevant personnel in the areas of information systems and laboratory operations.  In addition, the prototype will have to be customized slightly for each implementation to perform the necessary mapping and matching functions particularly given the differences between different site implementations of the CHCS and the VistA.

3.19.1  Question and Comment on Pilot Site Preparation

· This issue was inherent to any implementation of a new data sharing capability.

3.19.2  Recommended Solution

Once the VA and the DoD agree on the appropriate pilot site(s), the project team will need to begin working with the pilot site staff to identify the necessary details for Site Preparation.  These activities would be led by a project team experienced with the prototype assembly in the I&RC and require several site visits to the pilot sites.  It is expected that as implementations become more frequent, the process of coordinating a data sharing implementation would become more straight forward and may, at some point, require minimal support from the project team to the implementation sites.  Initially, however, it is recommended that each pilot site implementation be carefully guided by a project implementation team.

3.19.3  Recommendation Summary

The following activities must be completed prior to initial operational testing:

· Develop a Site Implementation Plan, identifying site preparation activities and implementation teams for the pilot site(s)

· Implement the Site Implementation Plan, with the support of site personnel and a data sharing development team

No activity is required as part of the longer term VA/DoD laboratory data sharing initiative.
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Appendix B

Activities Identified Needing Resolution Prior to Implementation

SHORT TERM/PRE-PILOT ACTIVITES
LONG TERM/POST PILOT ACTIVITIES

Software Development
Software Development

1. Program the VistA to generate out-going messages to enable automated CHCS mail-in registration, including the data elements:  Patient Name, Sex, DOB, FMP, SSN, and Lab Referral Location (3.1)
1. Modify the CHCS and the VistA to accommodate LOINC, and migrate to this standard (3.2)

2. Program the CHCS to accept these in-coming messages to create the necessary patient data records (3.1)
2. Program the CHCS and the VistA to reflect any changes mandated by these laboratory workload workgroups (3.3)

3. Program the CHCS to generate out-going messages to enable automated VistA referral registration including the data elements of:  Patient Name, Sex, DOB, and Patient SSN (3.1)
3. Identify and fix mail incompatibilities to increase effective communications between VA and DoD (3.10)

4. Program the VistA to accept these in-coming messages and create the necessary patient records (3.1)
4. Program the CHCS so it can accept VistA orders that contain multiple test requests (3.12)

5. Program the IE to generate any static data elements that must be added to messages to enable accurate receipt and processing by the receiving system (3.1)
5. Modify the CHCS to allow for limited storage of external data (3.13)

6. Program the IE to map laboratory tests between the VA and the DoD using the IEN for each pilot site selected (3.2)


7. Program the IE to indicate the results of this mapping (3.2)


8. Complete all mapping between the CHCS laboratory files and the VistA laboratory files, including:  Lab Test, Accession Area, Lab Method, Order, Lab Result, Site Specimen, Collection Sample, Referral Report, MTF, and Transmittal List (3.2)


SHORT TERM/PRE-PILOT ACTIVITES
LONG TERM/POST PILOT ACTIVITIES

Software Development (cont.)
Software Development (cont.)

9. Verify the validity of the data elements to be passed between VistA and CHCS for sharing laboratory orders and test results with respect to the appropriate JCAHO and CAP requirements (3.4)


10. Program the CHCS to not allow automatic certification of test results (3.11)


11. Program the IE to modify the VistA orders from multiple orders to individual orders before transmitting to the CHCS (3.12)


12. Program the IE to retain data that CHCS is unable to store that supports external system operations, such as order message identification information (3.13)


13. Program the CHCS to not allow automatic accessioning of orders received from an external system; ensure the validity of a transmittal/shipping list and the related samples before accession numbers are generated (3.14)


14. Program the CHCS to create a transmittal/shipping list that can be sent electronically and accompany the outbound specimens (3.14)


Policy, Plan, Procedure Development
Policy, Plan, Procedure Development

1. Review local policies and procedures on laboratory information sharing to ensure organizational standards and objectives are being met for each pilot site (3.4)
1. Develop a plan to include civilian laboratories in the information sharing initiative (3.1)

2. Develop a site-specific plan identifying how laboratory data will be transmitted between facilities based on the identification of pilot site(s) using secured communication lines and/or data encryption (3.5)
2. Review policies on laboratory information sharing between the VA and the DoD that meets the JCAHO and CAP requirements, at a minimum, and make changes to these policies as necessary (3.4)

SHORT TERM/PRE-PILOT ACTIVITES
LONG TERM/POST PILOT ACTIVITIES

Policy, Plan, Procedure Development (cont.)
Policy, Plan, Procedure Development (cont.)

3. Establish a local policy on remote access to laboratory data and information (3.5)
3. Establish a workgroup on security charged with creating a VA/DoD policy for sharing data in a secure fashion; Develop a plan identifying future security goals and objectives, providing adequate protection of data but not restricting authorized users access to needed information (3.5)

4. Develop a deployment priority and strategy for the IE, its software, and all other associated software enhancements (3.6)
4. Develop a policy identifying how outside provider information will be stored within the VistA and the CHCS for future sharing initiatives (3.7)

5. Develop a test plan for conducting additional testing of the data sharing using ‘live’ data in a secured testing environment (3.17)
5. Develop a policy for identifying what outside user information is required for identification and authentication in future sharing initiatives (3.11)

6. Develop a Site Implementation Plan, identifying site preparation activities and implementation teams for the pilot site(s) (3.19)
6. Develop a policy and procedure for installing, operating, and maintaining the IE at a sharing site (3.16)

7. Implement the Site Implementation Plan, with the support of site personnel and a data sharing development team (3.19)


Training
Training

1. Get the project team HCI Cloverleaf training to support implementation (3.16)


2. Evaluate the need for IE training for each site implementation, including personnel at pilot site(s) (3.16)


Further Research
Further Research

1. Develop a solution on the most appropriate method to show outside providers within laboratory related files (3.7)
1. Continue to evaluate the CHCS and the VistA information systems for their ability to support an environment of reference laboratory operations (3.1)

SHORT TERM/PRE-PILOT ACTIVITES
LONG TERM/POST PILOT ACTIVITIES

Further Research (cont.)
Further Research (cont.)

2. Identify pilot test site(s) (3.15)
2. Develop and implement a standardized test name list that comprises all tests conducted at any VA or DoD laboratories, using LOINC as the basis (3.2)

3. Conduct ‘live” testing at an appropriately controlled test site (3.17)
3. Develop and implement a standardized test name list that comprises all tests conducted at any VA or DoD laboratories, using LOINC as the basis (3.2)

4. Identify the extent of laboratory testing to be shared, including appropriate laboratory subscripts, during the pilot testing phase (3.18)
4. Identify laboratory workload workgroups and key personnel to determine which data and programming modifications would be appropriate to better track workload and resource accounting measures within the VistA and the CHCS (3.3)

5. Develop the necessary capabilities within the VistA and the CHCS to support all tests and subscripts identified for the pilot phase of the sharing initiative (3.18)
5. Determine if the IE is the best solution for sharing laboratory data (3.6)


6. Develop a strategy for supporting the consolidation of federal laboratory resources and making use of civilian facilities (3.8)


7. Modify the CHCS to allow for limited storage of external data (3.13)
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