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Preface

The purpose of this manual is to provide information about the structure and function of the
logical components of the Veterans Health Information Systems and Technology Architecture

(VISTA) Imaging V. 3.0 package (i.e., files, routines, and configuration that comprise the VISTA
Imaging System). Although this document describes some security functions, sensitive
information regarding the VISTA Imaging System can only be found in the Security Guide.

This document describes...

e How to implement and maintain the VISTA Imaging System, its routines and files, options, and
cross-references among files.

e How files are archived and purged.

e The established relations among the VISTA Imaging System components and other components
inside and outside of the Imaging software.

e How to find online documentation for the VISTA Imaging System.

The VISTA Imaging System Technical Manual is part of a suite of manuals that includes a
release notes document, security guide, user manuals and installation guides.

Information about various VISTA Imaging System components (i.e., servers, workstations, and
background processors) can be found in the Installation Guide.

The Food and Drug Administration classifies this software as a medical device. As such, it
may not be changed in any way. Modifications to this software may result in an adulterated
medical device under 21CFR820, the use of which is considered to be a violation of US
Federal Statutes.

VA Policy states the following:

Those components of a national package (routines, data dictionaries, options, protocols, GUI
components, etc.) that implement a controlled procedure, contain a controlled or strictly
defined interface or report data to a database external to the local facility, must not be altered
except by the Office of Information (OI) Technical Services (TS) staff. A controlled procedure
is one that implements requirements that are mandated or governed by law or VA (Department
of Veterans Affairs) directive or is subject to governing financial management standards of
the Federal Government and VA or that is regulated by oversight groups such as the JCAHO
or FDA. A controlled or strictly defined interface is one that adheres to a specific industry
standard, will adversely affect a package and/or render the package inoperable if modified or
deleted. For national software that is subject to FDA oversight, only the holder of the
premarketing clearance (510(k)) is allowed to modify code for the medical device. The holder
of a premarketing clearance is restricted to specifically designated TS staff that are located at
the registered manufacturing site and operating in the designated production environment.
Modifying FDA regulated software under any other conditions is a severe violation of the
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Code of Federal Regulations. Local, that is field-based, developers are prohibited from
modifying national software that is certified by the FDA.

ii VisTA Imaging System V. 3.0 Technical Manual March 2002



Table of Contents

Preface..iiiiiiiiiininiinnniinnnncnsnncnssicssssscssssecssssssssssesssssesssssesssssesssssssssssssssssssssssessssssssssnsssses i
Chapter 1  INtroducCtiOn......eeieeineiiseeiseinseeiseinsnenseesssecsessssesssessssssssessssssssasssssssssssssssssasssss 1
1.1 Multimedia Patient REcOTd ..........ccceiiiiiiiiiiiiiieieeeeeeeeeeeee e 1
1.2 Automated DICOM Image ACqUISItION.......ccuerierieriiriieienienieeie ettt 2
1.3 Background PrOCESSOT ........ccuiiiiiiiieiieeie ettt ettt et ere et ebeesaee e 2
1.4 Typical Configuration...........cccoeerieriiniiniiicniee ettt 2
1.5 DICOM Gateway Networking Topology Options...........ccceeeeercireriienieeneesieenieenns 3
1.5.1 Commercial DICOM Devices Connected to Main Network Backbone............ 3

1.5.2 Commercial DICOM Devices on Separate Physical Networks.............c.......... 4

1.5.3 DICOM Network Segment Requirements............ccoeeveeveerieneenenieneenienienens 4
Chapter 2 OFIeNAtION...ccueeiiueriseensenisrensnnssancssnesssesssesssssssssssssesssnssssessssssssssssasssssssasssssssssasssnes 5
2.1 Documentation CONVENTIONS........cccueeeriieeiiieeeiiieeeiteeeereeeeteeesreeesareeessreeessseeesneesnnns 5
2.2 Special Workstation Procedures ...........coceeverierieiiienienieieceeeeeeee e 5
2.3 Mouse/WINdoOWs CONLIOLS ........eeeeviiiiiiiieiie et eevee e 6
Chapter 3  Implementation and MaintenancCe..........coeeerseecsenssnessaecssnnsssesssnssssessssssssessssssss 9
3.1 VISTA Package REqUITEMENLS........cc.eviiriiiiiiiiniieieeieeieeieeee ettt 9
3.2 Hardware and Software Requirements ............cccoccveevierieiiienieniieieeieesee e 9
33 Imaging Site Parameters ..........ccoeeieriiriiriinieieeicreeeeee e 10
34 Maintenance of Software on DICOM Gateway Workstations ..............ccceevuvenneen. 10
3.5 Changes to IP Addresses Or POITS .......ccc.ooeeviiiiiniiiiiiiiceceeceeeeece e 11
3.6 SECUIEY K@YS .iiiiiiiiiiie ettt st e et e e sabeeennees 11
3.7 Workstation Hardware Maintenance ............ccccueeevuveeeiiieeeiieeeeieeesveeeeveeeseveeesnneeens 13
3.8 Changes t0 DICOM MoOdalIties .......cceeeieioiieniiieiieiie e eiee e esiee e esiee e eseneeeveens 13
3.9 Changes to Windows NT Servers and SeCUrity ........cccccoceevervienienenrienieneeniennenn 13
Chapter 4 Security Software Maintenance............cccecceeecsnercssnccssnercsnnnee 15
4.1 Security and Anti-virus ConSiderations ...........cccvveerveeerieeerieeeiieeereeeeieeesveeeenens 15
Chapter 5 Space, Staffing, and Standard Operating Procedures for VISTA Imaging ... 17
5.1 Infrastructure RESOUICES .....cc..eiiuiiiiiiiiiiiieie e 17
5.1.1 NEEWOTKING ...ttt ettt aeeabeessaeenseens 17

5.1.2 SPACE ettt e e e e s e e e e aaa e e e enraaeeanas 17

5.13 POWET ..ottt 17

5.14 REMOLE ACCESS ...ceiiiiiiiiiieiiee ettt ettt s 17

5.1.5 SECUTILY .envteeiiietie ettt ettt ettt ettt e et e et e et e e bt e esbeesbeeenseeseessseenseassseenseens 18

5.2 01 0] 010 ) PSR 18
5.2.1 IRM Support Staff ReqUIrements ...........ccoecveerieeiiienieeiieieeieeee e 18

5.2.2 Biomedical Engineering Support Staff Requirements............ccceevveeeeveeennnenn. 18

523 ADPac Staff Requirements for Support for All Medical Services .................. 19

53 DaIlY ACHVITIES ..eeeuvieeciiieeeiieesite et e et e et eetee e st e e s beeesaeeesssaeessseesesseeensseesnsseenns 19
5.3.1 IRM MoOrning ROULINE ........cccuieiiiiiiiiiieiieiie ettt 19

March 2002 VisTA Imaging System V. 3.0 Technical Manual il




Table of Contents

5.3.1.1 Check the Imaging NetWork ..........ccceevuieriiieiiinieeiieieeeeree e 19
5.3.1.2 Check the Jukebox for Sufficient Platters in the Write Path .................. 20
5.3.1.3  Check Current Write Locations for Sufficient Disk Space..................... 20
5.3.1.4 Check the Event Viewer Trap on Imaging Network ..........c.cccccveeenennns 20
5.3.1.5 Check the Imaging Background Processor............ccccceveeiierieeiiennennnens 20
5.3.1.6  Check that the DICOM Image and Text Gateways are Up and
FUNCHIONING ...ttt sttt 20
5.3.1.7 Check that the DICOM Image Gateway Modalities are Sending Images20
5.3.1.8 Review The Image In Directory for Incomplete DCM Files................. 20
5.3.1.9 Review the MUMPS Error Traps ......ccccceeveenieiiiinieiieeeieeeeeeeen 21
532 IMAINECNANICE ..ottt ettt et st b et sbe et et e st ebeeaee 21
533 WEEKLY ACHIVITIES. ..cueieiiieiiieiie ettt st e 21
534 Other Periodic ACHVILIES....c..eeviriiriiriiriieieetest et 21
54 Scheduled Down Time for VISTA SErVeTS.......ccceivieiiieiieiiiiiienieeeeee e 22
Chapter 6  Routine DeSCriPtiOnS......cccccceerccsccsnricssssnrecssssnnressssssssssssssssssssssssssssssssssssssssssssssns 23
6.1 VISTA Imaging M[UMPS] Routines for Installation on VISTA Hospital
INFOrMAtION SYSTEIM....cuiiiiiiitiieiieiie ettt ettt et sat e sbeestaesebeesseesnseensaeenseenne 23
6.1.1 CRECKSUIMS ...t ettt et 23
6.1.2 ROULING DESCIIPLIONS......eieeiieiiieiieiie ettt ettt 26
6.2 DICOM Gateway M[UMPS] ROULINES.......cccuerieriieiieieiieieeie e 26
6.3 Checksums of VISTA Imaging DICOM Gateway Routines ............cccceevuvenveennnnne 26
6.3.1 DICOM Gateway ROULINES ......c..eeeriieeeiiieeiieeeiieeeieeeeiee e esveeeseveeeseveeeenee s 29
6.3.2 DICOM Gateway FileMan ROUtines ..........ccccevveriieniieniienieeiieeecie e 29
6.3.3 Kernel RPC Broker ROULINES........cc.coiiiiiiiiiiiiieicciee e 29
6.3.4 Radiology 5.0 ROULINES.......cccviiiieiiieiieiie ettt 29
6.3.5 PIMS Package ROULINES........ccccuvieiiieeiiieeiiecieeee ettt 30
6.3.6 Medicine Package ROUINES .........coocuieiiiiiiiiieiiieieeeee e 30
6.3.7 Manager Routines Installed in Manager UCI of DICOM Gateways............... 30
6.3.8 Instructions for Moving Routines to the DICOM Gateways..........cccccecueeueene. 30
6.4 Non-M Routines Distributed as Executable Files..........ccooceeoiniininiininiiicene, 30
6.4.1 Clinical Workstation Files ..........cccciiiiiiiiiiieiiicceeee e 31
6.4.1.1 Demo Images for Clinical Workstation.............ccceeueevieriieniiencreenneennnen. 40
6.4.1.2 Images for Testing Image Display Quality..........cccceviiiniiiiiinniiinennen. 40
6.4.2 Background Processor FIles..........ooouiiiiiiiiiiiiiiiieiieeieeiee et 40
6.4.3 Online Help FIles ..coueriiniiiiiiiiiceec s 40
6.4.4 DICOM Gateway Files ......cccceeeiiiiiiiieeiiieeiieeeiteeeee et 41
6.4.4.1 Program files that are part of the VISTA DICOM Gateway.................... 41
6.4.4.2 Text files that are Part of the VISTA Imaging DICOM Gateway ........... 43
6.4.4.3 DICOM Gateway ICONS .......cooviriiiiriieiieniieieeniecieesee e 44
6.4.4.4  SamMPLe FIleS...ccouiiiiiiiieieece e e 44
6.4.4.4.1 Sample DICOM ImMages........ccccevueriimienienieneiieeienieeienieseeeeeeae 44
6.4.4.4.2 Sample HL7 Data Streams..........cccceeeeeeeriieniieeniieenieeenieeeeee e 45
6.4.5 VistARad Workstation Files.........cccceeviiiiiiiiiiiiiiceeeee e 46
Chapter 7  VISTA Imaging System M Files .......uienuenneensensnnnsenssncnsnenssnecsenssncsssecsnesaenes 49
7.1 INErOAUCTION . ...ttt e e s e e e eebe e e sabeeesabeeesnseeenneeas 49

iv

VisTA Imaging System V. 3.0 Technical Manual March 2002



7.2

7.3
7.4
7.5
7.6
7.7

7.2.1
7.2.2
7.2.3
7.2.4

Chapter 8

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8

Chapter 9

9.1
9.2
9.3

9.4
9.5

9.3.1
932
9.33

9.5.1
952

March 2001

Table of Contents

VA FileMan Files that are Part of the VISTA Imaging System ............cccceevuenneee. 50
VA FIleMan Files ......cocooiiiiiiiiiieee e 50
More Detailed INformation ...........coceeeevenieniinienienieeseeeee e 54
INPUL TEMPLALES ..oeevieeiiie e e et eeae e eeaee s 54
Further Information............cccovieiiiiiniiniiee e 55

FILE LLIST ettt ettt et e 56

FILE SECUITLY ...ttt ettt ettt st e et e s e et eesnbeenseesnnas 56

Imaging Entity Relationship Diagram and Detailed Information.......................... 57

Global JoUrnaling..........cocviiiieiiieiieie ettt e 58

VISTA SYStEM OULAZES ....eeeeeiiieeeeiiiiieeeitteeeeete e e st ee e et eeeesaeeeeesnnbeeessnnsseeaeanns 58

Exported Options 59

Introduction: INI File Setup and Configuration of Workstations...............cc.c..... 59

Imaging System Manager MENU...........ccceeeiieniieiiieniieeieeniie et 59

Imaging VistARad System OptionsS........ccccuveeeiieeriieeniieeiieeeeieeesreeeseveeeveeeenee s 59

Imaging MAG WINDOWS MENU.......cooiiriieriieeiieiie ettt sae e sveeseeeennees 60

Imaging VistaRad MAGJ VISTARAD WINDOWS ..o 60

Imaging MAG JB OFFLINE Menu Option.........cccceeveeiienieeiienieeieeiie e 60

Imaging DICOM MENU.........ccciuiiiiiieeiiieeiieeeteeeieeeeteeeeaeeeeaeeesseesesveessaseeenseeens 60

Imaging Menu Options Documentation..............cceeeveerieeiiienieeiieenie e 60

Archiving, Purging, and BacKup .......ueeeeeniecninnnecnsennnnensensnensnecsnecssessseene 63

INEEOAUCTION ...ttt ettt st 63

Archiving and Purging of Image FileMan Entries..........cccccceevvveeviiieiiieecieeenn 63

Archiving and Purging of Image Files.........cccoooieiiiiiiiiiiiiieeeee e 63
Automatic Image File Migration .........ccccoccceeeeiieeriiieeniieerieeesieeeseee e e 63
Image File Deletion........cccueecuieiiiiiiiiieciiece et 63
Purging the Background Processor’s Queue File .........ccoovveviiieeiiieeiieeenn. 64

9.3.3.1 Additional Background Processor’s Utilities.........ccccocvereeruericneeniennnene 65
9.3.3.1.1 Background Processor Image and File Entry Verifier................... 65
9.3.3.1.2 Edit Background Processor Workstation Parameters .................... 66
9.3.3.1.3 Background Processor Purge Configuration.............c.ccoveruveennene. 67
9.3.3.1.4 Network Location Manager: Adding a New Magnetic or Jukebox
StOTage LOCATION ...eeeivieeiiieeiie ettt e e e e e e 68
9.3.3.1.5 Network Location Manager: Checking Free Space of Servers......69
9.3.3.1.6 Background Processor Imaging Site Parameter Edit Functions ....70
9.3.3.1.7 Background Processor: Open Log Functions ........c..cccceevervenneenne. 71
9.3.3.1.8 Check status of backlogged Jukebox to Hard drive Copies........... 73

Imaging Server and Jukebox Backup Information ...........ccccceceeviniiniiniencnncnnn. 73

DICOM Related Backup and Purge...........cccveeveeviienieeiiienieeiecieeieeee e 74
GIOWING ENEILIES ...ttt ettt et 74
JUKEDOX ATCRIVE ... 74

0.5.2.1  File MIIation ......cc.oevuiiiiiiiiiieiiecie ettt 74

9.5.2.2 Removing Jukebox Media - Offline Images............cccceevveriienieenieennens 75
9.5.2.2.1 Taking Images Offline ..........ccoceevueriiniininiiniiiecicnececceecee 75
9.5.2.2.2 To Check Which Platters are Offline..........ccccceeueevereenenencenene. 76
9.5.2.2.3 To Put Images Back Online.........cccceeerierieneininiiiniienienecene 76

VisTA Imaging System V. 3.0 Technical Manual v



Table of Contents

953 Using the Background Processor to Purge Image Files from VISTA Magnetic
(O 1o] 1O OO OS T PU PRSPPSO 77
9.5.4 Entities that Are Purged at the Discretion of the Site Supervisor.................... 79
9.5.4.1 Purge Old Modality Worklist Entries .........cccceeevieviieeecieeeie e 79
9.5.4.2 Purge Old DICOM Message Files .........ccocevvieniieniieniieiecieeieesie e 79
0.5.4.3 Purge PACS MeESSAZES.....ueeeeruiiieiiiiiieeeeiiieeeeeiieeeeeeiteeeeesveeeeesseeeeennnes 79
9.5.4.4 Process DICOM Failed IMages .........cccceevvieiienieeiiienieeiieeee e 79
9.5.4.5 Removal of DICOM Incomplete Images..........ccceeevuveerciveeeiieeniieeeiieens 79
0.5.4.6 DICOM EITOr LOZ ..eeiiiiiieiiiieiie ettt e 79
0.5.4.7 MSM EITOT LOZ....ciiiiiiieiieeeiteeee ettt e e enes 80
Chapter 10  Callable ROULINES .....cocvuerrieiirnricssssnricssssnnresssssssssssssssssssssssssssssssssssssssssssssssssssssss 81
Chapter 11  Error Recovery, Trouble-shooting, and Testing.........cceeceevveecsuerssucnsecssnecsnnnes 83
11.1 EITOT RECOVETY ...ttt sbee et e e s 83
11.1.1 Server or Disk Drive Failure..........occoiiiiiiiiiiieeee, 83
11.1.2 Delete Image and POINLETS .......cccueeeviieiieriieeiiesiie ettt 83
11.1.3 Correcting Image Capture EITOrsS........ccueeeciieeiiiiieiieeciee e 84
11.1.3.1 Delete Incorrect Image Pointers from Incorrect Patient's Record ........ 85
11.1.3.2 Add Correct Image Pointers to Correct Patient's Record ..................... 85
11.1.3.3  Verify COrreCtion ......ccccuieiuiieiieiieeiiesiie ettt et sve e eaee e seeeenneas 85
11.2 Trouble-shooting / Error MESSages.......ccccuveeuiiieiiiieeiieeeieeeeiee e eeeveeeveeevvee e 85
11.3 Test Software Available for Troubleshooting............cccceeviienieriieniieiiieiieeieeiee 85
11.3.1 INELOAUCTION ... et 85
11.3.2 PING, TRACERT ...ttt 86
11.3.3 RPCTEST.EXE...... oottt s 86
1134 VISTA Imaging Display, Demo Mode .........ccoecueeiieniiiiiieiiieiieeieeiee e 86
11.3.5 VISTA Imaging Capture, Test Mode........ccccveeciiieiiiiiieeceecee e 86
Chapter 12 EXternal Relations.......cccceeeiveicssseicssnicssnicssanisssssesssssessssssssssssssssssssssssssssssassssses 89
12.1 HL7 MESSAZES ... veeeuvieeiiiieeiiieeeieeestte et e et eeeteesteeesbteesaeeesaseesssseesssseesnseeenseenns 89
12.2 BroOKer CallS .....ooouiiiiieeieeee e 89
12.2.1 Imaging Broker CallS.........coceeiiiiiiiiiiieeiieeeeee e 89
12.2.2 DICOM RPC Broker Calls .......ccceeiieiieiiieiieeieeie et 89
12.3 WiINAOWS MESSAZING......ccuvieriieiiieiieiieetieeieeteeeteesteesseesaeeseaeeseessseesseessseeseesssens 89
12.4 Database Integration Areements .........cc.ueeveerieriieenieeiienie et et siee e e eaeeas 90
12.5 Mailman MESSAZING........cccuieeiuiieiiieeeiieeeieeeeieeeeiee e teeeeaeeesbeessareesesbeesnaseesnaseeens 90
Chapter 13  Internal Relations........ccuiievveiiiiveicisninisnicssnisssanisssanessssnsssssssssssssssssssssssssssassssses 93
13.1 DEPENAENCIES .....veeiiieciiieeeiie ettt ettt e e e e s bee e st e e e nbeeesnseeenaseeens 93
13.1.1 ENtry/EXit LOZIC. . ceeiiiiiiiiieie et 93
13.1.2 SYNCRIONIZALION .....veeiiieiiieeiiieiieeie ettt et et e e staeebeesaeeesbeessaeenseas 93
13.1.2.1 Clinical and Background Processor Workstations.........c..cccccceeeiennnene 93
13.1.2.2 DICOM Gateway Workstations..........ccceeecveeerieenriieeniiieenieeenieeesvee e 93
13.1.2.3 DICOM Modalities and PACS ..........ccooiiiiiiiieeeeeeeeee e 93
13.1.3 Radiology Protocols (DICOM).......c.ccoieeiiiriieeiieiieeie ettt sve e 93
13.14 Radiology Protocols (ViStARAd) .......cceeriiiiiiiiiiiieeeeee e 94

vi VisTA Imaging System V. 3.0 Technical Manual March 2002



Table of Contents

13.1.5 Patient Movement Protocol (DICOM)........ccceviieiiieniieiieniieiieeieeiee e 95
Chapter 14 Package-wide Variables......uiinieiiiinnenseensensnnnnsenssecnsnecsssecsesssscsssecssseesseees 97
Chapter 15 Online DocumMentation.....cccccceiericrnricssssnnressssssncssssssssssssssssssssssssssssssssssssssssssssses 99

15.1 (0T 013 TS (5] | o PSR 99
Chapter 16 Site-Specific Implementation ...........ccuvveeieciirnnicssssnrecssssnnrecsssnsssssssssssssssssssees 101
16.1 Site-Specific Implementation.............coceeiiiiiiiiiiiiiieieee e 101

16.1.1 Radiology Report Transcription SEIrVICe .........ccueevveerieerieeniieeiiienieeieenieeeeeeen 101

16.1.2 H17 Message Text File .......oooiiiiiiiiieeeeeee e 101

16.1.3 Incomplete DICOM Files Received on the DICOM Image Gateway. .......... 101
Chapter 17 Database Integrity ChecKing ........cccoceeveresuensecssecsnensnenssnesssecssnecsaessacsssecsses 103

17.1 INEEOAUCTION......eeiiiieiii ettt 103
17.2 Database Scanning Utility on VIStA SeIrVeT.......cccccveviiieriieeeiieeeiie e 103

17.2.1 Report on Inconsistencies Caused by Global Moves............cccceeeciieiieneenne. 103

17.2.2 Report of All Image-Related Inconsistencies Detected...........cceeevveeennenneee. 104

17.2.3 Error messages for database scanning using menu options. ............c.cccueeneee. 105

17.3 Database Scanning using the Verifier........ccceeveeeeiieeciieeie e 107

17.3.1 Verifier Database Scanning Error Listing...........ccccevveveiienieeiiienieeieenie e 107

Appendix A EXTOr MeSSAZeS...cciueiiseenseecsuensnncsaensnnssansssnscssessssssssssssassssessssesssssssassssasssses 117
A.l Clinical Workstation Error MeSSages ........cceevvieruieeiienieeiieniieeieesieeiee e 117
A2 Background Processor/Jukebox Error Messages ........cccvevvveeecveeenieeenieeeeeiee e, 123
A3 DICOM Gateway Error MESSAZES ....ccvuveieriiieiiiieeiiieeriieeerieeesteeeireeeiteesieee s 133

A3.1 Server and Security Error MESSagZes ......c.ueevvuiieriiiieriiieeciieesieeesieeesveeeivee s 166

A4 Setup Error MESSAZES ......eeevviieiiieiiiieeiiie ettt ettt e e sbee e e e ee e 168
A5 VistARad Installation Error MeSSages. ......c.ceevvieeriiieeiieeeiieeeiie e eevee e 169
A.6 ViStARAd Error MESSAZES. ... .eeuiiiiieiieeiiieiieeiie ettt ettt 169

GLOSSATY ceuvriiriuniinsnninsnncssnnicsssnissssssssssssssssnssssssesssssssssssossssssssssssssssssssssssssssssssssesssssesssssessssssssssssss 175

INAEX.cciniiiiiiiiiiiitiinninninnnectestesneessessseesssessssssssessssssssessssssssnsssassssessssesssssssassssassssesssasssassns 179

March 2001 VisTA Imaging System V. 3.0 Technical Manual vii



Table of Contents

viii VisTA Imaging System V. 3.0 Technical Manual March 2002



Chapter 1  Introduction

1.1 Multimedia Patient Record

The VISTA Imaging System is an extension to the Veterans Health Information System
Technology Architecture (VISTA) hospital information system that captures clinical images,
scanned documents, motion images, and other non-textual data files and makes them part of the
patient's electronic medical record. Electrocardiogram (EKG) waveforms can be displayed as
part of the electronic medical record. Image and text data are provided in an integrated manner
that facilitates the clinician's task of correlating the data and making patient care decisions in a
timely, accurate way.

The system is designed to provide the treating physician with a complete view of patient data
and, at the same time, allow consulting physicians to have access to the image and text data. It
serves as a tool to aid communication and consultation among physicians -- whether in the same
department, in different medical services, or at different sites.

The VISTA Imaging System is unique in that management of the medical images is handled by
the hospital information system, allowing very close integration of multimedia data with
traditional patient chart information.

Clinical users can capture images during procedures or images can be added at a later time, for
example during the creation of a report or progress note. Automatic image acquisition can be
performed by DICOM gateways. Images can be acquired from commercial radiology Picture
Archiving and Communications Systems (PACS) or directly from radiology devices. The
transfer of patient demographic and order information to the commercial PACS or radiology
device plays a key role in the ability to add these images to the patient’s online medical record.

VISTA Imaging workstations located throughout the hospital capture and display a wide variety
of medical images including:

Cardiology

Endoscopy (GI, pulmonary, cystoscopy, arthroscopy, bronchoscopy, etc)
Ultrasound (vascular, echo cardiology)

Microscopic (Surgical Pathology, Cytology, Autopsy, Hematology)
Surgery

Ophthalmology

Dental

Dermatology

Radiology images

Nursing

Podiatry

Scanned advanced directives, consent forms, and other documents

March 2002 VisTA Imaging System V. 3.0 Technical Manual



Chapter 1 - Introduction

VISTA Imaging VistARad diagnostic workstations are generally located in the Radiology
Reading room and are used for softcopy reading of Radiology images. These workstations
provide functions for the Radiologist to retrieve and display full-resolution images, associated
Radiology reports, and update the Radiology exam status.

1.2 Automated DICOM Image Acquisition

DICOM is the abbreviation for the Digital Imaging and COmmunications in Medicine standard.
DICOM brings open systems technology to the medical imaging marketplace and enables VISTA
to communicate directly with commercial medical imaging equipment.

DICOM is a set of networked client/server applications that are implemented on top of TCP/IP.
DICOM is part of the VISTA networked application suite, along with CPRS, Kernel Broker, MS
Exchange, and NT file servers. Similar networking techniques are used for installing and
maintaining all of these applications.

1.3 Background Processor

The background processor is a workstation that performs a number of tasks that do not require
any user interaction. Running these tasks in the background reduces user-waiting time, and
allows processing during off peak hours.

The background processor handles the movement of files between storage devices, it monitors
image server capacity, it directs capture workstations to write to the optimal storage server, and it
updates and verifies the VISTA Imaging database. It also removes images from magnetic storage
when a user has not accessed them for a predefined period of time. These images are maintained
on optical disk storage. They are accessible to the user, but require about 20 seconds more time
to view on the workstation.

14 Typical Configuration

The diagram below shows a typical configuration of a VISTA Imaging system.
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Chapter 1 - Introduction

VistA Imaging Network Topology

e EES

Fast Ethernet
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1.5 DICOM Gateway Networking Topology Options

Main hospital backbone

DICOM
Device

The ViISTA DICOM Gateways may use either one or two networking interfaces depending upon
whether the commercial DICOM devices are directly connected to the main network backbone
or are located on separate physical networks.

1.5.1 Commercial DICOM Devices Connected to Main Network Backbone

Some sites may choose to have all devices (workstations, main hospital computer, DICOM
imaging producing equipment, etc.) connected to a single high-speed switched network
backbone. In this case, the VISTA Image Servers, VISTA DICOM Gateways, and Background
Processor will all connect to the same switch on the high-speed backbone (see Figure 9.1).
Clinical and capture workstations will be connected to segments that feed into the backbone.

Single High-Speed Switched Network

([o1 [oes005] [so]|
High $peed
Switch
=~

— =

=

DICOM VistA

Equipment Gateway His/RIS

Figure 9.1
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1.5.2 Commercial DICOM Devices on Separate Physical Networks

Other sites may choose to have a separate dedicated network for the commercial DICOM devices
and DICOM gateways. In this case, the VISTA DICOM Gateway must have two network interfaces,
one to connect to the main hospital network backbone, and the second to connect to the dedicated
network for the commercial DICOM devices (see Figure 9.2). This keeps the traffic on the two
networks separate.

Separate Dedicated DICOM Network

DICOM Hgnsapiir:al
Net k
etwor Network

High Speed =
Switch
~ =l
Iﬁl (I .
|]|]|]|]|]I]I]
DI_COM VistA DICOM VistA
Equipment Gateway His/RIS

Figure 9.2
1.5.3 DICOM Network Segment Requirements

The ViSTA DICOM Gateway computers require DDP communication with the VISTA Hospital
Information System, i.e. all Gateway processors must be on the same network segment as the HIS,
in other words, there must not be a router between the HIS computer and any of the DICOM
Gateway computers.
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2.1 Documentation Conventions

The following conventions are used in this manual.

Convention Description

Bold type User Keyboard Entry

<RET> Return key or Enter key

<SHIFT> Shift key

<ESC> Escape key

<Num Lock> Top left key on the numeric keypad (above the 7); may also be
labeled Numeric Lock; this makes any keypad key activate the
number shown on its surface; it is the equivalent of a SHIFT LOCK
for alphabetic keys.

2.2 Special Workstation Procedures

Command Action

Reboot 1. Push the RESET button on the front of the workstation.

2. Ifthere is no RESET button, power the workstation off and
then on; the computer will reboot.

3. It will perform a virus check and load all required software;
this takes about 30-60 seconds.

4. When the reboot process is complete, you should be able to
sign back into the workstation.
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2.3 Mouse/Windows Controls

Control

Description

Mouse button click

e The mouse is a device used to point at positions on the screen.
e The mouse may have one, two, or three buttons.

e The mouse should be held at the end opposite the cord so the
fingers can press the buttons.

e The buttons are referred to as the "Right Mouse Button", the
"Left Mouse Button", and the "Center Mouse Button". When
the mouse is rolled around on a flat surface, the arrow cursor on
the screen will move correspondingly.

e Pressing and releasing a button is called "clicking". You may
position the arrow over a portion of the window, such as a button
or scroll bar, and then click. This will cause the computer to do
something such as display an image, depending on the window.

e  When the instructions tell you to “press the mouse button,” you
can assume that you are to press the left mouse button.

Select You may also select a rectangular area on the window, by following
these steps:

1. Position the arrow cursor so it is over the left upper corner of the
area to be selected.

2. Press the left mouse button down and hold it down while you
move the mouse to the right lower corner of the rectangle to be
selected.

3. Release the mouse button. You will see a dotted rectangle on the
window around the area selected.
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Control Description
Drag If you want to move a window to another area of the window (e.g., to
see something on a window that is underneath), follow these steps:

1. Position the cursor over the top colored title area of the window to
be moved.

2. Press the left mouse button down and move the mouse until the
window is where you want it.

3. Release the mouse button.

This is called "dragging" a window.

<=> You may adjust the size of the window by following these steps:

1. Place your mouse at the edge of the window that you would like
to move.

2. When you see the cursor turn into a double ended arrow <=>,
hold the left mouse button down, and move the mouse until the
image is the width and/or height that you would like.

3. Let go of the left mouse button.
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3.1 VISTA Package Requirements

The VISTA Imaging System is designed to be used in conjunction with the following VISTA
packages. Kernel, FileMan and RPC Broker are required packages the others will depend on the
site’s implementation requirements.

e Kernel V. 8.0

FileMan V. 22

Medicine V. 2.3— required for capturing images to the Medicine package.

Laboratory V. 5.2 —required for capturing images to the Laboratory package.
Radiology V. 5.0 —required for capturing images to the Radiology package.

Surgery V. 3.0 — required for capturing images to the Surgery package.

TIU V. 1.0 —required for capturing images to the Text Integration Utility package.
PIMS V 5.3 - required for displaying Patient Profile report and patient security lookup.
Health Summary 2.7 — required for displaying Health Summary report.

RPC Broker 1.1 — required for interfacing with the hospital database.

The software developers for the following patches have developed callable routines to support
GUI applications such as the VISTA Imaging System. Please ensure that the following patches
are installed for the applications that VISTA Imaging will be used with. Patches are available via
the National Patch Module on FORUM.

Patch Name:

DG*5.3*%124
DG*5.3*249
DG*5.3*%265
DG*5.3*276
DG*5.3%277
SR*3.0%66
MC*2.3*30
LR*5.2%121
TIU*1.0*1
TIU*1.0*47
TIU*1.0*63
RA*5.0*23

3.2 Hardware and Software Requirements

Contact your Implementation Manager for information about VISTA Imaging equipment.

The VISTA Imaging software requires that a network be present with sufficient capacity to
transport image files in a reasonable amount of time. All network set-ups must be completed
before VISTA Imaging computers can be installed.
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33 Imaging Site Parameters

Within the VISTA Imaging System, a number of sets of tunable parameters are used. The table
below indicates which components use which parameters.

2006.18
2006.1 2006.563 (User 2006.69
Component (Site) | (Workstation) | Preferences) | MAG.INI | (VistARad)
Display Station O O H
Capture Station O O
Delphi Background H
Processor
DICOM Text U 0
Gateway
DICOM Image U O
Gateway
VistARad U
Diagnostic
Workstation

Note that File 2006.1 should be configured using the Background Processor’s menu system
(Edit]Imaging Site Parameters), whereas individual copies of File 2006.563 are stored in
~"MAGDICOM on each DICOM Gateway computer. Similarly, the MAG.INI file is located on the
individual workstations, while the User Preferences file is stored on the VISTA Hospital
Information System. Parameters that are workstation specific are stored on the individual
workstations. For DICOM gateways, these values must be accessible even when DDP is not
operational. User specific or site-specific parameters are stored on the VISTA Hospital
Information System so they are accessible from any workstation. VistARad Site Parameters are
stored in 2006.69; these settings are configured using the VistARad options on the VistA host
system.

3.4  Maintenance of Software on DICOM Gateway Workstations

The translation tables on all processors that are part of the VISTA DICOM Gateway will need to
be updated each time a global variable is moved into another volume set on the VISTA servers.
(See the section on translation tables in the VISTA DICOM Gateway Installation Guide)

The routines listed in sections 6.3.3, 6.3.4, 6.3.5, and 6.3.6 of this manual are not included in an

Imaging distribution and will need to be synchronized with those on the VISTA hospital
information system.
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3.5 Changes to IP Addresses or Ports

Any changes to the IP addresses for the VISTA servers or changes to the Kernel RPC Broker
Listening port(s) will require updating on the VISTA Imaging workstations (refer to the Broker

Technical and User Manuals).

3.6 Security Keys

The following keys are used in the VISTA Imaging System package.

Security Keys Description

Note: If the ‘CAPTURE KEYS’ site parameter has been initialized, the following

keys will need to be assigned appropriately.

MAG CAPTURE Allow Image capture of Images not relating to any Specialty.
(i.e. NONE' on the Imaging Capture configuration window).
Other keys are needed by the user to capture images to the
Image File when they relate to a specialty (VISTA Medicine,
Surgery, Radiology, Laboratory, or TIU document).

MAGCAP LAB User can capture Laboratory images from the Imaging Capture
workstation.

MAGCAP MED C User can capture Cardiology images from the Imaging Capture
workstation.

MAGCAP MED G User can capture GI images from the Imaging Capture
workstation.

MAGCAP MED User can capture Generic Medicine images from the Imaging

GEN Capture workstation.

MAGCAP MED H User can capture Hematology images from the Imaging Capture
workstation.

MAGCAP MED HI User can capture Internal Medicine / Hematology images from
the Imaging Capture workstation.

MAGCAP MED I User can capture Internal Medicine images from the Imaging
Capture workstation.

MAGCAP MED N User can capture Neurology images from the Imaging Capture
workstation.

MAGCAP MED P User can capture Pulmonary / Endoscopy images from the
Imaging Capture workstation.

MAGCAP MED PF | User can capture Pulmonary Function Test images from the
Imaging Capture workstation.
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Security Keys Description

MAGCAP MED R User can capture Rheumatology images from the Imaging
Capture workstation.

MAGCAP MED Z User can capture Consult images from the Imaging Capture
workstation.

MAGCAP PHOTOID | User can capture Photo ID images from the Imaging Capture
workstation.

MAGCAP RAD User can capture Radiology images from the Imaging Capture
workstation.

MAGCAP SUR User can capture Surgery images from the Imaging Capture
workstation.

MAGCAP TIU User can capture TIU images from the Imaging Capture
workstation.

MAGCAP ADMIN User can capture images of ‘Admin Document’ specialty from
the Imaging Capture workstation.

The following two keys
personnel:

are used for display of images and should be limited to key

MAGDISP ADMIN

User can display images captured under the Admin Document
specialty.

MAGJ SEE BAD
IMAGES

User can view images in VistARad that are associated with an
exam that has failed the “Patient Safety” database checks. This
key should be assigned to one or two designated users, to aid in
researching integrity problems.

Note: Please be cautious when assigning the following keys; the keys are intended
for Imaging Support personnel. Review the descriptions before assigning these

keys.

MAG PREFETCH This key allows a user to 'PreFetch' or Queue all images for a
patient. The means that all images for a patient that are on the
JukeBox will be copied from the jukebox to the magnetic server
cache.

MAG DELETE This key allows the holder to delete images from File 2005.
Pointers in parent packages such as Medicine, Surgery, Lab,
Radiology, and TIU will also be deleted.

MAG SYSTEM Given to person(s) managing VISTA Imaging Systems. Required
to modify site parameters via the Background Processor or to
modify workstation parameters via the MAGSYS application.
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3.7 Workstation Hardware Maintenance

Workstations tend to collect dust inside of the chassis. They should be periodically opened and
cleaned. The accumulation of dust can lead to heat damage of workstation components. Only a
qualified individual should do further hardware maintenance.

The monitors used with the VistARad diagnostic workstations require periodic calibration to
maintain the proper grayscale luminance display characteristics necessary for accurate image
quality. A program of maintenance for these monitors should be established and administered by
the Biomedical Engineering staff. A calibration/maintenance log should be kept, as such
documentation may be required for review by regulatory bodies.

3.8 Changes to DICOM Modalities

When DICOM Modalities are added, or operational parameters are to be modified, see the VISTA
DICOM Gateway User’s Guide for the procedures to record the appropriate new values for the
various parameters.

3.9 Changes to Windows NT Servers and Security

Any changes to Image server shares or NT server security require updates to VISTA files (See
VISTA Imaging System Installation Manual for details).
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4.1 Security and Anti-virus Considerations

VISTA workstations are multi-purpose, multi-function medical systems. These workstations
usually enable the users to run all of the VA’s application software (including VISTA Imaging),
the Microsoft Office Suite, e-mail, Internet and other commercial products, as needed by the
hospital staff. The workstations should be configured to provide medical information security (as
specified by the VA’s security staff), and they must have the latest version of anti-virus software
protecting them.

Windows NT security features should be used to restrict user access and protect system and other
areas that should not be accessed by users (See VISTA Imaging System Installation Guide,
Imaging DICOM Gateway Installation Manual, and Imaging Security Guide for further
information).

VistARad Diagnostic workstations must be excluded from automatic software update/inventory
tracking packages, and any client software supporting these cannot be installed. For information
about removing SMS™, please review the VISTA Imaging Installation Guide.
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Chapter 5 Space, Staffing, and Standard Operating
Procedures for VISTA Imaging

5.1 Infrastructure Resources
5.1.1 Networking

VISTA Imaging Clinical Workstations run best with at least a 100 mb/s network, however they
can be run over a 10 mb/s network.

The VISTA Imaging DICOM Gateway requires a hospital network infrastructure having a
backbone that will support Ethernet segments with at least 100 megabits per second throughput.
It is best to place the servers and Background Processor on the same switch with the gateways.

VISTA Imaging VistARad workstations should be on their own separate 1Gb/s network
connection to the file servers whenever possible. This is especially important when more than
two diagnostic workstations are in use in the radiology department. The VistARad workstations
can run acceptably on a 100mb/s network, but speed of image retrieval and display may be
compromised.

5.1.2 Space

Each VISTA Imaging DICOM Gateway runs on a Windows NT 4.0 Workstation, Service Pack 5
with a monitor having a resolution of 1280x1024 pixels or better. Space is required for the
system, its monitor, keyboard and mouse.

The Background Processor also runs on a Windows NT 4.0 workstation and requires similar
physical space.

The VistARad software runs on a Windows NT 4.0 Workstation, Service Pack 6 and Internet
Explorer 5.0 using one to four monitors having a resolution of 1728x2304 pixels (4 megapixels)
or better. Allow adequate space for the system, its monitors, keyboard and mouse; in addition,
plan for adequate room cooling and for room lighting that is suitable for diagnostic reading
requirements.

5.1.3 Power

It is strongly recommended that the power supply to each VISTA Imaging server, jukebox,
DICOM Gateway, and Background Processor be safeguarded by means of an Uninterruptible
Power Supply (UPS). This will reduce line voltage problems as well as protect against power
outages.

5.1.4 Remote Access

In order to allow the VISTA Imaging Project Support Staff to gain access to the servers and
workstations that are running the VISTA Imaging, a copy of either PC-Anywhere' ™ (preferred) or
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Remotely Possible™ (servers) must be installed on each server or workstation. These should be
configured as a host. These systems should never be hooked up to a modem.

5.1.5 Security

Remote access must be password protected. Be sure to keep the VISTA Imaging Project Support
Staff updated when any such passwords are changed.

5.2 Support

5.2.1 IRM Support Staff Requirements

IRM support for VISTA Imaging may require one or more staff members, depending on the size
of the installation. These staff members must possess knowledge of VISTA Microsoft Windows
NT Server ™, networking and troubleshooting problems with Windows NT™ and TCP/IP. They
may be members of the NT Team, and/or members of the Network Team. These staff members
will need administrator privileges and should have a good foundation in Windows NT™ to cover

troubleshooting, permissions and set-up. Network support will be needed to troubleshoot and
maintain routing, wiring and configurations where packet filtering is in use.

NT Team members should be comfortable with the following areas:
o User Manager for Domains

e Setting permissions

e Shares

o Server Manager for setting up shares

e [FEvent Viewer

e Ping, TraceRT, NetStat, and DICOM Echo

e TCP/IP troubleshooting techniques

These staff members will be responsible for supporting Windows NT magnetic and jukebox
servers, installing VISTA Imaging patches, correcting information in VISTA relating to the
relationships between patients and images, installing workstations and workstation capture
devices, and managing the Background Processor and DICOM gateways. This staff member is
responsible for assigning Imaging keys and menus to the users.

VISTA package support staff should cover the installation of Imaging KIDS patches and issues
like translation tables and journaling. In addition, a staff member with experience in M should be
available to assist in editing global variables and using Fileman to make corrections as necessary
to correct situations such as the incorrect assignment of an image to a patient.

5.2.2 Biomedical Engineering Support Staff Requirements

Someone experienced in Biomedical Engineering and/or NT network support will be needed to
install and troubleshoot modalities, display and capture workstations, capture devices, network
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and server systems, and to calibrate diagnostic workstation monitors. The amount of time
required for these duties will vary with the size and specifics of the installation.

This staff will be responsible for ensuring that the modalities maintain their connections to the
network and are able to communicate with the gateway systems. These staff members should be
able to monitor modality traffic and to distribute modality traffic over different gateway
processors, depending upon local traffic conditions and circumstances.

5.2.3 ADPac Staff Requirements for Support for All Medical Services

These staff members will need to know how to use, teach, and support the VISTA Imaging
system. They should have a close relationship with the IRM staff so that problems may be
reported and so that they may be of assistance in the resolution of these problems. The ADPacs
will need to assist in implementing and customizing the VISTA Imaging System for various
specialties. They will need to trouble-shoot issues related to how VISTA Imaging System fits
into the practice of medicine. They will be the first line of support in the use of the VISTA
Imaging package and will need to assist the end-users. ADPacs should be able to train key users
who can then, in turn, train other users on the VISTA Imaging System.

The ADPacs will be responsible for being key advocates of the VISTA Imaging system. It is
essential that the ADPacs be proactive people. They will need to “walk the hospital” in the
morning to be sure that users are not having problems. They will need to check on the
modalities to ensure that they are working properly. These staff members may also be called
upon to assist in correcting image header information, so that images are properly assigned to the
right patients. The correcting of image headers is an event that does not happen often but one that
may occur when the modality does not have an automatic worklist capability but requires end-
user interaction to provide the patient name, social security number and radiology accession
number.

53 Daily Activities

Standard practices should be followed, including doing complete backups prior to installation of
any new software or patches. For every processor in the suite of equipment for the VISTA
Imaging system, documentation should be maintained indicating what versions of which
software are running and when new versions or patches are installed. In addition, this
documentation should include information on the dates of installation, and who participated in
the installation of software, patches or updates, and any unusual occurrences at the time of
installation. Records should be kept of any problems that occur at the site, their cause and
resolution.

5.3.1 IRM Morning Routine

Each morning the standard operating procedure should be to perform the tasks listed below in
order to ensure the normal daily operation of the system.

5.3.1.1 Check the Imaging Network
Use Ping and other utilities, such as browsing, to ensure that all servers, gateways and modalities

are reachable through the network.
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5.3.1.2 Check the Jukebox for Sufficient Platters in the Write Path

Physically check the jukebox and its console to see which platters are currently loaded. Ensure
that there are sufficient disks loaded to cover the day’s operations and that there are new ones
available to be used when needed.

5.3.1.3 Check Current Write Locations for Sufficient Disk Space

Check the disk space on the servers and gateways. If images are accumulating on the Image
Gateway and are not being passed to the VISTA Imaging Servers, check for gateway problems.
Correct any header information to associate images with the correct patient and allow the
gateway to get the images in question moved to the VISTA Imaging Servers.

53.14 Check the Event Viewer Trap on Imaging Network

Use the NT Event Viewer (under Administrative Tools) to display alerts. These logs may be
filtered to show only warnings and alerts. It is a good practice to periodically save these logs to
removable media and flush the logs. This will keep disk space usage to a minimum and still
allow for old logs to be viewed.

5.3.1.5 Check the Imaging Background Processor

Look for error messages in any of the windows open on the Background Processor. View the log
files and check for any errors or unprocessed queue entries. Make note of any errors. Most of
these error messages indicate conditions that are easy to understand and correct.

5.3.1.6 Check that the DICOM Image and Text Gateways are Up and Functioning

Look for any error messages in the open windows. For each processor, make sure that there are
windows open for listening and accepting images from those modalities that are assigned to that
processor. MSM must be up and running on all gateways, as well as the display windows for the
various monitoring sessions. If any of these are not running, restart them. Be sure that the VISTA
HIS is running.

5.3.1.7 Check that the DICOM Image Gateway Modalities are Sending Images

The ADPacs and end-users will generally let the IRM know if the modalities are not able to send
or store images, however, it is good practice to check on this at the beginning of the day. Check
the queue lengths.

5.3.1.8 Review The Image_In Directory for Incomplete DCM Files

Review the entries in the Dicom\Image In directory for any files with “_incomplete” appended
to the file name. These are incomplete files received by a modality or a PACS interface that the
DICOM image gateway could not process. Research the files to see if the entity resent them at a
later time or the images were never received. These files will automatically be purged after one
hour.

On the main hospital system, check to see if the DICOM Failed Image file has entries that need
correcting. If there are “failed image files”, work with the ADPacs and end-users to correct the
information in the image headers and to associate these image files with the correct patients.
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5.3.1.9 Review the MUMPS Error Traps

Review the MUMPS error traps on all of the DICOM Gateways and the main hospital system.
Look for error messages related to the imaging routines (MAG*). If there are any errors that
cannot be resolved by the local IRM staff, log a NOIS call so the VISTA Imaging support staff
may assist in their resolution. However, local IRM staff can easily address most error conditions.

5.3.2 Maintenance

¢ Do an incremental tape backup of all Imaging servers (new images captured) or update copy
media if doing media copies.

e If OTG-Disk Extender 3.2.x is running, do a backup of SQL database (master and DEX
databases) — preferably late at night.

e [f OTG-Disk Extender 4.2.x is running, backup the OTG Extended Drive using software that
is capable of doing a open with intent to backup. This will backup the NT MFT which tracks
all files that are on the jukebox.

5.3.3 Weekly Activities

e Do a full tape backup of the NT Operating System and Registry files.

e Make sure that, for each processor, there is an up-to-date Emergency Repair Disk. If software
is added, or changes are made to the Windows NT'™™ Registry, a new Emergency Repair
Disk must be created. Keep the old disk so that it remains possible to revert to a previous
state.

5.3.4 Other Periodic Activities

Support for the VISTA Imaging systems includes activities for support of Windows NT™
Servers and the VISTA System. Backups should be made for all systems. Current patches should
be loaded for VISTA. Service Packs for Windows NT™ and updates to the VISTA Imaging
software should be installed as they are released.

e Use the Background Processor utilities to re-queue failed entries and to purge the queues.

e Review the monthly Image Site Usage mail message to ensure all workstations have latest
software installed.

e Before installing any new software or patches, first do a full backup, including the Registry
files.

e For the VistARad diagnostic workstation monitors, calibration should be checked on a
scheduled basis, at least monthly—more frequently is preferred. Consult the
recommendations of the monitor manufacturer. Re-calibration should be performed
whenever the calibration check reveals a need to do so. Also, whenever any part of the
monitor/video driver hardware configuration is altered, a new calibration must be performed.
Examples of configuration changes include: re-setting brightness or contrast controls;
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removing or replacing a monitor; removing or replacing a video board; replacing the system
PC; etc.
5.4 Scheduled Down Time for VISTA Servers

During a VISTA System outage, DICOM Gateways will continue to provide modality worklist
functionality and to capture images that are temporarily stored on the gateway. This is important
to allow the radiology department to continue to perform studies. If you anticipate that the
VISTA System must be down, it is best to take the following steps:

e Perform all DICOM fixes before the VISTA System goes down. This will free the maximum
space for temporary image storage.

During the outage, watch the gateways to be sure they still have adequate space to store images.
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The Food and Drug Administration classifies this software as a Class Il medical device. As
such, it may not be changed in any way. Modifications to this software may result in an
adulterated medical device under 21CFR820, the use of which is considered to be a violation
of US Federal Statutes.

VA Policy states the following:

Those components of a national package (routines, data dictionaries, options, protocols, GUI
components, etc.) that implement a controlled procedure, contain a controlled or strictly
defined interface or report data to a database external to the local facility, must not be altered
except by the Office of Information (OI) Technical Services (TS) staff. A controlled procedure
is one that implements requirements that are mandated or governed by law or VA (Department
of Veterans Affairs) directive or is subject to governing financial management standards of
the Federal Government and VA or that is regulated by oversight groups such as the JCAHO
or FDA. A controlled or strictly defined interface is one that adheres to a specific industry
standard, will adversely affect a package and/or render the package inoperable if modified or
deleted. For national software that is subject to FDA oversight, only the holder of the
premarketing clearance (510(k)) is allowed to modify code for the medical device. The holder
of a premarketing clearance is restricted to specifically designated TS staff that are located at
the registered manufacturing site and operating in the designated production environment.

All routines, files and fields of the VISTA Imaging package may not be altered except by
the OI Technical Services (TS) staff. This software is regulated by the FDA and
implements controlled procedures.

6.1 VISTA Imaging M[UMPS] Routines for Installation on VISTA Hospital Information
System

6.1.1 Checksums
The following listing reflects the VISTA Imaging M routines that reside on the VISTA Hospital
Information System. The checksums listed for these routines are as computed at the time of

package release. Subsequent changes (patches) to the routines will change these values and the
released patch will make notation of original and new checksum values.
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Routine Checksum Routine Checksum Routine Checksum
MAGBAPI 5940348 MAGGNLKP | 5102742 MAGGTRPT | 12087508
MAGBRTLD | 4509257 MAGGNTI 9279191 MAGGTSR 4906115
MAGCRPT 17451573 MAGGSPP 3239627 MAGGTSRI1 3524032
MAGDHL7 6204096 MAGGSQI 21289551 MAGGTSY 8534582
MAGDHL7T | 2808224 MAGGTAU 9198237 MAGGTSY1 5827440
MAGDHLE 4548932 MAGGTCPR | 5402461 MAGGTSY2 | 2638868
MAGDLBI 12440903 MAGGTERR | 3000489 MAGGTSYS | 3773997
MAGDLBS 3927047 MAGGTIA 10453678 MAGGTUI 3628467
MAGDLB6 3354488 MAGGTIA1 5822011 MAGGTU3 7687105
MAGDLB7 4450062 MAGGTIA2 5246980 MAGGTU4 4420297
MAGDLB9 4213608 MAGGTID 7505090 MAGGTUS 5783783
MAGDLBSR | 5414039 MAGGTIG 11875351 MAGGTU6 5089283
MAGDMEDI | 3549478 MAGGTII 6127443 MAGGTU7 7183136
MAGDMEDJ | 9456295 MAGGTLB 13359614 MAGGTUP 6276932
MAGDMEDK | 3273379 MAGGTLBI 7923067 MAGJBOFL 6660905
MAGDMEDL | 6729803 MAGGTMC 4792828 MAGIJEX1 24909628
MAGDRA1 6988221 MAGGTMCI1 | 4879293 MAGIJEXIB 6310842
MAGDRA2 7690825 MAGGTPT1 6850411 MAGIJEX2 14783713
MAGDRA3 3694518 MAGGTRA 5980542 MAGIJINI 4438104
MAGDROUT | 5271364 MAGGTRA1 | 5798386 MAGIJLS2 18114010
MAGFILEB 13561830 MAGGTRAI 8956338 MAGJLS2B 15962329
MAGGDEV 5630808 MAGGTRPI1 6036421 MAGILS3 16164838
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MAGIJLSTI 27290729 MAGQLOG 3406038
MAGIMNI1 10886095 MAGQST 5311261
MAGJORD 6946015 MAGSDEL2 7355846
MAGIJRT 12145139 MAGSDEL3 3758307
MAGJUPDI1 17183011 MAGSDEL4 2645514
MAGIJUTLI 10448138 MAGUNET 4721572
MAGJUTL2 13928650 MAGUSIT 15207655
MAGIJUTL3 9932736 MAGUXRF 4648912
MAGLOG 3453996

MAGQAI 5947737

MAGQBAB 4058793

MAGQBD 2549741

MAGQBGCC | 5450619

MAGQBJB 6486315

MAGQBJH 8336578

MAGQBJHR | 6514609

MAGQBPGI1 11417193

MAGQBPG2 | 7018812

MAGQBPRG | 9377201

MAGQBTM 13283746

MAGQBUT 12333341

MAGQBUTI1 | 13532907

MAGQBUT2 | 15122002
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6.1.2 Routine Descriptions

To obtain a brief description for all VISTA Imaging routines, use menu option FIRST LINE
ROUTINE PRINT (XU FIRST LINE PRINT). This menu option is part of Programmer Options
(XUPROG) under sub-menu Routine Tools (XUPR-ROUTINE-TOOLS). VISTA Imaging
routines are under the MAG namespace. The following is an example:

Select OPTION NAME: PROGRAMMER OPTIONS XUPROG Programmer Options
Select Programmer Options Option: ROUTINE Tools
Select Routine Tools Option: FIRST Line Routine Print

PRINTS FIRST LINES

routine(s) ? > MAG*
searching directory ...
routine(s) *? >

(A) lpha, (D)ate , (P)atched, OR (S)ize ORDER: A//
Include line 2? NO//
DEVICE: HOME//

6.2 DICOM Gateway M[UMPS] Routines

The VISTA Imaging DICOM Gateway requires a number of M routines. Most of these are part of
the VISTA Imaging package. However, because the DICOM gateways run as standalone
workstations, they must include some routines from other packages. A few routines must run in
the manager UCI.

6.3 Checksums of VISTA Imaging DICOM Gateway Routines

The following listing reflects the VISTA Imaging M routines that reside on the VISTA Imaging
DICOM gateway system. The checksums listed for these routines are as computed at the time of
package release. Subsequent changes (patches) to the routines will change these values and the
released patch will make notation of original and new checksum values.

Routine Checksum Routine Checksum Routine Checksum
MAGBAPI 5940348 MAGDACR3 13955651 MAGDACW]1 | 12175158
MAGDACP1 | 12078250 MAGDACU | 4106089 MAGDACW2 | 7869897
MAGDACP2 | 3489226 MAGDACU(O | 5634266 MAGDAUD1 | 7756647
MAGDACP3 | 12907950 MAGDACU1 | 9408801 MAGDAUD2 | 6408351
MAGDACR1 | 9902179 MAGDACU?2 | 3822511 MAGDAUD3 | 2947248
MAGDACR?2 | 6128791 MAGDACU3 | 4615692 MAGDBB 11661179
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Routine Checksum Routine Checksum Routine Checksum
MAGDCST1 | 14030164 MAGDEND1 | 7366703 MAGDIW3A | 6203487
MAGDCST2 | 9176507 MAGDFND2 | 15982105 MAGDIW3B | 7158553
MAGDCST3 | 3942078 MAGDFND3 | 18791722 MAGDIW4 7740948
MAGDCST4 | 8301747 MAGDFND4 | 7242619 MAGDIWS5 15254366
MAGDCST5 | 4286070 MAGDEND9 | 3332908 MAGDIW6 9827614
MAGDCST6 | 6148172 MAGDHRI1 13311585 MAGDIX 3435460
MAGDDEL 3390526 MAGDHR1A | 8857904 MAGDIX 1 6918977
MAGDDEL1 | 4107596 MAGDHR2 6849918 MAGDLBI11 | 3804239
MAGDDEL2 | 7949175 MAGDHR3 9789059 MAGDLBI1A | 14227170
MAGDDEL3 | 3461285 MAGDHR4 14811073 MAGDLBIB | 6902092
MAGDDEL4 | 7177480 MAGDHRS5 9286150 MAGDLBIC | 9959805
MAGDDRO 9198192 MAGDHR9 3869140 MAGDLB5 3927047
MAGDDRI 10118408 MAGDHRP 7395965 MAGDLB6 3354488
MAGDDR2 9137499 MAGDIR1 17501531 MAGDLB7 4450062
MAGDDR2A | 15917198 MAGDIR1A | 14510589 MAGDLB9 4213608
MAGDDR3 9982529 MAGDIRIB | 5591438 MAGDLBSR | 5414039
MAGDDWO 4419454 MAGDIR2 5558804 MAGDLOGN | 10271620
MAGDDW1 10535563 MAGDIR2A | 8907841 MAGDMENA | 10339762
MAGDDW?2 11229015 MAGDIR2B 14436833 MAGDMENU | 9612461
MAGDDW3 11315073 MAGDIR2C 12023154 MAGDMFB 4681169
MAGDDW4 | 16540125 MAGDIR2D | 4057160 MAGDMFBO | 2758350
MAGDECHO | 4568237 MAGDIR3 6945753 MAGDMFB1 | 10627364
MAGDEDIT | 11603980 MAGDIR4 9524376 MAGDMFB2 | 10658200
MAGDEXC1 | 10804285 MAGDIR4A | 4236646 MAGDMFB3 | 9368872
MAGDEXC2 | 13938655 MAGDIRS5 4128810 MAGDMFB4 | 6245755
MAGDEXC3 | 12950610 MAGDIR99 3065165 MAGDMEBS | 8264440
MAGDEXC4 | 6024053 MAGDIRER | 12233584 MAGDMFB6 | 7324306
MAGDFB 2740309 MAGDIW]1 11043965 MAGDMFRB7 | 6311057
MAGDECNS | 11212799 MAGDIW2 16808286 MAGDMFBS | 4969564
MAGDFNDO | 7273855 MAGDIW3 10139686 MAGDMFBY9 | 8132356
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Routine Checksum Routine Checksum Routine Checksum
MAGDMFBA | 6850345 MAGDSSD 2615745 MAGDWLUB | 5082935
MAGDMFBB | 11415462 MAGDSTA]1 | 3839959 MAGDWLUC | 4040469
MAGDMFBC | 14284912 MAGDSTAT | 11870937 MAGDWLUD | 4040651
MAGDMFBI | 6582606 MAGDSTRT | 15074951 MAGDWLUE | 4417996
MAGDMFBM | 8803306 MAGDTCP 5599808 MAGFILEB 13561830
MAGDMFBP | 6129735 MAGDTCP1 | 3622426 MAGGTAU | 9198237
MAGDMFBS | 6579742 MAGDTCP2 | 14896768 MAGGTERR | 3000489
MAGDMFBW | 7350752 MAGDTCP3 | 8865952 MAGGTIA 10453678
MAGDMFIC | 12241746 MAGDTGA | 4551491 MAGGTIA1 | 5822011
MAGDMLOG | 13043772 MAGDTLOG | 4384166 MAGGTIA2 | 5246980
MAGDMPPC | 4179807 MAGDUID1 | 4016058 MAGGTID 7505090
MAGDOS 12124149 MAGDUID2 2672413 MAGGTII 6127443
MAGDQRU(O | 3492318 MAGDVRSN | 3031938 MAGGTUI1 3628467
MAGDQRU1 2790828 MAGDWLP1 16544534 MAGLOG 3453996
MAGDQRU2 | 2919246 MAGDWLP2 | 6221914 MAGOSDIR | 6246633
MAGDQRU3 | 3054823 MAGDWLP3 | 4384653 MAGOSFIL | 9153196
MAGDQRU4 | 3160092 MAGDWLP4 | 9106193 MAGOSMSC | 9958212
MAGDQRU5 | 3159671 MAGDWLU | 5802718 MAGOSTCP | 6340717
MAGDQUE(O | 10188196 MAGDWLU( | 3024515 MAGSDEL2 | 7355846
MAGDQUE!1 | 9015109 MAGDWLU]1 | 6948206 MAGSDEL3 | 3758307
MAGDQUE2 | 7688202 MAGDWLU2 | 10093654 | | MAGSDEL4 | 2645514
MAGDQUE3 | 7634711 MAGDWLU3 | 12548528 MAGUXRF | 4048912
MAGDQUE4 | 6657935 MAGDWLU4 | 3597273
MAGDROUT | 5271364 MAGDWLUA | 3708783

DICOM Gateway Manager Checksums
Routine Checksum

%RCR 3669745

MAGIER 5944392

SSDUSER 2441812
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Routine Checksum

STUSER 2454392

ZMAGDGFN 10058927

6.3.1 DICOM Gateway Routines

The MUMPS routines on the DICOM Gateway can be listed using the FIRST ROUTINE LINE
DISPLAY routine (%FL). As noted above, the DICOM gateway includes some routines from
other packages such as Fileman (DI namespace), Radiology (RA namespace), and patient utility
routines (VA* namespace). The following is an example of steps required to use the %FL
routine to list Imaging routines.

>D "%FL

MSM - First Line Display Utility
07-APR-00 2:09 PM

Routine selector: MAG*
253 routines Selected
Routine selector:

Enter output device <4>: <CR>

See section 6.3 for the checksums of the distributed routines.
6.3.2 DICOM Gateway FileMan Routines

The routines for VA FileMan version 22 are included in a VISTA DICOM Gateway distribution.
Note that all FileMan routines are local to the Gateway processor, but that all global variables
that belong to FileMan are translated to the VISTA HIS.

Note: NEVER run "DINIT on a VISTA DICOM Gateway processor: this will destroy the
FileMan environment in the main VISTA Hospital Information System.
6.3.3 Kernel RPC Broker Routines

XLFDT Date and time routine

XUSRB1 Encrypt/Decrypt functions

Note: If the National Patch Module releases patches for any of the above routines, the VISTA
DICOM gateway must be updated with the new released patched routines. A menu option is
available to (re)synchronize a DICOM Gateway with its VISTA System. (See DICOM Gateway
User Manual)

6.3.4 Radiology 5.0 Routines

In order to inter-operate with VISTA Radiology, a number of routines from the Radiology
package are located on the VISTA Imaging DICOM Gateways. For Radiology V. 5.0, these are:
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RARIC, RARIC1,RARTE2, RAUTL, RAUTL1, RAUTL2, RAUTL20, RAUTL3, RAUTL5 and
RAXREF.

Note: If the National Patch Module releases patches for any of the above routines the VISTA
Imaging DICOM gateway must be updated with the new released patched routines. A menu
option is available to (re)synchronize a DICOM Gateway with its VISTA System.

6.3.5 PIMS Package Routines

In order to inter-operate with VISTA Patient Administration, a number of routines from the PIMS
package are located on the VISTA DICOM Gateways. These routines are: VADPT, VADPTO,
VADPT1, VADPT2, VADPT3, VADPT30, VADPT31, VADPT32, VADPT4, VADPTS,
VADPT6, VADPT60, VADPT61 and VADPTG62.

Note: If the National Patch Module releases patches for any of the above routines the VISTA
Imaging DICOM gateway must be updated with the new released patched routine. A menu
option is available to (re)synchronize a DICOM Gateway with its VISTA System.

6.3.6 Medicine Package Routines

In order to inter-operate with VISTA Medicine, the routine MCUIMAGO from this application is
located on the VISTA DICOM Gateways. . A menu option is available to (re)synchronize a
DICOM Gateway with its VISTA System.

6.3.7 Manager Routines Installed in Manager UCI of DICOM Gateways

$RCR VA FileMan Copy Utility

SSDUSER System Application Shut Down code

STUSER System Application Start-up code

ZMAGDGFEN Build Global Variable Name Translation Table

6.3.8 Instructions for Moving Routines to the DICOM Gateways

The DICOM Gateway uses a number of routines from external packages (Radiology, PIMS). In
order to keep these routines synchronized between the various systems, there is a menu option in
the VISTA Imaging Menu to collect routines for transfer to a DICOM Gateway, and there is an
option on the DICOM Gateway menu that loads the collected routines into the local DICOM
environment. See the VISTA Imaging DICOM Gateway User Guide for instructions to use these
menu options.

6.4 Non-M Routines Distributed as Executable Files

Executable, DLL and other supporting files, which are distributed, include capture device-
specific imaging software and executable imaging software. The routine listing below is by
function.
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6.4.1 Clinical Workstation Files

c:\Program Files\VistA\Imaging

Description: Main VISTA Imaging files.

SCANI108N.BAT

demo12.txt

DEMO1802.TXT

DEMO2230.TXT

demo3.txt

DEMO446.TXT

demolist.txt

FRAMGRAB.EXE

HSUMM.TXT

ImagDEMO.DAT

IMGVWPI10.EXE VISTA Imaging Display Application

LSDT.IMG

MagDemos. TXT

MAGSYS.EXE

MAGWRKS.EXE

ABSTRTGA.EXE

SCANI112N.BAT

SCANI50N.BAT

SCAN75N.BAT

SCANFILM.EXE

SCANTGA.EXE
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c:\Program Files\VistA\Imaging

Description: Main VISTA Imaging files.

SCNAPI.DLL

STGFLT.DLL

SWCEP.DLL

SWENG.DLL

SWENGPT.CHW

TELEI9N.EXE

VISTA Imaging Capture Application

VBUDLL.DLL

MINIBLD.EXE

ERRLOOK.EXE

ERRLOOK.HLP

SCANFILE.EXE

ActiveMILDefault.exe

c:\Program Files\VistA\Imaging

Description: Help files distributed with VISTA Imaging v3.0

Imaging.cnt

Magwrks.hlp

IMAGING.HLP

Magsys.hlp

Help.txt

Magwrks.cnt

Magsys.cnt
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c:\Program Files\VistA\Imaging\Image

Description: This is a placeholder directory for Sample Images that are distributed
separately in Maglmage.exe.

BLACKBOX. TGA

JACKSON.JPG

Samples.txt

c:\Program Files\VistA\Imaging\Temp

Description: This folder is created for storing temporary files during the execution of the
VISTA Imaging Capture and Display application.

temp.txt

<Windows System Directory> (WinNT\System32 or Windows\System)

Description: Various Imaging support files

MEMSTRPS5.DLL

SCONN32.DLL

CMDIALOG.VBX

museapiFAKE.dII used for sites that are not running the MUSE
API software
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<Windows System Directory> (WinNT\System32 or Windows\System)

Description: MUSE API support files

W3CRS106.DLL

BUTIL.EXE

ccalc32.dll

Ifavi&0n.dll

Ifavi80w.dll

Ifawd80n.dll

1fomp80n.dll

1fomp80w.dll

Ifcal&0n.dll

Ifcal80w.dll

lfemp80n.dll

Ifemp80w.dll

1fdic80n.dll

1fdic80w.dll

Ifeps80n.dll

Ifeps80w.dll

Iffax80n.dll

Iffax80w.dll

Iffpx7.dll

Iffpx80n.dIl

1fgif80n.dll
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<Windows System Directory> (WinNT\System32 or Windows\System)

Description: MUSE API support files

1fgif80w.dll

Ifica&0n.dll

Ifica80w.dll

1fimg80n.dll

1fimg80w.dll

Itkodak.dll

Iflma&0n.dll

Iflma&0w.dll

Iflmb&0n.dll

1flmb80w.dll

Ifmac&0n.dll

Ifmac&0w.dll

1fmsp80n.dll

1fmsp80w.dll

1fpcd80n.dll

Ifpcd80w.dll

1fpct80n.dll

1fpct80w.dll

1fpcx80n.dll

1fpcx80w.dll

1fpng80n.dll

1fpng80w.dll

March 2002 VisTA Imaging System V. 3.0 Technical Manual

35




Chapter 6 - Routine Descriptions

<Windows System Directory> (WinNT\System32 or Windows\System)

Description: MUSE API support files

1fpsd80n.dll

Ifpsd80w.dll

Ifras&0n.dll

Ifras80w.dll

1ftga80n.dll

1ftga80w.dll

1£tif80n.dll

1ftif80w.dll

Ifwfx80n.dll

Ifwfx80w.dll

Ifwm180n.dll

I[fwm{80w.dll

1fwpg80n.dll

1fwpg80w.dll

LTANNSON.DLL

LTANNSOW.DLL

LTEFX80N.DLL

LTEFX80W.DLL

LTFILSON.DLL

LTFILSOW.DLL

LTIMGS8ON.DLL

LTIMGS8OW.DLL
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<Windows System Directory> (WinNT\System32 or Windows\System)

Description: MUSE API support files

LTKRNSON.DLL

LTKRNSOW.DLL

LTTHK80W.DLL

LTTWNS8ON.DLL

LTTWNSOW.DLL

LTWNDSON.DLL

LTWNDSOW.DLL

table32.dll

W3AIF103.DLL

W3BIF106.DLL

W3BTRV7.DLL

Bti.ini

W3MIF109.DLL

W3NSL105.DLL

W3NSR103.DLL

W3SCMV7.DLL

W3UPI104.DLL

WBEXEC.EXE

WBTRCALL.DLL

WBTRV32.DLL

wecalc32.dll

zlib32.dll
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<Windows System Directory> (WinNT\System32 or Windows\System)

Description: MUSE API support files — these files are always updated regardless of the
version number currently installed on the workstation

table32.dll

museapi.dll

PRINTLIB.DLL

museapiSa.dll

<Windows System Directory> (WinNT\System32 or Windows\System)

Description: Image processing support files — these files are updated if the file does not exist
on the workstation or if the file exists with an older date

igmed32s.dll 119,808 bytes 5/7/1999 5:42 PM
GEAR32P0O.0CX 1,273,344 bytes 5/21/1999 11:48 AM
IGMed32x.0cx 76,800 bytes 5/18/1999 1:03 PM

c:\Program Files\VistA\Imaging\Bmp

Description: Bitmap files used for informational abstracts and abstract errors

FileOpenError.bmp

absekg.bmp

ABSERROR.BMP

absjbox.bmp

abspacg.bmp

abspaci.bmp

BLANK.BMP

38 VisTA Imaging System V. 3.0 Technical Manual March 2002




Chapter 6 - Routine Descriptions

c:\Program Files\VistA\Imaging\Bmp

Description: Bitmap files used for informational abstracts and abstract errors

CAPTURE.BMP

abscine.bmp

FullResFileNotFound.bmp

FullResFileOpenError.bmp

InternalError.bmp

NOTEXIST.BMP

PRECAP.BMP

JBOFFLN.tga

jboffln.abs

Blank.tga

JBOFFLN.bmp

MotionVideo.bmp

MotionVideoAbs.bmp

c:\Program Files\VistA\Imaging\Import

Description: Placeholder for the Imaging import folder

import.txt
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6.4.1.1 Demo Images for Clinical Workstation

Optionally, a set of demonstration images can be installed on the clinical workstations. These
can be used for training purposes and can allow users to practice with the image display controls.
They also can be used for testing and trouble-shooting the clinical workstation as described in
Chapter 10.

6.4.1.2 Images for Testing Image Display Quality

The following images are available in the distribution kit for testing and calibrating the rendition
of black and white displays:

File Description
bwhtest.gif Gradual transitions in gray-levels, GIF™ format
bwhtest.jpg Gradual transitions in gray-levels, JPEG™ format
smpte.gif Horizontal and vertical line patterns, GIF™ format
smpte.jpg Horizontal and vertical line patterns, JPEG™ format

6.4.2 Background Processor Files

File Name Description
AbstrTGA.EXE Program that creates “abstract” file from Targa™ file.
DCMtoTGA.exe Program that converts DICOM images to TargaTM Images.
Magbtm.EXE Background Processor program.
JBScanP1.exe BP Verifier program.

6.4.3 Online Help Files

Online help files are installed with the clinical workstation, background processor, DICOM
gateway and VistARad software.
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6.4.4.1 Program files that are part of the VISTA DICOM Gateway

In the directory “c:\Program Files\Vista\Imaging\DICOM?”, the following files are stored:

File Name Description
AbstrTGA.EXE Program that creates “abstract” file from Targa™ file.
CStore.EXE Program that communicates with the DICOM Gateway to store
images.
DCMtoTGA.EXE Program that converts DICOM images to Targa' " Images.

DCM_Copy.EXE

Program that copies parts of DICOM files (used for modifying
information in image headers).

DelTree.EXE

Program that can remove complete subdirectory trees.

DICOM_Echo.EXE

Program that can be used to test network connectivity with
DICOM modalities.

ErrLook.EXE Program that can be used to display the meaning of an MS-
Windows™ error code.

GetLine.EXE Program that reads interactive responses during installation.

HostDir.BAT Program that changes to the directory that contains the
“HOSTS” file.

MakeLink. EXE Program that creates “short-cuts” to files.

MSMWS002.DLL Library for use with MSM Windows programs.

MSVBVM60.DLL Library for use with Visual Basic programs.

NetPerf.EXE Program that may be used to test and measure network
throughput capacity.

NetServer.EXE Program that may be used to test and measure network
throughput capacity.

OD.EXE Program that produces octal dumps of binary files.

PathMan . EXE Program that manipulates the default “path” lookup string.
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File Name

Description

Send Image.EXE

Program that transmits image files.

TGAtoDCM.EXE

Program that converts Targa' " images to DICOM images.

Vista_Send Image.EXE

Program that transmits image files.

In each of the directories “D:\DICOM\Datal”, “D:\DICOM\Data2” and so forth, copies of the

following files are stored:

File Name

Description

Init DICOM.BAT

Program that re-initializes the subdirectories of the directory in
which the BAT file is stored.

Search. BAT Program that scans .TXT files for the occurrence of a specified
string.
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Text files that are Part of the VISTA Imaging DICOM Gateway

In the directory “F:\DICOM\Dict”, the following files are stored:

File Name Imported By Description

DataGECT.DIC "MAGDIR4 Additional data fields to be displayed on DICOM
Gateway (General Electric).

DataMISC.DIC "MAGDIR4 Additional data fields to be displayed on DICOM
Gateway.

Data CR.DIC "MAGDIR4 Additional data fields to be displayed on DICOM
Gateway.

Element.DIC "MAGDMFB2 | DICOM Element dictionary.

HL7.DIC "MAGDMFB7 | VISTA HL7 dictionary.

Instrument.DIC "MAGDMFBS | List of image producing instruments, distributed as
Instrument.Sample.

Modality.DIC "MAGDMFBS | Image processing rules for modalities, distributed as
Modality.Sample.

PortList.DIC "MAGDMFB9 | Socket port definition for DICOM services, distributed
as PortList.Sample.

SCP_List.DIC "MAGDMFB9 | Provider application parameters.

SCU_List.DIC "MAGDMFB9 | List of Service Class User Applications, distributed as
SCU_List.Sample.

Template.DIC "MAGDMFB3 | Macros for event message templates.

UID.DIC "MAGDMFB4 | UID dictionary.

WorkList.DIC "MAGDMFBS8 | Worklist dictionary, distributed as WorkList.Sample.

These files are discussed in more detail in the VISTA Imaging DICOM Installation Guide.
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6.4.4.3 DICOM Gateway Icons

End-users are encouraged to customize the presentation of the various folders on their desktops.
The distribution kit contains a number of icons that may be attached to “short-cuts”, in order to
make recognition of the functions of the various entities on the desktop easier.

These icons are stored in the following directories:
D:\DICOM\VistA DICOM Gateway
D:\DICOM\VistA DICOM Gateway\Icons (Letters)

D:\DICOM\VistA DICOM Gateway\Icons (VA Logo)

Vi v~
The icons in D:\DICOM\VistA DICOM Gateway are ' "™ and ' #t .

mIcar ﬁ
The icons in the subdirectories look like mCR and " °F respectively.

These subdirectories contain icons for the modality types AS, BI, CD, CF, CP, CR, CS, CT, DD,
DF, DG, DM, DS, DX, EC, ES, FA, FS, 10, LP, LS, MA, MG, MR, MS, NM, OT, PT, RF, RG,
ST, TG, US, VF, VL and XA.

6.4.4.4 Sample Files

For the purpose of testing that the software is properly installed, a number of sample files are
included in the distribution kit.

6.4.4.4.1 Sample DICOM Images

The sample images that are available for the DICOM gateway can be used to perform trial image
transmissions.

File Description

BabyFace.dcm Ultrasound image (640x480 pixels)

BoneScrw.decm CR image (2048x2577 pixels)

Carotid.dcm Ultrasound image (640x480 pixels)

EyeCLens.dcm (640x560 pixels)

EyeClot.dcm (640x560 pixels)

EyeLens.dem (640x560 pixels)

EyeSttch.dem (640x560 pixels)
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File Description
Fillings.dem IO image (811x644 pixels)
GoldGate.dem Picture of the Golden Gate Bridge in San Francisco, labeled as modality
type OT (other) (640x480 pixels).
Implant.dcm 10 image (811x644 pixels)
PaceMkr.dem CR image (1716x1910 pixels)
Retina.dem (640x480 pixels)
Roots.dem IO image (811x644 pixels)
Skull.dem CR mage (2048x2577 pixels)
Spine.dem CR image (2048x2495 pixels)
test.txt new Sample command file, used for modifying information in image headers.

6.4.4.4.2 Sample HL7 Data Streams

The following sample HL7 streams are available. Please be sure to set the MAGDHL7
translation table entry to the local system and not to the VISTA hospital system, if you test with

one of these HL7 data streams.

File Description

Baltimore.gbl | Small data set

Boston.gbl Large data set
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6.4.5 VistARad Workstation Files

c:\Program Files\VistA\Imaging\Vistarad

Description: Main VistARad files

tmp_xa.ovl

tmp_cr.ovl

tmp_ct.ovl

tmp_mr.ovl

tmp_us.ovl

tmp_00.ovl

vistarsv.exe

VistARad Manager Application

vistarad.exe

VistARad Viewer Application

vistarad.roi

vistarad.aut

vistarad.arw

magj dem_attributes.lst

vistarad user guide.pdf

VistARad User Manual

dxshared.dll

dimplx.ocx

dimfilex.ocx

vistageomtools.dll

slicecalc.dll

targafile.dll

va_gridetrl.dll
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c:\Program Files\VistA\Imaging\Vistarad

Description: Main VistARad files

va_imgldrctrl.dll

va_shared.dll

va_stackviewctrl.dll

logcomp.dll

spin32.ocx

c:\Winnt\system32

Description: Windows system files and shared DLLs

comcat.dll

msvbvm60.dll

oleaut32.dll

olepro32.dll

stdole2.tlb

asycfilt.dll

vb5db.dll

msvepS50.dll

stdole2.tlb

msvep60.dll

dimpl8.dll

msvcert.dll

msvcirt.dll

tabctl32.0cx
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c:\Winnt\system32

Description: Windows system files and shared DLLs

atl.dll

mscomctl.ocx

scrrun.dll

comctl32.ocx

comdlg32.ocx

mfc42.dll

olepro32.dll

oleaut32.dll

comcat.dll

msstdfimt.dll

msmask32.ocx

comct232.0cx
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The Food and Drug Administration classifies this software as a medical device. As such, it
may not be changed in any way. Modifications to this software may result in an adulterated
medical device under 21CFR820, the use of which is considered to be a violation of US
Federal Statutes.

VA Policy states the following:

Those components of a national package (routines, data dictionaries, options, protocols, GUI
components, etc.) that implement a controlled procedure, contain a controlled or strictly
defined interface or report data to a database external to the local facility, must not be altered
except by the Office of Information (OI) Technical Services (TS) staff. A controlled procedure
is one that implements requirements that are mandated or governed by law or VA (Department
of Veterans Affairs) directive or is subject to governing financial management standards of
the Federal Government and VA or that is regulated by oversight groups such as the JCAHO
or FDA. A controlled or strictly defined interface is one that adheres to a specific industry
standard, will adversely affect a package and/or render the package inoperable if modified or
deleted. For national software that is subject to FDA oversight, only the holder of the
premarketing clearance (510(k)) is allowed to modify code for the medical device. The holder
of a premarketing clearance is restricted to specifically designated TS staff that are located at
the registered manufacturing site and operating in the designated production environment.

All routines files and fields of the VISTA Imaging package may not be altered except by the OI
Technical Services (TS) staff. This software is regulated by the FDA and implements
controlled procedures. The only exception is data changes made in accord with Chapter 8 of
this manual.

7.1 Introduction

The VISTA Imaging System is based on the use of VA FileMan as an object-oriented database
management system to store single or sequential images, and other multimedia object types.

This chapter first itemizes the various files that are used by the Imaging System (Clinical
Capture\Display, Background Processor\Verifier, and VistARad) and then describes how to
obtain more detailed information about the files. Some of the files are used on the DICOM
Image and Text Gateways and will reside on those systems and not on the VISTA hospital
system.
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7.2 VA FileMan Files that are Part of the VISTA Imaging System
7.2.1 VA FileMan Files
File Name Stored in

2005 IMAGE "MAG (2005, D0, ...

2005.0106 [JROUTING TIMESTAMP 04,D1, ...

2005.011 [0 LONG DESCRIPTION 03,01, ...

2005.04 [1OBJECT GROUP 1,D1,...

2005.02 OBJECT TYPE ~"MAG (2005.02,D0, ...

2005.21 [JACTIONS 01,p1, ...

2005.24 JCHILD CLASS 03,D1,...

2005.03 PARENT DATA FILE "MAG (2005.03,DO0, ...

2005.1 IMAGE AUDIT ~"MAG (2005.1,D0, ...

2005.1106 [JROUTING TIMESTAMP 04,D1, ...

2005.111 [0 LONG DESCRIPTION 03,01, ..

2005.14 [1OBJECT GROUP 1,Dp1,..

2005.2 NETWORK LOCATION ~"MAG (2005.2, D0, ..

2005.201 OEMAIL 0s5,D1,..

2005.4 IMAGE HISTOLOGICAL ~MAG (2005.4, DO, ...
STAIN

2005.41 MICROSCOPIC OBJECTIVE "MAG (2005.41,DO0, ..

2005.81 MAG DESCRIPTIVE ~AMAG (2005.81, DO, ..
CATEGORIES

2006.03 IMAGE BACKGROUND QUEUE ~"MAGQUEUE (2006.03, DO, ...

2006.031 IMAGE BACKGROUND QUEUE ~"MAGQUEUE (2006.031, DO, ..
POINTER

2006.032 JUKEBOX "MAGQUEUE (2006.032, DO, ...

2006.033 OFFLINE IMAGES ~"MAGQUEUE (2006.033, DO, ..

2006.1 IMAGING SITE ~MAG (2006.1, DO, ...
PARAMETERS

2006.11 (IMULTI NAMESPACE 04,D1, ...

2006.112 OFILE TYPES 02,p1, ...
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File Name Stored in

2006.17 MUSE VERSIONS ~"MAG (2006.17,D0, ...

2006.18 IMAGING USER ~"MAG (2006.18,D0, ...
PREFERENCE

2006.1867 U PATIENT LIST 0O”PATLIST”,D1, ...

2006.19 IMAGING USERS ~"MAG (2006.19,D0, ...

2006.191 [IADDITIONAL NAMESPACE 1,p1,...

2006.5 PACS MESSAGE ~"MAGDHL7 (2006.5, D0, ...

2006.502 [OMESSAGE SEGMENTS d1,p1,...

2006.51 DICOM DATA ELEMENT ~"MAGDICOM (2006.51,D0, ...
DICTIONARY

2006.514 [ ENUMERATED VALUE 01,p1, ...

2006.511 DIAGNOSTIC INFO FIELD ~"MAGDICOM (2006.511,DO0, ..

2006.5112 [ TAG 1,D1,...

2006.52 DICOM MESSAGE TEMPLATE ~"MAGDICOM (2006.52,D0, ...
DICTIONARY

2006.5204 [IMESSAGE 1,Dp1,...

2006.53 DICOM UID DICTIONARY ~"MAGDICOM (2006.53,D0, ...

2006.5305 JSUB UID 01,Dp1,...

2006.531 EXTENDED SOP ~"MAGDICOM (2006.531,DO0, ..
NEGOTIATION

2006.54 PDU TYPE ~"MAGDICOM (2006.54,D0, ...

2006.55 DICOM WORKLIST PATIENT "MAGDWLST (2006.55,D0, ...

2006.552 0 PATIENT 01,p1, ...

2006.56 DICOM WORKLIST STUDY "MAGDWLST (2006.56,D0, ...

2006.562 [ STUDY 01,Dp1,...

2006.5621 (I PATIENT HISTORY m 2,D2,...

2006.563 DICOM GATEWAY ~"MAGDICOM (2006.563, D0, .
PARAMETER

2006.564 DICOM QUEUE ~"MAGDICOM (2006.564,DO0, .

2006.57 DICOM HL7 SEGMENT “MAGDICOM ("HL7", DO, ...

2006.5701 ELEMENT d1,p1,...
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File Name Stored in
2006.571 DICOM RAW IMAGE ~"MAGDICOM (2006.571,DO0, ..
2006.572 EXAMINATION COMPLETE ~"MAGDINPT (2006.572,DO0, ..
2006.573 GE PACS QUERY/RETRIEVE “"MAGDGEQR (2006.573, D0, ..
2006.574 DICOM IMAGE OUTPUT “"MAGDOUTP (2006.574,DO0, ..
2006.5741 [ IMAGE p1,0
2006.575 DICOM FATLED IMAGES ~"MAGD (2006.575,D0, ...
2006.57526 O RELATED IMAGES 0 "RLATE", D1, ...
2006.5761 DICOM MESSAGE ~"MAGDAUDT (2006.5761,DO0, .
STATISTISTICS

2006.57611 [IMESSAGE 1,Dp1,...

2006.5762 DICOM INSTRUMENT ~“MAGDAUDT (2006 .5762, DO, .
STATISTICS

2006.57621 [0 INSTRUMENT 1,p1,...

2006.5763 DICOM PACS STATISTICS ~“MAGDAUDT (2006.5763, DO, .

2006.57631 [JACCESSION NUMBER 1,p1,...

2006.576311 [ EVENT m 1,D2,...

2006.2764 DICOM LOCAL INSTRUMENT “"MAGDICOM (2006.5764,DO0, .
STATISTICS

2006.57641 [l DATE 0i1,Dp1,...

2006.577 DICOM FIFO QUEUE ~"MAGDICOM (2006.577,D0, ..

2006.5771 [1QUEUE LETTER 1,p1,...

2006.58 DICOM LOG ~"MAGDMLOG (DO, ...

2006.5801 [ TEXT 1,D1,...

2006.5802 0 LINE 02,p1,...

2006.581 INSTRUMENT DICTIONARY ~"MAGDICOM (2006.581,DO0, ..

2006.582 MODALITY TYPE ~"MAGDICOM (2006.582,D0, ..
DICTIONARY

2006.583 MODALITY WORKLIST ~"MAGDICOM (2006.583,DO0, ..
DICTIONARY
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File Name Stored in

2006.584 TCP/IP PROVIDER PORT ~"MAGDICOM (2006.584,DO0, ..
LIST

2006.585 USER APPLICATION ~"MAGDICOM (2006.585,D0, ..

2006.5852 [1SOP CLASS 0i1,Dp1,...

2006.58522 M TRANSFER SYNTAX M 1,Dp2,...

2006.586 PROVIDER APPLICATION ~"MAGDICOM (2006.586,D0, ..

2006.5863 [0 sop 0i1,Dp1,...

2006.58633 M TRANSFER SYNTAX UID | 1,D2,...

2006.589 IMAGING SERVICE ~"MAGDICOM (2006.589,D0, ..
DICTIONARY

2006.592 DICOM UNDEFINED ~"MAGD (2006.592,D0, ...
MODALITIES

2006.593 DICOM INCOMPLETE IMAGE ~"MAGD (2006.593,D0, ...

2006.599 DICOM Error Log ~"MAGD (2006.599,D0, ...

2006.63 MAG RAD LIST DATA "MAG (2006.63,D0, ...
ELEMENTS

2006.631 MAG RAD LIST ~"MAG (2006.631,D0, ...
DEFINITION

2006.6311 [J COLUMNS 01,Dp1,...

2006.6312 [l SORT 02,01, ...

2006.634 MAGJ ZLIST SEARCH FILE "MAG (2006.634,D0, ...

2006.65 MAG RAD PIOR EXAM "MAG (2006.65,D0, ...
LOGIC

2006.66 [JPRIOR CASE MATCHING 0i1,Dp1,...
CPT GROUP

2006.69 MAG VISTARAD SITE ~"MAG (2006.69,D0, ...
PARAMETERS FILE

2006.79 DICOM ROUTINE COPY ~"MAGD (2006.79,DO0, ...

2006.791 U LINE 1,D1,...

2006.8 BP WORKSTATIONS "MAG (2006.8,D0, ...

2006.81 IMAGING WINDOWS "MAG (2006.81,DO0, ...
WORKSTATIONS
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File Name Stored in
2006.82 IMAGING WINDOWS "MAG (2006.82,D0, ...
SESSIONS
2006.821 [JACTIONS a"acrt", D1, ...
2006.823 [0 ERRORS 0 "ERR", D1, ...
2006.95 IMAGE ACCESS LOG "MAG (2006.95, D0, ...

7.2.2 More Detailed Information

More detailed information about these files can be obtained using the FileMan option LIST FILE

ATTRIBUTES.

The Data Dictionaries (DDs) are considered part of the on-line documentation for this software
application. It may be necessary to print the DDs in order to support the package at your site.

The Data Dictionaries for VISTA Imaging files may be printed using the VA FileManager’s
option LIST FILE ATTRIBUTES under the DATA DICTIONARY UTILITIES menu as

follows:

VA FileMan 22.0

Select OPTION: DATA DICTIONARY UTILITIES
Select DATA DICTIONARY UTILITY OPTION: LIST FILE ATTRIBUTES
START WITH WHAT FILE: // IMAGE
GO TO WHAT FILE: // IMAGE
Select SUB-FILE: <RET>
Select LISTING FORMAT: STANDARD// BRIEF
ALPHABETICALLY BY LABEL? NO// YES
DEVICE:

The DD will now print on the user's specified device.

7.2.3 Input Templates

The distribution contains the following input templates:

FILE #2006.1: MAG IMAGE NETWORK WRITE LOC
FILE #2006.1: MAG PURGE PARAMETERS

FILE #2006.1: MAG SITE PARAMETERS

FILE #2006.1: MAG MUSE PARAMETERS

FILE #2005.2: MAG ENTER/EDIT NETWORK LOC
FILE #2005.2: MAG ENTER/EDIT MUSE NETWORK
FILE #2005.575: MAGD-ENTRY

FILE #2005.575: MAGD-UPDT

FILE #2006.8: MAG EDIT BACKGRND WORKSTA
FILE #2006.631: MAGJ LIST EDIT
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FILE #2006.65: MAGJ PRIOR EDIT
7.2.4 Further Information

Every individual object (i.e., an image, audio clip, waveform, or scanned document) is an entry
in the Image file (2005), where the object's attributes are managed. In addition, three auxiliary
files are used:

e Object Type
e Network Location
e Parent Data

The objects are then related to the patient's VISTA text data (medicine, surgery, laboratory,
radiology reports or progress notes) through the use of pointers, both forward from the VISTA
package file to the Image file, and backwards from the Image file to the VISTA package file.
Software allows new objects to be added and displayed.

Several additional files are used by the system. These include:

e Imaging Workstations file that contains information about every workstation on the network.

Image Histologic Stain file, and a Microscopic Objective file used by anatomic pathology.

e Imaging Site Parameters file.

e Background Queue files which are necessary to manage abstract creation, automatic file
migration (movement of image/object files between optical disk jukebox and magnetic disk),
file copies.

e Image Access Log file used to track system utilization.

e User Preferences File that stores personal preferences for the software configuration of the
workstation.

e Parameters that are specific for each individual DICOM Gateway Computer.
e Master Files that drive the operation of the DICOM Gateway.

e Modality Worklist file that contains the scheduled activities for the various modalities that
acquire images.

¢ Incoming Images.

e Images that need manual intervention before they can be entered into the VISTA HIS.
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7.3 File List

The VISTA Imaging System files are in the 2005 through the 2006.999 numbering space. Full
file and field documented attributes on any Imaging files can be obtained using the LIST FILE
ATTRIBUTES sub-menu option located in the ‘Data Dictionary Utilities menu.

VA FileMan 22.0

Select OPTION: DATA DICTIONARY UTILITIES
Select DATA DICTIONARY UTILITY OPTION: LIST FILE ATTRIBUTES

START WITH WHAT FILE:
GO TO WHAT FILE:
Select SUB-FILE:

Select LISTING FORMAT:

DEVICE: UCX LOGIN

DICOM FAILED IMAGES// 2005 IMAGE (7495 entries)
IMAGE//

STANDARD//
Right Margin: 80//

7.4 File Security

VISTA Imaging recommends no access to any Imaging files by any end-user other than IRM

(13541

personnel; the only exception is file 2005 (Image) the Fileman Read access is set to an “i”.
Please review the Security manual to get a detail listing of all Fileman protections on all Imaging
files. All updating of Imaging files is done via the GUI interface or by the Imaging System
Manager menu (locked by the MAG SYSTEM security key) on the VISTA hospital system.
However, the recommended method is to use the VISTA Imaging Background Processor

application (GUI).

56

VisTA Imaging System V. 3.0 Technical Manual March 2002




Chapter 7 - VIsTA Imaging System Files

7.5 Imaging Entity Relationship Diagram and Detailed Information
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A detailed File Diagram can be obtained using the FileMan’s menu option ‘MAP POINTER
RELATIONS’.

e Select ‘DATA DICTIONARIES UTILITIES’ from the FileMan menu.
e Select ‘MAP POINTER RELATIONS’ menu option.
e Respond to the ‘PACKAGE NAME’ prompt with IMAGING.

7.6 Global Journaling

Journaling of the VISTA Imaging global is mandatory. MAG* should be journaled.

During a scheduled VISTA (hospital) servers downtime, it is highly recommended to coordinate
any data restore activities related to the VISTA Imaging System with the IRM staff.

7.7 VISTA System Outages

During a VISTA System outage, DICOM Gateways will continue to provide modality worklist
functionality and to capture images that are temporarily stored on the gateway. This is important
to allow the radiology department to continue to perform studies. If you anticipate that the
VISTA System must be down, it is best to take the following steps:

e Perform all DICOM fixes before the VISTA System goes down. This will free the maximum
space for temporary image storage.

e During the outage, watch the gateways to be sure they still have adequate space to store
images.
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8.1 Introduction: INI File Setup and Configuration of Workstations

INI files are DOS files with the extension .INI (such as WIN.INI and MOUSE.INI) that contain
initialization information for programs. Initialization refers to the parameters that control the
way a program is initially launched. They also customize the application to accommodate
workstation-specific characteristics, such as the type of capture hardware installed (Refer to
VISTA Imaging System Installation Guide for further details). The INI files are set up initially
when the software is first installed on the workstation.

Note: Entries for these files should be made via the MAGSYS.EXE routine located in
directory Program Files\VISTA\IMAGING.

8.2 Imaging System Manager Menu

The Imaging System Manager menu contains system manager functions. Access to these menu
options requires the MAG SYSTEM security key and Fileman access of “@”. Itis
recommended to use the Background Processor for updating any of these settings. Please review
the Installation manual for examples on setting up the configuration.

Menu Diagram for MAG SYS MENU

DS Define Imaging Site Parameters

Iw Edit Image WRITE LOCATION only.

WE Enter/Edit Background Processor Workstation File
NT Enter/Edit Network Location

LS Edit Network Location STATUS

PUR Edit Imaging Purge Parameters

Copy Routines to DICOM Gateway
Imaging Database Integrity Checker Menu ...

Note: These menu options are only for sites that are not running the Background Processor. See
the Background Processor User Manual for instructions on using the Edit|/Imaging Site
Parameters menu option to configure your system.

8.3 Imaging VistARad System Options

The VistARad System Options Menu is used to set site parameters (which are used to control VistARad’s
basic behaviors and to enhance performance), to create custom exam lists, and to review and manage
VistARad’s prefetch capabilities.

Menu Diagram for MAGJ MAIN

SITP E/E VistaRad Site Parameters
ELIS E/E VistaRad Exam Lists
PLIS Print VistaRad List Definition
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EPRF E/E VistaRad PreFetch Logic
IPRF Inquire Prefetch Logic
PPRF Print VistaRad Prefetch Logic Table

8.4  Imaging MAG WINDOWS Menu

The menu option MAG WINDOWS should be assigned as a secondary menu option to end-users
who need access to VISTA Imaging. This menu outlines all the RPC used by VISTA Imaging.
8.5 Imaging VistaRad MAGJ VISTARAD WINDOWS

The menu option MAGJ VISTARAD WINDOWS should be assigned as a secondary menu
option to end-users who need access to VISTA Imaging VistARad. This menu outlines all the
RPCs used by VistARad.

8.6 Imaging MAG JB OFFLINE Menu option
This menu option is not part of any menu and is discussed in chapter 9 of this manual; section
Removing Jukebox Media - Offline Images.

8.7 Imaging DICOM Menu

The VISTA Imaging DICOM Gateway itself does not use VA Kernel software, and as a result,
does not use any Options. However, on the VISTA hospital system the following menu does
relate to the DICOM Gateways. See the DICOM User Guide for full instructions on the usage of
this menu.

Menu Diagram for MAGD DICOM MENU

Select Dicom Menu Options Option: [MAGD DICOM MENU]

Correct Medicine-DICOM File Entries [MAGD FIX MEDICINE DICOM FILE]
Correct RAD-DICOM File Entries [MAGD FIX DICOM FILE]

Print Dicom Failed Image File Entries. [MAGD PRINT DICOM FILE]

8.8 Imaging Menu Options Documentation

A full description for all the of Imaging’s VISTA menu options can be obtained by using FileMan
print menu option.

Select OPTION: print FILE ENTRIES

OUTPUT FROM WHAT FILE: OPTION//
SORT BY: NAME//
START WITH NAME: FIRST// MAG
GO TO NAME: LAST// MAGZ

WITHIN NAME, SORT BY:
FIRST PRINT FIELD: [CAPTIONED

Include COMPUTED fields: (N/Y/R/B): NO// - No record number (IEN), no Computed
Fields
DISPLAY AUDIT TRAIL? No// NO
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Heading (S/C):
START AT PAGE:

| pEVICE:

OPTION LIST//
1//
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Chapter 9 Archiving, Purging, and Backup

9.1 Introduction

This chapter explains how to archive and purge VISTA Imaging files and VISTA Imaging
Fileman entries. Image files are part of the patient’s record and must be preserved for the
required number of years. Image files may be kept online indefinitely. As image files get older
and have not been accessed recently, they reside on the optical disk jukeboxes where they are
still accessible to users, but access is less rapid. Some sites have taken platters out of jukeboxes
for shelf storage, but these are reloaded when needed by a user.

9.2 Archiving and Purging of Image FileMan Entries
Entries in the Image file should NOT be purged or archived.

9.3 Archiving and Purging of Image Files
9.3.1 Automatic Image File Migration

The imaging workstation stores the full-size image file on the server when the image is captured.
An abstract may be created by the capture workstation, or by placing an entry in the Abstract
queue. An entry is placed in the JUKEBOX queue. The background processor then copies the
images to the jukebox.

After a period of time during which an image is not accessed:

1. The full-size image will be deleted from the magnetic file server. It will still be accessible to
users from the jukebox.

2. Next, the abstract will be deleted from the magnetic file server. If a subsequent request is
made to display the full-size image or the abstract, that file will be copied back to the
magnetic file server.

Because images are stored temporarily on the magnetic servers, these are referred to as VISTA
magnetic cache.

9.3.2 Image File Deletion

There is a Background Processor purge utility that clears disk space within the VISTA magnetic
cache. This space is necessary for newly captured files from Imaging modalities and the
DICOM gateways. Space is also needed for files that are copied from the jukebox archive when
images are viewed on Imaging display workstations.

Each file on every VISTA magnetic cache is evaluated to determine if it should be purged, as
follows:

March 2002 VisTA Imaging System V. 3.0 Technical Manual 63



Chapter 9 - Archiving and Purging and Backup

e The file name must consist of the local namespace followed by the number which coincides
with its Image file (2005) internal entry number. If the corresponding Image file (2005)
entry does not exist, the image file is unconditionally purged from the VISTA magnetic cache.

e Next, the file location is checked against the Image file (2005) settings. If the Image file
(2005) entry has no current magnetic cache pointers set for this image, then the Image file
(2005) entry is updated, and the file is not purged. If no Jukebox pointer is set, then a
Jukebox copy process is queued at this time.

e I[fthe image file in the VISTA magnetic cache is not where the Image file (2005) specifies it
to be, then the location pointed to by the Image file (2005) is checked. If a proper image file
is found, then the redundant image will be otherwise purged.

e Ifthe site has the Radiology Hold option turned on, then the purge option will check to see if
the image has a radiology hold. The purge client will only purge a clinical image with a
radiology hold if there is a redundant image stored at another magnetic cache location.

e The image is next characterized as PACS or non-PACS by checking if a PACS node is set in
the Image file (2005) entry. If so, the PACS purge criteria parameters will be used in
evaluating this image.

e [fthe image (a) is found to be at a magnetic location other than that specified by the Image
file (2005) entry, (b) does not have a Radiology hold, (c) is not found at an Image file (2005)
alternate site, (d) is confirmed of size non-zero on the jukebox, then the file will be removed
from the VISTA magnetic cache.

e Ifno Image file (2005) reference to the jukebox exists, then a check is made of the site’s
criteria for purging images that are unconfirmed on the Jukebox. Generally, a jukebox copy
is queued so that the background processor will move this file into long-term storage.
Rarely, a site chooses to purge files without a jukebox copy, but this should only be done
after consultation with the VISTA Imaging development and support staff.

9.3.3 Purging the Background Processor’s Queue File

Failed and unprocessed queues are purged during the install procedures of the VISTA Imaging
System. Using the BP Edit|Queue Manager option on the main Background Processor form, one
can update and manage queue file growth. After selecting a queue type and a queue status value,
a list of the queues from eldest to most current will be shown with their status. The list will end
at the current queue pointer. These reflect unprocessed (nil) and failed queues.

The user has the option of requeuing, purging or saving them to a file. These records reflect
requests to move files to and from the jukebox with the exception of Abstracts and deletes.

Normally, a site would not consider requeuing jukebox-to-hard disk copies (JBTOHD queue) as
these files usually reflect old requests that, for the most part, will no longer be useful. The
Jukebox copies (JUKEBOX queue) may be requeued, however, the Purge process will
automatically requeue those that are not currently archived on the jukebox.
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The Queue Set button will request a listing of all queues both failed and yet to be processed of
the queue type selected. The list maybe perused and the current pointer reset to the one selected
by the user. (See Background Processor User Manual for more details).

9.3.3.1 Additional Background Processor’s Utilities

See the Background Processor User Manual and Online Help for more detailed information
about the Background Processor.

9.3.3.1.1 Background Processor Image and File Entry Verifier

r_n_",, Wistd Imaging Programs » @ Background Processor
r E@ YAMAHA SoftSynthesizer SYXGE0  » [Fu=IRRVATY
» | ¥ InstallShield Express 2

As a separate executable, it is necessary to launch the Verifier application from the Programs
menu, unless you set up a desktop shortcut. The executable is installed by default in the program
files/vista/imaging/backproc subdirectory.

The process examines each non-group entry within the selected range of Image file (2005)
entries. It searches each network magnetic and jukebox share indicated by each Image file
(2005) entry for all extensions of the indicated filename. For each, it does the following:

e When more than one jukebox share contains images of the same file name, the Verifier will
aggregate those files on the latest jukebox share entry location in File 2005.2. It will update
the references in the Image file (2005) entry. The Activity column of the Verifier will display
this activity as “Aggregate”.

e Ifany extension of the image file is missing from the referenced jukebox share and is both
referenced and available on the VISTA magnetic Cache (VMC), then the Verifier will copy it
to the jukebox share and update the appropriate jukebox Image file (2005) references.

e If the VMC references in the Imaging File (2005) entry are not accurate and the appropriate
files are available at another network location, then the files are copied to the referenced
location.

e Ifthere is no TGA or ABS file on the network, but a BIG file exists, then the Verifier will
create the missing file(s) at the current network write location and update the Image file
(2005) references.
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9.3.3.1.2 [Edit Background Processor Workstation Parameters

% Background Processor WS ... [H[=] E3

Background Processor WorkStations

TST WVHAISWVISTLAB

— Background Processor Activity |

[~ Abstract
[~ Jukebox
[~ JBTOHD
" Delete
[" Prefetch
v GCC

I Auto'write Location Update

By highlighting the BPWS either by mouse pointing or the up/down arrow keys, this edit form
provides display and edit capability of the individual BPWS parameters (what each WS is
elected to process) in addition to the toggling on/off the auto write location update feature system
wide. Note that the form will not allow two BPWS to be assigned the same activity. This
supports the queue file integrity. Also note that by unchecking the Background Processor box
the queue processes are cleared. The parameters are updated immediately. Any active BPWS
will use the new set of parameters at the top of the next cycle.
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9.3.3.1.3 Background Processor Purge Configuration

The Purge Parameters window is accessed by selecting the Edit|Purge Parameters Option on the
main menu of the Background Processor window.

% Purge Parameters
—Magnetic Server File Retention Parameters (in days)

Full Files el

PACS files 30

PACS Big files 30

Big files 30

Abstract files 180

PACS Abstract files | 180

Evaluate for Radiology Holds [V

v OK | i Cancel | ? Help

This utility will allow the user to fine tune the longitudinal distribution images on the VISTA
Magnetic Cache (VMC). Factors to be considered in setting these parameters are the size of the
local VMC, the rate of acquisition of new images, the average length of time between patient
visits, the local use of pre-fetch, and the regularity with which the purge will be run. The
following are a few guidelines:

e Because abstract files are relatively very small, it may be desirable to keep a very large
quantity of them on the VMC as visual indexes. Therefore, the “Abstract files” and “PACS
Abstract files” parameters would be set much larger than the other parameters.

e PACS big files are large and take a lot of storage space. After the radiology studies are read,
most viewing will be done on the clinical workstations where the big files are not necessary.
Therefore, the “PACS Big files” parameter can be set smaller than the “Full files” and
“PACS files” parameters.
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9.3.3.1.4 Network Location Manager: Adding a New Magnetic or Jukebox Storage

Location

The Background Processor provides an easy way to add a new magnetic or jukebox storage

location.

Abstracts

#? Afista Imaging Background Processor - 4:56:42 PM
File Edit Help View

WS ID: GGG - isw-pricer]

Server Resources

JOB ID: IM-B-PROC3.37

IEN |FreeSpace |DiskSize ﬂ

ll @ Start @ Stop ||

Havigator ! Ir

MAG1A \\WHAISWIMM2\IMAGE1$\  Or

Network Location Manager [ X]
MAG101 \\VHAISWIMMI\IMAGE\ Dn-;& ' OK

X ga_m;al|

=% Network Cache Manager isw —[of x|

=

4 MAGIB \\VHAISWIMM2\IMAGE2$\  Or
Bzl MAGTH \\VHAISWIMM2\IMAGE4$\ 01
ShareName | | |MAG2 \\VHAISWIMMIMMAGET$\  On-
MAG200 \\VHAISWIMM1\IMAGE\ On-
MAG201 \MIMAGE_SERVERMMAGE1\
Network Path | | |MAG300 \\MMAGE_SERVERAIMAGEN E_I FHEADEEARILL
MAG301 \ADEMO\URO\ On-Line M I}*EEind WORM-0TG
| IMAG4 \\WVHAISWIMMI\IMAGE1$\ On-
Muse/Router Secur | |MAGS  \\VHAISWIMMI\IMAGE1$\  DFf- MUSE-EKG
MAGE \\VHAISWIMM2\IMAGE1$\ On- [ New |
UserMame | | |MAGS \\VHAISWIMMIAIMAGES  On-Lir ISE
MAGS \\IMAGE_SERVER\IMAGE\ Oiv| Site # Uk
Password | - T HomngSHaE I I |
v Ok l m' Cancel l File New Network Location |

Select a location to update, search the list by the share name, or button click New to add a new

share.
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9.3.3.1.5 Network Location Manager: Checking Free Space of Servers

&2 Network Cache Manager ISW

Space Utilization in Gigabytes

M 44 Free Space
M 10 Used Space

Cache IDs
Storage Type
Share Name |MAG1 & BEID
 JIUKEB X
Network Path  [\SVHAISWIMMSAMAGET 8 € EKG
' GEE
Muse/Router Security [~ Online Status
liserName I || Hashed Din Structure
[~ Routing Share
Password l - MUSE
Site # Vers
q/ 0K l x Cancel | ? Help I

To access this menu on the Background Processor, select Edit|Network Cache Manager. When
an existing share is selected, the magnetic share utilization is displayed graphically. Both the

free and used space on the share are shown. This provides a quick check of storage space
availability.
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9.3.3.1.6 Background Processor Imaging Site Parameter Edit Functions

To access the site parameter edit functions, select Edit|Imaging Site Parameters on the
Background Processor main menu.

** Imaging Site Parameters
~Admin values i~ PACS interface fields
Current NMESPBCEIGA Interface Switch [~

Network Wiite Loc [MAGTH ‘\ISW-IMGOADBAMAGET »| ||
Generic Carbon Copy [GC3  \\SW-IMGADBA\MAGETS, |

tietalad Site Cade |

Pacs Wiite Loc [MAGTH  \WSWAMGQADBAMAGETS\ |

PCT FREE SPACE DICOM MSGS ]10

"I-maging' Workstation Parameters
Use Capture Keys [V RETENTION DAYS DICOM MSGS |15
Timeout windows display |1 20 = ikebox Funchions
Timeout windows capture I1 20 Optical
Jukebox Shares
Timeout Yists Fad | m
Default User Preference [IMAGING,TEAM (SETTING 1) ¥/ | kebox Defaul [Optical =]
Defauk MUSE site # I % Server Reserve | Auto Write Location Update [
~Local Imaging Mail Group File Types [TxT Multiple I
Members | NameSpace
TESTER.IMAGING ﬂ.l ﬁ'

~NT Profiles

Remote Members

Net Username Iisw-imgqadb\vhaisw]u

I!G.IMAEING DEVELOPMENT TEAM®@EORUM. Ve, GOY

Net Password Ixm:me:

o | |0 |am

& =

~Emor Messaging ——— ‘

| ' 0K I X Cancel | 2 Help | Interval IB Last Message |FEB 02, 200010:56:55

The Background Processor automatically monitors free space on the shares where newly
captured images are being stored (current write location). When a current write location has too
little free space, the Background Processor will automatically set the current write location to
another share with more space. These actions are controlled by a few site parameters:

The “% Server Reserve” parameter indicates the percentage of free space that must be available
on a server before a write location will be switched to it. Critical operations messages will be
sent to the mail group specified under “Local Imaging Mail Group” when Imaging’s VISTA
magnetic cache has disk space reserves below the % Server Reserve level.

These “PCT FREE SPACE DICOM MSGS” and “RETENTION DAYS DICOM MSGS” site
parameters are used to trigger automatic deletion of DICOM text messages when they start
filling the disk.
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When the percentage of free space on the DICOM gateway drops below the threshold specified
by “PCT FREE SPACE DICOM MSGS”, DICOM messages older than the number of days
specified in the “RETENTION DAYS DICOM MSGS” are deleted.

For all practical purposes, 30 days is more than enough time to keep old DICOM text message
on the system. The space threshold is typically set to 25% minimum free space. When these
settings are used, every time the free disk space drops below 25%, all the DICOM text messages
over 30 days old are be deleted.

Note: If the RETENTION DAYS DICOM MSGS is set to a number larger than the disk could
hold, automatic deletion would be defeated. For example, if the disk could hold a year’s worth
of messages and the parameter were set to 400 days, free space would not be recovered because
none of the messages would be old enough to delete.

9.3.3.1.7 Background Processor: Open Log Functions

(File|Open Log)

" Vigta Imaging Background Processzor - 9:07:35 AM W5 ID: BMP - izsw-pricel

Edit Help ‘iew

acts Server Resources
Log
Purge SErVer IEN FreesSpace D
<] |
Background Processor Event Log
Event Time PROCESS:QUEUE [Process Status
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Eile

I

Gl

¥ Vista Imaging Backaround Processor - 4:01:55 PH WS ID: GGG - isw-pricer]  JOB ID: IM-B-PROC3.37
Edt Help View
Abstracts I Server Resources
I - g © Start
i e f] —
Lookin: |3 BackPrac | g’
_1help
@ BPEmror.Log
_’_I—I Ta
ent Log
File name: |

!Qpenl

Files of type: [ LOG files [*.log)

[V Open as read-only

ﬂ Cancel |

The Open Log provides access to the event capture and error logs for the Background processor
queue processing and purge activities. Selecting a file opens an edit session that provides search
and print functions as a management tool.
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9.3.3.1.8 Check status of backlogged Jukebox to Hard drive Copies

On the Background Processor main menu, select the View|JBTOHD Report option. Then select
File[New from within the report form.

"2 SmarTerm Essential - [lavc-wash ciofo.stw] =& x|
@Eila Edit “iew Tools Properties Connection ‘window Help _Iﬂlil

DR 8 |l 2] & 228/ 2]

ista Imaging Background Processor - 5:40:08 PM WS ID: JOB 1D:
Help  View

INPUT TO 5 frmM agd HRPT 1

[ File

EDIT WHICHHGE et

DHCP Imaging-MFORMATION SYSTEMS CENTER
Nurmber of Queues: 50

Hurber of ABSTRALCT : 46

Number of BIG : 4

Patient: JACKSON MAMUEL - 2074

Patient: S05ALR0OB - 2061

Patient: JACKSOM ACTION - 1374

Patient: RICHLAMD S&M - 2752

Patient: KIRINB - 2587

Image Gueuer: DAYHOFF RUTH
AMFORMATION 5vSTEMS CENTER
Nurmber of Queuss: 23
Mumber of ABSTRACT @ 20
Murmber of FULL : 3
Patient: COCHRAN ROBERT - 2037

DO YOU WA Patient. RICHLAND S4M - 2271

Patient: KIRIN AUGUST E - 1594

Image Quever: KIRIN.GARRETT E
GARRETT-INFORMATION 5YSTEMS CENTER
Number of Queues: 572
Mumber of 8BSTRACT : 208
Nurnber of BIG : 12
Murnber of FULL : 352
Patient: JACKSON MANUEL - 2830
Patient: FRED COMMERS - 2017
Patient: GREEM CLIFFORD - 1676
Patient: TESTING FIVE WITHLOMGMAME - 1609
Patient: TEST 51 - 2784
Patient: HARROD PALL - 3219
Patient: FIGMOMD IS5AC - 1410
Patient: DILLELA PATRICIA - 1626
Patient: JUNGLE GEORGE - 1617

Patient: KIRIN AUGUST E - 1791
Select OP Patient: DEMOJANE - 1369

URH . ROU> Patient CROSS,KRISS - 1590 -
L]
His024y009 Font: TrueType Printer: Ready
|Cornected to 152.128.1.10 lave [ Wacre [ Prirt [ Capture [Hold [%T420 [ Ohr12min [Row24 Col9

This report provides a look at the JBTOHD queues that are waiting to be processed. The
jukebox-to-hard drive copy queue (JBTOHD) will be sorted by the person that queued it. The
number and types of queue entries will be displayed along with the patient name and the queue
internal entry number (see the Background Processor User Manual for details).

9.4 Imaging Server and Jukebox Backup Information

Sites should establish weekly and daily schedules for backing up images from the VISTA
Imaging network servers and Jukebox unit(s). A copy of the backed up media should be kept off
site. Full backups and incremental backups are recommended. For further information, refer to
the “Backups” section of Appendix B of the VISTA Imaging System Installation Manual.
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9.5 DICOM Related Backup and Purge

As the software in the VISTA Imaging DICOM Gateway is being used, information is created
and stored. If left alone, this information would accumulate in an unbounded fashion and would
eventually exceed any reasonable storage capability.

A number of entities are purged automatically as the software is being used, based on retention
parameters that can be set using the software itself.

The storage of images takes a lot of space, and, as a result, images are typically only stored
temporarily on the magnetic disks that are connected to the various workstations and servers. For

long-term storage, images are typically copied to a jukebox, and then removed from their
temporary cache storage.

9.5.1 Growing entities

The VISTA Imaging software creates the following entities:

e Image files temporarily stored on VISTA magnetic cache servers
e Image Background Queue ("MAGQUEUE (2006.03,1,..))

e Modality Worklist Entries ("MAGDWLST (2006.56, i, ..))
e DICOM and PACS Messages ("MAGDHL7 (2006.5,1,..))

e DICOM Failed Images ("MAGD (2006.575,1,..))

e DICOM Incomplete Images ("MAGD (2006.593,1,..))

e DICOM Error Log ("MAGD (2006.599,1,..))

e MSM Error Log on DICOM Gateways

9.5.2 Jukebox Archive
9.5.2.1 File Migration

As a part of normal procedure, files containing captured images are copied to long term storage.
The process that copies these files observes the following rules:

e Long-term storage media should be re-writable (magneto-optical or MO).

e The process validates the name of the jukebox volume against the name stored in the VISTA
Jukebox queue file ("MAGQUEUE (2006.032,1i,0)).

e Qverwrites are not allowed.

o “Full”, “Big”, and “Abstract” files are copied to jukebox.
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o Site-specified additional file types are copied to jukebox.(“TXT” is part of the default install
setting).

e If a file copy fails, additional attempts are made to copy the file. This is controlled by a site
parameter whose default is three attempts.

9.5.2.2 Removing Jukebox Media - Offline Images

The VISTA Imaging System is capable of tracking images on platters that have been removed
from the jukebox. This is sometimes necessary when all platters in all of slots in the jukebox are
full, and a new jukebox has not been purchased or installed. Some sites use this option to
archive platters on a first in, first out manner instead of buying additional hardware. By
removing a platter, the images on the platter are marked offline. The clinical display software
will display an “Archived Image” abstract (thumbnail) for any offline images. If the user clicks
on the abstract, a message-box will appear with offline image and associated platter information.
If the user chooses to view that image, they can notify an imaging system manager so the platter
can be put back into the jukebox. System Managers can also be notified automatically with an
email message whenever an offline image is accessed. The OFFLINE IMAGE TRACKERS mail
group is installed on the system during the VISTA Imaging KIDS installation. System
managers that would like to receive notifications should add themselves to the mail group. The
procedure below outlines the steps necessary to track offline images.

9.5.2.2.1 Taking Images Offline

1. Go to DE Administrator

Click on View|Reports

Choose Media Files

Click on next

Select media that will be taken offline. (Multiple select is allowed)
Click on finish

Wait for report

Save report to a file (use Save As) - Be sure to save as type Text (*.txt)
Move file to VISTA System (ftp)

. Run M option MAG JB OFFLINE (shown below); this procedure will require a Fileman
access of “@”.

A S AN T

—
=)

Select Option: MAG JB OFFLINE
Offline Image Menu

1 Take images offline (Remove Jukebox Platter)
2 Put images back online (Insert Jukebox Platter)

OPTION: 1

Enter file to read offline images from: J1 _0087.TXT
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Here goes nothing...

Done.

9.5.2.2.2 To Check Which Platters are Offline

Select Option: MAG JB OFFLINE
Offline Image Menu

1 Take images offline (Remove Jukebox Platter)
2 Put images back online (Insert Jukebox Platter)

OPTION: 2

Enter the name of the platter being inserted: ?
Do you want to see a list of all offline platters? y

J1_0085A
J1_0085B
J1_0086A
J1_0086B
J1_0087A
J1_0087B
Jl_0143A
Jl_0143B
J1_0144A
J1_0144B

9.5.2.2.3 To Put Images Back Online

Offline Image Menu

1 Take images offline (Remove Jukebox Platter)
2 Put images back online (Insert Jukebox Platter)

OPTION: 2

Enter the name of the platter being inserted:

TT 0085 + vt e ettt e et e et e e e e e e e e
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9.5.3 Using the Background Processor to Purge Image Files from VISTA Magnetic Cache

The Background Processor Purge software purges image files from the VISTA Magnetic Cache,
depending upon certain criteria set by the site.

To operate this software:

Start the BP Purge software. Select the File|Purge option.

% VYista Imaging Background Processor - 4:44:16 PM WS ID: GGG - isw-pricer] JOB ID: IM-Purge3.37

i~ Purged Files - Date Last Accessed | Start - Share Processing i

BCHNIES s e
Start Time:

Run Time:

Total Files:

Purge Count:

JB Queues:

Qriginal Magnetic Server Cantent

Hie Tokd Ful m=ge

Magnetic Server Purges

The title bar displays the current time, the workstation (WS) network computer name, and, on
DSM host systems, the VMS job name.

The display box in the upper left quadrant shows the files that will be purged and the date of last
access by user application. All listed items are captured in the current Purge.log file. The
display is cleared after every 50 items to conserve application memory.

Click on the Start button to initiate the purge.

The Activities display (immediately below the start button) shows the time of execution and
gives running totals for the VMC files evaluated, the number purged, and the number that were
queued to be copied to the Jukebox (JB) because they could not be confirmed on the jukebox.
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The Share Processing display lists each on-line, non-routed, magnetic type share in the Network
Location File (#2005.2). These are input values for each step of the purge process and they are
appended with a Purged status as they are successfully processed.

The two graphical displays reflect the runtime categorization of image files evaluated and purged
as the purge process progresses. Note that the vertical axis units change over the processing
period. Also, the units tend to differ between the two graphs.

Steps in the purge process are:

1. The processor initially gets the information from VISTA including site parameters governing
file aging criteria and on-line magnetic file server shares.

2. The hierarchical directory structures on each imaging server share are traversed. For each file
in each directory, the date of last access is compared against the VISTA site file aging criteria
for that file type.

3. Files meeting VISTA purge criteria are removed from the Imaging magnetic server share and
the VISTA Image database is updated (Image file 2005) to indicate the current location of the
files on the jukebox.

If the image file being evaluated resides on an imaging server share other than the one indicated
in the VISTA Image database (Image file 2005), then the file on the unreferenced share is purged
regardless of the date of last access as long as the file is present at its referenced location.

If there is no corresponding VISTA Image database (Image file 2005) entry for this file, the file is
purged regardless of age criteria.

For sites with a jukebox, if the VISTA Image database (Image file 2005) is synchronized with the
imaging magnetic cache, but there is no reference to the file’s location on the jukebox, then a
jukebox copy is queued and the file is left in place on the magnetic server.

A site parameter exists for evaluating radiology image files to be held regardless of age if the
specific file is related to a radiology package entry with the “NOPURGE” node set.

Sites that have no jukebox still must clear space on their magnetic servers. When removing a file
from the imaging server, these sites may use the site parameter No JB Delete Entry to choose to
either:

e Remove the file server cache references in the VISTA Image database (Image file 2005), or...
e Delete the entire entry in the VISTA Image database (Image file 2005)

Note: A monthly verification process may be added to validate the file server references in the
VISTA Image database (Image file 2005).
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9.5.4 Entities that Are Purged at the Discretion of the Site Supervisor
9.54.1 Purge Old Modality Worklist Entries

Old entries may be purged by selecting the option “Purge old Modality Worklist Entries” from
the “Text Gateway” menu.

The subroutine that is called for this menu-option (ENTRY"MAGDDEL1) removes entries in
"MAGDWLST (2006.55, ...) that were time-stamped more than a certain number of days (the
default is the number of days specified in "MAGDICOM (2006.563,1, "DELETE DAYS"))
before the current date.

9.5.4.2 Purge Old DICOM Message Files

Old files and directories may be purged by selecting the option “Purge old DICOM message
files” from the “Text Gateway” menu.

The subroutine that is called for this menu-option (DICOM"MAGDDELZ2) removes files and
directories that were time-stamped more than a certain number of days (the default is the number
of days specified in "MAGDICOM (2006.563, 1, "DELETE DAYS")) before the current date.

Names of directories that may play a role in this context are stored in
~MAGDICOM (2006.563,1,"DATA PATH",..).

9.5.4.3 Purge PACS Messages

Old messages may be purged by selecting the option “Purge old HL7 transaction global
nodes” from the “Text Gateway” menu; these messages are stored in global
"MAGDHL7(2006.5.

The subroutine that is called for this menu-option (HL7"MAGDDEL3) removes entries in
"MAGDHL7 (2006.5,...) that were time-stamped more than the number of days specified in
~"MAGDICOM (2006.563,1, "DELETE DAYS") before the current date.

9.5.4.4 Process DICOM Failed Images

Entries are removed from this file by using the MAGD FIX DICOM FILE or MAGD FIX
MEDICINE FILE menu options. Using this menu will mark the entries as corrected and will be

reprocessed by the VISTA DICOM Image Gateway. Entries are stored in global
"MAGD(2006.575.

9.54.5 Removal of DICOM Incomplete Images

Entries in this file will automatically be removed after an hour’s time span; entries are temporary
stored in global "MAGD(2006.593.

9.54.6 DICOM Error Log

This file should not be purged. It records incomplete files received and images requested to be
deleted from the DICOM Failed Image file. Entries are stored in global "MAGD(2006.599.
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9.5.4.7 MSM Error log

See the VISTA Imaging DICOM Gateway User’s Guide for instructions on how to view and
purge entries from the MSM Error Log located in global "UTILITY (“%ER”,+$H.
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There are no extrinsic functions or callable routines documented with the VISTA Imaging System
software. Any party interested in interfacing with the VISTA Imaging software will need to
contact the VISTA Imaging developers.

The Food and Drug Administration classifies this software as a medical device. As such, it
may not be changed in any way. Modifications to this software may result in an adulterated
medical device under 21CFR820, the use of which is considered to be a violation of US
Federal Statutes.

VA Policy states the following:

Those components of a national package (routines, data dictionaries, options, protocols, GUI
components, etc.) that implement a controlled procedure, contain a controlled or strictly
defined interface or report data to a database external to the local facility, must not be altered
except by the Office of Information (OI) Technical Services (TS) staff. A controlled procedure
is one that implements requirements that are mandated or governed by law or VA (Department
of Veterans Affairs) directive or is subject to governing financial management standards of
the Federal Government and VA or that is regulated by oversight groups such as the JCAHO
or FDA. A controlled or strictly defined interface is one that adheres to a specific industry
standard, will adversely affect a package and/or render the package inoperable if modified or
deleted. For national software that is subject to FDA oversight, only the holder of the
premarketing clearance (510(k)) is allowed to modify code for the medical device. The holder
of a premarketing clearance is restricted to specifically designated TS staff that are located at
the registered manufacturing site and operating in the designated production environment.
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11.1 Error Recovery

11.1.1 Server or Disk Drive Failure

When a server or disk drive fails, the VISTA Imaging System allows immediate action to be
taken so that system operation may continue. The following steps should be taken to notify the
system that a server or drive has failed:

e Use Enter/Edit Network Location menu option, from the Imaging System Manager Menu, to
place the server(s) “OFFLINE”. If these are magnetic drives, their images will be
automatically pulled from your jukebox.

e Ifthe Image Network Write Location or PACS Image Write Location field in the Imaging
Site Parameters File (2006.1) points to a device that is down, edit it to point to a location that
is operational. Use the Edit Image Write Location from the Imaging System Manager menu.

e Ifyou have a PACS interface that normally writes to the device that has failed, notify the
vendor to change the device they are using.

e  When your server or disk drive has been repaired, edit the operational status field of the
Network Location File to “ONLINE”. You may want to edit the Write Location so they use
their original location.

e Run the Verifier software on your magnetic shares to synchronize any pointers changed
during the failure.

11.1.2 Delete Image and Pointers

Deleting an Image DOS file and its pointer in the “"MAG(2005 global, along with any other
pointers to applications (e.g., Laboratory, Medicine, etc.) is available on the Imaging Window
Display application. The application will verify that the person has the MAG DELETE security
key. Based on the user’s security level, this functionality will be visible when an image is
displayed. Right-clicking the mouse on an image from the Group Abstract window, or on the
Single Abstract window, will display a pop-list with “Delete an Image” as one of the selections.
Select and click the “Delete an Image” to flag an image to be deleted.

The following occurs once an image has been flagged for deletion:

e An entry is made in the Background Queue file and will be processed in first-in-first-out
basis by the Background processor.

e The Image Audit file (2005.1) will record the information on the deleted image entry.

e An entry will be made in the Image Access Log to indicate that an image was deleted.
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e The image entry will be deleted from the Image file (2005) and any pointed to entries will
also be updated.

e All DOS files relating to the image will be deleted from the Imaging server(s), but not from
the jukebox.

ATTENTION: Caution Must Be Taken when Granting the Image Deletion Key.

Note: Anyone who holds the Image Deletion Key is allowed to delete any image, regardless
of who created the image in question.
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11.1.3 Correcting Image Capture Errors

When an image is captured under the wrong patient, it is strongly recommended that you use the
following procedure to make the needed correction—provided that the images still reside on the
Radiology modality, or a hard copy of the image is still available:

1) Correct the patient information on the modality, then resend the image; or, if a hard copy
(X-Ray film) of the image is available, digitize the image

2) Review the new images acquired
3) Follow the instructions in the section above to delete the incorrect images

If the above approach is not feasible then contact the Imaging Support staff to assist in correcting
the images. The steps they will use are covered below.

Two (2) types of errors can be made during image capture:

e Animage is captured that the user did not want to save. This type of error is corrected by the
image and pointer deletion procedure described above.
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e The user identified the patient incorrectly and therefore saved patient B's images with patient
A's text record. Presently, this second type of error must be corrected manually by imaging
system manager staff using the following procedure.

11.1.3.1 Delete Incorrect Image Pointers from Incorrect Patient's Record

1. Use the edit option of File Manager to access the image field of the parent package (e.g.,
radiology, cardiology, laboratory, etc.) for the incorrect patient.

2. Identify and write down the names of the images that were incorrectly placed in this file.
3. Delete these entries.
11.1.3.2 Add Correct Image Pointers to Correct Patient's Record

1. Use the edit option to select the correct patient's report file.

2. Edit the image field and enter the exact same image names that were deleted from the incorrect
patient.

11.1.3.3 Verify Correction

Ask the user to examine the image of the correct and incorrect patients, and determine whether the
correction was done properly.

11.2 Trouble-shooting / Error Messages

Users may encounter several types of errors as they use the VISTA Imaging System. Some of
these errors are...

e Processing errors: which means that the VISTA Imaging System failed to complete a
processing task.

e Data errors: which means that the VISTA Imaging System attempted to use data that was
incomplete or formatted incorrectly.

e Command errors: which means that users and other programs that interact with Imaging
issued commands that conflicted with other commands or with the VISTA Imaging System
processing state.

A table of error messages, descriptions and causes or solutions is provided in Appendix A.

11.3 Test Software Available for Troubleshooting
11.3.1 Introduction

When setting up a workstation, it is often necessary to use software to test isolated workstation
functions. A number of executables are available for testing:

e Network connectivity
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e Connectivity to the Kernel RPC Broker
e Ability to display images

e Connectivity to image servers

e Network timing tests

These executables are described in the following sections.
11.3.2 PING, TRACERT

The PING and TRACERT commands are available in the DOS directory on the workstations.
Using these commands can help determine if the IP address supplied in the HOSTS or LMHOST
file is reachable, or if a possible routing problem exists. The local PC support person in IRM
can assist with the usage of these commands and the local network IP addressing scheme.

11.3.3 RPCTEST.EXE

The RPCTEST.EXE file is located in the Program Files\VISTA\BROKER directory. This file
can be used to test the Broker Client Manager connection to the VISTA servers. Once this file is
executed, the VISTA Access/Verify Code Window should display. If it does not, one or a
combination of the following could be happening:

e The TCP Listener is not running on the VISTA hospital system.

e Aninvalid IP address or listening port number was configured during the Broker Client
Manager software installation on the workstation.

Note: Please review the Kernel RPC documentation on the usage of this executable file and
installation of the RPC Client Manager software.

11.3.4 VISTA Imaging Display, Demo Mode

The VISTA Imaging Display software has a demo option. Demo mode is designed to allow users
to demonstrate the capabilities of the VISTA Imaging System without having to connect to a
VISTA database. The VISTA Imaging team distributes a separate installation file called
MagSetup.exe. This file includes several demo patient images. Demo mode can be useful for
testing the workstation’s video display settings such as color palette, pixels, fonts, and desktop
settings. The option is accessed through the Options|Demo Patient Images menu.

11.3.5 VISTA Imaging Capture, Test Mode

The VISTA Imaging Capture software has a Test mode that allows testing of input devices
(scanners, video capture boards, etc.). The Test mode features...

e Testing of the capture functions without a connection to the VISTA servers.

e No requirement to identify patients.
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In addition, the image test file will not be saved. This mode is helpful when interfacing and
testing new equipment.

To set the application to test mode, select Test Mode from the Configuration|Configuration
Settings menu. (See below)

ode
= OnLine (Live)
) Off Line
{* Test Mode

Note: See the VISTA Imaging System User Manual or Capture Window Online Help for
additional information.
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12.1 HL7 Messages

The Text gateway processes the following HL7 message types to construct and maintain the
Modality Worklist Database:

MSH Message header

ADT Admission, Discharge, Transfer

SCH Patient Appointment and Scheduling Segment
MFN Master File Notification

ORM Order Message

ORU Observational Result — Unsolicited

12.2 Broker Calls
12.2.1 Imaging Broker Calls

All VISTA Imaging remote procedure calls are documented in the Remote Procedure file (8994)
and can be viewed using Fileman Print or Inquire menu options. VISTA Imaging remote
procedures use the MAG namespace.

FileMan 22

Select OPTION: PRINT FILE ENTRIES
OUTPUT FROM WHAT FILE: REMOTE PROCEDURE
SORT BY: NAME//
START WITH NAME: FIRST// MAG
GO TO NAME: LAST// MAGZ
WITHIN NAME, SORT BY:
FIRST PRINT FIELD:
FIRST PRINT FIELD: [CAPTIONED]
Include COMPUTED fields: (N/Y/R/B): NO// - No record number (IEN), no Computed Fields
Heading (S/C): REMOTE PROCEDURE LIST Replace
START AT PAGE: 1//
DEVICE:

12.2.2 DICOM RPC Broker Calls

The VISTA Imaging DICOM Gateway software currently does not use any Kernel RPC Broker
calls.

12.3 Windows Messaging

In order to communicate with CPRS, windows messages are exchanged on the workstation. The
VISTA Imaging System must be launched from the CPRS menu option to enable the exchange of
these messages.
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12.4 Database Integration Agreements

Database Integration Agreements are defined for each application we interface. In some
instances, APIs were created for Imaging’s use. Other applications have allowed VISTA Imaging
to execute routines outside of the Imaging namespace. API’s exist with the radiology, surgery,
medicine, registration, and TIU packages.

On-line documentation is available on Forum. To obtain the current list of DBIAs where VISTA
Imaging is a subscriber...

1. Sign on to the FORUM system.

2. Select the DBA menu.

3. Select the Integration Agreement Menu.

4. Select the Subscriber Package Menu.

5. Choose the “Print Active by Subscribing Package” option.
6

. Respond with “MAG” to the “START WITH SUBSCRIBING PACKAGE: FIRST//”
prompt.

Enter “MAGZ” in response to the “GO TO SUBSCRIBING PACKAGE: LAST//” prompt.

Select the device for printing.

Sl

To obtain the current list of active DBIAs where VISTA Imaging is a custodian...

1. Sign on to the FORUM system.

2. Select the DBA menu.

3. Select the Integration Agreement Menu.

4. Select the Custodial Package Menu.

5. Choose the “Active by Custodial Package” option.
6. Enter Imaging for the package prompt.

7

Select the device for printing.

12.5 Mailman Messaging

The MAG SERVER mail group receives monthly local configuration messages that are designed
to provide information to help improve VISTA Imaging support and to provide a method of
automatic documentation of medical device usage necessary to fulfill FDA requirements.
Additionally, the mail group is a recipient of critical operations messages when Imaging’s VISTA
magnetic cache has low disk space reserves. The “G.IMAGING DEVELOPMENT
TEAM@FORUM.VA.GOV” remote member of that mail group is required to facilitate this
support. It is possible to receive text page messages through this facility by adding the pager
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email address to this same remote member field. The domain portion of the remote mail member
address must be defined in Vista’s Domain file.

The options: MAGREPSTART and MAGREPSTOP are included in the release for local control
of the monthly reporting method. The task is chained rather than scheduled. It is invoked and
re-invoked with Imaging package install automatically. The operation of this task is required to
fulfill FDA requirements related to medical device monitoring. Use of the MAGREPSTOP
option should not be necessary under normal conditions.
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13.1 Dependencies

13.1.1 Entry/Exit Logic

The VISTA Imaging System contains no options that rely on entry or exit logic from other
options.

13.1.2 Synchronization

13.1.2.1 Clinical and Background Processor Workstations

The VISTA Imaging software installed on the VISTA Hospital Information System must be
synchronized with compatible versions of the software installed on the individual workstations.

13.1.2.2 DICOM Gateway Workstations

The M routines on the DICOM gateway must be synchronized with the routines on the VISTA
Hospital Information System.

13.1.2.3 DICOM Modalities and PACS

The main purpose of the VISTA Imaging DICOM Gateway is to act as an interface between
external equipment and the VISTA Hospital Information System. For each gateway function, in
order for that function to be operational, the equipment on both sides of the interface must be up-
and-running. In order to test and verify the operational status of equipment, see the VISTA
Imaging DICOM Gateway User Guide for a description of the programs Ping and
DICOM_Echo.

13.1.3 Radiology Protocols (DICOM)

The VISTA Imaging DICOM gateway is dependent on Radiology protocols being active. VISTA
Imaging must be a subscriber to these protocols. Review the following protocols; the
highlighted protocol is the VISTA Imaging protocol subscriber. Please review the DICOM
Installation manual under section ‘VISTA - PACS Radiology Interface Setup Instructions’ for a
step-by-step procedure to setup the protocols.

ATTENTION: This is only pertinent if a VISTA Imaging DICOM gateway configuration has
been defined.

NAME: RA REG ITEM TEXT: Rad/Nuc Med exam registered

TYPE: event driver CREATOR: O

PACKAGE: RADIOLOGY/NUCLEAR MEDICINE

DESCRIPTION: This protocol is triggered whenever a Radiology/Nuclear

Medicine exam is registered. It executes code that creates an HL7 ORM message consisting of
PID, ORC, OBR and OBX segments. The message contains all relevant information about the exam,
including procedure, time of registration, procedure modifiers, patient allergies, and clinical
history.
ITEM: MAGD SEND ORM

ENTRY ACTION: Q TIMESTAMP: 57877,43203
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SENDING APPLICATION: RA-SERVER-IMG MESSAGE TYPE RECEIVED: ORM
EVENT TYPE: 001 PROCESSING ID: PRODUCTION
VERSION ID: 2.1 GENERATE/PROCESS ACK ROUTINE: Q

SUBSCRIBERS: MAGD SEND ORM

NAME: RA RPT

ITEM TEXT: Rad/Nuc Med report released/verified

TYPE: event driver CREATOR: 0

DESCRIPTION: This protocol is triggered whenever a Radiology/Nuclear

Medicine report enters into a status of Verified or Released/Not Verified. It executes code
that creates an HL7 ORU message consisting of PID, OBR and OBX segments. The message contains
relevant information about the report, including procedure, procedure modifiers, diagnostic code,
interpreting physician, impression text and report text.
ITEM: MAGD SEND ORU

ENTRY ACTION: Q TIMESTAMP: 57877,43203

SENDING APPLICATION: RA-SERVER-IMG MESSAGE TYPE RECEIVED: ORU
EVENT TYPE: ROl PROCESSING ID: PRODUCTION
VERSION ID: 2.1 GENERATE/PROCESS ACK ROUTINE: Q

SUBSCRIBERS: MAGD SEND ORU

NAME: RA CANCEL ITEM TEXT: Rad/Nuc Med exam cancellation
TYPE: event driver CREATOR: O
PACKAGE: RADIOLOGY/NUCLEAR MEDICINE
DESCRIPTION: This protocol is triggered whenever a Radiology/Nuclear
Medicine exam is cancelled. It executes code that creates an HL7 ORM message consisting of PID,

ORC, OBR and OBX segments. The message contains all relevant information about the exam,
including procedure, time of cancellation, procedure modifiers, patient allergies and clinical

history.

ITEM: MAGD SEND ORM
ENTRY ACTION: Q TIMESTAMP: 57877,43203
SENDING APPLICATION: RA-SERVER-IMG MESSAGE TYPE RECEIVED: ORM
EVENT TYPE: 001 PROCESSING ID: PRODUCTION
VERSION ID: 2.1 GENERATE/PROCESS ACK ROUTINE: Q

SUBSCRIBERS: MAGD SEND ORM

NAME: RA EXAMINED ITEM TEXT: Rad/Nuc Med examined case

TYPE: event driver CREATOR: O

PACKAGE: RADIOLOGY/NUCLEAR MEDICINE

DESCRIPTION: This protocol is triggered whenever a Radiology/Nuclear

Medicine exam has reached a status where GENERATE EXAMINED HL7 MSG is Y at that (or at a lower)
status. This message contains all relevant information about the exam, including procedure, time

of registration, procedure modifiers, patient allergies, and clinical history.
ITEM: MAGD SEND ORM

ENTRY ACTION: Q TIMESTAMP: 57877,43203

SENDING APPLICATION: RA-SERVER-IMG MESSAGE TYPE RECEIVED: ORM
EVENT TYPE: 001 PROCESSING ID: PRODUCTION
VERSION ID: 2.1 GENERATE/PROCESS ACK ROUTINE: Q

SUBSCRIBERS: MAGD SEND ORM

13.1.4 Radiology Protocols (VistARad)

VISTA Imaging VistARad can be set to automatically prefetch archived images for prior
radiology exams. Prefetch is activated by subscribing to the RA REG protocol—the VistARad
client protocol is MAGJ PREFETCH SEND/ORM. Review the example RA REG protocol
below; the bolded protocol is the VistARad protocol subscriber. The Installation Guide has a
step-by-step procedure to set up the protocol.

NAME: RA REG ITEM TEXT: Rad/Nuc Med exam registered
TYPE: event driver CREATOR: NABER, DAVID
PACKAGE: RADIOLOGY/NUCLEAR MEDICINE
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DESCRIPTION: This protocol is triggered whenever a Radiology/Nuclear
Medicine exam is registered. It executes code that creates an HL7 ORM message
consisting of PID, ORC, OBR and OBX segments. The message contains all
relevant information about the exam, including procedure, time of
registration, procedure modifiers, patient allergies, and clinical history.
ITEM: MAGD SEND ORM

ENTRY ACTION: Q TIMESTAMP: 58864,51844
SENDING APPLICATION: RA-SERVER-IMG TRANSACTION MESSAGE TYPE: ORM
EVENT TYPE: 001 VERSION ID: 2.1

RESPONSE PROCESSING ROUTINE: Q
SUBSCRIBERS: MAGD SEND ORM
SUBSCRIBERS: MAGJ PREFETCH/SEND ORM

13.1.5 Patient Movement Protocol (DICOM)

The VISTA Imaging DICOM gateway is dependent on the Patient Movement (DGPM
MOVEMENT EVENTS) protocol being active. VISTA Imaging must be a subscriber to this
event protocol. The following is an example of this event protocol; the highlighted protocol is
the Imaging protocol subscriber. ATTENTION: This is only pertinent if a VISTA Imaging
DICOM gateway configuration has been defined. Please review the DICOM Installation manual
under section ‘VISTA - PACS Radiology Interface Setup Instructions’ for a step-by-step
procedure to setup the protocols.

NAME: DGPM MOVEMENT EVENTS ITEM TEXT: MOVEMENT EVENTS v 5.0
TYPE: extended action CREATOR:
PACKAGE: REGISTRATION
DESCRIPTION:

At the completion of a patient movement the following events take place through this option:
1. The PTF record is updated when a patient is admitted, discharged or transferred.

2. The appointment status for a patient is updated to 'inpatient' for admissions and
'outpatient' for discharges. Admissions to the domiciliary have an 'outpatient' appointment
status.

When a patient is admitted, dietetics creates a dietetic patient file entry and creates an
admission diet order. When a patient is discharged, all active diet orders are

discontinued. TIf a patient is absent or on pass, the diet orders are suspended.

Inpatient Pharmacy cancels all active orders when a patient is admitted, discharged or on
unauthorized absence. A patient can not be given Unit Dose meds unless s/he is admitted to a
ward. The patient can receive IV meds; however.

When a patient is transferred, an inpatient system parameter is used to determine whether or not
the orders should be cancelled. When a patient goes on authorized absence, the inpatient system
parameter is used to determine whether the orders should be cancelled, placed on hold or no
action taken.

When a patient returns from authorized absence any orders placed on hold will no longer be on
hold.

5. With ORDER ENTRY/RESULTS REPORTING v2.2, MAS OE/RR NOTIFICATIONS may be displayed to USERS
defined in an OE/RR LIST for the patient. These notifications are displayed for admissions and

death discharges.

FILE LINK: GMRD MAIN MENU MIS MANAGER

ITEM: DG MEANS TEST DOM SEQUENCE: 8
ITEM: DGJ INCOMPLETE EVENT SEQUENCE: 6
ITEM: DGOERR NOTE SEQUENCE: 7
ITEM: DGPM TREATING SPECIALTY EVENT SEQUENCE: 1
ITEM: SD APPT STATUS SEQUENCE: 2

ITEM: ORU AUTOLIST
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ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:
ITEM:

ORU PATIENT MOVMT
FHWMAS
GMRADGPM MARK CHART

IB CATEGORY C BILLING SEQUENCE:

VSIT PATIENT STATUS

SC PCMM INPATIENT ACTIVITY

SC ASSIGN PC TEAM ON DISCHARGE
YS PATIENT MOVEMENT

VAFH HL7 INPATIENT CAPTURE SEQUENCE:
VAFC HL7 INPATIENT CAPTURE SEQUENCE:

MAGD DHCP-PACS ADT EVENTS
IVM FINANCIAL QUERY FOR ADMISSION

TIMESTAMP: 57986,52890

10

3
4
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The VISTA Imaging System does not contain any package wide variables.
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Chapter 15 Online Documentation

15.1 On-line Help

Online windows Winhelp is available from the Help menu in VISTA Imaging System display,
capture, MagSys, and Background Processor software. A printable, Adobe PDF edition of the
VISTA Imaging System manual is available on display, capture, and VistARad workstations.
The DICOM Gateway provides an icon for its online help file.
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Chapter 16 Site-Specific Implementation

16.1 Site-Specific Implementation
16.1.1 Radiology Report Transcription Service

Local routines that automatically upload radiology reports from a transcription service should be
reviewed and/or modified to ensure that proper consideration has been made for VISTA Imaging.
When an image is captured via the DICOM Image Gateway and the radiology case number does
not have an existing radiology report entry (in file 74), then the VISTA Imaging software creates
a report stub entry for that case number with limited information. (See box below -- example of
radiology report stub entry made by Imaging.) Please note that the stub report entry has an
image pointer stored in the IMAGE field, no report status is on file and the activity log indicates
that images were collected. The VISTA Imaging System executes a Radiology Package API
called CREATE"RARIC to create this entry. The Radiology Patient File (70) is also updated
with the report pointer in the Report Text field.

Imaging has experienced problems when the auto-upload routine updates the REPORT TEXT
field in the Radiology Patient file. Often the problems result from the program not expecting the
Report file entry to exist at the time of the upload. However, the DICOM image capture process
guarantees that at the time the transcribed reports are uploaded to the system, a Report file entry
already exists, although no Report text nodes exist. Differences in implementations of the local
upload programs at various sites have led to other problems as well. Therefore, if your site uses
such a program for uploading and/or updating the Radiology report, you must carefully review
all aspects of its functionality in light of the changes introduced by the VISTA Imaging System.

DAY-CASE#: 031500-6711 PATIENT NAME: JOHN, DOE

EXAM DATE/TIME: MAR 15, 2000@13:28 CASE NUMBER: 6711

DATE REPORT ENTERED: MAR 15, 2000
IMAGE: JOHN,DOE 555-58-5533 FOOT 3 OR MORE VIEWS

CLINICAL HISTORY: pt s/p multiple 1st ray sx w/ continued pain. Please x-ray weight bearing
right foot.
LOG DATE: MAR 15, 2000@13:59 TYPE OF ACTION: IMAGES COLLECTED COMPUTER USER:
POSTMASTER

Example: Radiology Report stub entry made by the VISTA Imaging application.
16.1.2 HI7 Message Text File

VISTA Imaging is a subscriber to the Radiology protocols that create HL7 messages. When
Radiology protocols are executed, entries are created in the HL7 Message Text file, #772. The
purging of this file is handled by the menu option for this application. Sites are requested to
review the purging parameters for this file. Use menu option ‘Purge Message Text File Entries’
under the HL7 Main menu.

16.1.3 Incomplete DICOM Files Received on the DICOM Image Gateway.

During the processing of DICOM files on the DICOM image gateway, it is possible for a
modality or a PACS interface to send an incomplete file (possibly just header information
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without the image information). The image processing routine will log these entries in a
temporary file (M global) and check periodically to see if the entire file has been received. If,
after an hour’s time span, the file is still incomplete, the entry is removed from the temporary file
(M global) and the file is renamed by appending “ incomplete” to the filename. These files do
remain in the DICOM\IMAGE _IN directory and will require site personnel to research the
possible failure. In addition, these files will require manual intervention for file maintenance
(deletion). Please see VISTA Imaging DICOM User Manual for additional information.
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17.1 Introduction

As part of Patient Safety measure the VistA Imaging software has tools available to scan the
database for possible patient mismatch entries. There are two separate DataBase Scanning
utilities; one tool is performed on the VistA server using menu options and the Background
Processor Verifier performs the other. Both utilities perform the same function of scanning the
database however the Verifier will also verify the integrity on the imaging Text files. The menu
options utilities will scan the entire database while the Verifier is user defined. Both of these
tools are discussed in this chapter.

17.2 Database Scanning Utility on VistA Server

The Database Scanning Utility is performed using the menu options MAG _IC RPT GM and
MAG IC RPT QA. Both of these menu options will scan through the Image File (2005) of the
VistA database checking for discrepancies between the image entries, group entries and
associated reports from other packages (radiology, progress notes, medicine, surgery, and
laboratory). It will make the following checks:

e It compares the patient identification for an image with the patient identification for its
associated report

e It compares the report identified as belonging to the image with the image identified as
belonging to the report

e It compares the group that contains an image with the image’s identification for its group to
be sure these are consistent

e [t compares the patient identification for a group parent entry with the patient identification
for each of the associated group image entries

The discrepancies found by the scanner will be stored in the *XTMP global until the next time
the scan is run.

Two reports will be produced from the data collected.
17.2.1 Report on Inconsistencies Caused by Global Moves

Choosing the MAG _IC_RPT GM, “Global Move Inconsistency Report”, option will produce
the first report.

This report is intended to indicate problems caused by the DSM Global/Volume Set Repacking
procedure. This report can be run periodically to monitor problems caused by failure to exclude
the Imaging and Radiology globals from compaction while the DICOM gateways are running.
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For each problem detected, the report will indicate

Image number in file 2005

Patient name

Second patient name (if there is a patient discrepancy)
Patient lookup key (Initial + last 4 digits of SSN)

Second patient lookup key (if there is a patient discrepancy)
DFN for patient

Second DFN (if there is a patient discrepancy)

Package (Radiology or Medicine)

Package IEN (Report entry associated with image)

Note that the report is by image. There may be many images belonging to the same study and

therefore having the same problem. The report will also include any demo patients used for
testing that are in the database.

17.2.2 Report of All Image-Related Inconsistencies Detected

Choosing the MAG IC RPT_QA, “Pointer Inconsistency Report”, menu option will produce the
second report.

This report will contain all images where a problem was detected. These are separated into
different lists as follows:

¢ Invalid Image pointer in associated package file

Invalid Image pointer to associated package report entry

Image and associated report have different patient pointers

Patient pointer mismatch between Image Group and Image

Associated report does not point back to Image
For each problem detected, the report will indicate
Image number in file 2005

Patient name
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Second patient name (if there is a patient discrepancy)
Patient lookup key (Initial + last 4 digits of SSN)

Second patient lookup key (if there is a patient discrepancy)
DFN for patient

Second DFN (if there is a patient discrepancy)

Package (Radiology or Medicine)

Package IEN (Report entry associated with image)

A summary will be included at the bottom of the report indicating how many images were
detected with each type of problem. The total number of entries scanned and the time required
for the scan will also be shown.

Note that the report is by image. There may be many images belonging to the same study and
therefore having the same problem. The report will also include any demo patients used for
testing that are in the database.

17.2.3 Error messages for database scanning using menu options.

The following are the possible error listing that may appear on the above reports. Please note
that some of these error messages are also involved in the Verifier database-scanning tool (see
section 17.3.1).

Terminology used:

1. Group Parents and Image Group are terms that define the entry as a container of a
series of related images.

2. Image is the individual image entry that may or may not belong to a Group Parent entry.
3. Group members and Object groups are image entries that have a group parent pointer.

4. Package Report Entry and Clinical Application are the report entry that images are
attached to such as Radiology, Surgery, Laboratory, TIU, and Medicine. These entities
are defined in the Imaging file number 2005.03 (PARENT DATA FILE).

Error Message

Invalid Image Pointer
e Variable sent is not an integer.

e Variable sent is neither in Image file nor in the Image Audit file.
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Image IEN exists and is Deleted

e Same entry (IEN) exists in both the Image and the Image Audit file.
Group of 0 images

e Image entry identified as a group parent without group member.
Patient pointer mismatch between Image Group and Image

e Group member and group parent entry do not have the same patient pointer entry in their
corresponding field #17 (PARENT GLOBAL ROOD DO).

Pointer Mismatch in Group

e Group member and group parent entry have different values in fields: 16 (Parent Data
File#), and 17 (PARENT GLOBAL ROOT DO0). — Possibly one of these field is null.

Pointer Missing in Group entries.

e Image entry has a group parent pointer and the group parent entry does not have the
image entry in the Object Group field.

Missing the Parent Root pointer.

e Field 17 (PARENT DATA GLOBAL ROOT DO0) for image entry is null.
Missing the Parent image pointer

e Field 18 (PARENT DATA FILE IMAGE POINTER) is missing for image entry.
Invalid Image pointer to associated package report entry

e Image entry’s field 17 (PARENT GLOBAL ROOT DO) value could not be found in the
corresponding file identified by field 16 (PARENT DATA FILE#).

Invalid Image pointer in associated package file
e Image entry’s field #17 (PARENT GLOBAL ROOT DO0) value is validated.
Image and associated report have different patient pointers.

e Image entry’s field 7 (PATIENT) and the associated report entry have a different patient
value.

Associated report does not point back to Image

e Image entry’s IEN value could not be found in the associated report entry’s Image sub-
file.
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Patient Mismatch in Group member

e Field 7 (PATIENT) for both the image entry (group member) and the group parent
pointer entry have different values.

Pointer Mismatch in Group member

e Image entry’s (field #14 (GROUP PARENT) has a different entry from the group parent
being evaluated. Search started with the group parent and then evaluation is done on all
the entries in field #4 (OBJECT GROUP) of the group header.

17.3 Database Scanning using the Verifier

The Verifier will also scan the database and integrity checking is the same as the previous
utilities but also includes scanning of the text (TXT) files checking for discrepancies. Evaluates
all instances of Text files within the VistA Imaging Network for uniqueness and relational
integrity (patient ID for Case, Associated Clinical Reporting system, & 2005). Validates
Relational Integrity for each clinical object in instances where no text files exists. This would
include image entries from non-DICOM sources such as Clinical Capture, Clinical Procedures
Import, MUSE interface, and Text gateway.

The scanning has end-user control. Allowing the user the ability to control the range of entries to
scan either by selecting a date range (forwards or backwards) or selecting a range of IEN
(internal entry numbers of the Image file), and whether to include the scanning of the associated
image text files.

17.3.1 Verifier Database Scanning Error Listing

The following are the possible error listing that the Verifier may produce and an example of the
database error. Please note that on some entries it also references the associated error listing from
the previous database scanning utilities used by menu options.

Terminology used:

1. Group Parents (GP) is the term that defines the entry as a container of a series of related
images.

2. Image is the individual image entry that may or may not belong to a Group Parent entry.

3. Object group (GO) is the term that defines the image entry that has a group parent
pointer and is part of a series of images.

4. Clinical Applications are the report entry that images are attached to such as Radiology,
Surgery, Laboratory, TIU, and Medicine. These entities are defined in the Imaging file
number 2005.03 (PARENT DATA FILE).

GM or QA error message: "Associated report does not point back to Image"
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Verifier error message: “No Image ptr in AP”

Definition: The Clinical Application Report (AP), referenced by this Image entry, does
not in turn reference this entry back.

Image File Example Cases:

"MAG(2005,100641,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS"""A 11190262"RAD
"MAG(2005,100641,1,0) = ~2005.04P*29"29
"MAG(2005,100641,1,1,0) = 100642

"MAG(2005,100641,2) =2990512.135509"*KNEE 2 VIEWS "2990512.0949"74"77675
"MAG(2005,100641,"PACS") = ...STUDY.UID..."77675"154

"RARPT(77675,0) = 051299-100"90262"2990512.0949"100"PD"2990512
"RARPT(77675,2005,0) = ~74.02005PA"2"2

"RARPT(77675,2005,1,0) = 100643

In the above example the Group Parent entry 100641 points to the Radiology Report file (74) for
entry 77675 however the Radiology report 77675 entry has an image pointer to image entry
100643, and this is the discrepancy being reported.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Group of 0 images"

Verifier error message: “GP _has no images”

Definition: Group Parents (GP) are containers for an Image series. A group head with
NO group objects (GO) is an invalid condition.

Image File Example Cases:

"MAG(2005,47709,0) = JAMES,HARRY 234121234~ 17137"XRAY
"MAG(2005,47709,1,0) = ~2005.04P*0"0

Possible Cause: The group members were deleted and are in 2005.1

GM or QA error message: "Image and associated report have different patient pointers"

Verifier error message: “Conflicting AP & Image DFNs*
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Definition: The patient file references (DFNs) in the Clinical Application Report (AP)
and the Image entry are not the same.

Image File Example Cases:

"MAG(2005,100642,0) = KIRIN,A 202-52-4439 KNEE 2
VIEWS*LA100642.DCM"139*100190262"*""100641

"MAG(2005,100642,2) =2990512.135509"*KNEE 2 VIEWS (#1)"2990512.0949"74"77675
"MAG(2005,100642,"PACS") = 1.73104.1.3.1"77675"154

"RARPT(77675,0) = 051299-100"66666"2990512.0949*100"PD"2990512
"RARPT(77675,2005,0) = ~74.02005PA* "1

"RARPT(77675,2005,1,0) = 100641

"RARPT(77675,2005,"B",100641,1) =

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Invalid Image pointer to associated package report entry"

Verifier error message: “Invalid Image Ptr to AP”

Definition: The Clinical Application report (AP) has image references that are not in the
Image file.

Image File Example Cases:

"RARPT(77675,0) = 051299-100"90262"2990512.0949"100"PD"2990512
"RARPT(77675,2005,0) = ~74.02005PA" "1

"RARPT(77675,2005,1,0) = 100641

"RARPT(77675,2005,"B",100641,1) ="

$D("MAG(2005,100641,0))=""

Possible Cause: Image was manually deleted and the pointer not updated.

GM or QA error message: "Patient pointer mismatch between Image Group and Image"

Verifier error message: “Conflicting GP and GO DFN”

Definition: The patient file reference (DFN) in the group parent (GP) is not the same as
in the Image entry.

Image File Example Cases:

"MAG(2005,100641,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS"**11190262"RAD *
"MAG(2005,100641,1,0) = ~2005.04P*29"29
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"MAG(2005,100641,1,1,0) = 100642
"MAG(2005,100641,1,2,0) = 100643

"MAG(2005,100642,0) = KIRIN,A 202-52-4439 KNEE 2
VIEWS*LA100642.DCM"139*100"66666"*""*10064 1

"MAG(2005,100643,0) = KIRIN,A 202-52-4439 KNEE 2
VIEWS*LA100643.DCM"139**100"66666"*""*10064 1

Possible Cause: Roll back on the Radiology global.

GM or QA error message: "Pointer Mismatch in Group"

Verifier error message: “GP & G0 AP Mismatch”

Definition: Pointer references to a clinical application (AP) and a clinical application
entry exist in both the Group Parent (GP) and the Group Object (GO). They are not the
same in this case.

Image File Example Cases:

"MAG(2005,100641,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS""A 11190262"RAD *
"MAG(2005,100641,1,0) = ~2005.04P"3"3

"MAG(2005,100641,1,1,0) = 100642

"MAG(2005,100641,1,2,0) = 100643

"MAG(2005,100641,1,3,0) = 100644

"MAG(2005,100641,2) =2990512.135509""KNEE 2 VIEWS"2990512.0949"74"77676

"MAG(2005,100642,2) =2990512.135509""KNEE 2 VIEWS (#1)"2990512.0949"74"77675

"MAG(2005,100643,2) =2990512.135546"""KNEE 2 VIEWS (#2)"2990512.0949"74"77675

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Pointer Missing in Group entries"

Verifier error message: “GP missing in GO Ptr”

Definition: This group object (GO) multiple of the referenced group parent (GP) does not
reference this group object.
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Image File Example Cases:

"MAG(2005,100641,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS"*"A11 290262"RAD *
"MAG(2005,100641,1,0) = ~2005.04P"3"3

"MAG(2005,100641,1,1,0) = 100642

"MAG(2005,100641,1,2,0) = 100643

"MAG(2005,100641,1,3,0) = 100644

"MAG(2005,100642,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS*"LA100642.DCM
A39711001902627*7100641

"MAG(2005,100643,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS*LA100643.DCM
A139MA100M 902627%7100648

"MAG(2005,100644,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS*LA100644.DCM
A1397M11001902627%7100648

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Missing the Parent file pointer"

Verifier error message: “No AP ptr”

Definition: This Image entry has no reference to a clinical application (AP). It has no file
of file (DIC) pointer. Image field #16 (PARENT DATA FILE) is null.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Missing the Parent root pointer"

Verifier error message: “No AP entry ptr”

Definition: This Image does not have the entry in the clinical application (AP) specified.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Missing the Parent image pointer”
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Verifier error message: “No AP Mult ptr”

Definition: This Image entry does not have the clinical application (AP) image multiple
entry number specified.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Not all Image Group members have the same DFN"

Verifier error message: “GO DFN mismatches”

Definition: The Image file group objects do not all reference the same patient file entry
(DFN).

Image File Example Cases:

"MAG(2005,100641,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS*"**11190262 "RAD *
"MAG(2005,100641,1,0) = ~2005.04P*29"29

"MAG(2005,100641,1,1,0) = 100642

"MAG(2005,100641,1,2,0) = 100643

"MAG(2005,100642,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS"LA100642.DCM
A1397M71001902627%710064 1

"MAG(2005,100643,0) = KIRIN,A 202-52-4439 KNEE 2 VIEWS*LA100643.DCM
3927100766666 10064 1

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place

GM or QA error message: "Error during Image Integrity Check!"

Verifier error message: “Null Image Ptr”

Definition: The Image entry value passed to the Integrity checker was nil.
Image File Example Cases:
W $§SCHK"MAGQBUT(*”)

AMAANull Image Ptr
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Possible Cause: Use of the Image DFN interface was invoked manually and the Image IEN
parameter was passed as null.

Please note that this error would not display on the report but would be the result of this Patient
Safety API being invoked by another routine.

GM or QA and Verifier error message: "Invalid Image ptr"

Definition: The Image file entry passed to the Integrity checker did not have a
corresponding zero node in the image file. This Image may have been deleted. Check the
Image audit file (2005.1).

Image File Example Cases:
$D("MAG(2005,100655,0))=""

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

GM or QA error message: "Invalid Image pointer in associated package file"

Verifier error message: “Invalid Image Ptr in AP”

Definition: The Image multiple in the Clinical Application contains sibling image
references that are no longer in the Image file (2005). Check the audit file (2005.1)

Image File Example Cases:

"RARPT(77675,0) = 051299-100"90262"2990512.0949"100"PD"2990512
"RARPT(77675,2005,0) = ~74.02005PA"2"2

"RARPT(77675,2005,1,0) = 100641

"RARPT(77675,2005,2,0) = 100655

"RARPT(77675,2005,"B",100641,1) =
"RARPT(77675,2005,"B",100655,2) =

$D("MAG(2005,100655,0))=""

"MAG(2005.1,100655,0) = JACKSON,ACTION 999999999 A114318"testMPG
"MAG(2005.1,100655,1,0) = ~2005.04P*0
"MAG(2005.1,100655,2) = 2990520.1538"184""test MPG"*2990520.1535

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.
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Verifier error message: "Image entry is structurally abnormal"

Definition: The normal structure that distinguishes Image entry Group Objects (GO),
Group Parents (GP), and Non-Group image (NG) is corrupt. Group Objects and Non-
group Image Objects (Stand-alone images) are all supposed to have a defined FILEREF
field (#1). Only Group Parents are allowed to have null FILEREFs. All Group Parents
(GP) shall have an Object Group multiple (#4) defined that includes its image group
objects (GOs). Group objects (GO) and Non-Groups do not. Group Parents and Non
Groups do not have Group Parent (#14) pointers. Group Objects do have Group Parent
pointer.

Image File Example Cases:
1) Nil FILEREF, has Group Parent pointer, nil Object Group
2) Has FILEREEF, nil Group Parent, has Object Group defined
3) Has FILEREF, has Group Parent, has Object Group defined
4) Nil FILEREF, nil Group Parent, nil Object Group

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

Verifier error message: "Missing Sibling GO"

Definition: The group objects (GO) listed in the group parent (GP) do not all exist in the
Image file.

Image File Example Cases:
Group Parent has 3 image pointers in the Object group multiple

Two of the referenced group members are in the image file.

"MAG(2005,47709,0) = JAMES,HARRY 2341212342117 37 "XRAY
"MAG(2005,47709,1,0) = ~2005.04P"3"3

"MAG(2005,47709,1,1,0) = 47706

"MAG(2005,47709,1,2,0) = 47707

"MAG(2005,47709,1,3,0) = 47708

The third one is not in the image file. (It possibly is in the archive file #2005.1)
$D("MAG(2005,47708,0))=""

Possible Cause: Possibly an incomplete Image delete process occurred.
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Verifier error message: “Text/Image UID Mismatch”

Definition: The UID noted in the DICOM section of the text file is not consistent with the
UID in the Image file (2005) entry.

Image File Example Cases:

1. The PACS UID (field #60) for a given “Group Head” type entry is
“2.16.840.1.113664.3.11.2155643981.1.19971125.14201610034” and the “Study
Instance UID” in the text file is
“2.16.840.1.113664.3.11.2155643981.2.19971125.14201610073”.

2. The PACS UID (field #60) for a given “Group Member” type entry is
“2.16.840.1.113664.3.11.2155643981.2.19971124.17383584315” and the “SOP Instance
UID” in the text file is
“[2.16.840.1.113664.3.11.2155643981.1.19971124.17383584278”.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

Verifier error message: “Text/Image DFN Mismatch”

Definition: The SSN found in the Upper (DICOM extract) section of the text file does not
yield the same DFN as that found in the Image file (2005) entry. Both the text file and the
Image entry have references to the VA patient file. The Image entry directly through a
Patient file IEN (the DFN) while the Text file relation ship is indirect, by way of the
social security number (SSN).

Image File Example Cases:

In the DICOM related text file, following the $$BEGIN DATA1 line and before the $$SEND
DATA 1 line we see:

“PATIENTS ID=555-66-9876"

The associated Image file entry has a patient DFN of “66666” and it’s SSN is different from
what is stored in the TEXT file.

Possible Cause: Any intervention of the VistA image system components while image capture is
taking place.

Verifier error message: “Text file DFN edited”
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Definition: The SSN in the upper section of the text file differs from that in the lower
section. This condition is reflective of a “DICOM Fix” process. The original DICOM
header is preserved. No action on this is necessary.

Image File Example Cases:

In the DICOM created text file, following the $$BEGIN DATAI line and before the $$END
DATA 1 line we see:

“PATIENTS ID=555-66-9876"

In the DICOM created text file, following the $$BEGIN DICOM DATA line and before the
$SEND DICOM DATA line we see:

In the DICOM related text file, following the $$SBEGIN DATAL line and before the SSEND
DATA 1 line we see:

“PATIENTS ID=555-66-8888”

Possible Cause: Correction of an image set that was already copied to the Jukebox by the
Background processor or a global ROLLBACK took place that overwrote the magnetic (or wrote
to another magnetic device) but not the jukebox TXT file.

Verifier error message: “Mult DFNs in Text files”

Definition: The patient file references that were found in the Imaging network were not
all the same. The text file on the VistA RAID had a different SSN than the text file of the
same name on the Jukebox.

Image File Example Cases:

In the DICOM created text file, on a VistA RAID device, following the $$BEGIN DATAI line
and before the $$END DATA 1 line we see:

“PATIENTS ID=555-66-9876"

In the DICOM created text file, on the Jukebox device, following the $$BEGIN DATA1 line and
before the $SSEND DATA 1 line we see:

“PATIENTS ID=555-66-6666"

Possible Cause: Correction of an image set that was already copied to the Jukebox by the
Background processor or a global ROLLBACK took place that overwrote the magnetic (or wrote
to another magnetic device) but not the jukebox TXT file.
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A.1 Clinical Workstation Error Messages

Error Message

Cause(s)/Solutions

You don’t have the proper Security
Keys to capture LAB images.

The USE CAPTURE KEY field in the Imaging Site
Parameter file (2006.1) has been turned on and the user
has not been assigned the proper key. Please review the
Security Key section.

Error in connecting to Server
\\ servername\image\

Possible cause are:
e The workstation has not been setup properly.

e The IU account has not been given the proper
security level or has not been set up properly.

e The server listed is down.

Find the associated error number and use the Error Code
Lookup option on the Imaging display help menu.

AutoUpdating is disabled. Network
Configuration file doesn’t exist.

The MAGNET.INI file is not on the Network Update
directory.

Auto Update is not configured properly.

1. Contact network administrator and request that a
copy of the MAGNET.INI file be placed in the
Network Update directory.

2. Review the VISTA Imaging System Installation
Guide for proper configuration of Auto Update.

AutoUpdating disabled. The
network update Directory doesn’t
exist.

Cannot connect to the directory or it does not exist.

e User does not have privileges to the distribution
directory.

o Workstation log-on profile does not connect to
Network Update directory.

e Contact network administrator.

AutoUpdating disabled.

No update directory in the MAG.INI file under section
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Error Message

Cause(s)/Solutions

Workstation isn’t configured for
Auto Updating.

SYS AUTOUPDATE for variable DIRECTORY.

Run MAGASET.EXE from the Network Update
directory. This will automatically define the
DIRECTORY entry in the MAG.INI file for the current
workstation.

AutoUpdating canceled.

No Updates available.

The MAGSETUP.EXE file does not reside in the
Network Update directory.

Contact the network administrator and request a copy of
the MAGSETUP.EXE file be placed on the Network
Update directory.

Abstract not found.

Symptom:

e Error message displayed.

Possible Causes:

e The abstract was removed from the server.

e The abstract was not generated, or could not be
written to the share.

e Network problems.
e Permission to access the share is not granted.
Diagnostic Process and Corrective Action:

e Check file and folder permissions for the image
share(s).

e Check to see if the file(s) exist on the share(s).

ERROR_ACCESS DENIED

Symptom:

e Error message displayed.

Possible Causes:

e [U account is not set up properly.
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Error Message

Cause(s)/Solutions

e Share permissions are not set up properly.

e [U account password was changed on the server,
but not updated in the Imaging Site Parameters file
(2006.1).

Error connecting to server.

Symptom:

e Error message displayed.

Possible Causes:

e Incorrect Configuration.

Diagnostic Process and Corrective Action:

e Check for error number in the message history
window. Look it up using the Error Lookup option

on the Imaging Display help menu.

e Use ping, or tracert to check the availability of the
file server.

86 Error - The specified network
password is not correct.

Symptom:
e Error message displayed.
Possible Causes:
e Incorrect Configuration.
e Authentication failure.
Diagnostic Process and Corrective Action:
e Disk Extender v3.20.90 cannot authenticate a user

across a domain. Add a local VHAxxxIU account
to the Image server connected to the jukebox.

0 Images on file.

Symptom:
e Informational message displayed.

Possible Causes:
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Error Message

Cause(s)/Solutions

e Normal condition.
Diagnostic Process and Corrective Action:

e This refers to images, not EKGs! A patient can
have one without the other. Check "user
preferences" to see if "always display EKG
window" is selected. Click the EKG button to
display the EKGs.

The File Does Not Exist - Notify
[RM.

Symptom:

e Error message displayed.
Possible Causes:

e Missing or inaccessible file.
Diagnostic Process and Corrective Action:

e Check to see if the file pointed by the database
exist and is accessible.

Launching Imaging from CPRS
causes RPC Broker dialog for
access/verify code.

Symptom:
e Access/Verify prompt.
Possible Causes:
e Configuration
Diagnostic Process and Corrective Action:

e AutoSignon and/or Multiple signon is not enabled
for the site (Kernel System Parameters file) or the
user (New Person file).

e DEFAULT AUTO SIGN-ON can not be set to
“Disabled” in Kernel site parameters file.

VISTA Imaging is slow to open -
broker sign-on takes a long time.

Symptom:

e Poor performance.
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Error Message

Cause(s)/Solutions

Possible Causes:
e MUSE failure.
Diagnostic Process and Corrective Action:

e Ifthe MUSE server is down, set the MUSE
network location offline in the Network Location
File (2005.2) until the server is back online.

Error Accessing Group Image - See
VISTA Error Log.

Symptom:

e Cannot delete “Abstract not found” entries.
Possible Causes:

e Database inconsistency.
Diagnostic Process and Corrective Action:

e This error is found on the clinical display when you
try to delete an "Abstract not Found" entry. The
software identifies this entry as a group image and
because you cannot expand the group, it cannot be
deleted.

No Muse EKGs on File.

Symptoms:
e Can not open EKG file on the server
Possible causes:

e Patient ID (SSN) entered does not match MUSE
patient ID

e Site parameters are not setup, or incorrectly setup
Diagnostic Process and Corrective Action:

e Verify that the entered patient ID (SSN) is identical
in the MUSE and VISTA Databases.

e Use MUSE Patient Lookup option to look patient
up in the MUSE database
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Error Message

Cause(s)/Solutions

Muse Connection Error: Status = 53.

Symptoms:

Possible causes:

Diagnostic Process and Corrective Action:

Error message displayed.

Can not connect to the MUSE server.

This is similar to ERROR_BAD NETPATH.
The network path was not found. Be sure you can
ping the server.

Ensure that the Physical Reference field of the
Network Location file is defined correctly.

Error #104.

Symptom:

Possible Causes:

Diagnostic Process and Corrective Action:

Error message displayed.

The MUSE API flag is not enabled.

This requires a call to Marquette so they can enable
the API by installing a VOLO00O\system\sysinf\
MUSEAPILFIX file.

If this file was created with Notepad, be sure that it
is not named MUSEAPLFIX.TXT. Notepad adds a
.txt extension when it creates a file.

EKG tracing does not exist for a
patient.

Diagnostic Process and Corrective Action:

This means that the doctor has not
released/approved the EKGs on the MUSE server.
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A.2 Background Processor/Jukebox Error Messages

Error Message

Cause(s)/Solutions

'CC:createcontext("MAG
WINDOWS") could not be
established!".

The user who is logging into the background processor
does not have the MAG WINDOWS security key
assigned.

Assign the MAG WINDOWS security key to this user.

'Broker Connection to server could
not be established!".

VISTA RPC Broker is not currently in a listening state.
OR The application has timed out.

1. Close the application and restart.

2. Check with the VISTA system manager for the
status of the Broker listener.

'Source File does not exist:
'+“Filepath”.

The VISTA Imaging file reference was not updated.

The verifier will update. NO action is necessary.

Background processor is halting most
mornings.

Symptom:

e Background processor inoperable.
Possible Causes:

e RPC time-out.
Diagnostic Process and Corrective Action:

e [t is likely that the tape backup procedure is
stopping the job that controls the link between the
BGP and the HIS system. Check the backup
procedure for code that kills VMS jobs.

e Restart the Background processor.

Broker error - sign on not completed.

Symptom:
e Error message displayed.
Possible Causes:

e Network Timeout.
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

e The broker connection timed out on the current
process. Close the BGP window, re-logon
(VISTA access/verify), and start a new BGP
session. The problem appears to be related to the
completion of the VISTA backup job.

Unable to copy to Jukebox. Not
enough write cache available.

Symptom:

¢ Informational message displayed.
Possible Causes:

e Temporary condition.
Diagnostic Process and Corrective Action:

e This message is informational, indicating that the
memory set aside to cache data to be written to the
jukebox is temporarily full. This causes the BGP
software to pause sending data to the write cache.
This process will automatically restart as the
jukebox writes the data backlog to optical, since
this will free memory in the write cache.

Check for corruption in the database:

Stop the BGP and stop the DE Jukebox service
E:\dex\bin\dbcache /report Check for
inconsistencies

E:\dex\bin\dbcache /fixall

Restart the DE jukebox service and check that
cache begins to clear. Then, restart the BGP.

The background processor idles (goes to "sleep')
waiting for space to be made available on IMM?2.
Check for Disk Extender errors on IMM?2.

Check local network connectivity. The disks are
probably not full. Clear the ReadCache (via
DEAdmin) because if it and the WriteCache total
to more than 90%, then it's the ReadCache that
may be preventing the WriteCache from being
accessed (no headroom).
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Error Message

Cause(s)/Solutions

Check to see that the new media has been added,
on-line, and inserted into the write path. From
IMM2, check network continuity: DIR
\WHAxxxJBINIMAGEI

Is any media jammed in the jukebox shelf or
drive?

Was any password changed?

Ultimately, shutdown, power-off/on, boot both the
server and the jukebox. Make sure the jukebox
robotics have settled and all LEDs are green. Then
start IMM?2. Watch start-up screens for errors.

DOS ERROR The Disk is Full.

Symptom:

e Error message displayed.
Possible Causes:

e DX Cache Inconsistency.
Diagnostic Process and Corrective Action:

e Chances are that the disk is NOT full, but that the
jukebox has a cache inconsistency. On IMM?2, do
the following:

D:\DEX\BIN>dbcache /report then, if errors exist,
DADEX\BIN>dbcache /fixall

e Check to see if there is free space available on
media in the write path.

Could not connect to the DiskExtender [Symptom:
service.
e Error message displayed.
Possible Causes:
e SCSI Failure
e Power Failure
e Incorrect shutdown
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

e If starting the DE console fails, check the DE
event log:
D:\DEX\LOGS\event.txt
Chances are, the cache is corrupt and needs to be
fixed:
D:\DEX\BIN>dbcache /report
D:\DEX\BIN>dbcache /fixall
Then, restart the DE console, invoke the DE
Administrator and use the 'stoplight' to start the
services. Then, the background processor should
be restarted (if it had errored out). Also check that
the SCSCI interface board is properly seated in its

slot.
The RPC server is unavailable - Error |[Symptom:
code 1722.
e Error message displayed.
Possible Causes:
e Power Failure
e SCSI error
Diagnostic Process and Corrective Action:

e If starting the DE console fails, check the DE
event log:
E:\DEX\LOGS\event.txt
When DE service tries to start - there are repetitive
"going to sleep/thread woke up/Drive thread
waiting for initialization" messages and attempts
to reinitialize the database. This may go on for
several minutes and finally fail. This is indicative
of a hardware failure, too.
Chances are, the cache is corrupt and needs to be
fixed:
E:\DEX\BIN>dbcache /report
E:\DEX\BIN>dbcache /fixall
Then, restart the DE console, invoke the DE
Administrator and use the 'stoplight' to start the
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Error Message

Cause(s)/Solutions

services. Then, the background processor should
be restarted (if it had error-ed out).

Unable to retrieve images from
jukebox

Symptom:
e Error message displayed.
Possible Causes:
e Authorization Failure
Diagnostic Process and Corrective Action:

e Check the Net Username and Net Password in the
site parameters file (2006.1). This grants access to
the magnetic shares. Another problem with
accessing images from the jukebox is due to a
limitation with the Diskextender software 3.20.90.
It will only grant access to the account in the
2006.1 fields pertaining to the Net User Name and
Net Password if that same account exists locally
on the Jukebox server (IMM?2). Also check that the
SCSI board is properly seated in its slot.

JBSleep (JBTOHD) Jukebox is
currently offline

Symptom:
e Error message displayed
Possible Causes:
e Incorrect Configuration
e Authorization Failure
e DX is not running.
Diagnostic Process and Corrective Action:1)

1. Check to see that Disk Extender services are
running. Check the Disk Extender event log.

2. Check that the person who logged into this
workstation (background processor) has rights and
permissions on the jukebox server and the image

server. This can be tested with:
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Error Message

Cause(s)/Solutions

C:>DIR WHAxxxJBI\IMAGE1

3. Check the background processor log...
C:\vista\BackProc for what it's trying to do. If it's
trying to write to a hashed location, the settings in
2006.032 must be set correctly. There should be a
WORMOTG and a WORMOTGH write location.
You must also turn off hashing in FileMan. You
can check this with the file causing the error:

C:\>DIR .. IMAGEI\HA\08\04\HA080431.TXT
and then...
C:\>DIR .. \IMAGEI\HAO080431.TXT

The file will exist in only one of these locations. If it's
at the root (IMAGEL!), then hashing has to be turned
on. Contact the National Help Desk for assistance.

TGA: not copied. 39: There is not

enough space on the disk.

Symptom:
e Error message displayed.
Possible Causes:
e Disk Full
Diagnostic Process and Corrective Action:

1. Check the background processor to see that it's
having trouble writing to the jukebox or writing to
magnetic.

2. Go to IMM2 and open the Disk Extender
Administration.

3. Check that media exist in the Media Path.

4. Check that enough media exist in the Write Path.

Jukebox Error=27. Unhandled move [Symptom:
erTor.
e Displayed Error message.
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Error Message

Cause(s)/Solutions

Possible Causes:
e Cache corruption
Diagnostic Process and Corrective Action:
e A file in the write cache may be corrupt.

Rename the corrupt Cache file, and then run the
DBCACHE utility in the \DEX\BIN folder.

Remote procedure call failed; did not
execute; Error code 1727

Symptom:
e Jukebox is not accessible.
Possible Causes:
e Jukebox failure
Diagnostic Process and Corrective Action:

e A platter may not have successfully mounted or
the service is not running.

You may also probably see:

"could not collect partition information". This
error usually occurs during start-up and is normal,
as the jukebox has not finished inventorying the
platters.

Worst case, use the DEX Console to take the
jukebox offline, then back online, setting
"inventory" for only the platters preceding and
following (and including) the problem platter. The
jukebox should recover.

Could not collect partition info; handle
invalid; Error code 6.

Symptom:
e Jukebox is not accessible.
Possible Causes:

e Jukebox failure
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

The service is not started.

Not enough file server space.

Symptom:

Warning message

Possible Causes:

Disk space reaching low limits.

Diagnostic Process and Corrective Action:

Disk space on the image servers is probably
getting low. You must do a purge operation from
the BGP.

1) Stop BGP.

2) Edit->Purge Parameters.

3) File->Purge.

4) Click "Start" button in top middle of the screen.

You will see 2 graphs. The top shows the
candidates to be purged. The bottom shows the
free space made available.

Jukebox copy not overwritten.

Symptom:

Informational message

Possible Causes:

Normal condition

Diagnostic Process and Corrective Action:

This is a normal condition after a purge. The error
message is actually notification that the pointer has
been reset.

Run the verifier to confirm the consistency of the
files on the jukebox and the pointers on the VISTA
HIS (2005).
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Error Message

Cause(s)/Solutions

Menus are being rebuilt. Please try
again later.

Symptom:

Warning message

Possible Causes:

HIS is busy.

Diagnostic Process and Corrective Action:

You will also get a message:
List index out of bounds (0).

This error is a result of the BGP losing connection
with the HIS. The user must restart the BGP.

This scenario occurs when the BGP cannot
communicate with the Broker process on the HIS
system. The Broker process is locked out by a
higher priority job, backups are being run that lock
the system for several minutes, etc.

The redirector received an SMB that
was too short.

Symptom:

Event report

Possible Causes:

Lanman bug

Diagnostic Process and Corrective Action:

This msg is seen on the BGP - Event Viewer.

This message is due to a bug in Microsoft
LanMan. DiskExtender currently uses the LanMan
v1.0 specification while Windows NT uses the
v2.1 specification. The v1.0

specification supports a 6 field connection string
and the v2.1 specification supports a 7 field
connection string with the 7th field being optional.
DiskExtender does not use the 7th

field and always sends a 6 field response. Since
the 7th field is optional, it is not required but
Windows NT still logs an informational alert that
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Error Message

Cause(s)/Solutions

indicates that the 7th field is not
being used.

See URL:
www.otg4nt.com\TechSupp\tech_fag DEX Trou
ble.html

'EBrokerError:'+ Filename

RPC is not available. Or Application timeout.

Restart application.

'EBrokerError:'+ IEN

RPC is not available. Or Application timeout.

Restart application.

'"This Workstation is not yet
configured!'.

1.

There is no database entry for this workstation.
Use the BP Workstation menu and select: Edit|
Add BP workstation menu option.

The Workstation has not been assigned any
Queue types to process. Use the BP Workstation
menu and select: Edit||BP Workstation
Parameters.

" Invalid jukebox volume name: '+
“Drive/path “+ “Volume name”.

The jukebox share label is not consistent with the VISTA
Jukebox file volume name.

1.

2.

Check the volume name in the site configuration
(Edit|Site Imaging Site Parameters — Jukebox
default)

Check the network properties of the Jukebox
share validate that the label is ‘DEX".
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A.3 DICOM Gateway Error Messages

Appendix A — Error Messages

Error Message

Cause(s)/Solutions

Database is “full”.

Symptom:

Error message <DKRES> is displayed.
Error message <DKFUL> is displayed.

Error message <DBFUL> is displayed.

Possible Causes:

Power failure corrupted database.

Burst of similar errors filled up error log.

Diagnostic Process and Corrective Action:

When a database “fills up”, DO NOT increase the
size of the database container file. Under normal
circumstances, 15MB is more than enough to hold
the DICOM database. As a safety margin, the
database is sized at 20MB. When the database
becomes “full”, this indicates an error by itself. The
root-cause of this error should be determined, then
the extraneous data should be removed, and after
this normal processing can continue with plenty of
space in the 20MB database.

The most likely cause for a “database full” situation
is that a burst of similar errors caused the error log
to overflow the database.

When this type of error occurs, execute the
following steps:

Login in programming mode as MGR using the
MSM console window.

Terminate all telnet processes.
Shut down DDP (Do ~DDP, option 2).

Verify that your task is the ONLY active MUMPS
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Error Message

Cause(s)/Solutions

10.

11.

12.

13.

process on the system (Do "%$SS).

Terminate all remaining background server
processes (Do ~“KILLJOB, option 3).

Verify that the database is not corrupted (Do
~VALIDATE, do not turn on TRACE, scan all
volumes).

If the database is corrupted, first resolve all issues
that are reported by “VALIDATE, using "DBFIX.
(Learning to use "DBFIX requires a multi-day
class from the database vendor. Most of the
information learned in this class is “under non-
disclosure restrictions”).

A special case is global variable "MAGDMLOG.
When this global variable has become corrupted,
it’s not worth the time to try and fix it. Use
~"DBFIX toremove the global variable from the
Global Directory, and use "RECOVER to remove
the actual data.

Once it is established that it is safe to use the
database, login in programming mode in DCM.

Check the error log (Do "$ER) to see which errors
happened over the past few days. If the bulk of the
errors are DDP related, just erase them. If the error
log indicates a persistent software problem, be sure
to save a copy of that error report for the developer.

Clean out the error log.
Remove temporary data (Kill ~TMP).

Check how much space is now available in the
database (Do "%SP). If it’s more than 15%, the
system can be put back into operation (Shut down
MSM and restart it, so that all background
processes are running again.).

Once the system is back up and running, execute
routine purge functions.
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Error Message

Cause(s)/Solutions

e  Purging the files and HL7 pointers to 30 days
should clear sufficient disk space. (Options 10, 11,
and 12 on the menu).

e  The U-V/W-X queue pointers should be checked.

Unable to send images to destination.

Symptom:

e Images are not sent to the destination.
Possible Causes:

e Configuration

e Network problems
Diagnostic Process and Corrective Action:

e The destination is not correctly configured. Check
the parameters in the “SCU_List.dic” file and
rebuild the master file when the problem is
corrected.

Verify the state of the network and the destination by
pinging the destination IP and if the ping succeeds send a
DICOM echo message.

DDP Error

Symptom:

e Error message displayed.
Possible Causes:

e Incorrect Configuration

e Network configuration

e Network topology changes
Diagnostic Process and Corrective Action:

All DDP errors are related to local network conditions.

Y ou may have to adjust the HL7 pointer if DDP went

down while a transaction was in place.
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Error Message

Cause(s)/Solutions

Go into SYSGEN and ensure that the circuit has been
defined. (Edit Configuration->Network Configuration-
>Circuit Definition).

Assign AE Titles.

Symptom:

e Remote systems cannot connect.

e The system cannot connect to remote systems.
Possible Causes:

e Incorrect Configuration
Diagnostic Process and Corrective Action:

e Attempt to execute DICOM echo to verify the
DICOM connectivity to and from the gateway.
Record the information printed on the screen.

e The definition and the defaults for port numbers
and AE Titles are available in appendices A and B
of the DICOM Gateway Installation Guide. This
document should be on the CD and is also available
at the ftp site: \Docs\DICOM\DICOMig.pdf

MODULE AE TITLE

PACS Text Interface =~ VISTA PACS IF
Query/Retrieve VISTA QR _SCP
Query/Retrieve User  ISTA QR _SCU
Image Storage VISTA STORAGE
Worklists VISTA WORKLIST

The AE titles are case sensitive!

<DKRES>NEWLOG+8"MAGDMLO
G

Symptom:

e Error message displayed
Possible Causes:

e Disk full condition

Diagnostic Process and Corrective Action:
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Error Message

Cause(s)/Solutions

See: Database 1s “full”.

Program error while attempting to
save status - $ZE=<PROT >.

Symptom:

Error message displayed on any modification to any
global variable.

Possible Causes:

Improper shutdown

Diagnostic Process and Corrective Action:

The system was shutdown improperly (a power-off,
no emergency shutdown), causing corruption in the
BIJ (Before Image Journaling) file.

If there are no errors in the error file (D "%ER) and
the BIJ file is not corrupt, try restarting the MSM
console and then the gateway functions. Sometimes
it’s just a momentary network failure.

If the Before Image Journal file is corrupt, it will
need to be rebuilt. Use the following steps to
rebuild the file:

Login in programming mode as MGR using the
MSM console window.

Terminate all telnet processes.
Shut down DDP (Do ~DDP, option 2).

Verity that your task is the ONLY active MUMPS
process on the system (Do "~ %SS).

Terminate all remaining background server
processes (Do "KILLJOB, option 3).

Dismount the DICOM database (Do "~DBMAINT,
option 5).

Turn off journaling temporarily (Do "~BIJ, option
2, file name is x : \msm\dicom.msm).
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Error Message

Cause(s)/Solutions

8. Mount the DICOM database (Do ~DBMAINT,
option 4).

9. Turn on journaling (Do "“BIJ, option 1, database
is DCM).

e When these steps are done, the program will report
that journaling will be re-activated the next time
that the database is mounted. At this point, shut
down MSM and restart it, so that all background
processes will be running again.

<DSTDB>Count+4"MAGDWLP3

<DSTDB>DDPTEST
T7"MAGBSTRT

<DSTDB>MINSPACE+2"MAGDDE
L2

<NOSYS>STAT+4"MAGDWLP2

Symptom:

e Error message is displayed
Possible Causes:

e DDP problem

e DDP Failure

e Network Failure

e NIC Hardware failure
Diagnostic Process and Corrective Action:

e DDP problems themselves are a natural feature of
networking.

e Check network cables and NICs.

e Invoke the DDP test from the menu (option 4,
option 1, option 1) to confirm that the DDP links
are all good.

e Also check:
>D "%ER for T(oday)
>D "%SP for free space in the mumps database
If all OK, then restart the telnet session - it was a
hiccup.

e When a problem persists, check with the local IRM
whether there is something that can be done to
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Error Message

Cause(s)/Solutions

alleviate the situation.

e When a problem is very persistent, the error log
may fill up the database. In that case, see Database
is “full”.

Exclusive lock on "MAGQUEUE
prohibits image processing.

Symptom:

e Error message displayed.
Possible Causes:

e DDP connection loss.

e A system crashed while holding the lock.
Diagnostic Process and Corrective Action:

e A DDP process has malfunctioned. Shutdown and
reboot the gateways.

<UNDEF>MSGTAB+4"MAGDMLO
G

Symptom:
e Error message displayed
Possible Causes:
e Database corruption
Diagnostic Process and Corrective Action:

e Here are some steps to take to determine if you can
kill the MAGDMLOG global: (it has been known
to corrupt itself during power failures!).
>D "MAGDMENU
and then option 4 (System Maintenance), option 3
(MUMPS Utilities) and then option 5 (Check
Available Space) or 6 (Check Available Disk
Space) to check disk space.

e (orjustDo "“%SP)
>Do "3GE

Global selector: N*
8 globals selected.
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Error Message

Cause(s)/Solutions

Global selector: "<cr>

This will print out a list of the efficiency of all
globals on the gateway. Inspecting the values may
show one global that is exceptionally large;
sometimes it’s MAGDWLST.

>Do "%ER to see what’s been logged today, just
enter “T” and at the symbols prompt, enter ALL. If
no errors, try “T-10:T” (note upper case!). This will
show all errors for the previous 10 days.

>V 2:$J:1:2 to switch to manager mode
>D "VALIDATE to check the integrity of the
databases.

If you do encounter a problem, like “right-hand link
does not match down-link of pointer key”, re-run
the validate procedure. This is the fastest changing
global in the system. If no problems, then

MGR, RAD>V 2:$J:34:2

(on systems with an “old” configuration, the “34:2”
is “2:27).

DCM, RAD>K ~MAGDMLO, *TMP, "UTILITY

and restart the telnet session window that failed.

If there WERE problems with the integrity of
~"MAGDMLOG, then you’ll need to remove global
variable "MAGDMLOG using “DBFIX (see
Database is “full”).

<MODER>PUTUSHOR+2"MAGDD |Symptom:
W0
e Error message is displayed.
Possible Causes:
e Coding error
e Database corruption
Diagnostic Process and Corrective Action:
e Contact Customer service for assistance to rebuild
the corrupted database.
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Error Message

Cause(s)/Solutions

Network service open failed for
MSMPKT, errcode=1060.

Symptom:
e Error message
Possible Causes:
e Incorrect Configuration
e NIC failure
Diagnostic Process and Corrective Action:

e If'the system has two NICs, make sure you’ve
identified which one (and its address) has the cable
connected.

Circuits probably need to be defined in MSM
>D ~ SYSGEN
Select these menu options: 3, [Enter], 15, 2...

OR, if...

Event Viewer Error:

“The MSMPKT service failed to start due to the
following error: The system cannot find the file
specified...*

then ...

The packet driver (c: \msm\msmpkt .sys)
should be copied to...
C:\WINNT\SYSTEM32\DRIVERS

e Check VISTA system.

Network startup failed for link 1

Symptom:
e Error message

Possible Causes:
e Incorrect Configuration
e NIC Failure

e Attempted to start multiple instances of MSM.
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

If the system has two NICs, make sure you’ve
identified which one (and its address) has the cable
connected.

Circuits probably need to be defined in MSM
>D ~ SYSGEN
Select these menu options: 3, [Enter], 15, 2.

Check EventViewer for cause of packet error;
packet driver should be installed (copied to)
CAWINNT \SYSTEM32 \DRIVERS from C:\MSM
and then reboot the system.

Worst case, re-install as “initial” and not upgrade.

Check VISTA system.

1 error encountered while building

master files.

Symptom:

Installation message

Possible Causes:

Incorrect Configuration

Diagnostic Process and Corrective Action:

This error is a sum total of errors encountered while
building all the master file dictionaries. While
responding to the prompts for each dictionary, one
of them generated an error. To help locate it, set
“silent mode” and re-run:

>S SILENT=1

>D "MAGDMFB

What is frequently found is that the “Institution
Name” was not set in the WORKLIST.DIC file.
The default is:

“<add local name here>*

It should be either the facility number or the name:
AE Title | 523 | ... or

AE Title | BOSTON, MA | ...
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Error Message

Cause(s)/Solutions

See section 5.4 (pg 134) of the DICOMig.DOC file.

<NOPGM>FIXIT+2"MAGDLB1B

Symptom:
e Error Message
Possible Causes:
e Installation problems
Diagnostic Process and Corrective Action:

e The time and date routines are missing from the
local gateway.
Cause is unknown -- Possible problem with
installation.

DDP is not up and running.

Symptom:
e DDP is not running.
Possible Causes:
e Network Failure
Diagnostic Process and Corrective Action:

e Check the SYSGEN parameters to determine the
circuit VISTA is using (e.g., 15) and it is enabled on
the distribution.

Also see if MSM will recognize the network
adapter. If not, then copy the msmpkt . sys driver
from the c:\msm directory into the
c:\winnt\system32\drivers\ directory.
The installation should have copied it already but
somehow it did not.

DICOM Gateway Uses 100% of the |Symptom:
CPU time?
e Task manager shows 100% CPU usage.
Possible Causes:
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Error Message

Cause(s)/Solutions

SPX Workstation server is running.

Other runaway process on the system.

Diagnostic Process and Corrective Action:

Sometimes it happens that an MSM system causes
the CPU to be busy for 100%,

while apparently, the MSM system is not doing
anything.

A likely cause for this is that the “SPX Workstation
Server” is running

(this is a service that should not be running in the
context of a DICOM

Gateway). Such a server will look for a connection
until it finds one, and uses all available CPU time,
effectively doing nothing.

In the distributed system, this server is disabled, but
it can become enabled when one “carriage-returns”
through the *"SYSGEN program.

The option that turns it “on” is:

D "SYSGEN <Enter>.

Select Option: 3 <Enter> - Edit Configuration
Parameters.

Select Configuration <DICOM>: <Enter>.
Select Option: 15 <Enter> - Network
Configuration.

Select Option: 11 <Enter> - Workstation Server
Configuration.

Enter IP Port for Workstation TCP/IP Connect
<33086>: 33086 <Enter>.

Enter IP Port for Workstation SPX Connect
<33085>: - <Enter>.

Enter Password <DICOM>: <Enter>.
When, at the question for the SPX Connect, a

“carriage return” is entered, the service will be
enabled the next time that the system is restarted.
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Error Message

Cause(s)/Solutions

At this question, the answer must ALWAYS be a
minus sign, so that the service will remain disabled.

The error message was “10”

Symptoms:
e Could not open output file on the server share...
e The writing of image file on the server failed.
Possible causes:
e There is no free space on the share.
e The path to the server is bad.

e The network connection has been momentarily
interrupted.

Diagnostic Process and Corrective Action:

e From a DOS session copy a small file to the share
using the UNC path and file name for the
destination. If the write fails it is caused by
permission problems. Fix (or have fix) the
permission problem using the NT user
administration tools.

e Check the available disk space on the share. If the
disk space is low, run a purge on the background
processor to free up space on the magnetic shares

No Partitions Available.

Symptom:

e Error message displayed in MSM console
Possible Causes:

e Incorrect Configuration.

e Database corruption.

e License does not allow enough processes.

Diagnostic Process and Corrective Action:

e You may also see an error message about ‘Before
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Error Message

Cause(s)/Solutions

Image Journaling is temporarily unavailable’.
Check to see if the msm.exe process is also using
100% CPU. An elaborate procedure is required to
restore database integrity; Contact customer
service.

Before Image Journaling is
temporarily unavailable

Symptom:

e Error message displayed.
Possible Causes:

e Incorrect Configuration.
Diagnostic Process and Corrective Action:

e See Program error while attempting to save status -
$ZE=<PROT> for the procedure to re-enable
journaling.

DOS Error - Could not open file for
writing.

Symptom:

e Error message displayed.
Possible Causes:

e Incorrect Configuration.

e Change of permissions on servers.
Diagnostic Process and Corrective Action:

e Check SHARE permissions (RO!) versus FILE
permissions.

e Have your system administrator assign correct
permissions for details consult the system
documentation.

Error: Waiting for "MAGDINPT
#19810 to be completed.

Symptom:
e Error message displayed.

Possible Causes:

e Database synchronization error.
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

e For an IMAGE gateway:
You need to increment the ACOUNT pointer:
[DCM,DCM]> D *%G and select the global
Global selector: "MAGDINPT(2006.571,19810..
subnode of global is undefined
Global selector:
"MAGDINPT(2006.571,“ACOUNT”
"MAGDINPT(2006.571,“ACOUNT”) = 19809

View the next value

>W $§O("MAGDINPT(2006.571,19809))

19811

> W $O("MAGDINPT(2006.571,0))

19812751

The next number is 19812 and there are 51 images.
This may be incorrect. Increment the pointer by “1”
until the system synchronizes, as shown next.

Set pointer to current value so it will skip over it
>S "MAGDINPT(2006.571,“ACOUNT”)=19810

e This error should no longer occur.

VISTA Request Image session fails on
the image gateway.

Symptom:

e Session fails, display error message.
Possible Causes:

e Missing response from remote entity.
Diagnostic Process and Corrective Action:

e On the VISTA DICOM gateway, the VISTA Request
Image telnet session might report a TCP/IP error
(time out) and quit the telnet session. The
application reports error:
<DSCON>SEND+9"MAGDTCP2, followed by:
<CMMND>*XECUTE*ERROR+30"MAGBSTRT

By examining log files, ascertain that the exam
complete message is being received from the

Commercial PACS system. The correct C-Move
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Error Message

Cause(s)/Solutions

request should be issued by VISTA, but response
may not be returned from the Commercial PACS.
Restarting the Commercial PACS gateway usually
restores normal functionality.

e This error condition should no longer occur.

The following images have undefined
modalities.

Symptom:

e Error message displayed.
Possible Causes:

¢ Incorrect Configuration.
Diagnostic Process and Corrective Action:

e This can sometimes be attributed to the dictionary
files either not being accurate, or having not been
rebuilt after being edited. The DICOM
manufacturer, model, and modality have to match
case exactly in the modality.dic file with that
in the error message. Consult the DICOM
installation manual.

Error: Cannot listen to DICOM port
because it is already being used.

Symptom:

e Error message displayed.
Possible Causes:

e TCP Port was incorrectly configured.

e An Instrument is already listening on the port.
Diagnostic Process and Corrective Action:

e Verify that there are no conflicting instruments
configured on the system. If there are conflicts
assign ports that are free.

e Restart the DICOM gateway. If the modality
windows are just closed the ports are not released.
Only a system reset clears them.
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Error Message Cause(s)/Solutions

Error: Could not connect to the Symptom:
MUMPS storage controller.
e Error message displayed.

Possible Causes:

e Incorrect Configuration.

e MSM is not running.

e TCP ports are not available.
Diagnostic Process and Corrective Action:

e First, make sure the MSM Console window is
running. Then, restart the telnet sessions in this
order:

Exam Complete 2 1

Image Transfer 2 2

Process Dicom Images 2 3

Image Status 2 5

Then, restart the PACS telnet session. In
programmer mode DO "%SI and check that the
DICOM CSTORE process is active. Also verify
that the IP address “localhost” and port number
“60000” are correct.

Insufficient disk space to store images.|Symptom:
Waiting 10 minutes.
e Error message displayed.
Possible Causes:

e Images are not processed due to lost connection
with server.

e Images are not processed due to incorrect
information in headers.

e Images are not processed due to failure of the
“Process Image” process.

e Disk is just full of files.

Diagnostic Process and Corrective Action:
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Error Message

Cause(s)/Solutions

This error is usually seen in the

PACS REQUEST IMAGE TRANSFER 2 2
telnet window. Also make sure that the Image
Processing (2_3) window is running. The
IMAGE IN folder probably has images to be
corrected. See the IMAGE _STATUS 2 5 window
for details and how backed up the system may be (#
of files to be processed). Also note that this is
usually NOT the solution for the

PROCESS DICOM IMAGES telnet window. The
disk space will become available as images are
processed. Just keep an eye on the status window to
make sure the image count is DE-creasing. Since
some image files are 600KB and some can be 7MB,
advise the site to replace the hard drive with one of
larger capacity (4GB minimum, depending on
activity).

You might be able to use the DICOM FIX utility to
correct images with demographic information that
does not match the HIS information. The operation
of the DICOM Image Gateway is subject to the
consequences of having large numbers of images
requiring correction.

The site should consider replacing the existing hard
drive with one of larger capacity.

As a matter of course, check the following in
FileMan:

2006.1

PCT FREE SPACE DICOM MSGS: 70/

It should be set to 10!

Association with device
VISTA STORAGE failed.

Symptom:

No Connection to modality.

Possible Causes:

Incorrect Configuration.

Network failure.

Diagnostic Process and Corrective Action:
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Error Message

Cause(s)/Solutions

e Ping the modality IP.
¢ Ping the image gateway IP from the modality.
e Execute DICOM echo from the modality.

e From the modality, check that the AE Title is
“VISTA_STORAGE?” and that the port agrees with
that for the modality (Lumisys=60190), the IP
address is set correctly, and that the packet size is
“64000” or less.

The IP address for the text gateway should be used
for worklist queries. Its AE Title is
“VISTA_ WORKLIST” and port is 60010.

The “Station AE Title” should match the worklist

dictionary entry.
MUMPS length network read() error: [Symptom:
-1
e Error message displayed.
Possible Causes:
e Network error.
e MSM console is closed or crashed.
e Disk Full.
Diagnostic Process and Corrective Action:
e Verify connectivity by pinging in both directions.
e Execute DICOM echo.
e Either the network has timed out from a modality,
or the MSM Console window is no longer running.
Sometimes, the disk is full where DATA1 and
IMAGE IN are located.
Check the routine that generated the error.
Sometimes it’s the patient node that doesn’t have a
cross-reference to the "RADPT file. Lookup
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Error Message

Cause(s)/Solutions

MAGDIR2A as a Keyword (above) for more detail.
Contact the National Help Desk for assistance.

If the MSM database is full (or nearly so), you can
expect to see DKFUL and related messages. In that
case see Database is “full” for further resolution.

Modality does not transfer a
complete/full image.

Symptom:

e Incomplete files on local Hard Drive.

e Processing of the incomplete files fails.
Possible Causes:

e Hardware failure.
Diagnostic Process and Corrective Action:

e Check the network ports on the router/switch to

which the modality is connected. Swap
switch/router cards to isolate the bad port(s).

<SBSCR>REENTRY+41"MAGDIR1

Symptom:

e Error message displayed in process image session.

Possible Causes:
e Corrupt file.
Diagnostic Process and Corrective Action:

e This typically means that the current DCM file has
a problem. Usually it’s an incomplete DICOM
header being sent on the image being processed.
Try deleting the image files from the directory and
restart the process. If you need to fix the pointer,
increment the pointer (shown below) and restart the
image gateway.
> D %G
Global selector:
"MAGDINPT(2006.571,“ACOUNT”

"MAGDINPT(2006.571,“ACOUNT”) = 19809
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Error Message

Cause(s)/Solutions

View the next value

>W $§O("MAGDINPT(2006.571,19809))

19811

Now, set pointer to current value so it will skip over
it

>S "MAGDINPT(2006.571,“ACOUNT”)=19810

IMAGE FILE SUBDIRECTORY
CREATION ERROR.

Symptom:

e Error message displayed

Possible Causes:

e Incorrect Configuration.

e Authorization Failure.

Diagnostic Process and Corrective Action:

e This error occurs in the window “Process DICOM
Images”. The permissions may have been changed
on this share (image2$) or the image gateways had
been logged into an account with inadequate

permission to write. Set permissions on image2$,
3$ and 45 be set to be the same as for the 1$ share.

Can not create the image subdirectory
-5 (Access Denied).

Symptom:
e Error message displayed.
Possible Causes:
e Incorrect Configuration.
e Authorization Failure.
Diagnostic Process and Corrective Action:

e This error occurs in the window “Process DICOM
Images”. The permissions may have been changed
on this share (image2$) or the image gateways had
been logged into an account with inadequate
permission to write. Set permissions on image2$,
3% and 483 be set to be the same as for the 1$ share.
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Error Message

Cause(s)/Solutions

The rename of
D:\DICOM\DATA1\X0000025.TXT
failed.

Symptom:

e Informational message displayed.
Possible Causes:

e Reprocessing image file.
Diagnostic Process and Corrective Action:

e This file has previously been processed. The HL7
pointer may have been reset. After the count (25 in
this filename) passes beyond where the pointer was
set, this message should disappear. Note that the
file extension is not limited to “TXT”.

<UNDEF>IMAGE+9"MAGDIRB?2 -
case ... not in "RADPT(84199).

Symptom:
e Missing Radiology Patient File entries.
Possible Causes:

e Deletion from RAD package or local upload
routines.

Diagnostic Process and Corrective Action:

e Entries appear to have been deleted from the
Radiology Patient file by the site.

Processing problem was resolved by moving the
images for these two patients to a newly created
subdirectory. Processing window was restarted.
Moved images were resent (via send image utility)
and acquired again.

Images are missing accession number and will
require manual correction.

At the time of correction, it will be clear whether
the patients in question do not exist. Operator
should use the delete feature for these studies.

Some images are not passing through
gateway.

Symptom:

e Unprocessed images at the Gateway.
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Error Message

Cause(s)/Solutions

Possible Causes:

Configuration problem.

Diagnostic Process and Corrective Action:

Images from the modality were arriving at the
Image Gateway with a modality type listed as * or
as RAD. These modality types were not in the
modality.dic file. When added, they system
processed the images normally. Contact vendor of
the Modality to coerce the modality type field to
correctly indicate the configured type.

<SBSCR>LPFIX+23*"MAGDLBI1A

Symptom:

Displayed Error message.

Possible Causes:

Corrupt entry in database.

Diagnostic Process and Corrective Action:

Remove the bad entry in "MAGD(2006.575 and
restart.

Sometimes the error is in "MAGDICOM(2006.582
and this is due to a modality’s name being edited
before all the images to be corrected have been
fixed. The line of code looks for a modality ID# to
associate with the processing. If that ID doesn’t
exist, then the modality’s name has probably been
changed. It may help to rebuild the dictionaries (D
"MAGDMFB) and to check the HOSTS file for
correct enties. Contact the National Help Desk for
assistance on reviewing this error.

DOS ERROR: Cannot find the file in
C:\DICOM\Image In\Axxxxxxx.DC
M.

Symptom:

Error Message.

Possible Causes:

Network Error.
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Error Message

Cause(s)/Solutions

e Authorization Failure.
Diagnostic Process and Corrective Action:

e Check pathnames and security. Usually the network
is to blame for these time-outs.

Digitized images appear small on the
Dx workstation.

Symptom:

e Small Image

Possible Causes:

e Configuration

Diagnostic Process and Corrective Action:

e Themodality.dic file has a single entry for the
image processing parameters. This entry is set so
that an x:1 down sampling of the images is taking
place at the time the Lumisys images are stored to
the RAID.

An second entry was made, without any down
sampling factor, so that a full resolution image will
be stored in addition to the reference images (used
only on clinical view stations).

Error creating subdirectory when
processing DICOM images

Symptom:
e Error message
Possible Causes:
e Network error
e Cluster Failure
Diagnostic Process and Corrective Action:

e The problem might be with the cluster services not
communicating with the drives. First check to see if]
the directory exists by going to the DOS prompt
enter a command like >DIR
\\vhacmoimgclula\image4$\cm\05\60.

If the gateway can not display the contents of the
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Error Message

Cause(s)/Solutions

directory nor is it able to display the contents of the
\\vhaxxximgcluxa\image4$, image3$, image2$ or
imagel$ shares, then reboot the servers and then
ensure that everything starts working again and
confirm that the gateways are able to access the
shares.

corrected.

There are images to be manually

Symptom:

e Patient images are not available at the display
station.

Possible Causes:
e Incorrect information in image headers.
Diagnostic Process and Corrective Action:

e From the VISTA HIS, invoke the menu option
MAGD FIX DICOM FILE Correct RAD-DICOM
File Entries
You can then select either the Patient ID, Loop
through the file, or by date. If the patient study
contains many images, correcting the first one will
cascade the rest.

<XCUTE>ERROR+30"MAGBSTRT |Symptom:
on GE PACS.
e Error message displayed.
Possible Causes:
e Corrupt images
Diagnostic Process and Corrective Action:

e DCM files were being received as incomplete
images. As a result, software attempted to read past
the end of file, causing the errors described.

¢ An undefined modality was sending images to this
gateway.

e Threshold seems to have been set at 10% disk free
space available as point at which system will accept
new images.
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Error Message

Cause(s)/Solutions

Check for images requiring correction.

Dark images from modality.

Symptom:
e Displayed images are too dark
Possible Causes:
e Configuration problem
Diagnostic Process and Corrective Action:

e On the DICOM gateway in the modality dictionary
the Image Processing parameter should be set to the
proper number of bits actually used by the modality
and not the reported bits. The higher the number of
bits, the darker the image.

<UNDEF>DEQUEUE+6"MAGBMA
IN

Symptom:

e Error message

Possible Causes:
e Database synchronization failure.
Diagnostic Process and Corrective Action:

e Requeue the images to be transmitted.
Examination of the error message indicated that a
pointer node had been killed, resulting in the
undefined subscript error for QPTR. This may have
been caused by an interruption of the transmission
processing between the time of image transmission
and the time of pointer update.
Increment the pointer and restart the process

Waiting for "MAGDHL7(127153,0)
node to be written.

Symptom:
e Error message displayed in telnet session.
Possible Causes:

e Incorrect Configuration
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Error Message

Cause(s)/Solutions

Diagnostic Process and Corrective Action:

e This is usually due to the hospital side being out of
synch with the text gateway’s database. This
usually happens when the HL7 pointer is reset to
some value in the past in an effort to backfill the
local (text gateway) database.

>D "MAGDMENU and select #1 for Text
Gateway.

Select option #8 (Modify HL7 Pointer) on the next
menu to increment the pointer (in this case, set it to
127154). This should get you past the gap. If this
does NOT solve your problem (after several
increments), contact National Help Desk for
support.

e Current version of software automatically
compensates for this condition.

PACS isn’t sending an Image
Complete message.

Symptom:

e No Imaging traffic from Commercial PACS.
Possible Causes:

e Broken TCP link.
Diagnostic Process and Corrective Action:

e On the VISTA DICOM gateway, the VISTA Request
Image telnet session might report a TCP/IP error
(time out) and quit the telnet session. The
application reports error:
<DSCON>SEND+9"MAGDTCP2, followed by:
<CMMND>*XECUTE*ERROR+30"MAGBSTRT

By examining log files, ascertain that the exam
complete message is being received from
Commercial PACS. The correct C-Move request
should be issued by VistA, but response may not be
returned from the Commercial PACS. Restarting

the Commercial PACS gateway usually restores
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Error Message

Cause(s)/Solutions

normal functionality.

Bad File Pointer:
C:\DICOM\DATA1\W_WRITE.PTR

Symptom:
e Error message displayed.
Possible Causes:
¢ Incorrect File Pointer.
Diagnostic Process and Corrective Action:

e Fora TEXT gateway:
>D %G
Global: "MAGDICOM(2006.563,1,“AHL7 PTR”)
This contains the current value of the HL7 pointer
where the hospital processing believes it should be.
You can use MAGDMENU option #1 (Text
Gateway), #8 (Modify the HL7 Pointer) to
increment this pointer value by 1. Then, restart the
telnet sessions.

If this fails, then go to the DOS directory shown in
the error and

1) check the length of the pointer (should be 7 char)
2) ensure there are no bogus characters embedded
3) set the PTR file value to +1 of the status window
If that doesn’t work, you can copy the
W_READ.PTR file to the W_WRITE.PTR file.

4) Restart the gateway’s telnet windows, if not
already running.

If more than one “PTR” file is corrupt, then use
Windows Explorer and navigate to the last “W”
folder and use Notepad to read the last “W” text
file. (We chose “W” because it was the “W” pointer
that produced the error) If you encounter read
errors, continue checking “W” files further back in
time until you can read one. Checking file creation
dates, you might have to go back an hour or two to
find a valid file. Near the bottom of the displayed
contents is the value for the hospital HL7 pointer
that was used to process this file. This is considered
a “last known good” value.
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Error Message

Cause(s)/Solutions

Return to MAGDMENU and set the HL7 pointer to
this old value. Its value might be 1,000 less than the
original and that’s OK. Then invoke
C:\DICOM\DATAI\DICOM _init.bat to re-
initialize all the queue pointers. Repeat this for
\DATAZ2, just to be safe.

Finally, restart the telnet session windows and
allow a full 2 minutes for any PACS window to
establish its DDP connections to the system. Check
the Status window to ensure that que pointer pairs
are converging and that queue backlog is
diminishing.

Volume zero is full or expansion
limits for MGR,RAD have been

Symptom:

exceeded. e Error message displayed.
Possible Causes:

e Disk full

e Database full

e Configuration error

Diagnostic Process and Corrective Action:

e Within a DICOM Gateway there is no growth of
data in any MGR environment. So, if an error like
this occurs, there must be software executing in an
erroneous environment. ..

e The hard disk has plenty of free space.

This error refers to workspace assigned to MGR,
based on the error message. Have customer service
examine the contents of the MGR workspace.

e The usual first course of action is to erase the error
log (Do "$%ER)

e Second, delete the "TMP global (K *TMP).

e Finally, restart the MSM console so DDP sessions
can be re-established. Once this is completed, the
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Error Message

Cause(s)/Solutions

text gateway should start normally. Then, the Status
and PACS telnet sessions (windows) can be started.

Modality Worklist Find Failure.

Symptom:

e Error message displayed.
Possible Causes:

e Incorrect Configuration
Diagnostic Process and Corrective Action:

e Check that AE title (of the modality itself!) matches
the gateway’s worklist.dic entry. Recompile
the dictionaries after checking the
instrument.dic and modality.dic files.

Error while querying HIS for study
and patient information.

Symptom:

e Error message displayed.
Possible Causes:

e Incorrect Configuration
Diagnostic Process and Corrective Action:

e This can be due to AE Title mismatches in the
various dictionary files.

Second Text PACS Interface Does not
send messages.

Symptom:

e No messages to second PACS interface
Possible Causes:

e Configuration problem

e Pointer corruption
Diagnostic Process and Corrective Action:

e The Second PACS I/F channel makes an
association but no messages are transferred. To fix

the problem run INIT DICOM in both datal and
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Error Message

Cause(s)/Solutions

data2 directories and move the HL7 pointer back by
a reasonable number of entries.

<SBSCR>ENTRY+42"MAGBWLPI

Symptom:

Error message

Possible Causes:

Missing information

Diagnostic Process and Corrective Action:

Patient ssn is missing.
Check "MAGDHL7(2006.5 and “"DPT(

Socket available but no association
with U-V, W-X queues.

Symptom:

No traffic to PACS

Possible Causes:

Database synchronization

Diagnostic Process and Corrective Action:

The values for the U-V and W-X queue pointers are
too far out of synch across DATA1 and DATA2.
Rather than resetting the queues
(INIT_DICOM.BAT), the values need to be edited
to be within a few hundred count of each other:

U READ.PTR in Datal is set approximately equal
to

U _READ.PTR in Data2, is so forth with V, W, and
X

Rebooting the connected brings the systems on-line
with the text gateway. If this doesn’t work:

> Stop all processing windows.

>Run init dicom.bat in both DATAI and
DATA2

> Reset the HL7 pointer back about 1000.

> Restart the Text processing window.

> Restart the PACS interface windows.
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Error Message

Cause(s)/Solutions

<LINER>SENDMSG+9"MAGDTCP
2

Symptom:

e Error message
Possible Causes:

e Unknown data elements in incoming message.
Diagnostic Process and Corrective Action:

o I[fthe Text gateway receives messages from a
PACS interface with private data with unknown
private data elements, it may cause the VISTA
gateway to halt. Bypassing these messages allows
processing to go forward normally. Check the
element.dic file to verify that the offending
elements are defined. Contact the National Help
Desk to get the element . dic file updated.

<DSCON>MSGBEGIN"DDPSRV

Symptom:

e The text gateway fails after starting the telnet
session and selecting option #1 on the main menu.

Possible Causes:
e HIS is not accessible.
Diagnostic Process and Corrective Action:

e Check the following:
> Network is OK
>VistaHIS is up. Has it been rebooted?
>DDP configuration in “SYSGEN
Sometimes switching “manual” to “automatic” and
back will fix this problem. The cause is usually that
the VistaHIS hardware address is incorrect. This
can be edited as shown below:
>D "DDPCON

Select Configuration <DICOM>: DICOM
Current Circuits Defined:

Circuit Link Volume Groups Remote System
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Error Message

Cause(s)/Solutions

ONT 1 ONT,VAA,VBB 00-00-F8-04-95-1B
etc.

Select Circuit: ONT

Text gateway queues have been

backing up.

Symptom:

System is running out of resources.

Possible Causes:

Database full

Diagnostic Process and Corrective Action:

Message being sent to the PACS was an older
queued message from before the PACS failure. The
PACS was attempting to respond to a MWL
message.

This situation results from an MSM database that
had filled the “"TMP with registrations of a zero
group length in an incoming message from the
PACS. The original message file had been deleted
and could not be found. Ultimately, the problem
was traced to a manual purge of the messages by
the site. The purge occurred before the message had
been processed.

HL-7 pointer has to be set back to resend messages
from an earlier date forward, after reinitializing the
pointers in the datal subdirectory.

<UNDEF>GROUP+18"MAGDIR2A

Symptom:

Error message

Possible Causes:

Missing Patient Report

Diagnostic Process and Corrective Action:

The image being captured has an old case number
that had been archived and the associated report
pointer field was null. The routine MAGDIR2A
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Error Message

Cause(s)/Solutions

will execute CREATE"RARIC when it encounters
a non-existing report pointer. However, this API
will not create a report entry on PURGED exams.
The code in MAGDIR2A assumes that a RARPT
variable is defined after the API is called but will
error-out with an undefined.

A quick fix is to increment the pointer from the
menu and restart the ‘Process Dicom’ telnet
session. Repeat this step a few times to get things
going. Otherwise...

A work-around for this is to register a new exam
request for the archived exam. However, the
technician, scanning the image, would not know
that a problem existed prior to the scanning.

Dropping this entry in the DICOM FAILED file is
not an option because the process will return to call
the Radiology API (CREATE"RARIC).

A.3.1 Server and Security Error Messages

Error Message

Cause(s)/Solutions

Lost connection to the cluster.

Symptom:
e No connection to the cluster.
e Shares are not accessible.
Possible Causes:
e  WINS server is inaccessible.
Diagnostic Process and Corrective Action:

e Check the WINS server. Did it crash recently? If so,
you may have to clear the Cluster Name from the
cache. It may also be the case that you have to reset the
HSZ and reboot both cluster nodes to clear the SCSI
controller.
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Error Message Cause(s)/Solutions

Bad IP address. Symptom:

e Network Access Problems
Possible Causes:

e  WINS failure

Diagnostic Process and Corrective Action:

e Ifyoucan’t ping VHAxxxIMMn, then it’s probably a
WINS server problem that MIGHT be corrected by a
reboot of the VHAxxxIMMn system. Try Pinging the
system’s IP address to confirm that it’s connected to the
network.

Duplicate Name Symptom:

e Displayed message
Possible Causes:

e Duplicate system name
Corrective Action:

e Problem is on the WINS server. Have network
administrator check the WINS database for NETBIOS
names with the same address. Remove the name(s)
from the WINS database and reboot the PCs that had
duplicate addresses in WINS.
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A.4 Setup Error Messages

The following errors are possible during the MAGSETUP.EXE file execution. When the
MAGSETUP file is transported via FTP, it should be in binary format (or possible file corruption
may occur).

Error Cause Solution
Message
Attempt was made to Possible sharing or network-protection error.
dynamically link to a
task.
Insufficient memory to The local workstation needs more memory.

start the application.
1. Review the installation manual regarding the

memory requirements.

2. Review the applications installed on the

workstation.
Incorrect Windows Review the installation manual regarding the
version. application’s Windows compatibility.
Invalid executable file. Possible error in .EXE file or not a Windows
application.

Type of executable file Possible corrupted MAGSETUP.EXE file.
was unknown.

Attempt was made to Possible corrupted MAGSETUP.EXE file.
load a second instance of
an executable file
containing multiple data
segments that were not
marked for read-only.

Dynamic Link Library One of the DLLs required to run this application was
(DLL) file was invalid. corrupt.
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A.5 VistARad Installation Error Messages

The following errors are possible during the VistARad SETUP installation.

Error Message

Cause(s)/Solutions

You have Service Pack.xxxx
installed. Install NT Service Pack
6a

Run the indicated Service Pack installation.

Internet Explorer 5.0 or 5.5
required.

Internet Explorer 5.0 or 5.5. Note: if the machine
currently has IE 4.0, it is strongly recommended that it
be uninstalled prior to installing IE 5.

A.6 VistARad Error Messages

The following error messages are possible when running the VistARad application.

Error Message

Cause(s)/Solutions

Request Contains Invalid Case
Pointer (nnn”nnn”nnn”nnn).

A user request to open an exam cannot be processed
because the data does not have valid information that
correctly identifies a Radiology study.

Likely a Radiology database problem.

This exam has no images associated
with it.

Attempt to open an exam for which no Radiology Report
link to images exists.

Could be normal; or, a database problem (e.g., induced
by deleting a Report without first correcting images).

Unable to retrieve images for Case
#nnn

Probably a database problem; the system expected to
find images, but did not find any.

Exam is for Station (nnn); you are
logged on to #mmm". Exam is
NOT Locked.

Attempt to open/lock an exam registered at a
consolidated site that is a different site than the user’s
logon site (Division).

Note: [n] images for Case nnn are
REDUCED RESOLUTION images,
using parameters set by your site
Imaging Manager; to view full-
resolution images, disable the
Reduced Resolution option setting.

User had set a preference for viewing Reduced
Resolution images; VistARad will display these instead
of the “BIG” images, and not allow Status Updating.
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Error Message

Cause(s)/Solutions

Exam NOT Locked.

For Case #nnn, current Status is
[status]; Status Update will NOT be
allowed

Between the time the exam list indicated an exam was
lockable and the time the exam was opened, the Exam
Status had changed, making the exam not lockable.

Case #nnn was previously locked by
[Radiologist]. The lock is now
assigned to you.

The first radiologist that previously had the lock likely
had the M session abnormally terminated.

Case #nnn is Locked by
[Name/Unknown]; Status Update
will NOT be allowed.

Between the time that the exam was opened and locked,
and the time the exam was closed for update, the Exam
lock information had changed, making the exam not
updateable.

Should never occur. Hard to say what the possible
causes would be (lock table problem?; Broker problem?)

Case #nnn is already locked by you,
perhaps at another workstation.

The same radiologist has apparently locked the same
exam from 2 different broker connections. This could
occur from 2 different logons from different
workstations; or, it could result from a failed connection
that left a M process hanging without a connected client.

Invalid Request (ListType=nm)

Attempt to compile an exam list having a corrupted
definition in the MAG RAD LISTS DEFINITION file.

The exam list definition should be fixed or disabled.

... VistaRSV module must be
updated to newer version (T17 or
later); contact Imaging support.

The workstation is running old version test software;
specifically, vistaRSV.exe is an old version that is not
compatible with the installed KIDS software.

Unable to open device TMAGING
WORKSTATION'

Attempt to display a VistARad report fails because the
host system cannot open the device for host file output.

Fix the device file entry.

The Exam file for this exam has
patient [Patl]; the corresponding
Report file has patient [Pat2]. This
is a serious problem--immediately
report it to Radiology management
and Imaging support!

Failed a “Patient Safety” check.
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Error Message

Cause(s)/Solutions

This exam is registered for [Patl1];
however, it is linked to images for
patient [Pat2]. This is a serious
problem--immediately report it to
Radiology management and
Imaging support staff!

Failed a “Patient Safety” check.

This exam is linked to Report entry
#nnn, but some of its images may be
linked to Report entry #mmm. This
is a potentially serious problem--
immediately report it to Radiology
management and Imaging support
staff!

Failed a “Patient Safety” check.

This exam has problems in the
Radiology Report file, with two
different report entries referenced
Refl and Ref2. This is a potentially
serious problem--immediately
report it to Radiology management
and Imaging support staft!

Failed a “Patient Safety” check.

This exam has problems in the
Radiology files, with two different
Case Numbers referenced Refl and
Ref2. This is a potentially serious
problem—immediately report it to
Radiology management and
Imaging support staff!

Failed a “Patient Safety” check.

Current Case Not Accessible for
Updating

A user request to close an exam cannot be processed
because the data does not have valid information that
correctly identifies a Radiology study.

Likely a Radiology database problem.

No Update Allowed for Case#nnn--
current status is [Status]

Between the time that the exam was opened and locked,
and the time the exam was closed for update, the Exam
Status information had changed, making the exam not
updateable.

Likely occurred because someone had performed data
entry operation in radiology package while the exam was
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Error Message

Cause(s)/Solutions

being read.

Unable to update Interpreting
Radiologist:[Explanation provided ]

The Status Update cannot proceed because the user fails
radiology package user security checks.

Exam Status for Case #nnn
CANNOT be updated; current status
remains: [Status]

The Status Update cannot proceed because there is
insufficient information in the radiology record to allow
the status to advance.

If this occurs frequently, then the site has not properly
performed VistARad system setup regarding Radiology
Exam Status codes definition—refer to VistARad
Installation Guide.

Updates not allowed at this site--no
action taken

Between the time that the exam was opened and locked,
and the time the exam was closed for update, the
VistARad “Enable Status Update” setting had been
disabled, making the exam not updateable.

Current Case not accessible to
close--no action taken

A user request to close an exam cannot be processed
because the data does not have valid information for the
Radiology study.

Likely a Radiology database problem.

Case #nnn locked by [name], not
locked by [user]--No Status update
performed

Between the time that the exam was opened and locked,
and the time the exam was closed for update, the lock
information either was killed, or over-written with
another user’s information.

Should never occur; unsure what could cause this.

Network Access Error--The
network is unavailable or a network
error has occurred. Contact a
network administrator.

Connect location is [path name].
Attempted retrieval of [file name].
Error #nnn.

Invalid path; or, authentication failure?; or, ???

Access Denied --Access to the
network is denied for [UserName].
Contact a network administrator if
you believe there is a problem.
Error #nnn
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Error Message

Cause(s)/Solutions

You got Error #nnn, [error text] in
the DDE Handler

Error in the DDE messaging between Viewer and
Manager

Missing Template --You are
missing at least one template file,
[file name], which is necessary for
processing data overlays. See your
network administrator or reinstall
VistaRad to fix the problem. The
program will still run properly
without the templates, but some
overlays may not appear.

On program launch, VistARad displays this message if
the file Tmp 00.ovl is missing from the program
directory. If it is missing, other .ovl files are likely
missing as well. These files are installed with the setup.

File Not Found--The requested file,
[FileName] cannot be found. Check
the path and filename before
attempting to reload.

The image file was not found at the path received by the
viewer.

Invalid DICOM image format or
version.

File has a DICOM extension with a non-DICOM header.

Invalid Or Unknown File Type --
The image file type for [FileName]
cannot be determined. VistARad
cannot read this image.

The image file headers did not match VistARad-
compatible formats.
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Annotation

Architecture

Archive
Audit trail

Background processing

BLOB
Brightness

Composite video

Contrast
DDP
DHCP
DHCP

DICOM

Digital camera

File
File protection

File server

March 2002

The ability to attach notes to images.

The design of the components of a computer, network, or
software system.

The long-term storage of data or images.
Record of activity on a particular file or computer.

Simultaneous running of a "job" on a computer while working
on another job. Examples would be printing one document
while working on another, or the software may do automatic
saves while you are working on something else.

Binary Large Object. A non-textual unit of data.
The balance of light and dark shades in an image.

TV signal that sends color, vertical and horizontal signals
together.

Range between the lightest and darkest tones in an image.
Distributed Data Path

Decentralized Health Care Program (obsolete meaning)
Dynamic Host Configuration Protocol (current meaning)

Digital Imaging and Communications in Medicine. A medical
imaging standard, DICOM is standard for Radiology
equipment and is being adopted by the other members of the
medical imaging community.

A camera that transforms a picture into a system of numbers.
The picture can then be manipulated pixel (dot) by pixel, and
stored and transmitted as a file.

All the data that describes a document or image.
Techniques for preventing files from being erased.

A machine where shared software and data files are stored.
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Frame grabber

Gray scale

High resolution

Hot spot

Image

Image abstract

Image group

Image processing

Image resolution

Imaging system

Jitter

Jukebox

Level

Login (Logon)
Mouse

Multimedia

Off-line

On-line

176

A device that translates a frame from a video image into a still
digitized image.

The range of shades of black in an image. The more shades
recognized by the device, the clearer and sharper the image
will be.

An image or a display that has more pixels per inch than a
conventional display/

The single pixel that is activated by selection using a mouse,
light pen, or other means.

The computerized representation of a picture, or graphic.

A "thumbnail" version of an image, which requires less
computer processing resources to display than the actual
image.

A group of images associated with a medical examination.
The translation of an image into a digital computer language
so that it may be manipulated in size, color, clarity, or to
enhance portions of it.

The fineness or coarseness of an image.

Collection of units that work together to capture and recreate
images.

The flickering of a displayed image.

A device that holds multiple optical discs and can swap them
in and out of the drive as needed.

The pixel value (brightness) of a greyscale image that is
displayed at 50% brightness.

Procedure for gaining access to the system or program.
Hand driven input and pointing device.

Combining more than one media for the dissemination of
information (i.e., text, graphics, full video motion, audio).

Something that is not available for access on the system.

Something that is available for access on the system.
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Optical disc

Pan

Pixel

Resolution

Retrieval

RGB

Scaling

Scanner

Server
Storage media

TWAIN

User preferences

Video camera

Video digitizer

VisTA
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A direct access storage device that is written to and read by
laser light. Optical discs can store more data per unit of
surface area than magnetic media. Many optical discs are
Write Once Read Many (WORM).

To view different parts of the image that extend beyond the
borders of the screen by moving the image.

The individual dots that define a picture.

Measure of output quality (dpi—dots per inch) or halftone
quality (Ipi—lines per inch).

The ability to search for, select, and display a document or
image from storage.

Red, Green, Blue. The colors used in varying combinations
and intensities on monitors, TV screens, and other color
displays.

Uniformly changing the size of an image.

A device that converts a hardcopy image into machine-
readable code.

A computer that is dedicated to one task.
The physical device onto which data is recorded.

An interface standard for scanners, cameras and other input
devices. A TWAIN driver is generally supplied by the
equipment vendor.

The preferences that each user sets in the User Preferences
window that control the circumstances and ways in which the
Imaging package displays images.

Camera that records full-motion video.

A device that changes a video picture into a digital computer
language.

Veterans Health Information System Technology
Architecture. VISTA replaces DHCP.
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VISTA Magnetic Cache (VMC)

Window

Workstation
Write Once Read Many
(WORM)

WYSIWYG

Zoom

The files servers’ setup as shares in the network location file
for newly captured and recently access clinical images.

A rectangular area on a screen (sometimes within another
window) that contains controls, such as drop-down boxes,
icons, scroll-bars and/or buttons.

A high-powered machine for a single user, typically used for
computer-aided design or complex analysis.

Once written to the disc, data is only available for reading and
cannot be altered.

"What you see is what you get." The feature of seeing images
and text exactly as they will look when printed or transmitted.

To enlarge an image or a portion of an image.
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