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Introduction

Purpose

The purpose of this guide is to provide instructions for software installation and system configuration
for the software components that are used to create the VIC Replacement Card Issuing Workstation.

Background

The VIC Replacement Card Issuing Workstation allows the VHA VIC Issuer to gather information from
VistA, to capture a patient picture, to save the picture file to the local VistA Imaging server, and to
electronically submit a Card Request. These card requests are collected on the VHA national system
called the National Card Management Directory (NCMD). Each day, these Requests are relayed from
the NCMD to a vendor who prints and mails the cards to the veterans. The NCMD also provides an on
line web browser interface The status of any individual Card Request is available on line from the
NCMD, as well as a number of management reports.

This document addresses the software installation and software configuration of the components that
are necessary to make the VIC Replacement Workstation operate properly.

There are 3 major Sections of this document and three Appendixes.

1. Section I describes how to configure your workstation if it arrives from the national contract
vendor with all the software preloaded. There are a number of workstation configuration
adjustments that are needed to link the workstation to your local VistA system. There are also
configurations that are needed to the VistA server. The VIC Issuers will need the Network
Usernames to be added to NCMD Access Control Groups that are managed at your local facility.

2. Section II describes the steps involved in using the VIC Issuer Software

3. Section III describes how to load and configure all the software components if you are starting
with a Microsoft XP workstation without any application software pre-loaded.

4. Appendix A describes how to install the VistA Server components, identified as PIMS, that are
needed to communicate the VistA data to the VIC Issuer Workstation

5. Appendix B describes how to install the VistA Imaging Server components that are needed to
allow the VIC Issuer workstation to automatically store the patient picture to the local VistA
Imaging system.

6. In Appendix C, you can find a data flow diagram of the entire process

Note: The information contained in this guide has been validated only for the Windows XP workstation.




I. Configuration of Imaged VIC Replacement Workstation
This section explains how to configure a VIC Workstation that has the software pre-installed at the factory.

1) Establish network connectivity - The facility network administrator must join the VIC Workstation to
the facility domain.

2) Configure network and Workstation security for the VIC Workstation
a. Load and configure McAfee Antivirus with the latest DAT files

b. Update the Windows XP operating system with the latest OS Antivirus patches

3) Provide VistA access for all VIC Workstation operators

a) Provide a list of VIC Workstation operators to the facility VistA Administrator to ensure
that all VIC Workstation operators have VistA accounts that are configured for multiple
sign-on and auto-sign on.

b) To ensure that VIC Workstation operators are able to store pictures in VistA imaging,
MAG WINDOWS must be implemented as a secondary menu option. No security keys
are required to view the photos in VistA Imaging..

4) Establish NCMD access for all VIC Workstation operators

The facility network administrator must add the domain accounts of all VIC Workstation operators to the
VHAV# #VICWrite global group.

Other VHA staff may only need Read access to the NCMD data. Staff who need to view the veteran
data and will use the Web Browser interface should be added to the VHAV# #VICRead global group.
Examples would include the Police who may need to access the veteran pictures when trying to
locate a missing patient, or management who need access to the management reports.

To locate the VHAV# #VICWrite or VHAV# #VICRead global groups in your domain, the following
steps may be taken:

a. Launch Active Directory Users and Computers

b. Right click on their domain and select Find (if the person is not in the VISN being searched
you will have to first select "Connect to domain”).

c. Type in the name of the group (e.g. vhav20VICwrite)

d. Hit return.
5) Configure the CCOW-enabled version of CPRS

The client version of CPRS must be compatible with the local facility version on the server. The Emerging
Technologies (ET) web site will continue to post updated versions of CPRS at the link shown below at b. The
following link will also provide the most recent versions from the following VHA site. Please note however,
that this site is not controlled by VHA and so we can offer no ongoing assurances as to the site contents.

ftp://ftp.va.gov/vista/Software/Packages/Order%20Entry-Results%20Reporting%20-%200R/Programs/

a. Confirm CPRS version with your facility administrator and obtain the VistA server name and port.

b. Updated versions of CPRS are available from: http://vaww.va.gov/techsvc/projects/VIC/CPRS.zip

c. Edit the shortcut on the desktop for the CPRS executable; Put the VistA Server name and Port
number in the shortcut Target field as arguments that follow the path to the executable



**Note, CPRS will be launched during the workstation startup, however it will not point to the correct
server until the following parameters are changed. Please cancel the initial CPRS session until the
following changes have been made.**

i The server name parameter is specified with an “s”

A\

ii. The port parameter is specified with a “p

Example: “c:\Program Files\Vista\CPRS\CPRSChart.exe” s= your-VistA-server p=your-Port-Number

6) Configure the VIC Patient Image Capture software (PICS)

a. Right-click the shortcut on the desktop for the PICSWorkstation.exe executable and select
Properties

b. Put the VistA Server Name and Port Number in the shortcut Target field as arguments that follow
the path to the executable. The server name parameter is specified with an “s” and the port

N

parameter is specified with a “p”.

Example: “C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation.exe” s= your-VistA-server
p=9200

7. Configuration of CPRS for launching PICS from the CPRS Toolbar
Sign on to the VistA in programmers mode:
D ~AXPAREDIT

--- Edit Parameter Values ---

Select PARAMETER DEFINITION NAME: CPRS GUI TOOLS MENU ORWT TOOLS MENU CPRS GUI
Tools Menu

ORWT TOOLS MENU may be set for the following:

1 User USR [choose from NEW PERSON]

2 Location LOC [choose from HOSPITAL LOCATION]
2.5 Service SRV [choose from SERVICE/SECTION]

3 Division DIV [choose from INSTITUTION]

4 System SYS [IMGDEMO1.MED.VA.GOV]

Enter selection: 4 System IMGDEMO01.MED.VA.GOV
---------- Setting ORWT TOOLS MENU for System: IMGDEMO0O1.MED.VA.GOV ----------

Select Sequence: ?

Sequence Value

1 Display Patient EKGs="c:\program files\vista\imaging\EKGDisplay.exe"



3
4
10
15
16

VistA Imaging Display="c:\program files\vista\imaging\imgvwp10.exe" %

VistA Imaging Capture="c:\program files\vista\imaging\tele19n.exe" %D
BCMA="c:\program files\vista\bcma\bcma.exe" %DFN %MREF %SRV %PORT
BCMAPAR="c:\program files\vista\bcma\bcmapar.exe" %DFN %MREF %SRV %PO
VIC Issuer="C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation

Select Sequence: 16

Sequence: 16// 16

Name=Command: VIC Issuer="C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation.exe"
s=%SRV p=%PORT

Select Sequence:

8.Change the entry to the registry for the VistA server name and port number.

The following instructions are for changing the targeted VistA Server name and port, to the required
values as confirmed with your facility administrator in step 5.

a) Using Start/Run from the bottom toolbar, type regedt32 to make an entry in the registry
b) In the Registry Editor, expand the HKEY _LOCAL_MACHINE folder

c) Expand the SOFTWARE folder

d) From within the SOFTWARE folder, expand Vista

e) From within Vista, expand Broker

f)  From within Broker, click Servers

g) In the right pane, change the value for Servers to the required values for servername

and port as confirmed with your facility administrator in step 5. (Note in the example below,
that there is no space between the comma and the Port Value.)

Example: isw-VistA-server,9200. Note that no value is set for the key




& Registry Editor E 'E|EI
File Edit ‘ew Favarites Help

-0 Covfesy A || Mame e Data
-0 Classes (ab){Default) REG_32Z {value not set)
:; g E:;:;is [aB)isw-imgmilen, 3400 REG_SZ
#- Installedoptions
- Installshield
- INTEL
-7 Maximus
[:l MicronPZ
-7 Micrasoft
-7 Metwork Associates
-1 ODEC
-] Policies

; I:I Signon
-7 Windows 3.1 Migration Skatus
|- SYSTEM
] HKEY_USERS i
| HKEY _CURRENT _COMFIG ¥
< T

My Computer\HEEY _LOCAL MACHIMEYSOFTWARE viskalbroker\Servers

9.Configure the Sentillion Vergence Locator
This will enable CCOW communication between CPRS and PICS.
a) Obtain the DNS name for the Sentillion CCOW context vault from the facility network
administrator. (This is a network server that will handle the context session established on
the VIC Workstation.)

b) Right click the Start button and select Explore, Drill down through C:\Program
Files\Sentillion\Desktop Components\Data.

c) From the Data folder, double-click the ContextVault file.

d) Edit the entry shown for the Virtual IP address of the context vault. Enter the DNS given by
the facility network administrator.

Example: ccv. yourserver.med. va.gov

f) Restart the Workstation.

10.Configure PIC Workstation Camera
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Please note that for standard installation, only one Twain device can be supported on the PIC
Workstation. Attempts to configure the Camera with other graphic devices, such as scanners, will
cause communication errors.

a. Turn the Camera power On, the green On indicator light will flash
b. Set the dial on top of the Camera to Auto, if continual use is intended.

c. Put the Camera in Review Mode. (Note: The review mode Camera indicator resembles a
VCR play control button.)

d. Connect the USB port cable between the Camera and the Workstation

e. The Green On Indicator Light will flash and then remain on

Note: Although the Microsoft Scanner and Camera Wizard may be launched at this time, it is not
necessary to employ this wizard to configure the camera for PICS operation.

11.Congratulations. All the software has been configured. It is good practice to reboot your
system after any software installation, so please reboot your system now. In order to test your
configuration, please go to section II to run the PICS software and submit a test patient card

request.
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II. Running the PICS software

To ensure all installation and configuration procedures have been completed successfully, the following
section provides instructions for submission of a test patient card request.

1. Launch CPRS from the desktop shortcut. Supply your VistA Access Code and Verify Code when
prompted.

2. Select a veteran from the listing. For an initial test, select a veteran who is also a local VA employee.
3. Launch PICS from the desktop shortcut.

a) Capture, crop and save a picture

b) Submit the VIC request

c) Observe the window that indicates a successful submission
(Note: The PICS user guide contains detail of the software functionality.)

d) You may check on the status of any request on-line at any time by opening your Internet Explorer
Web Browser and going to URL https://vaww.etech.med.va.gov/VIC/index.asp. Your Network
Authentication Identity is used to transparently access the NCMD for this information once your
Workstation browser is configured as described in Section I or III.

Note: A DOS bat file or other means of launching both applications is being established. PICS
will also be enabled for launch from the CPRS tools menu.

Note that when a Veteran’s card has been lost or destroyed, a new one may be issued - by
following the steps outlined above, to re-submit the Card Request.

1. Launch CPRS from the desktop shortcut. Supply your VistA Access Code and Verify Code when
prompted.

2. Select the desired Veteran from the listing.
3. Launch PICS from the desktop shortcut.

4. (Re)Submit the VIC request.

12



II1. Installation of VIC Workstation if no software is pre-installed

What follows are the instructions for the installation of the VIC Replacement software on a Workstation that only
has the XP operating system installed. If your Workstation has been received with the VIC Replacement software
“image” installation, then you do not need to perform the steps listed below for the software installation. If the
software has been installed, you need to follow the instructions in Section 1 in order to Configure the software to
communicate with the VistA systems at your facility.

1. Establish network connectivity - The facility network administrator must join the VIC
Workstation to the facility domain.

2. Configure network and Workstation security for the VIC Workstation

a) Load and configure McAfee Antivirus with the latest DAT files

b) Update the Windows XP operating system with the latest OS Antivirus patches
3. Load the VistA Broker to allow CPRS to communicate with your VistA server

a) Open the zip file for the VistA RPCBroker version 1.1 software from the following link:
http://vaww.va.gov/techsvc/projects/VIC/RPCBroker.zip

b) Launch xwb1_1ws.exe and accept all the defaults.
4. Configure VistA auto sign-on and multiple sign-on for all VIC Workstation operators

c) Provide a list of VIC Workstation operators to the facility VistA Administrator to ensure
that all VIC Workstation operators have VistA accounts that are configured for multiple
sign-on and auto-sign on.

d) To ensure that VIC Workstation operators are able to store pictures in VistA imaging,
MAG WINDOWS must be implemented as a secondary menu option. No security keys
are required to view the photos in VistA Imaging.

5. Establish NCMD access for all VIC Workstation operators

a) The facility Network Administrator must add the domain accounts of all VIC Workstation
operators to the VHAVO#VICWrite global group.

b) Other VHA staff may only need Read access to the NCMD data. Staff who need to view
the veteran data and will use the Web Browser interface should be added to the
VHAVO0+#VICRead global group. Examples would include the Police who may need to
access the veteran pictures when trying to locate a missing patient, or management who
need access to the management reports.

To locate the VHAV# #VICWrite or VHAV# #VICRead global groups in your domain, the following
steps may be taken:

c. Launch Active Directory Users and Computers

d. Right click on their domain and select Find (if the person is not in the VISN being
searched you will have to first select "Connect to domain”).

e. Type in the name of the group (e.g. vhav20VICwrite)

Hit return.

6. Install the CPRS program that is CCOW-enabled (version 22 or higher)

13



The client version of CPRS must be compatible with the local facility version on the server. The Emerging
Technologies (ET) web site will continue to post updated versions of CPRS at the link shown below in b.

a)

b)

c)

Confirm CPRS version with your facility administrator and obtain the VistA server name
and port.

Create a the following folder: c:\Program Files\Vista\CPRS\
Save the CPRS package from the following link, to the newly created directory on the

Workstation
http://vaww.va.qgov/techsvc/projects/VIC/CPRSChart.zip

Note: You can also obtain the current CPRS version from the VistA Software FTP site found at URL
ftp://ftp.va.gov/vista/Software/Packages/Order%20Entry-Results % 20Reporting%20-%200R/Programs/

<ftp://ftp.va.gov/vista/Software/Packages/Order Entry-Results Reporting - OR/Programs/>. If you use this method to

obtain CPRS, you will need to create the shortcut yourself by right clincking the CPRS program and selecting “Create

Shrotcut”.

d)

e)

f)

From within the zip utility, extract the CPRS files to the C:\Program Files\Vista\CPRS\
directory

In this directory, right-click the shortcut for CPRSChart.exe and select Properties

In the Target field of the shortcut, put the VistA Server Name and Port Number as
arguments that follow the path to the executable, as shown in the example that follows.
The Server Name parameter is specified with an “s” and the Port Number parameter is

A\

specified with a “p”.

Example:

“C:\Program Files\Vista\CPRS\CPRSChart.exe” s=your-VistA-server p=9200

9)
h)

i)

Click Apply and then Ok to complete the configuration.
Drag the CPRS Shortcut to the desktop
Double click the CPRS Shortcut on the desktop to be sure that it opens the CPRS sign-on

screen. Click Cancel. This also places values in the Windows Registry that we will use
later.

6 a. Configuration of CPRS for launching PICS from the CPRS Toolbar

Sign on to the VistA in programmers mode:

D ~XPAREDIT

--- Edit Parameter Values ---

Select PARAMETER DEFINITION NAME: CPRS GUI TOOLS MENU ORWT TOOLS MENU CPRS GUI

Tools Menu

ORWT TOOLS MENU may be set for the following:

1 User

USR [choose from NEW PERSON]

2 Location LOC [choose from HOSPITAL LOCATION]
2.5 Service SRV [choose from SERVICE/SECTION]
3 Division DIV [choose from INSTITUTION]
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4 System

SYS [IMGDEMO01.MED.VA.GOV]

Enter selection: 4 System IMGDEMO01.MED.VA.GOV

---------- Setting ORWT TOOLS MENU for System: IMGDEM01.MED.VA.GOV ----------
Select Sequence: ?

Sequence Value

1 Display Patient EKGs="c:\program files\vista\imaging\EKGDisplay.exe"

3 VistA Imaging Display="c:\program files\vista\imaging\imgvwp10.exe" %

4 VistA Imaging Capture="c:\program files\vista\imaging\tele19n.exe" %D

10 BCMA="c:\program files\vista\bcma\bcma.exe" %DFN %MREF %SRV %PORT

15 BCMAPAR="c:\program files\vista\bcma\bcmapar.exe" %DFN %MREF %SRV %PO

16 VIC Issuer="C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation

Select Sequence: 16

Sequence: 16// 16

Name=Command: VIC Issuer="C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation.exe"
s=%SRV p=%PORT

Select Sequence:

7. Install the Sentillion Vergence Locator -

This will enable CCOW communication between CPRS and PICS.

a)

b)

c)
d)

e)

Obtain the DNS name for the Sentillion CCOW context vault from the facility network
administrator. (This is a network server that will handle the context session established
on the VIC Workstation.)

Run the Sentillion installation package from the following link, and accept the installation
defaults for the desktop components. (When prompted, click the Open button.)

I. http://vaww.va.gov/techsvc/projects/VIC/SentillionVergencelocator.zip

II. or obtain the Sentillion Vergence Desktop Components v 3.3. CD.
In the toolbar of the window listing these files, click View/Details
Double click the Setup Application file and accept all defaults.
When prompted for the Virtual IP address of the context vault specify the DNS given by
the facility network administrator. Note: To view the Sentillion ReadMe file for the

installation you will need to install Adobe, however it will not be necessary to view that
file. Example: ccv.yourserver.med.va.gov

Note: If the CCOW server has not been activated, then a full install of the Sentillion Vergence
locator must be performed. When performing step 7d above, installation defaults must be
accepted for all Sentillion Vergence components.
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8. Install the VIC Patient Image Capture software (PICS)

a)

b)
c)
d)

e)

Run the PICS Workstation package from the following link: (When prompted, click the
Open button.)
http://vaww.va.gov/techsvc/projects/VIC/PICSWorkstation.exe

The installation will begin — accept all defaults
A Shortcut will be created on the desktop
Right-click the newly created Shortcut and select Properties

In the Target field of the shortcut, key in the VistA server name and port number as
arguments, that follow the path to the executable. The server name parameter is

A\ W/

specified with an “s” and the port parameter is specified with a “p”.

Example:

“C:\Program Files\MAXIMUS\PICS Workstation\PICSWorkstation.exe” s=your-VistA-server p=9200

f)

Click Apply then Ok, to complete the configuration

9. Add an entry to the registry for the VistA server name and port number.

a)
b)
c)
d)
e)
f)
g)
h)

i)

Using Start/Run from the bottom toolbar, type regedt32 to make an entry in the registry
In the Registry Editor, expand the HKEY_LOCAL_MACHINE folder

Expand the SOFTWARE folder

From within the SOFTWARE folder, expand Vista

From within Vista, right-click Broker

Click New and select Key

Change the value of the new key from New Key #1 to Servers

Right click Servers and select New/String Value

Right click the New String Value and change the value from New Value #1 to the
required values for servername and port as confirmed with your facility administrator in

step 5. (Note in the example below, that there is no space between the comma and the
Port Value.) .

Example:

isw-VistA-server,9200. Note that no value is set for the key

16
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10. Change user permissions for the Registry key for VistA
a) Using Start/Run from the bottom toolbar, type regedt32 to make an entry in the registry
b) In the Registry Editor, expand the HKEY _LOCAL_MACHINE folder
c) Expand the SOFTWARE folder
d) From within the SOFTWARE folder, Right-Click Vista and select Permissions.

e) Select Users from the User Name listing and Click the Full Control check-box in the
Permissions window

f) Click the Apply and Ok buttons to complete the permissions change.

11. Change user permissions for PICS Registry key, to enable save of camera settings

a) Using Start/Run from the bottom toolbar, type regedt32 to make an entry in the
registry

b) In the Registry Editor, expand the HKEY LOCAL_MACHINE folder

c) Expand the SOFTWARE folder, and the Maximus folder, Right-Click VAIssuance and
select Permissions.
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d) Select Users from the User Name listing and Click the Full Control check-box in the
Permissions window

e) Click the Apply and Ok buttons to complete the permissions change.
12.Change file access permissions
To ensure that employees with non-Administrative rights can successfully run the VIC-PIC
software, file access permissions of Modify and Write must be granted to the workstation group
called: Users, for the following folders, highlighted in Italics.
C:\Program Files\Maximus\PICS Workstation
C:\Windows\Pictures
C:\ Windows \Maximus
13.Configure PICS with the LDAP setting for the National Card Management Directory
a) Launch CPRS from the desktop shortcut. Supply the VistA Access Code and Verify Code.
* Note: CPRS must be launched in order for PICS to run.
b) From the CPRS toolbar, click Tools, then VIC Issuer.

c) On the PICS toolbar, click Patient, then Settings.

d) In the LDAP Address field, enter the following:

LDAP://veteransl.oneva.va.gov/DC=veteransl, DC=oneva, DC=va, DC=gov

e) Click the Ok button.

14.Configure Browser for pass through authentication
a) From the Browser toolbar select Tools/Internet Options
b) From the Internet Options dialog box select the Security tab
c) From the Security tab select the icon for Local Intranet and click the Sites button.

d) On the Local Intranet dialog box, ensure only the third check box is checked. (See below)

Local Intranet setting that should be checked: Include all network paths (UNCs)

e) From this same dialog box, Click the Advanced button

f) Add the following URL: https://vaww.etech.med.va.gov/vic and click Add

g) Click Ok on this dialog box and then Ok on the next, to return to the Security dialog box.

h)Click the Custom Level button

I. Scroll to the bottom of the listing
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II. Under User Authentication/Logon click the Radio Button for Automatic Logon
only in Intranet Zone

i)Click the OK button on this dialog box and the main dialog box to complete the changes

15.Add an entry to the registry for propagation of Browser pass through authentication
for All Users

a)

b)
c)
d)
e)
f)

9)
h)
i)

j)

k)

Using Start/Run from the bottom toolbar, type regedit32 to make an entry in the
registry

In the Registry Editor, expand the HKEY LOCAL_MACHINE key
Expand the Software key

Expand the Microsoft Key

Expand the Windows key

Expand the Current Version key

Expand the Internet Settings key

Expand the ZoneMap Key

Right-click the Domains Key and select New Key

Change the name of the New Key to va.gov

Right click the va.gov key and select New Key

Rename the New Key to vaww.etech.med

Right-click the vaww.etech.med key and select New DWORD Value

Rename the New DWORD Value to https
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Illustration of Registry Keys for Propagation of Browser Pass-through Authentication:

& Registry Editor 1= x|
Registry Edit  Wiew Favorites Help
[=1+_ Current¥ersion :I Mame Type | Data

(] Adminbebug (Defaul) REG_SZ (value not set)

- App Management 8% hetps REG_DWCRD 000000000 (0)
-[_1 App Paths

- Applets

{1 BITS

-2 Control Panel
-2 Controls Folder
(L7 CSCSettings
@+{_ Dynamic Direckary
-1 Explarer

{:l Extensions
- ExtShelviews
-] Group Palicy
({1 H323T5P

-0 Installer

B Internet Settings
B 5.0

-1 Accepted Documents
[ Activel Cache
=] cache

-] Last Update

D Passpork

(7 safeSites

{11 sitesidCache
B 50

(-] SOIEAK

-[_7 subscription Folder
[#-{_1 TemplatePolicies
L7 Url Histary
- User Agent
= ZoneMap
E|{:| Diomains
E|{:| wa.gov

; {1 ProtocolDefaults

®-] Zores
M- IPCanfrMsp
[ PConfTSR

. =
B s .

|My ComputeriHKEY _LOCAL_MACHINE\SOFTWARE\Microsoftiwindows\Current¥ersionInternet SettingsiZoneMapiDomainstya.govivawew, etech.me

16.Configure PIC Workstation Camera

Please note that for standard installation, only one Twain device can be supported on the PIC
Workstation. Attempts to configure the Camera with other graphic devices, such as scanners, will
cause communication errors.

a) Turn the Camera power On, the green On indicator light will flash (Note: Set the dial on
top of the Camera to Auto, if continual use is intended.

b) Put the Camera in Review Mode. (Note: The Camera indicator for review mode
resembles a VCR play control button.)

c¢) Connect the USB Port Cable between the Camera and the Workstation

d) The green On indicator light will flash and then remain on.
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Note: Although the Microsoft Scanner and Camera Wizard may be launched at this time, it is not
necessary to employ this wizard to configure the camera for PICS operation.

17. Install the terminal emulator that is used at your facility for your staff to connect to
the roll-and-scroll interface to VistA. This interface can be used by the VIC Issuer to make
adjustments to the patient address or other data as needed. This assumes that the VIC Issuer
has the VistA rights to make these adjustments and hospital policy would allow the VIC Issuer
to make these changes.

18. Congratulations! All the software has been installed. It is good practice to reboot your
system after any software installation, so please reboot your system now. In order to test your
configuration, please go to section II to run the PICS software and submit a test patient card
request.
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|
Appendix A - VistA Server Installation Instructions for VIC
replacement patch DG*5.3*571

SOFTWARE AND DOCUMENTATION RETRIEVAL

e The software for this patch is not being distributed through the National Patch Module. This patch is being
distributed as a host file. The host file will contain a single KIDS build.

Host File Name: DG_53_P571.KID
Build: DG*5.3*571

e Sites may retrieve the software and documentation directly using FTP from the following Office of Information
Field Offices (OIFOs):

OIFO FTP ADDRESS DIRECTORY

Albany ftp.fo-albany.med.va.gov anonymous.software
Hines ftp.fo-hines.med.va.gov anonymous.software
Salt Lake City ftp.fo-slc.med.va.gov anonymous.software

o The following files will be available for download. Use ASCII mode when transferring the .KID file. Use binary
mode when transferring the .PDF files.

FILE NAME DESCRIPTION
DG 53 P571.KID Host file containing KIDS software distribution
DG 53 571 TM.PDF Changes to the PIMS V. 5.3 Technical Manual
DG 53 571 UM.PDF Changes to the PIMS V. 5.3 User Manual
DG 53 571 PICIS.PDF PICS Interface Specification

e The VistA Documentation Library [VDL] web site will contain the updated 'User Manual-ADT Outputs Menu'
manual and 'PIMS Technical Manual'. This web site is usually updated within 1-3 days of the patch release date.

The VDL address is http://www.va.gov/vdl/Clinical.asp?applD=55.

SOFTWARE INSTALLATION INSTRUCTIONS

Pre-Installation Items:

e Environment Check

Programmer access is required to install this patch. Prior to installation, the installer must ensure the DUZ(0)
node of the DUZ array is set to the "@" symbol.

e Users on the System

This patch may be installed with users on the system.
e Software Installation Time

The estimated installation time for this patch is less than 3 minutes during non-peak hours.
¢ Namespace

The namespace for the VETERAN ID (VIC) REPLACEMENT patch is: DG (Registration).

¢ Required Patches
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Application Patch Build
Kernel XU*8*205 XU*8.0*205
Order Entry/Results Reporting OR*3*187 OR*3.0*187

File and Global Information

There is one new global, "DGQE. The *"DGQE global contains the following (2) new files.

File # File Name Global Root Journaling
Recommended

39.6 VIC REQUEST "DGQE(39.6, Yes

39.7 VIC HL7 TRANSMISSION LOG | "DGQE(39.7, Yes

The "DGQE global must be placed with the appropriate Read/Write Global Access protection prior to
installing this patch. Note: This should be done even if global translations are in effect.

Installation Steps:

1.

Download the KIDS file DG_53_P571.KID from the ANONYMOUS.SOFTWARE directory of Albany, Hines, or
Salt Lake City OIFO to the appropriate directory on your system.

Use LOAD A DISTRIBUTION option on the KIDS INSTALLATION menu, and enter: DG_53_P571.KID
From the 'Kernel Installation & Distribution System' menu, select the Installation menu.

From this menu, you may now elect to use the following options (when prompted for INSTALL NAME, enter
DG*5.3*571).

o Backup a Transport Global - This option will create a backup message of any routines exported with
the patch. It will NOT backup any changes such as DDs or templates.

e Compare Transport Global to Current System - This option will allow you to view all changes that will
be made when the patch is installed. It compares all components of the patch (routines, DDs,
templates, etc.).

o Verify Checksums in Transport Global - This option will allow you to ensure the integrity of the
routines that are in the transport global.

e Print Transport Global - this option will allow you to view the components of the KIDS build.
Use the Install Package(s) option and select package DG*5.3*571.

When prompted "Enter the Coordinator for Mail Group 'DGQE HL7 TRANSMISSION
ERRORS"", please enter the name of the individual that will be responsible for maintaining the new mail
group. This mail group receives notifications when a General Orders (ORM~001) HL7 transmission has
been rejected by the National Card Management Directory.

When prompted 'Want KIDS to Rebuild Menu Trees Upon Completion of Install? YES//,
respond NO.

When prompted 'Want KIDS to INHIBIT LOGONSs during the install? YES//', it is
recommended you answer NO.

When prompted to 'Want to DISABLE Scheduled Options, Menu Options, and Protocols?
YES/I', respond YES. When prompted to select the options you would like to place out of order, enter the
following:

DG OUTPUTS MENU ADT Outputs Menu
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10. The ENV/PRE/POST Installation routine DG53P571 may be deleted from your system after
successful patch installation.

IMPLEMENTATION STEPS

This section contains the procedures required to implement the Veteran Identification Card Replacement Project
software module.

1. Menu Option assignment

. All users of the Veteran ID Card PICS workstation must have the VIC RPC Menu [DGQE VIC RPCS]
added to their secondary menu to allow access to the VIC Remote Procedures.

. The intent of the Print Patient Label [DG PRINT PATIENT LABEL] option is to provide a functional
replacement for the embossing feature of the original VIC and is being added to the ADT Outputs Menu [DG
OUTPUTS MENU] by this patch. The Print Patient Label option may be assigned as a standalone option to
staff that previously used the VIC embossing feature.

2. Mail Group members
e The appropriate personnel should be added to the DGQE HL7 TRANSMISSION ERRORS mail group.
3. Background Option (Scheduling):
. Schedule the new VIC Background Processing [DGQE BACKGROUND PROCESSING] option.
Using the SCHEDULE/UNSCHEDULE OPTIONS [XUTM SCHEDULE] option, schedule the option to run

daily (i.e. RESCHEDULING FREQUENCY: D@2AM). The DEVICE FOR QUEUED JOB OUTPUT, TASK
PARAMETERS, and SPECIAL QUEUEING prompts should remain unanswered.

. The following functions are processed by this background option:
o ICNEvaluate VIC eligibility for all VIC requests that have a pending enroliment status and/or National
o Cancel any VIC requests that are still pending after 90 days.
o Transmit HL7 messages to the NCMD with any updated VIC requests.
o Purge all VIC requests that been acknowledged by the NCMD after 7 days.
4. HL7 Logical Link configuration

e The AUTOSTART field of the VIC NCMD logical link should be set to Enabled, so that the logical link will
restart after a system reboot. Since the IP address of the NCMD HL7 server is exported with the VIC NCMD
logical link, the IP address should be removed from the logical link in the Test environment to prevent
unintentional HL7 messages from being transmitted.
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Appendix B - Installation Instructions for the VistA Imaging
Server

VistA patch 15 (MAG*3*15 entitled: Import API Enhancements) must be installed for images to be
saved to the VistA Imaging server. This patch is scheduled for release by August 2004. Test sites
requiring the patch prior to release must contact Kathy Trombetta for a test agreement.

Kathy can be reached as follows:

Kathy Trombetta
VistA Imaging Team
301-734-0357
301-734-0146 - Fax

1335 East-West Hwy
Third Floor
Silver Spring, MD 20910

A sample test site Agreement is attached for your use:

— 3
P

"Appendix A for
Import API.doc"

Patch 15 MAG*3*15 entitled: (Import API Enhancements) will consist of:

e A KIDS package that contains 1 routine. This package is to be installed on the VistA Server.
e An ActiveX control.
Distribution:
e The patch will be released through the VistA Imaging FTP site which requires a Username and
Password. It is located at ftp://ftp.imaging.med.va.gov/.

e Any site that needs the patch before it is released should contact Kathy Trombetta for a test
agreement.

Release:

e TBD - before July 15th.
Vista Imaging and Consolidated Sites

Definition: Consolidated Sites as defined by VistA Imaging only refers to sites that have merged their VistA data
bases into one computer system, but also have separate VistA imaging servers located at each facility. This
configuration is used because images are very big, and performance is much better if the images do not need to
travel across the Wide Area Network (WAN) between facilities.

VistA Imaging created a different version to deal with this situation, so the sites definitely know who they are. They
are:

VISN 2

VISN 15

North Florida/South Georgia portion of VISN 8 (Gainsville, Lake City & CBOCs)

VISN 23 south (old VISN 14)
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Since they are running a different version of VistA Imaging, they will not be able to use patch 15. The functionality
including the import API capability (like patch 15) will be included in a separate release for consolidated sites in the
version called 2.5T73. This is planned to be released in September 2004.

Solution:
Therefore, the VistA Imaging Consolidated Sites need to configure their PICS workstation to not store veterans’
pictures in VistA Imaging.
=> PICS Workstation menu - Patient/ Settings/ uncheck the box labeled “Store picture in VistA Imaging”,
then press the OK button in the window that states “Warning - by disabling this options, the patient picture will
not be stored in VistA Imaging”
then press the OK button in the Settings window.

Settings E|

Card Management Settings
LOAP Address
|LD.-“-‘-.F':.-’Hveteran$1 .oneva.va.gowy DC=veterans1, DC=oneva, DC=Ya, DC=go

ze LDAP User Mame
and Pazsword

Command Line Server Information
Dramain MName

|isw-imgmilen

Fart

3400

[ Store picture in Yistd Imaging
[ Activate Audit Log

k. Caricel

When the Consolidated site installs the new 2.5T73 version of VistA Imaging, they will need to configure their PICS
workstations to store the veterans’ pictures in VistA Imaging.
=> PICS Workstation menu - Patient/ Settings/ check the box labeled “Store picture in VistA Imaging”,
then press the OK button in the Settings window.
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Settings

Card Management Settings
LDAF Address

|LD.-“-‘-.F':.-’Hveteran$1 .oneva.va.gowy DC=veterans1, DC=oneva, DC=Ya, DC=go

ze LDAP User Mame
and Pazsword

Command Line Server Information
Dramain MName

|isw-imgmilen
Port

3400

v Store picture in Yistd, Imaging
[ Activate Audit Log Ok Cancel

X]
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Appendix C — Deleting Entries from the Queue

The following instructions describe how to delete entries from the queue. Please note that these are instructions for
the standard XP PICS Workstation. For a Windows 2000 Workstation, the instructions are the same, except all
references to the C:\WINDOWS directory would change to the C:\WINNT directory.

Close the window running the PICS application

Go to the directory named C:\WINDOWS\Maximus. (Note: For Windows 2000 this would be C\WINNT\Maximus)
Delete the files named CardTransStore.max and PatientTransStore.max

Go to the directory named C:\WINDOWS\pictures

Delete the files named <number>.jpg, for example 1.jpg and 2.jpg

Restart the PICS application.

The deleted files will be automatically recreated the next time a requests need to be queued
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Appendix D - Data

VIC Redesign

Patient Image Capture VistA Imaging Medical Facility
Workstation
5
<
14
PICS
11 >
6
NCMD 12 Card Print
Site
C : D) < 15
> . ! 10 13
Sentill ° @
entillion 4
ccow . MPI
Manager
3 VistA Server
PIMS
Health Eligibility
2
CPZRS < | o Center

#1:
#2:

#3:
#4:

User logs into the workstation with NT log-on. They open CPRS and Patient Image Capture Software (PICS). User logs on to VistA CPRS.

User performs a patient lookup on the workstation with CPRS and validates patient identity using VistA data facts. CPRS performs all privacy checks and data
screening. When the privacy checks are completed, CPRS changes the CCOW patient context.

PICS obtains the CCOW patient context change.

PICS uses the COM interface to retrieve the patient data (name, demographics, current ICN, mailing address, etc) and card print release status from VistA for the
selected patient. The Card Print Release Status will indicate either: that the request can be sent to the Card Print Site, that it should be held pending eligibility and/or
ICN updates from PIMS, or that it should be canceled. If valid eligibility does not meet requirement for VIC card, Card Print Release Status will be received from PIMS
as Cancel and PICS “Submit” button will remain inactive.

: The user captures the patient image using PICS and presses the “Submit” button. PICS uses a COM interface to send the patient's image to the local VistA Imaging

system using a VistA Imaging API.

: PICS sends a copy of the patient’s image, the patient data, and a Card Print Release Status indicator to the NCMD.

: PICS calls the VistA COM interface to notify PIMS that a card request has been successfully completed.

: If necessary, the VistA (PIMS) server obtains a national ICN update from MPI. Eligibility and ICN status checked to see if NCMD should be notified.

: If necessary, PIMS obtains eligibility status from the HEC and determines whether or not the card should be issued. Eligibility and ICN status checked to see if NCMD

should be notified.

If necessary, the VistA (PIMS) server sends a Card Print Release Status update to NCMD when the patient’s eligibility is updated by the HEC and/or a national ICN is

obtained. A single HL7 message will be sent communicating both the eligibility and the national ICN. This update will finalize the Card Print Release Status.

NCMD sends daily card request files and photos to the Card Print Site after checking that each record has data that is needed to print and mail each card.

Card Print Site sends NCMD initial confirmation file with the date/time that each record was received from NCMD. NCMD updates each patient record with date/time

that record was received by the Card Print Site.

Card Print Site produces the cards and verifies addresses prior to mailing. If the address is valid the card is mailed to the veteran.

If the patient address is not valid, the card is mailed to the originating facility. The facility identifier associated with the request is used to obtain the originating

facility address from a list maintained at the Card Print Site.

Card Print Site sends NCMD the final confirmation file with the date/time that each card was mailed. NCMD updates database with date/time that cards were

successfully mailed. NCMD generates reports as defined by business office (within reason) ;-)

Patient labels may be printed on demand by staff from VistA. i )
Revised 6 April 2004

29



Appendix E - PICS Error Messages

Error Message Text

System Cause

Unable to find veteran in database.

Patient record number is not valid. Should not
happen.

A previous VIC request for the veteran, entered on
entry_date from your facility, is awaiting a National
ICN or Enrollment Status update. If no update is
received by expiration_date, the previous request
will expire, allowing you to enter a new request.

A pending request exists in a HOLD status.

Unable to determine veteran's Sex.

Sex field is null.

Unable to determine veteran's Social Security
Number.

SSN field is null.

Unable to determine veteran's complete Date of
Birth.

DOB field is null or does not include day of birth.

Unable to determine veteran’s Name.

FAMILY NAME component is null.

Unable to determine a mailing address.

Attempting to use the facility address as the
mailing address, but there is a problem with
INSTITUTION file for local site.

Unable to determine the STREET]1 field of the
permanent mailing address.

Permanent address STREET]1 field is null.

Unable to determine the STREET] field of the
temporary mailing address.

Temporary address STREET1 field is null.

Unable to determine the STREETT field of the
confidential mailing address.

Confidential address STREET]1 field is null.

Unable to determine the STREET1 field of the
facility mailing address.

Facility address STREET] field is null.

Unable to determine the CITY field of the
permanent mailing address.

Permanent address CITY field is null.

Unable to determine the CITY field of the
temporary mailing address.

Temporary address CITY field is null.

Unable to determine the CITY field of the
confidential mailing address.

Confidential address CITY field is null.

Unable to determine the CITY field of the facility
mailing address.

Facility address CITY field is null.

Unable to determine the STATE field of the
permanent mailing address.

Permanent address STATE field is null.

Unable to determine the STATE field of the
temporary mailing address.

Temporary address STATE field is null.

Unable to determine the STATE field of the
confidential mailing address.

Confidential address STATE field is null.

Unable to determine the STATE field of the facility
mailing address.

Facility address STATE field is null.

Unable to determine the ZIP field of the permanent
mailing address.

Permanent address ZIP field is null.

Unable to determine the ZIP field of the temporary
mailing address.

Temporary address ZIP field is null.

Unable to determine the ZIP field of the confidential
mailing address.

Confidential address ZIP field is null.

Unable to determine the ZIP field of the facility
mailing address.

Facility address ZIP field is null.

Unable to determine veteran's Service Connected
Indicator.

Should never happen.

Unable to determine a source facility.

There is a problem with INSTITUTION file for
local site.
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