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1 Preface
1.1 Typographical Conventions Used in the Manual

Throughout this document, the following fonts and other conventions are used:
Table 1 - Typographical Conventions

	Font
	Used for…
	Examples:

	Blue text, underlined
	Hyperlink to another document or URL
	ftp.fo-slc.med.va.gov

	Green text, dotted underlining
	Hyperlink within this document
	See Release History for details.

	Courier New
	Patch names, VistAxe "VistA" filenames
	Patch names will be in this font

	Franklin Gothic Demi 
	Keyboard keys
Web application panel, pane, tab, and button names
	< F1 >, < Alt >, < L >
Other Registries panel

[Delete] button

	Microsoft Sans Serif
	Software Application names
	Traumatic Brain Injuryxe "Traumatic Brain Injury" (TBI)

	Microsoft Sans Serif bold
	Registryxe "Registry" names
	TBI

	
	Database field names
	Mode field

	
	Report names
	National Summary Reportxe "National Summary Report"

	
	Organization and Agency Names
	DoD, VA

	Microsoft Sans Serif, 50% gray and italics
	Read-only fields
	Procedures

	Times New Roman
	Normal text
	Information of particular interest

	Times New Roman Italic
	Text emphasis
	“It is very important . . .”

	
	National and International Standard names
	International Statistical Classification of Diseases and Related Health Problems

	
	Document names
	Traumatic Brain Injuryxe "Traumatic Brain Injury" (TBI) Registry User Manual


Table 2 - Graphical Conventions

	Graphic
	Used for…
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	Information of particular interest regarding the current subject matter.
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	A tip or additional information that may be helpful to the user.
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	A warning concerning the current subject matter.
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	Information about the history of a function or operation; provided for reference only.
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	Indicates an action or process which is optional
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	Indicates a resource available either in this document or elsewhere


1.2 The Traumatic Brain Injuryxe "Traumatic Brain Injury" Registry Application

The Traumatic Brain Injury Registry application (TBI Registry) supports the maintenance of local and national registries for clinical and resource tracking of care for such Veterans. The TBI Registryxe "Registry" software application allows case managers to identify Veterans who participated in Operation Enduring Freedom (OEFxe "OEF")xe "Operation Enduring Freedom (OEF)" or Operation Iraqi Freedom (OIFxe "OIF")xe "Operation Iraqi Freedom (OIF)" and who sustained a head injury and thus are potential traumatic brain injury (TBI) patients. The TBI Registry permits the case manager to oversee and track the comprehensive evaluation of these patients. It also provides 17 types of reports used for tracking the evaluation and care of individuals identified as possible TBI candidates.
1.3 Purpose of the Manual
This System Management Guide provides the technical details for the TBI Registry, which has been developed for the Department of Veterans Affairs (VA) in support of Veterans who are potential TBI patients.
1.4 Recommended Users

The TBI Registry software is designed for use by designated case managers who are responsible for screening and overseeing the records of patients both seen and not seen for the comprehensive TBI evaluation.
2 Background

The Veterans Health Administration (VHA) is charged with supporting the Presidential Task Force on Returning Global War on Terror Heroes. The Task Force has stated in the Global War on Terror (GWOT) report (recommendation P-7) that the Department of Veterans Affairs (VA) shall “create a ‘Traumatic Brain Injury’ Surveillance Center and Registry to monitor returning service members who have possibly sustained head injury and thus may potentially have a traumatic brain injury in order to provide early medical intervention.”
The Traumatic Brain Injuryxe "Traumatic Brain Injury" (TBI) Registry software application collects data on the population of Veterans who participated in Operation Enduring Freedom/Operation Iraqi Freedom (OEFxe "OEF"/OIF).xe "OIF" These individuals need to be seen within 30 days for a comprehensive TBI evaluation. Each facility can produce local reportsxe "local reports" (information related to patients evaluated and treated in their system).
3 Technical Overview

TBI is a component of the Converged Registries Solution (CRS).  A technical overview of that system resides in the CRS Convergence Registries Document:
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1. Background

The mission of the Department of Veterans Affairs (VA), Office of Information & Technology (OI&T), Office of Enterprise Development (OED) is to provide benefits and services to Veterans of the United States.  In meeting these goals, OI&T strives to provide high quality, effective, and efficient Information Technology (IT) services to those responsible for providing care to the Veterans at the point of care as well as throughout all the points of the Veterans’ health care in an effective, timely and compassionate manner.  VA depends on Information Management/ Information Technology (IM/IT) systems to meet mission goals. 


The Converge Registries Solution (aka as Registries Program) supports the population-specific data needs of the enterprise including, but not limited to Clinical Case Registry (CCR), Oncology Tumor Registry, Traumatic Brain Injury Registry (TBI), Embedded Fragment Registry (EFR), Defense and Veterans Eye Injury Registry (DVEIR), Veterans Implant Tracking and Alert System (VITAS) among others.

All those different registries provide distinct user experiences with very different sets of features, but they do share certain commonalities, which fall under the umbrella of the  Convergence Registries Solution.

2. Registries Convergence Strategy


Program Convergence is designed to maintain and enhance the structure to integrate the design and development of all Registry programs in a manner that minimizes duplication of effort among the various registries, and maximizes VA’s ability to support the rapid development of new “quick reaction” registries. Those goals are achieved by development of a common Registries Framework, which builds the foundation of Program Convergence. The Registries Framework defines commonalities in SQL databases, .NET name spaces, central security modules, registries data extraction services, and other components. 


In addition to the Registries Framework, Program Convergence also includes a standard tool set to interface with standard data and terminology services, VA centralized data stores and repositories, such as the Corporate Data Warehouse (CDW), Health Data Repository (HDR) and the Administrative Data Repository (ADR) as available.  


With this registry platform/architecture, required data can be stored and accessed through a single point of entry and a set of common tools by all registry users. It not only eliminates duplication of effort among the various registries, but also provides the ability to rapidly respond to future registry needs that arise from public laws, Presidential Task Forces, as well as other requirements. This project also involves setup and maintenance of data transfer mechanisms between VA and external entities such as the Department of Defense.  The convergence construct includes a single back-end database reporting system, as well as a single front-end online transaction processing application. It also meets enterprise requirements such as Section 508 accessibility, privacy, security and IT system certification and accreditation. 


The registry convergence strategy is to centralize all registries’ data into a single database instance, and to provide common elements within database, user interface modules, reporting and Extract, Transform, Load (ETL) processes.


Figure 1 shows Registries Convergence from a high level. The Registry database, highlighted in green, is the centerpiece of convergence. This database contains a single database instance, which is split into multiple logical domains. Common elements are stored within the DBO domain. This domain includes all data related to patients, referrals, users, roles and many other Registries Convergence data.
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Figure 1 – Registries Convergence High Level Architecture


The Registry database is being fed by internal and external data sources, as highlighted on the left. Additionally, data is being generated by user input via the different Registries’ user interfaces. Those user interfaces also contain certain common elements, which are described in this document in further detail. 


3. Technical Solution


3.1. Infrastructure


3.1.1. Development Environment


The developers run Visual Studio 2008 on their local machine. The database is located on a development server. Each developer runs their own development instance, using the Web server that comes with Visual Studio 2008 (not IIS). The code is synchronized between the developers using Subversion. In other words, the only server components used in the development environment are SQL server and Subversion. Everything else is done locally on the laptop.

3.1.2. Preproduction (SQA/System Test) Environment


The Preproduction (SQA/System Test) environment includes one application server and one database server.  The application server is a virtual VMware server, while the database server is located on its own physical machine. The application server runs IIS, and the database server runs SQL Server. The application communicates to the database via a domain service account and impersonation, which is configured inside IIS. The LINQ data context connects using connection string information located within the Web.config, also located on the application server.


3.1.3. Production Environment


The production environment uses the same separation between the database server and application server as the QA environment. Production uses the same hardware topology as Preproduction (SQA/ System Test), running an application server on a virtual server and a database server on its own physical machine. A detailed diagram of the production environment is shown in Figure 2 below.


[image: image3.png]Internat
Firewall

Registies Web, Application,
Tier Server tier

Database server

Windows Server 2008 Operating System

Internet Information Services Server (IS 7.5)
Net Framework 3.5 SP1

jmmm——m———————— oy
I+ Windows Server 2008 Opersting System]
Te  sQUserver2008 |
Te  NetFramework 3.5 591 1






Figure 2 – Registries Infrastructure in Production Environment


3.2. Hardware Architecture


The Registries servers are centralized in one data center using three environments: Production, Preproduction (SQA/System Test) and Development. Each of the three environments contains an application server and a database server.    

VA’s Austin Information Technology Center (AITC) provides an architecture utilizing VMware virtual servers to support the Registries program.  This virtual environment is used by the application servers only.  The database servers do not use VMware, but are located on their own physical hardware.  The application servers and database servers in Figure 3 are located within two different network segments: ICL for development and GSS for Preproduction (SQA/ System Test) and production. 
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Figure 3 - Network Architecture

AITC provides the following interim hardware architecture to support the Registries database.


· Continuity of Operations and Disaster Recovery (COOP/DR) services that will acquire a replacement processing capacity for the recovery of an application within 72 hours following a Corporate Data Center Operations (CDCO) disaster declaration and the application will be operational no later than 30 days following the declaration.  Data will be restored from the last backup.

· Residing on the existing AITC VMware (Windows Server 2008) environment are: 



· 2 – 50 GB each Virtual Machines (VMs) on GSS (Small)


· Virtual Windows 2008 Application Server on GSS – Production

· Virtual Windows 2008 Application Server on GSS – Preproduction (SQA/System Test)



· 1 – 50 GB VM on ICL (Small) 


· Virtual Windows 2008 Application Server on ICL – Development

The Registries database server receives a variety of data via an ETL process. Some of the data needed resides in CDW databases [link removed] .


Some other data resides in VistA, and is being accessed via the Medical Domain Web Service (MDWS), which is a middle-ware server to access VistA data.

3.3. Software Architecture


3.3.1. Three-Tier Client /Server Architecture Overview

The Registries Framework uses a three-tier architecture as shown in Figure 4. 
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Figure 4 - Three-tier Architecture


3.3.1.1. Presentation Layer

This layer contains a Web-based user interface implemented using Microsoft ASP.NET. This interface manages the user interaction with the core Registries functionality as well as user administration. This layer contains user interface components such as ASP.NET master pages, Web forms and user controls. It performs functions such as configuring the visual appearance of controls, accepting and validating user input, and acquiring and rendering data from business components or data access logic components. The Registries user interfaces provide rich features like paging, sorting, displaying data in multiple tabbed controls, and for consistent look and feel it uses Control Skins and common CSS styles. 

3.3.1.2. Data Access Layer

The business layer uses LINQ to SQL as a data access layer that interacts with the data tier. The data tier contains a SQL Server 2008 database running on a Windows 2008 server.

3.3.1.3. Business Layer


This layer encapsulates the business and data access logic for Registries. This layer consists of two logical components, the business manager and business objects developed using Microsoft.Net Language Integrated Query (LINQ to SQL) technology. The business manager objects hold all data related queries (CRUD) and holds the data context object. All the business and query logic is managed by the business manager component and it uses LINQ to SQL as a Data Access Layer.

The different layers are discussed in more detail in the following chapter.

3.3.2. Three-Tier Client /Server Architecture Details

The registries applications are conceptually a number of Web-based data entry forms that communicate with the database.  Figure 5 shows the three-tier client/server architecture, with the business layer being further separated into business objects and business managers.
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Figure 5 – Three-Tier Client/Server Architecture Details

Data Layer: The Registries application uses a single database. This database represents all Registry entities using tables. This database communication doesn’t use any direct SQL statements, but is routed through an Object Relation Mapper (ORM). For the ORM, Registries architecture uses Microsoft LINQ-to-SQL technology; this is included in .Net Framework 3.5.

Business Objects: The LINQ DBML contains one-to-one mappings to each database table. This means each table creates an individual object inside the LINQ DBML. These objects are called LINQ entities.


LINQ entities don’t necessarily represent a full object used in the business layer. Frequently, several entities need to be combined into one business object, for example, a patient entity and an address entity can be combined into a patient business object.


Additionally, LINQ entities don’t contain any business logic. The business objects are conceptually the place to describe which LINQ entities belong together, and how these objects are allowed to function.


The business objects use an object-oriented concept called partial classes, which allows inheritance from the LINQ entities and addition of business logic and validators.


The business objects represent how a particular object is defined and how it behaves, but it doesn’t provide creation or storage. These tasks are accomplished by the next tier, the business managers.


Business Managers: Provide all methods concerning the creation, retrieval, and storage of business objects. All the managers do is provide the CRUD operation to the business objects. CRUD operations are Create, Read, Update, and Delete. The managers are not limited to four operations each, but can have multiple operations using different criteria, such as a patient select by region or a patient select by ID. 


The CRUD methods can either operate on one single business object individually, or return/provide generic lists of business objects, such as for inclusion in data grids.


Graphical User Interface: The user interface interacts exclusively through those business managers, which means the user interface is decoupled from what the object does (business logic) and how it stores (ORM and database).


The business managers are usually consumed by the UI using Object data sources.


3.3.3. Business Managers Overview


Business managers are by far the most important unit for understanding the software design, because the User Interface communicates exclusively with them. All back-end functionality happens through the use of those business managers.


The application includes many different business managers. Describing all of them in detail would exceed the scope of this document, so this section focuses on the most important ones that are essential for understanding the system. The most important business managers can be categorized into workflow related and permission related


3.3.3.1. Workflow Business Managers


Registries provide a number of different workflow types, each of which represents a business process that is being monitored. Each referral can have multiple workflows. Each workflow contains a number of activities that reflect the current stage of the workflow. Each referral, workflow, and activity has a status that indicates the progress of a particular item.
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Figure 6 - Registries Workflows

Registries’ Workflow Managers are:


1. ReferralManager


2. WorkflowManager


3. (Multiple) Activity Managers 


Please note that each activity comes with its own manager. They do not share a common object because the functionality between the different activities is quite different.


3.3.3.2. Permission Business Managers


The Registry’s framework provides functionality across all registries for managing user accounts, roles, and permissions. While the roles and permissions are certainly different between the registries, the administrative capability to maintain them is consistent, and also supported by common business managers in the back-end.


Those common Permission Business Managers are:


1. User Account Manager


2. User Manager


3. Role Manager


4. Role Permission Manager


3.3.3.3. Framework Business Managers


In addition to Workflow Business Managers and Permission Business Managers, a few other framework specific business managers are of importance. They provide global functionality within registries.


Framework Business Managers include: 

1. Patient Manager

2. Registry Manager

3.3.4. Business Manager Data Retrieval Pattern

A certain pattern is defined to retrieve data from a business object. All business managers follow this pattern, which exposes the following methods:

· LinqAll – Retrieves a list of all business objects a user has access to see.

· LinqFilter – Filters down this list to whatever is desired by selection criteria.

· Select – Retrieves all or a specific portion of that filtered list, needed by Grid View paging.

· SelectCount – Retrieves how many items are matching the filter criteria. This number is needed by Grid Views to determine how many pages to display.
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Figure 7 - Business Manager Data Retrieval


3.3.5. Business Objects 

The Registries application uses an object relational mapper called LINQ-to-SQL. This technology maps each table into the database and creates a physical business object for each table. 

Each table has a corresponding business object. Most of the business objects purely represent a data store without any business logic. The database diagram and object schema are identical, except for four of the business objects which have been extended.

Those four classes provide an add-on of business rules and additional attributes to the existing Linq-to-SQL business objects. These add-ons are realized using the concept of partial classes, which means they extend functionality of the already existing LINQ-to-SQL business classes. The four business objects relevant to Registries are:

1. Contact_Log


2. Patient


3. Referral


4. WorkflowCase

3.3.6. Security and Access Control


Program Convergence uses a custom security system composed of three layers:


Network Security: The Registries applications are running at the Austin Information Technology Center, which provides server space inside the Veterans Affairs Intranet.  Communication between all the different components happens exclusively via the use of service accounts, which prevents unauthorized access of data. Additionally, being part of VA’s Intranet prevents intrusion from external sources.


Authentication: Once a user gains access to the VA network, the user has to authenticate against the registry application. This authentication uses Windows Authentication against the VA’s Active Directory servers, which is the industry standard to authorize users by the means of Kerberos tickets. 


Authorization: The Registries framework includes a custom role-based authorization module. This authorization module stores user accounts (but not the passwords) in the SQL database. Each user account can be granted one or multiple roles, based on the user’s role at the VA. Each role can be granted access to specific forms on the Registries applications, or even just a certain number of actions within a form. 

3.3.7. Section 508 Compliance Toolkit

“Section 508” refers to the Rehabilitation Act (29 U.S.C. 794d), as amended by the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998. Section 508 is a standard to make application readable by screen readers, so users with visual impairments can use the applications. 


All registries applications are required to comply with Section 508. The Registries framework includes technical standards for §1194.21, Software Applications and Operating Systems, and §1194.22, Web-based Intranet and Internet Information and Applications.  

Most of the features required by Section 508 require manual programming and manual compliance verification by the software developers, but the Registries framework approach automates some of those time-consuming processes and integrates them into the Program Convergence.

Here are the highlights of 508 compliance features that already have been built into the framework:


3.3.7.1. Tab Indexes


The Registries Framework has been equipped with a module to automatically provide tab indexes. Tab indexes define the order the tab button moves through the different form elements on a web page. While this feature is not very relevant for mouse users, this feature is very important for visually impaired people, because they use the tab button to get through all form elements. If the form elements are not in the right sequence, this can negatively impact usability, because the user may lose understanding of the logical flow of a web page. Having tab indexes defined automatically cuts down development cost, because web forms usually have a lot of elements and programming tab index manually is time consuming.


3.3.7.2. Skip Link


All registries applications have been equipped with a skip link, which allows the visually impaired person to skip both top and left navigation, and go straight to the content page. Some web pages have quite a large number of navigational items. Providing capability to skip those significantly improves the user experience.


3.3.7.3. Invisible Grid View Labels


In order for a screen reader to read form elements, each form element needs a label. This requirement causes a conflict of interest in grid views, which presents forms in a tabular layout. The visually impaired person needs labels, but the non-visually impaired person doesn’t want labels, because the table headers already label the form elements. The Registries framework resolves this dilemma by providing style sheets for making the grid view labels invisible. Invisible labels can’t be seen on screen, but they are read by the screen reader software.

3.3.8. Global Navigation


The Registriesframework includes global navigation for the Registries. Each Registry comes with five common components, accessible via the primary navigation bar:

My Tasks: Task Oriented View, which provides queues to all workflows in the application, grouped by work areas. This will primarily used by administrators with defined tasks.

Patients: Patient Oriented View provides capability to search for a patient using search parameters. This will be primarily used by management

Reporting: Standard Registry reporting capability with security, selection criteria and multiple file format export capability; powered by SQL Server Reporting Services.

Administration: Capability to create user accounts and manage their roles.

Help: Online Help with context sensitivity.

The Registries framework uses standard VA style sheets that provide the screen layout, color scheme, fonts and navigation behavior. In addition to that, the registries applications provide access to paper-based templates in very specific formats. Each form on the web site follows a standard layout as defined in a master page. This master page provides banner area, primary navigation, secondary navigation, breadcrumb trail and the content area.

3.3.9. Workflow Engine


The Registries framework comprises of a powerful custom workflow engine. Each workflow can have activities, and each activity can have statuses. In other words, workflow transitions can be defined three levels deep, which provide flexibility and customizability. The different registries are capable to either share certain workflows, or create their own independent workflows. 

3.3.10. Queuing Services


Each workflow task can be reached via workflow queues. Those queues present the different workflows by status, can be sorted by a variety of attributes, provide paging capability to limit size of the list, and include a select to drill into the workflow details.

3.3.11. Standard Reporting Services


The Registries framework uses a hybrid of custom functionality and SQL Server Reporting Services (SSRS). The reports themselves are written in SSRS, but the selection criteria have been replaced with a custom solution. The advantage of custom selection criteria is Section 508 compliant.  The Registries Team was successful in incorporating the best parts from the framework for added security, and combined them with the power of SSRS for rendering the reports.

SSRS provides a standard way of navigating though the different pages, along with capability to export data into PDF, Excel and other formats.

3.3.12. Error Handling Services


The Registries framework has an error handling module that provides concrete and easy-to-understand error messages to the user. The framework can easily be configured to route certain messages to a log file or database, for further study by the hosting provider. 

Additionally, the framework provides a wealth of client-side validators, which ensure that users enter data in the proper format. Business rules are validated at client side.


The framework has a variety of standard validators, such as social security number, email addresses and phone numbers. Additionally, it provides sophisticated conditional validators such as date comparers to ensure a date falls within a range of other data fields displayed on the screen. These features can be customized or extended to cover any requirements of a new registry.

3.3.13. Audit Trail Services


The Registries framework has a built-in capability to keep audit trails of transitional tables. Audit information is defined to track the “who” (Event Producer) and “when” (Event Time). In addition to just tracking “updated by” and “created by”, all tables with non-static content have a sister table containing the table’s history logs. 


3.3.14. Module 1 – ReferralManager


This manager returns and updates referrals.  Referrals are the building blocks for everything that falls below in the application, such as workflows and activities. This manager is used heavily in many different places in the application. The most important piece is the referral page itself, which provides capability for a nurse to decide whether or not to admit a patient into the registry.


3.3.14.1. Processing


· Select: Returns a list of all referrals the current user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records returned.

· SelectByStatus: Returns a list of all referrals that are in a given status. This method uses SelectByStatusLinqFilter to query the data.

· SetLoadWith: A user object contains a number of children objects. This method configures which types of children are to be included in the result set. In terms of referrals, workflows are the children, which come with activities as their grand children.


· Update: Saves changes in the referral’s meta data.


· GetCommentsByReferralID: Users can track comments about a referral. This method returns a list of all comments for a given referral.


· GetInstitutionByReferralID: Returns the VA hospital a referral is assigned to.


· GetNameByStatusID: Returns the referral status name for a given status ID.


· GetPatientByReferralID: Returns the patient’s meta data for a given referral.


· getReferralByReferralID: Returns a referral by referral ID.


· getReferralStatusByReferralID: Returns the status of a given referral.


3.3.14.2. Local Data Structures


None


3.3.15. Module 2 – WorkflowManager


This manager returns workflows. Workflows are already attached to their underlying referral as part of the referral’s SetLoadWith statement. You can retrieve workflows by either using one of the getters described below, or simply get an instance of the referral which includes all workflows. Workflows may be seen as the children of referrals, and as the parents of activities.


3.3.15.1. Processing


· GetCaseActivities: Returns all activities for a given workflow.


· GetWorkflowCase: Returns a workflow by case ID.


· GetWorkflowCases: Returns all workflows.


· GetWorkflowCases(Type): Overload of the previous method, which return all workflows for a given workflow type.


· GetWorkflowsByReferralId: Returns all workflows for a referral, in case you don’t want to query them as part of the referral itself.


· GetWorkflowsByReferralIdCount: Returns how many records were returned by GetWorkflowsByReferralId: This is used for grid views, so the paging works properly.


· GetWorkflowType: Returns the type of workflow.


· SetLoadWith: A user object contains a number of children objects. This method configures which types of children are to be included in the result set. In terms of workflows, activities are the children.


3.3.15.2. Local Data Structures

None

3.3.16. Module 3 – Activity Managers


The Activity Managers define which steps a workflow is going through. Those steps are registry specific. In other words, Program Convergence provides generic workflow functionality to all registries, but the actual workflow steps are registry specific. 


The Registries application has five activities that all workflows go through sequentially. While the underlying database table is the same, the functionality of those five activities is very different, which means we are using five separate activity managers instead of one.  Using EFR as an example, these are shown in Table 1.

Table 1 - Activity Managers (Example: EFR)

		

		Activity Name

		Activity Manager

		Description



		1

		Lab Kits

		LabKitOrderManager

		Tracks the ordering and delivery of urine sample or fragment sample kits. The kits are ordered from the local hospital or Therapak, an external provider. The kits are sent to the Baltimore laboratory. 



		2

		Questionnaire/Forms

		SurveyManager

		Attached with the kits is a paper form to be filled out by the patient (urine) or the doctor (fragment). This information is entered into the system manually.



		3

		Lab Orders

		LabOrderManager

		After the lab kit has been received, TEFSC orders lab analysis for the patient, indicating which analytes they are interested in.



		4

		Lab Results

		LabResultsManager

		Lab results contain the tests, values, and reference ranges for each analyte. As of this moment, this information is entered manually but will be replaced with a data feed in a later release.



		5

		Interpretation and Follow Up

		LabResultsInprprtnManager

		After the lab results have been acknowledged by a nurse, the lab results are interpreted by a TEFC medical doctor, who follows up in writing with the patient and their provider.





3.3.17. Module 4 – User Account Manager


This manager returns the logon user object containing roles and permissions, or in other words, manages which application functionality the user is allowed to see. This object is used by all pages. 


On initial authentication, attach this user account object into the standard .net identity thread, so that every page has automatic access to the thread without the need to manually instantiate those user objects.


3.3.17.1. Processing


· Select: Returns a list of all users the current user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records being returned.


· SelectByID: Returns one user object identified by ID. This method uses SelectByIDLinqFilter to query the data.

· SetLoadWith : A user object contains a number of children objects. This method configures which types of children are to be included in the result set.

· GetInstitutions: Returns all facilities a user has access to.

· GetPermissions: Returns all permissions that a user has.

· GetRoles: Returns all roles per user.

· GetSuperUserStatus: Determines if a user is a super user, meaning they have access to do anything in the application (except for reporting).

· HasAccessToInstitution: Determines if a user has access to a particular facility.

· IsInRole: Determines if a user is part of a particular role.

3.3.17.2. Local Data Structures


· isSuperUser: Stores the super user access of the logged in user.

· NTIds: Stores the windows user name of the logged in user.

· registryId: Stores the registry application the user is currently in. This setting is set in the Web.config, and basically configures what kind of referral records are being used, TBI, EFR or DVEIR.

· userID: Stores the internal ID of the user

3.3.18. Module 5 – User Manager

This manager handles users in general, as opposed to the specific logon user described in the previous section. It is used to return lists of users meeting certain criteria, or create/edit a user’s account on the administrative screen.

3.3.18.1. Processing


· Select: Returns a list of all users the current user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records returned.


· SelectByID: Returns one User object identified by ID. This method uses SelectByIDLinqFilter to query the data.

· SelectByUserNames: Returns one User object identified by user name. This method uses SelectByUserNameLinqFilter to query the data.

· SelectListRegistryUsers: Returns a list of user objects that meet passed in search criteria. This method uses SelectListRegistryUsersLinqFilter to query the data.

· SelectListUserRoles: Returns a list of user objects and roles that meet passed in search criteria. This method uses SelectListUserRolesLinqFilter to query the data.

· SelectListUserVISNs: Returns a list of user objects and their associated VISNs that meet passed in search criteria. This method uses SelectListUserVISNsLinqFilter to query the data.

· SetLoadWith, SetLoadWithForListViews, SetLoadWithForListVISNs: A user object contains a number of children objects. These two methods configure which types of children are to be included in the result set. 

· Update: Saves a user record. Linq figures out automatically which pieces of the object need to be saved to the database.

3.3.18.2. Local Data Structures


· user: This is the context of the user that is logged in.

3.3.19. Module 6 – Role Manager


This manager returns which roles are assigned to users.

3.3.19.1. Processing

· Select: Returns a list of roles the current user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records being returned.


· SelectActiveByRegionCode: Returns all user roles by a particular region. This method uses SelectActiveByRegionCodeLinqFilter to query the data.

· SetLoadWith, SetLoadWithForListViews: A role object contains a number of children objects. Those two methods configure which types of children are to be included in the result set. 

3.3.19.2. Local Data Structures


None.

3.3.20. Module 7 – Role Permission Manager


This manager handles which permissions are assigned to a particular role.


3.3.20.1. Processing


· Select: Returns a list of roles the current user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records being returned.


· SelectByID: Returns a list of permissions that are assigned to a given role ID. This method uses SelectByIDLinqFilter to query the data.

· SelectRoles: Returns all roles that are assigned a particular permission. This method uses SelectRolesLinqFilter to query the data.

· SelectLeastRestrictiveAccessLevel: Returns the least restrictive access level a user has. This method uses SelectLeastRestrictiveAccessLevelLinqFilter to query the data.

· SetLoadWith: A role_permission object contains a number of children objects. Those two methods configure which types of children are to be included in the result set.

3.3.20.2. Local Data Structures


None.

3.3.21. Module 8 – Patient Manager

This manager is used to find and store patients. PatientManager is called by Registries’s referral patient search capability. 

3.3.21.1. Processing


· Select: Returns a list of all Referral objects a user is allowed to see. This method uses LinqAll to query the data and SelectCount to count the records returned.


· SelectByID: Returns one Referral object identified by ID. This method uses SelectByIDLinqFilter to query the data.

· SelectCriteriaSearch: Returns a list of all Referral objects a user is allowed to see by date range, station, VISN, social security number, and the patient’s last name. This method uses SelectCriteriaSearchLinqFilter to query the data and SelectByPolyTraumaVAMCCount to count the records returned.

· SetLoadWith and SetLoadWithForListViews: A Referral object contains a number of children objects. Those two methods configure which types of children are to be included in the result set. 

· Update: Saves a Referral record. Linq figures out automatically which pieces of the object needs to be saved to the database.

3.3.21.2. Local Data Structures


· user: This is the context of the user that is logged in.

3.3.22. Module 9 – Registry Manager


A referral record has to know which registry is belongs to. Currently, three registries are running and they are: TBI, EFR, and DVEIR. 


3.3.22.1. Processing


· Select: Returns a list of all registries a user is allowed to see (currently TBI, EFR and DVEIR). This method uses LinqAll to query the data and SelectCount to count the records returned.


· SelectByID: Returns one Registry object identified by ID. This method uses SelectByIDLinqFilter to query the data.

3.3.22.2. Local Data Structures


None.

3.3.23. Module 10 – Contact_Log


The contact log is used for saving conversations, mail, or email exchanges between registries personnel and medical providers about a certain referral. 


3.3.23.1. Processing


None.

3.3.23.2. Local Data Structures


· IsNew: The contact_log partial class extends the standard contact_log attribute (shown in Section 4) by a new property IsNew, which can be used to determine whether the item is new. This is used to determine if a new object instance needs to be created, or an already existing object instance needs to be updated.


3.3.24. Module 11 – Patient


The patient object contains patient relevant meta data of a referral.


3.3.24.1. Processing


None.

3.3.24.2. Local Data Structures


· FullName: For convenience sake, this partial class adds-on a new attribute called FullName, which contacinates First Name, Middle Initial, and Last Name, so that the UI doesn’t have to do that separately each time a name display is needed.

3.3.25. Module 12 – Referral


As described above, a referral is the basis of everything in the application, and includes all workflows and activities as their children and grandchildren. The Referral partial class extends the standard Referral attributes (shown in chapter 4) with three new properties to manage referral state. The referral screen has different behavior based on state, and the UI adapts to those state based on the new properties.


3.3.25.1. Processing


None.

3.3.25.2. Local Data Structures


· DuplicateReferral: Indicates whether a referral is a duplicate. If so, it cannot be accepted anymore, but must be marked ineligible by a nurse.


· StatusChanged: Indicated whether a status changed occurred, or the user just changed meta data. This is used to update the crumb trail.


· StatusWhenInitialized: Captures the status when initialized.

3.3.26. Module 13 – WorkflowCase


The WorkflowCase module contains all meta data and the status of any workflow. The WorkflowCase partial class extends the standard WorkflowCase attributes (shown in Section 4) by a new property IsNew, which can be used to determine whether the item is new. Similar to the Contact_Log above, this is used to determine if a new object instance needs to be created, or an already existing object instance needs to be updated.


3.3.26.1. Processing


None.

3.3.26.2. Local Data Structures


· IsNew


3.3.27. Extending the Software Architecture


As seen in the extensive list of features presented in the previous chapters, Program Convergence is already rather feature rich, and provides the developers a unified way of standing up new registries and maintaining existing ones.


The framework has been developed in an object oriented, very modular fashion. Concerns are clearly separated by using different namespaces and layers. This design allows extending the software architecture to future requirements.

3.4. Database Design


The information in this section is a high level overview of the data design. For more in-depth information, please refer to the Registries Database Design Document. 


This document can be located on the EFR TSPR. 

[link removed] 

All Registries applications use one common database, the Registry DB. The database was built using the following elements:

Base Entities: The Registry database is a patient-centric database: almost all entities exist entirely in relation to a base “Patient” entity.  Most of the base entities are always populated and updated by external data source through the ETL process.  An example for a base entity is PATIENT, which is centric to the model and contains only basic identity-establishing attributes for a person. Note that the Registry database is only a consumer of identity and demographic data. It exists “downstream” of the enterprise identity and demographic management services. Registry receives patient data from National Data Systems (NDS) through monthly ETL data extracts and data loads.  Some base entities, such as work-flow-case entity, only store data entered by users through various registry applications. 


Detail Entities: Though some of the detail entities also receive data from the ETL, most of the time the detail entities store data from users’ input. An example for a detail entity is the CONTACT LOG, which represents contacts with a VA hospital or patient using standard enterprise methods of contact (such as phone, fax, email, mail, etc.), and logs details of the contact such as: person(s) spoken with, information exchanged, standard methods of follow-up (such as call back scheduled, Kit dispatched, specimen awaited, etc.). The SHIPMENT DETAIL entity tracks details of the follow-up actions (such as when contact results in kits being sent out or specimens/fragments being received for analysis).  SPECIMEN ANALYSIS and FRAGMENT ANALYSIS entities track the details surrounding these processes. Both specimens and fragments may be received and then re-sent to other labs for further analysis, in the event of which, the case is reopened in CONTACT_LOG. Additionally, specimens/fragments undergo laboratory analyses, the details for which are captured in the ANALYTE entity.


Second and Third Normal Form Design: Applied throughout the Registry database, this ensures maximum performance and scalable throughput. Design performance of 1,000 transactions per hour is the norm for databases designed using these design principles.  


History Tables: Storage and versioning of historical data within the Registry’s database (for tables whose content is authored by the Registry’s application), is provided by means of individual history tables that “shadow” each transactional table. The structure of a history table mirrors its corresponding transactional table, in other words all columns present in the transactional table are present in the history table, and are of the same size and data-type. In addition to the original columns from the transactional table, each history table contains its own primary key column and also a “transaction type code” column, used to mark the type of transaction that caused the record to be written into the history table, and also a datetime type field to capture the date and time of the record being logged. Note: history tables “stand alone” i.e., there are no foreign key constraints between a historical table and any other table in the database. A history table is given the same name as its corresponding transactional table, with the suffix ‘_H’ appended.


Triggers: The history tables are populated by means of database triggers that will fire after an insert, update, or delete action, occurring upon the corresponding base table. Thus, upon the occurrence of a triggering action, prior state of each record in a base table is versioned-off into the history table, with the “transaction type code” detailing the exact operation that was performed, in order to cause creation of the versioned record.


Enterprise Standard Reference Tables: Store reference data that is standardized across the Enterprise. Within the VA, the Standard Reference Service (SDS) has defined reference structures and the data values for several entities such as INSTITUTION, CITY, STATE, RACE, GENDER, MARITAL_STATUS etc. The Registry database will function as an offline consumer of the standard reference data from the SDS. In other words, while the Registry’s program manages its own reference structures, they will follow the structure and content of the SDS database. The Registry may author new, unique, and reference entities. However, a request will be sent to the SDS team in order for them to incorporate the new entity as part of the enterprise standard.


Application Parameter Tables: While still under the category of “reference” the data in these tables may be modified by front-end administration screens. These tables store reference data that is required for the front-end application to perform.


Internal Audit Fields: The purpose of "Internal" fields in all Registry tables is to capture who (which user) is adding (insert) or changing (update) records, the date and time the record is created / modified, and also a count of how many times the record has been modified. This information is essential for a database administrator (DBA) to maintain control of the data and serves as an audit check.


Identity Column: Each and every table within the Registry database contains a primary key column that is both mandatory and unique. The primary key of each table may function as a “foreign key" or as a "candidate key" while participating in "joins" with other tables in the database. This primary key column is vital for maintaining the relational integrity of the database. A database "sequence generator" is used for generating the primary key values. 

3.4.1. Database Domains


The Registry database is an integrated database solution which supports different registry applications. In order to effectively manage the database, data tables are grouped into multiple domains based on the applications. There are four domains currently defined in the Registry database:

· DBO Domain: the commonly shared entities.

· EFR Domain:  EFR specific entities.

· DVEIR Domain: DVEIR specific entities.

· TBI Domain: TBI specific entities.


3.4.2. DBO Domain


The Registry database contains a domain to host all of Registries’ common data. This domain is called DBO, and is considered part of Program Convergence. The DBO domain is rather complex, so figures 11 and 12 only show only a simplified version of the DBO’s entity relationship diagram.


Some of the DBO’s entities are of particular interest, because they define how users interact with patient data and process business functions via registry specific workflows. Table 2 illustrates those important entities.

Table 2 – Important Entities of DBO Domain


		Entity Name

		Description



		Patient

		The base table for everything. All registries contain data for patients. This entity stores a list of all applicable VA patients.



		Referral

		Data sets in the registries are not filed by patient, but by referral. A patient needs to be referred to a registry, which will create a record in this entity. The referral binds a patient from the master patient list to its registry. A patient can have multiple referrals, and be referred to multiple registries.



		Registry Demographics

		Stores alternate patient information that is added in a registry and does not alter the content of its master patient record. For instance, if the patient’s address is outdated in the patient master record, an alternate address can be defined here 



		Role Permissions 

		Define which user roles can access which physical web page in a registry.



		User Login Detail

		Logs all user logins



		User Registries

		Define which users have access to which registries



		User Roles

		Define which roles are assigned to each user



		Users

		Application users for the registries. Contain NT logon name, full name and other information identifying the user



		Workflow Case




		Contains all workflows in the registries. Workflows are assigned to a referral and have a status



		Workflow Case Activity

		Workflows can go to a number of activities before there cycle concludes, for instance the EFR workflows have 5 activities that they go through sequentially. Once the workflow finishes all 5 activities, or is voided prematurely, the workflow is considered closed.

Conceptually, a patient can have multiple referrals, which can have multiple workflows, which go through multiple activities. Each of the entities referral, workflow case and workflow case activity have a status which indicates state of the item. This workflow module represents the foundation of most registry functionality.
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Figure 8 – DBO Domain Part 1/2
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Figure 9 – DBO Domain Part 2/2 (Survey Module)

3.4.3. Registry-Specific Domains


While the DBO domain stores data that is common through all registries, registry-specific domains can be defined to store data specific to only one registry, and therefore shall be stored in its own logical space.

Registry-Specific Domains are not part of Program Convergence, but for illustration purposes the figure below shows what such a registry-specific domain may look like. In this example, the TBI domain contains data that logically belongs only to the TBI space, and therefore receives its own domain instead of storing it in the Registry Convergence domain called DBO.
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Figure 10 – TBI Domain

4. Create a new Registry


As new registries are added the the CRS solution, there will be a process in place that will ensure a seamless integration with minimal or no impact to existing registries, especially those thare are being used in production.  New registry development will adhere to all standard VA document requirements and will include Requirement Specifications, Design Documents, Test Plan and Test Cases, Traceability Matrices, Project Schedules, Risk Registers,  and final Reports.  As these documents are created, care will be maintained to assure that nothing about the new registry will negatively impact existing registries, except where agreed to for the overall success of CRS by all the stakeholders.  


When new registries are added, the designs for their databases and software will utilize existing tables, stored procedures, classes, and infrastructure where possible.  It is also understood that the “look and feel” of new products will mimic those already present.  Of course this includes adherence to 508 guidelines and user security and access.

5. Data Exchange/Interoperability with Internal and External Systems


A long term goal of CRS is to automatically share information with outside sources on a regular basis, via both solicited, triggered, and automatic updates.  The first time this will be used is when DVEIR shares its data with the DoD.  As this process is still under development, no specifics can be stated here.  Suffice it to say that Registry data will periodically be moved to the DoD under secure and safe transfer mechanisms ensuring data integrity and safeguards in place to protect the individual Veteran’s private health information.
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