
[image: image1.jpg]Healthel/ot-V it A" |




Voluntary Service System (VSS)
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Introduction
Audience and Scope

This document is for use by IRM and Voluntary Service groups at VHA sites during the implementation of a Windows 7 public facing Kiosk.
Contents
This guide includes the following material.
· Hardware requirements for Kiosks and meal-ticket printers

· Kiosk security requirements
· Example Kiosk security configuration

· Browser homepage URL table
Hardware & Software Prerequisites
Kiosk

The Kiosk requires Windows 7 and IE 9.  
Any desktop machine that meets the minimum requirements for Windows 7 is suitable for use as a Kiosk.

· 1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor 

· 1 gigabyte (GB) RAM (32-bit) or 2 GB RAM (64-bit) 

· 16 GB available hard disk space (32-bit) or 20 GB (64-bit) 

· DirectX 9 graphics device with WDDM 1.0 or higher driver 

Printer

The VSS Kiosk supports printing with two printers.

The SP200 serial printer from Star Micronics which has been discontinued but is still widely in use within the Voluntary program

The SP500 usb printer from Star Micronics is the officially support printer.
· Be aware, there are other SP500 model printers not from Star Micronics and these are different products.  

· The Star Micronics SP700 has been used at several sites without incident, but is not officially supported yet.

Kiosk Security Requirements
The Kiosk is public facing and should limit general access to the following components.  This is not a complete set of security requirements as each Region has their own specific policies.  These are the minimum high level requirements so that users cannot easily alter the Kiosk configuration.

Each IRM is responsible for fully locking down the Kiosk to meet their local or regional security requirements for public facing computers.  
Requirements for the Voluntary Kiosk in addition to local requirements:
· Users unable to change date/time

· Users unable to change printers

· Users unable to change network settings

· Users unable to browse to any web page but the one defined for the Kiosk in the table for your station http://vaww.vss.med.va.gov/vtkuser/login.aspx?StationId=??? (where the ??? is station dependent from the station table).
· Users unable to access the network through the Kiosk

· Users unable to access the command line

· Users unable to use programs other than Internet Explorer 9

· Users unable to access the device manager, control panel, or other system settings

Example Kiosk Security Configuration
The following is intended to be an example of how to configure policies for those who are unfamiliar with the process.  This is not an officially supported complete configuration, but it is a partial configuration that can be used as a starting point.  The policies under each region change frequently and some used here may not be available. 
Prerequisites

· Familiarity with setting local and group policies

· Familiarity with using the MMC and group policy snap-in

· Familiarity with setting up additional users and editing their policies within the MMC

· The file “VSS_KIOSK_Example_Policies.zip” from the VDL

· Familiarity with creating users in Windows 7

· Admin access to the Kiosk machine

Notes

When you create a new user and assign them a policy, windows creates a folder in c:\system32\GroupPolicyUsers\ and is assigned a SID as the folder name.  For this example, the user was named Kiosk and the corresponding SID folder that was created was S-1-5-21-2434017069-1609727835-3577771964-1003 so the folder looked like the below, however the SID is unique every time it’s generated.  It will probably be the only folder in the tree structure if this is a fresh Win 7 box.
c:\system32\GroupPolicyUsers\ S-1-5-21-2434017069-1609727835-3577771964-1003\

Before you start, check this folder to make sure there isn’t already a user profile or you may have trouble differentiating the profiles after creating the Kiosk user.

Instructions

1. Make sure show hidden files/folders is on
2. Create a new user called Kiosk

3.  The grouppolicy folder holds the local GPO’s for all users on a particular machine. To see policies that are applied to a specific user you will need to look in the grouppolicyusers folder. However, since we do not typically have local GPO’s applied to specific users, those folders will not be populated by default. You will need to load the GPO for that user in the MMC before the folder will show up for you to copy the example into. 

Search for mmc
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After this is done and you go to close the MMC session, it will ask you if you want to save.  Just save, choosing defaults and it will store in your user profile under admin tools and will be named Console1.

Once you do all of that you should see the folder with SID in:

C:\Windows\System32\GroupPolicyUsers

4. Find their folder in the windows directory  C:\windows\system32\GroupPolicyUsers\KIOSK_USER_SID 
5. Unzip the  VSS_KIOSK_Example_Policies.zip  file, copy everything inside the folder labeled S-1-5-21-2434017069-1609727835-3577771964-1003 to the folder that was created for the KIOSK user (your SID will be different than the example).
6. Reboot

7. Log in with the Kiosk user and see if the desktop looks locked down (can’t change the time, access network settings, etc…)
8. It has been reported that sometimes multiple reboots are necessary to apply all policy changes.  If you don’t see a locked down desktop, 
9. Log back in as admin, load the Kiosk user policies and change them to suit local security requirements.
Site Code Table
Overview
The Kiosk browser should be set to access only the VSS server.  Each station has its own unique identifier.  The link to set as the home page takes the form of below, plus the appended station id.
http://vaww.vss.med.va.gov/vtkuser/login.aspx?StationId=
For example, Detroit is:
http://vaww.vss.med.va.gov/vtkuser/login.aspx?StationId=10

	Akron CBOC
	228

	Albany-Upstate NY HCS
	40

	Albuquerque-New Mexico VA HCS
	190

	Alexandria VAMC
	213

	Altoona - James Van Zandt VAMC
	15

	Am Lake VA Puget Sound HCS
	212

	Amarillo HCS
	177

	Anchorage-Alaska HCS&RO
	171

	Appleton VA CBOC
	133

	Asheville VAMC
	161

	Atlanta VA Medical Center
	101

	Augusta VA Medical Center
	59

	Baltimore-VA Maryland HCS
	94

	Batavia VA Western NY HCS
	36

	Bath-Upstate NY HCS
	39

	Baton Rouge
	180

	Battle Creek
	30

	Bay Pines VA Healthcare System
	11

	Bay Pines VA Regional Office
	14

	Beckley VAMC
	158

	Bedford
	77

	Big Spring West Texas VA HCS
	197

	Biloxi VA Gulf Coast HCS 
	188

	Birmingham VAMC
	12

	Boise VAMC
	119

	Bonham-North Texas HCS
	29

	BRECC
	95

	Brecksville-Louis Stokes VAMC
	22

	Brevard Clinic
	89

	Brockton Campus-VA Boston HCS
	74

	Bronx
	159

	Brooklyn VA NY Harbor HCS
	56

	Broward VA Outpatient Clinic
	19

	Buffalo VA Western NY HCS
	35

	Butler
	123

	Canandaigua-Upstate NY HCS
	37

	Canton
	24

	Castle Point VA Hudson Valley
	163

	Central Arkansas Veterans HCS
	176

	Charleston-Ralph Johnson VAMC
	104

	Chattanooga-Tenn Valley HCS
	111

	Cheyenne VAMROC
	218

	Chicago - Jesse Brown VA HCS
	147

	Chillicothe
	51

	Cincinnati VAMC
	105

	Clarksburg- Louis Johnson VAMC
	113

	Cleveland-Louis Stokes VAMC
	21

	Coatesville
	141

	Columbia MO-Harry Truman VAMC
	64

	Columbia SC-WJB Dorn VAMC
	118

	Columbus OPC
	146

	Creative Arts-CO
	227

	Crown Point-VA Chicago HCS
	149

	Dallas-North Texas HCS
	28

	Danville - Illiana VA HCS
	26

	Dayton VA Medical Center
	127

	Daytona
	46

	Des Moines  VA CIHS 
	155

	Detroit - John D. Dingell VAMC
	10

	Dublin-Carl Vinson VAMC
	117

	Durham VAMC
	145

	East Orange VA NJ HCS
	114

	ECHCS - Pueblo
	108

	ECHCS – Denver
	107

	El Paso VAHCS
	34

	Erie
	20

	Fargo VAMROC
	71

	Fayetteville AR VHSO
	97

	Fayetteville NC
	144

	Fort Meade-VA Black Hills HCS
	135

	Fort Thomas VANH
	106

	Fort Wayne VA N Indiana HCS
	84

	Fort Worth OPC
	263

	Fresno-Central California HCS
	50

	Ft Smith VA/CBOC
	99

	Ft. Harrison VA Montana HCS
	166

	Gainesville-N.FL/S.GA VA HCS
	44

	Grand Island Div VA NWIHS
	154

	Grand Junction
	204

	Grand Rapids CBOC
	31

	Gulfport VAMC
	189

	Hammond CBOC 
	242

	Hampton
	41

	Hines VA Hospital
	17

	Honolulu VA Pacific Is. HCS
	82

	Hot Springs-VA Black Hills HCS
	136

	Houma CBOC
	225

	Houston M E DeBakey VAMC
	181

	Huntington
	151

	Indianapolis-RL Roudebush VAMC
	43

	INVALID
	233

	Iowa City VAMC
	157

	Iron Mountain
	125

	Jackson GV Montgomery VAMC
	42

	Jacksonville
	47

	Jamaica Plain-VA Boston HCS
	73

	Kansas City VA Heartland West
	61

	Kerrville-South Texas HCS
	196

	Klamath Falls
	174

	Knoxville VA CIHS Division
	156

	Knoxville-Tenn Valley HCS
	112

	Lake Baldwin VA OPC
	88

	Lake City-N.FL/S.GA VA HCS
	45

	Lakeside-VA Chicago HCS
	148

	Las Vegas VA S NV HCS
	193

	Lawton OPC
	192

	Leavenworth VA E Kansas HCS
	63

	Lebanon
	122

	Lee County VA Health Care Ctr
	13

	Lexington
	143

	Lincoln Division VA NWIHS 
	153

	Little Rock-Central AR HCS
	175

	Livermore VA Palo Alto HCS
	4

	Loma Linda VA  HCS
	210

	Long Beach VA HCS
	194

	Longview CBOC
	187

	Los Angeles ACC VA GLA HCS
	200

	Los Angeles VA GLA HCS
	198

	Louisville-Robley Rex VAMC
	16

	Lubbock
	178

	Lyons VA NJ HCS
	115

	Madison-Wm S Middleton VAMC
	27

	Manchester
	32

	Marion IL VAMC
	217

	Marion VA N Indiana HCS
	83

	Marlin
	207

	Martinez
	52

	Martinsburg
	33

	McClellan CBOC
	54

	Memphis
	121

	Miami VA Healthcare System
	18

	Middletown CBOC
	128

	Miles City VA Montana HCS
	167

	Milo C. Huempfner VA OPC
	276

	Milwaukee-C J Zablocki VAMC
	132

	Minneapolis VAMC
	134

	Monroe CBOC
	186

	Montgomery CAVHCS 
	222

	Montrose VA Hudson Valley HCS
	162

	Mountain Home
	100

	Mt Vernon - Gene Taylor CBOC
	98

	Murfreesboro-Tenn Valley HCS
	110

	Muskogee Jack Montgomery VAMC
	202

	Nashville-Tenn Valley HCS
	109

	New Orleans
	179

	New York VA NY Harbor HCS
	55

	Newington-Connecticut HCS 
	79

	NGAG-Black Hills
	236

	North Chicago
	137

	Northport
	126

	NV Golden Age - Hampton
	231

	NVCAF-Fayetteville
	268

	NVGAG - Palo Alto
	266

	NVGAG- VA Pacific Islands
	264

	NVGAG-Birmingham
	250

	NVGAG-Black Hills
	235

	NVGAG-DesMoines
	260

	NVGAG-Houston
	239

	NVSSC
	256

	NVWCG-ECHCS Denver
	258

	NVWCG-Milwaukee
	238

	NVWCG-Pittsburgh
	271

	NVWCG-Richmond
	274

	NVWCG-Spokane
	249

	Oklahoma City
	191

	Omaha Division VA NWIHS 
	152

	Orlando VA Medical Center
	273

	Palo Alto VA HCS
	3

	Pensacola Outpatient Clinic
	232

	Perry Point VA Maryland HCS
	96

	Philadelphia VAMC
	142

	Phoenix-Carl T Hayden VAMC
	170

	Pittsburgh Heinz
	139

	Pittsburgh Highland Drive
	140

	Poplar Bluff J J Pershing VAMC
	216

	Portland OR VAMC
	219

	Prescott-North Arizona HCS
	209

	Providence
	103

	Reno VA Sierra Nevada HCS
	60

	Richmond CBOC
	130

	Richmond VA-Hunter H. McGuire
	160

	Rittman National Cemetery
	229

	Roseburg VA HCS
	183

	Sacramento VA N Ca HCS
	53

	Saginaw-Aleda E. Lutz VAMC
	68

	Salem
	120

	Salisbury-WG Hefner VAMC
	131

	Salt Lake City VA HCS
	172

	San Antonio 102-CAF
	252

	San Antonio-South Texas HCS
	195

	San Diego VA HCS
	208

	San Francisco
	116

	San Juan
	91

	Santa Maria
	201

	Seattle VA Puget Sound HCS
	211

	Sepulveda ACC VA GLA HCS
	199

	Sheridan
	169

	Shreveport-Overton Brooks VAMC
	184

	Sioux Falls
	93

	Spokane VAMC
	221

	Springfield CBOC
	129

	St Cloud
	92

	St Louis - NVCAF
	240

	St. Albans VA NY Harbor HCS
	57

	St. John CBOC
	243

	Syracuse-Upstate NY HCS
	38

	Tahoma National Cemetery
	241

	Tallahassee
	48

	Tampa JA Haley VAMC
	87

	Temple-Central Texas HCS
	205

	Texarkana CBOC
	185

	Texas Valley Coastal Bend HCS
	261

	The Villages - OPC
	267

	Toledo
	67

	Tomah Creative Arts
	254

	Tomah VA Medical Center
	150

	Topeka VA Eastern Kansas HCS
	62

	Tucson-Southern AZ VA HCS
	168

	Tulsa OPC
	203

	Tuscaloosa VA Medical Center
	80

	Tuskegee CAVHCS 
	223

	VA Ann Arbor Healthcare System
	66

	VA Central Western MA HCS
	72

	VA Maine Healthcare System
	9

	VA Mission Valley Clinic
	269

	VA Northern Michigan Clinics
	69

	VA Pittsburgh HCS
	138

	VA San Diego Oceanside Clinic
	270

	VA St. Louis HCS-JB Division
	215

	VA St. Louis HCS-JC Division
	214

	Valdosta
	49

	Vancouver
	220

	VHA Headquarters
	224

	Waco-Central Texas HCS
	206

	Walla Walla VA Medical Center
	182

	Washington DC
	165

	WC Games NWIHS
	244

	West Haven - Connecticut HCS
	78

	West Palm Beach VAMC
	102

	West Roxbury-VA Boston HCS
	75

	Wheelchair Games-AK
	226

	White City VA S Oregon Rehab
	173

	White River Junction
	90

	Wichita-Robert J Dole VAMC
	65

	Wilkes - Barre VAMC
	164

	Wilmington - VAMROC
	124

	Worcester -VA CW MA HCS
	76

	Youngstown
	23
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