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were also changed to be generic.

PDF 508 Compliance—The final PDF
document was recreated and now supports the
minimum requirements to be 508 compliant
(i.e., accessibility tags, language selection,
alternate text for all images/icons, fully
functional Web links, successfully passed
Adobe Acrobat Quick Check).
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2.0

Kernel 8.0 documentation
reformatting/revision.
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Kernel Systems Management Guide since its
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Management Guide is that all developer-
specific content has been extracted and placed
into a new Kernel Developer's Guide.
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constraints, not all released Kernel patches
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document published so that in the future we
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Management Guide.
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reformatted manual with all released patch
information that affects its content. Because of
the chapter-numbering scheme, future
additions can be made with minimal disruption
to the entire manual page flow.

Thanks for your patience!
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Orientation

How to Use this Manual

Throughout this manual, advice and instruction are offered about the numerous Kernel 8.0 and Kernel
Toolkit 7.3 tools and functionality provided for the Veterans Health Information Systems and Technology
Architecture (VistA) system management and end-users (e.g., site parameters).

The Kernel Systems Management Guide is divided into six major sections, based on the following
functional divisions within Kernel/Kernel Toolkit:

Signon/Security (e.g., techniques for granting user access and monitoring computing activity)
Menu Manager (e.g., techniques for managing menus)
Device Handler

IV. TaskMan

V.

Kernel Installation and Distribution System

VI. Toolkit

REF: For information on developer tools (e.g., Direct Mode Utilities and Application Program
Interfaces [APIs]), see the Kernel Developer's Guide. Kernel and Kernel Toolkit APIs are also
available in HTML format at the following VA IntranetWebsite:
http://vista.med.va.gov/kernel/apis/index.shtml

Information on recommended system configuration and setting Kernel's site parameters, as well
as lists of files, routines, options, and other components are documented in the Kernel Technical
Manual.

Information about managing computer security, which includes a detailed description of
techniques that can be used to monitor and audit computing activity, is presented in the Kernel
Security Tools Manual.

Instructions for installing Kernel are provided in the Kernel Installation Guide. This guide also
includes information about software application management (e.g., recommended settings for
site parameters and scheduling time frames for tasked options).

This manual is further organized within each section of Kernel in the following order:

1.
2.

User Interface—Information of relevance to the general end-user.

System Management—Information of relevance to system managers.

When a subject is large enough (e.g., Signon/Security), separate chapters are devoted to the "User
Interface” and ""System Management" topics. In other cases, where the subject matter is smaller (e.g., the
discussion of the Browser device), the two divisions of audience are contained entirely within a chapter or
sub-chapter.

July 1995 Kernel XXXIiX
Revised June 2012 Systems Management Guide

Version 8.0



Orientation

Intended Audience

The intended audience of this manual are the following stakeholders:

¢ Information Resource Management (IRM)—System administrators at Department of Veterans
Affairs (VA) sites who are responsible for computer management and system security on the
VistA M Servers.

e Product Development (PD)—VistA legacy development teams.
o Information Security Officers (ISOs)—Personnel at VA sites responsible for system security.

e Product Support (PS).

Legal Requirements

CAUTION: To protect the security of VistA systems, distribution of this software for use

A on any other computer system by VistA sites is prohibited. All requests for copies of
Kernel for non-VistA use should be referred to the VistA site's local Office of
Information Field Office (OIFO).

Otherwise, there are no special legal requirements involved in the use of Kernel.

Disclaimers

This manual provides an overall explanation of the Kernel software; however, no attempt is made to
explain how the overall VistA programming system is integrated and maintained. Such methods and
procedures are documented elsewhere. We suggest you look at the various VA home pages on the
Internet and VA Intranet for a general orientation to VistA. For example, go to the Office of Information
and Technology (OIT) VistA Development Intranet Website: http://vista.med.va.gov

not constitute endorsement by the Department of Veterans Affairs (VA) of this Website
or the information, products, or services contained therein. The VA does not exercise
any editorial control over the information you may find at these locations. Such links
are provided and are consistent with the stated purpose of this VA Intranet Service.

ﬁ DISCLAIMER: The appearance of any external hyperlink references in this manual does
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Documentation Conventions

This manual uses several methods to highlight different aspects of the material:

e Various symbols are used throughout the documentation to alert the reader to special information.
The following table gives a description of each of these symbols:

Table ii. Documentation symbol descriptions

Symbol Description
o NOTE/REF: Used to inform the reader of general information including
references to additional reading material.

CAUTION/RECOMMENDATION/DISCLAIMER: Used to caution the reader to
take special notice of critical information.

o Descriptive text is presented in a proportional font (as represented by this font).

e Conventions for displaying TEST data in this document are as follows:

(0]

The first three digits (prefix) of any Social Security Numbers (SSN) will begin with either
"000" or "666".

Patient and user names will be formatted as follows: [Application Name]PATIENT,[N] and
[Application Name]USER,[N] respectively, where "Application Name" is defined in the
Approved Application Abbreviations document and "N" represents the first name as a
number spelled out and incremented with each new entry. For example, in Kernel (KRN) test
patient and user names would be documented as follows: KRNPATIENT,ONE;
KRNPATIENT, TWO; KRNPATIENT, THREE; etc.

e "Snapshots" of computer commands and online displays (i.e., screen captures/dialogues) and
computer source code, if any, are shown in a hon-proportional font and may be enclosed within a
box.

(0}

July 1995

User's responses to online prompts will be bold typeface and highlighted in yellow
(e.g., <Enter>).

Emphasis within a dialogue box will be bold typeface and highlighted in blue
(e.g., STANDARD LISTENER: RUNNING).

Some software code reserved/key words will be bold typeface with alternate color font.

References to "<Enter>" within these snapshots indicate that the user should press the
<Enter> key on the keyboard. Other special keys are represented within < > angle brackets.
For example, pressing the PF1 key can be represented as pressing <PF1>.

Author's comments are displayed in italics or as "callout™ boxes.

NOTE: Callout boxes refer to labels or descriptions usually enclosed within a box,
which point to specific areas of a displayed image.
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e This manual refers to the M programming language. Under the 1995 American National
Standards Institute (ANSI) standard, M is the primary name of the MUMPS programming
language, and MUMPS will be considered an alternate name. This manual uses the name M.

o Descriptions of direct mode utilities are prefaced with the standard M ">" prompt to emphasize
that the call is to be used only in direct mode. They also include the M command used to invoke
the utility. The following is an example:

>D ~XUP

o All uppercase is reserved for the representation of M code, variable names, or the formal name of
options, field/file names, and security keys (e.g., the XUPROGMODE security key).

Documentation Navigation

This document uses Microsoft® Word's built-in navigation for internal hyperlinks. To add Back and
Forward navigation buttons to your toolbar, do the following:

1. Right-click anywhere on the customizable Toolbar in Word 2007 (not the Ribbon section).
2. Select Customize Quick Access Toolbar from the secondary menu.

3. Press the drop-down arrow in the "Choose commands from:" box.

4. Select All Commands from the displayed list.
5

Scroll through the command list in the left column until you see the Back command (green circle
with arrow pointing left).

6. Click/Highlight the Back command and press the Add button to add it to your customized
toolbar.

7. Scroll through the command list in the left column until you see the Forward command (green
circle with arrow pointing right).

8. Click/Highlight the Forward command and press the Add button to add it to your customized
toolbar.

9. Press OK.

You can now use these Back and Forward command buttons in your Toolbar to navigate back and forth
in your Word document when clicking on hyperlinks within the document.

NOTE: This is a one-time setup and will automatically be available in any other Word
document once you install it on the Toolbar.
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How to Obtain Technical Information Online

Exported VistA M Server-based software file, routine, and global documentation can be generated
through the use of Kernel, MailMan, and VA FileMan utilities.

NOTE: Methods of obtaining specific technical information online will be indicated where
applicable under the appropriate topic.

REF: See the Kernel Technical Manual for further information.

Help at Prompts

VistA M Server-based software provides online help and commonly used system default prompts. Users
are encouraged to enter question marks at any response prompt. At the end of the help display, you are
immediately returned to the point from which you started. This is an easy way to learn about any aspect of
VistA M Server-based software.

Obtaining Data Dictionary Listings

Technical information about VistA M Server-based files and the fields in files is stored in data
dictionaries (DD). You can use the List File Attributes option on the Data Dictionary Utilities submenu in
VA FileMan to print formatted data dictionaries.

REF: For details about obtaining data dictionaries and about the formats available, see the "List
File Attributes" chapter in the "File Management" section of the VA FileMan Advanced User
Manual.

Assumptions about the Reader

This manual is written with the assumption that the reader is familiar with the following:
e VistA computing environment:
o0 Kernel—VistA M Server software
0 VA FileMan data structures and terminology—VistA M Server software
e Microsoft Windows environment

e M programming language
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Reference Materials

Readers who wish to learn more about Kernel should consult the following:

Kernel Release Notes

Kernel Installation Guide

Kernel Systems Management Guide (this manual)

Kernel Developer's Guide

Kernel Technical Manual

Kernel Security Tools Manual

Kernel VA Intranet Website: http://vista.med.va.gov/kernel/index.asp

This site contains other information and provides links to additional documentation.

VistA documentation is made available online in Microsoft Word format and in Adobe Acrobat Portable
Document Format (PDF). The PDF documents must be read using the Adobe Acrobat Reader, which is
freely distributed by Adobe Systems Incorporated at the following Website: http://www.adobe.com/

VistA documentation can be downloaded from the VHA Software Document Library (VDL) Website:
http://www.va.gov/vdl/

VistA documentation and software can also be downloaded from the Product Support (PS) anonymous
directories:

xliv

Preferred Method download.vista.med.va.gov

o NOTE: This method transmits the files from the first available FTP server.

Albany OIFO ftp.fo-albany.med.va.gov
Hines OIFO ftp.fo-hines.med.va.gov
Salt Lake City OIFO  ftp.fo-slc.med.va.gov
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1. Introduction

This manual provides descriptive information about Kernel for use by Information Resource Management
(IRM) staff, end users, Automated Data Processing Application Coordinators (ADPACS), and application
developers.

This manual assumes that the reader is familiar with the computing environment of the VA's Veterans
Health Information Systems and Technology Architecture (VistA), and understands VA FileMan data
structures and terminology. Some understanding of the M programming language is helpful for some
parts of the manual. No attempt is made to explain how the overall VistA programming system is
integrated and maintained; such methods and procedures are documented elsewhere. This manual does,
however, provide an explanation of Kernel utilities, describing how they can be used to establish a
standard user interface, monitor and manage the computer system, customize the environment according
to local site needs, and define new areas of computing activities for users.

Kernel is a vendor-independent applications development environment, as well as a run-time environment
providing standard vendor-independent services to applications software. It is not an operating system,
but a set of utilities and associated files that are executed in an M environment. Kernel is central to VA
VistA software strategy, in that it permits any VistA software application to run without modification on
any hardware/software platform that supports American National Standards Institute (ANSI) Standard M.
All operating system-specific, M implementation-specific, or hardware-specific code is isolated to Kernel.
Therefore, porting VistA to a new environment requires modification only to a handful of Kernel

routines.

As a whole, Kernel provides a computing environment that permits controlled user access, presents
menus for choosing from various computing activities, allows device selection for output, enables the
tasking of background processes, and offers numerous tools for system management and application
programming. Kernel also provides tools for software distribution and installation.

VistA users see the same user interface, regardless of the underlying system architecture, because VistA
applications are built using Kernel facilities for signon, database access, option selection, and device
selection. As a result, user interaction with the system is constant across VistA applications.

1.1 Users

Kernel provides the doorway into the VistA computer system, the menus that tie together the options and
utilities to enhance those options.

For the doorway, Kernel provides the Access and Verify code system that you use to establish your
identity to the VistA computer system.

Once you have signed on, Kernel provides your menus. Each user on the computer system, as identified
by their Access code, has their own individual set of menus and options.

The person or department managing the computer system organizes each user's menus. From your menu,
you can run any application the computer system managers have made available to you. Kernel's menu
system is what is used to make VistA applications (e.g., Scheduling, Nursing, and Personnel) available to
users.
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To produce output from VistA applications (e.g., to printers or to the terminal screen), Kernel provides a
common device interface called the Device Handler. To queue a job rather than run it directly, the Device
Handler links to a common queuing system called TaskMan.

This manual contains information about these and other parts of Kernel. The intent of this manual is to
help you learn to use Kernel and take fullest advantage of the facilities it provides. This manual also
includes information for system managers and developers; to find the information of interest to you, the
general user, look for chapters and sub-chapters containing the phrase "User Interface" in their titles.

ADP Application Coordinators (ADPACs) may want to skim through the Kernel Systems Management
Guide and concentrate on the user interface chapters and sub-chapters, particularly issues concerning
every Kernel user (e.g., signon process and menu navigation).

1.2 System Managers

Kernel provides the backbone of an M computing platform, providing a mechanism to organize M
programs as options, and a way to organize those options into a menu system for users. Kernel provides
the following major system management components:

e Alerts provide an integrated notification system.

o Device Handler provides a common device interface.

o Electronic Signature Codes provide a secure electronic approval system.
o File Access Security system manages access to VA FileMan files.

o Kernel Installation and Distribution System (KIDS) provides an application distribution and
installation system.

e Menu Manager provides a common menu management system.
e Signon/Security organizes users and allows secure logons.

e TaskMan provides a common job queuing system.

Kernel provides the system manager the means to manage a secure, multi-user M-based computer system.
Some typical daily tasks performed by system managers using Kernel system management tools include:

e Setting up accounts for new users and terminating accounts for expired users.
e Adding and subtracting options from users' menus.
e Controlling file access for users.
e Monitoring TaskMan task queues.
e Terminating unwanted tasks.
e Monitoring devices.
e Creating and modifying links to output devices in the DEVICE file (#3.5).
¢ Installing software applications.
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Within chapters and sub-chapters of this manual you can find general user information in the "User
Interface” topic and system manager information in the "System Management" topic.

REF: For information on developer tools (e.g., Direct Mode Utilities and Application Program
Interfaces [APIs]), see the Kernel Developer's Guide. Kernel and Kernel Toolkit APIs are also
available in HTML format at the following VA Intranet Website:
http://vista.med.va.gov/kernel/apis/index.shtml

Information on recommended system configuration and setting Kernel's site parameters, as well
as lists of files, routines, options, and other components are documented in the Kernel Technical
Manual.

Information about managing computer security, which includes a detailed description of
techniques that can be used to monitor and audit computing activity, is presented in the Kernel
Security Tools Manual.

Instructions for installing Kernel are provided in the Kernel Installation Guide. This guide also
includes information about software application management (e.g., recommended settings for
site parameters and scheduling time frames for tasked options).
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2. Signon/Security: User Interface

The first step you take each time you access the computer system is called signing on. When you sign on
to the VistA computer system, you are required to enter an Access and Verify code. These codes identify
you to the computer system, and, as these codes are private to you, serve to prevent unauthorized access
to your account.

You are shielded from most steps in the signon process. In the background, Kernel's Signon/Security
establishes the proper environment, records and monitors the signon event, and takes you to Menu
Manager. Menu Manager presents a list of menu options that let you interact with other parts of Kernel
and software applications. When you complete a session on the computer system, you sign out to exit.

2.1 Signing On

To authenticate yourself to VistA (Kernel's "front door"), you need to sign onto the system by entering
your Access and Verify codes. The user signon (authentication) interface varies based on the type of Vista
application software being run:

e Character User Interface (CHUI)-based applications—This includes M-based roll-and-scroll
applications used to access Kernel on the VistA M Server (e.g., Laboratory, Pharmacy). With this
type of authentication interface, users are first prompted with an "ACCESS CODE:" prompt.
Entering an Access code and pressing the <Enter> key brings up the "VERIFY CODE:" prompt.

o REF: For a sample of the roll-and-scroll signon prompts, please see Figure 2-1.

e Graphical User GUI client/server applications—This includes rich client or client/server
applications used to access Kernel on the VistA M Server via RPC Broker (Delphi/Pascal)- or
VistALink (Java)-based components (e.g., Computerized Patient Record System [CPRS] or Care
Management). With this type of authentication interface, users are presented with a GUI sighon
dialogue box. Users can click in or tab to the Access and Verify code entry fields and press the
OK button.

REF: For a sample of the RPC Broker signon dialogue box and more information on
RPC Broker, see the RPC Broker documentation located on the VHA Software
Document Library (VDL) at: http://www.va.gov/vdl/application.asp?appid=23

o \Web-based applications—This includes Web-based applications that use a client Web browser
and Kernel Authentication and Authorization Java (2) Enterprise Edition (KAAJEE) to access
Kernel on the VistA M Server (e.g., Blind Rehab). With this type of authentication interface,
users are presented with a GUI signon dialogue Web page. Users can click in or tab to the Access
and Verify code entry fields and press the Login button.

REF: For a sample of the KAAJEE signon dialogue Web page and more information
on KAAJEE, see the KAAJEE documentation located on the VHA Software Document
Library (VDL) at : http://www.va.gov/vdl/application.asp?appid=151
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Your Access code establishes your unique identity to Kernel. Your matching Verify code corroborates
your identity completing the VistA Kernel authentication process. Asterisks only are displayed when you
enter your Access and Verify codes so that the actual characters are not displayed (echoed back) on the
screen. Codes are encrypted after they are entered and compared with the encrypted stored values for a
match.

REF: For a description of valid and strong Access and Verify codes, see the "Defining a Strong
Verify Code" topic that follows in this chapter.

Figure 2-1. Signing on to VistA—Sample roll-and-scroll user authentication dialogue

ACCESS CODE: ******** <Enter>

VERIFY CODE: ******** <Fnter>
Device: _TNA8628: <Enter> An invalid Access and Verify
Not a valid ACCESS CODE/VERIFY CODE pair. code pair produces an error.

ACCESS CODES: ******** <Fnter>
VERIFY CODES: ********x <fFnter>
Good evening FRIEND You last signed on Apr 21,1992 at 07:57

There was 1 unsuccessful attempt since you last signed on:

You were last executing the "MailMan Menu® menu option.
Do you wish to resume? YES//

Entering a valid Access and Verify code combination completes the signon authentication process and
takes you beyond Signon/Security into Kernel's Menu Manager (or other security role-based access keys)
used to authorize your appropriate level of access to data or application functionality.

If you have not been assigned a primary menu, Kernel displays a message indicating that access is not
allowed, and signs you out from the computer system. Similarly, if your primary menu has been marked
as "out-of-order"” (an option attribute), Kernel also denies you access (see Figure 2-2).

o REF: For more information on primary menus, see the "Menu Manager" section in this manual.

Figure 2-2. Access denied due to no primary menu or menu "out of order' message

ACCESS CODES: ******** <Fnter>
VERIFY CODES: ******** <Enter>
Device: _TNA8628: <Enter>

No access allowed for this user.

2.1.1 Defining a Strong Verify Code

While Access codes are a unique identifier (i.e., username) for your user record in Kernel's NEW
PERSON file (#200), Verify codes are secret passwords assuring that the person signing on is the one for
whom the user record was established. You rarely need to be issued a new Access code, but you must
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change your Verify code (i.e., password) if you suspect that someone else has used it to gain access to the
system or when your Verify code has expired (i.e., every 90 days or less). You can change your Verify
code with the Edit User Characteristics option, which is available from the Common menu User's
Toolbox menu.

As of Kernel Patch XU*8.0*180, strong Access and Verify codes must adhere to the following criteria:

Access and Verify codes cannot be identical.

Verify codes (i.e., passwords) must be at least 8 characters in length.

Strong passwords in general contain at least three of the following four character types:
0 Uppercase letters

0 Lowercase letters
0 Numbers
o]

Special characters/symbols that are neither letters nor numbers (e.g., -, , #, &, $, *, @)

NOTE: Some non-VistA-based systems restrict certain special characters/symbols
used as part of a username or password.

Because VistA is case-insensitive, VistA only has three sets of characters from which to build a
strong Verify code (i.e., password):

0 Letters (of any case)
0 Numbers

o Special characters/symbols that are neither letters nor numbers (e.g., -, _, #, &, $, *, @)

NOTE: Some non-VistA-based systems restrict certain special characters/symbols
used as part of a username or password.

Verify codes must be changed at least every 90 days (or less). You must change your Verify code
at periodic intervals as specified by IRM. Information systems shall not permit re-assignment of
the last three passwords used. When required, you will be prompted during signon to pick a new
Verify code.

Accounts that have been inactive for 90 days shall be disabled.

To preclude password guessing, an intruder lockout feature shall suspend accounts after five
invalid attempts to log on. Where around-the-clock system administration service is available,
system administrator intervention shall be required to clear a locked account. Where around-the-
clock system administration service is not available, accounts shall remained locked out for at
least ten minutes.

NOTE: These rules are taken from the VA Account and Password Management Interim Policy
document.

All of these restrictions are enforced whenever Access or Verify codes are created or changed.

These changes were made to meet VHA DIRECTIVE 6210 available at the following VA
Intranet Website: http://vaww1.va.gov/vhapublications/ViewPublication.asp?pub_ID=54
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REF: For more tips and general advice regarding Access and Verify codes and security in
general, see the Kernel Security Tools Manual.

2.1.1.1 Why Longer Passwords?

Passwords used to access VA systems must be at least 8 characters long because longer passwords are
stronger, and thus, harder to guess than shorter ones.

The more tries it takes a hacker or a program to guess a password, the more secure the system is. Adding
just one character to the length of a password greatly increases the difficulty of guessing the password.

For an 8-character password made up of letters and numbers (assuming you can repeat characters and that
there are no restrictions, such as requiring the first character to be a letter), there are 36 possibilities for
the first position, 36 possibilities for the second position, 36 possibilities for the third position, and so on.
Thus, there are 36 x 36 x 36 x 36 X 36 x 36 x 36 x 36 = 2,821,109,907,456 possibilities for an 8-character
password.

If you have forgotten your Verify code (password), the site's Information Security Officer (ISO) should
delete the existing code, and then instruct you to sign on again. At the "Verify code™ prompt simply press
the <Enter> key without making any other entries. You will be prompted to enter a new Verify code and
then re-prompted to enter the same Verify code again as confirmation. If you do not want to bother
inventing a Verify code, entering a question mark ("?") at the Verify code prompt displays a possible
although cryptic choice (e.g., DKMI&493). Entering a question mark a second time displays another
choice. When you log off, you're reminded to remember the new Verify code for use at your next signon.

2.1.2 LOGIN Menu Template

You can execute a script of options on your first signon of the day by having a MENU template called
LOGIN.

o REF: For more information, see the "Menu Manager: User Interface" chapter in this manual.

2.1.3 Signon Shortcuts

In roll-and-scroll VistA, to reach the primary menu in one step at the "ACCESS CODES:" prompt, you
can enter the Access and Verify code as one string separated by a semicolon:

Figure 2-3. Entering the Access and Verify codes at the same time

ACCESS CODES: ACCESSCODE;VERIFYCODE

Good afternoon. You last signed on today at 12:00
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To "jump start” directly to a particular option, you can specify the name of an option after another
semicolon:

Figure 2-4. Entering the Access and Verify codes at the same time and jumping directly to a specified option

ACCESS CODES: ACCESSCODE;VERIFYCODE; INTRO
Good afternoon. You last signed on today at 12:00
INTROductory text edit

To force the Kernel query of the terminal type identity, you can include a colon anywhere in the string.

REF: If you want to avoid the terminal type query, see "Terminal Type Prompt" topic that
follows.

2.1.4 Normal Signoff

When you complete a session on the computer system, you should sign off the system so that no one can
come along and use the computer system under your identity. There are several ways you can sign off of
the system.

Figure 2-5. System commands: Menu options for signoff

SYSTEM COMMAND OPTIONS [XUCOMMAND]
Halt [XUHALT]
Continue [ XUCONTINUE]
Restart Session [XURELOG]

One way to sign off is to enter "halt" at any menu prompt. When you sign off using "halt," at next signon,
after entering Access and Verify codes, your normal primary menu will be your first menu.

Or, to sign off, you can enter "continue." At your next signon, after entering Access and Verify codes,
your last-used menu when you signed off will be your first menu for that session.

If remotely connected via modem or other network device, you can enter "restart” to sign out of Kernel
without dropping the communication line.

Finally, you can sign off without using any of these shortcuts simply by pressing <Enter> at each menu
prompt to step back up the menu pathway and finally exit.

REF: For more information on menus and menu prompts, see the "Menu Management" section
in this manual.
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2.1.5 Abnormal Signoff and Error Handling

If you encounter an error while using the VistA computer system, Kernel will trap it, issue the message
"Sorry 'bout that”, and attempt to return you to your primary menu. Kernel can recover from most error
conditions and, given a suitable environment, will permit you to continue. Some error conditions,
however, cause an abnormal exit such that you are immediately logged off the computer system. When
this happens, you can sign on again if you still need to use the computer system.

2.1.6 Terminal Type Prompt

When signing on, you may be prompted to enter a terminal type. You should not see this prompt very
often, however, since Kernel usually can identify your terminal type without needing to prompt you to
enter one. If you are prompted, you should enter the name of the actual terminal type to use (e.g., C-
VT220). The entered terminal type tells Kernel how to support screen-oriented and other enhanced
displays. If unusual circumstances arise and the wrong terminal type is in effect, you can redefine it by
using the Edit User Characteristics option (available through the User's Toolbox menu, discussed below).

The Edit User Characteristics option lets you edit a setting (ASK DEVICE TYPE AT SIGN-ON) that
allows you to decide whether to bypass the usual terminal type query. If you always work at the same
terminal and want to save a small amount of time during the signon process, you can set ASK DEVICE
TYPE AT SIGN-ON to DON'T ASK. Kernel then assumes that your last terminal type should be used as
the default.

If you have ASK DEVICE TYPE AT SIGN-ON set to DON'T ASK, and sign on using a terminal whose
terminal type is different from the one normally used, you should signon by including a colon (":") after
your Access code. This forces Kernel to query the terminal for its identity. Alternatively, once signed on,
you could invoke the Edit User Characteristics option to change your terminal type to the one currently in
use. Or, you could use this option to reset the ASK DEVICE TYPE AT SIGN-ON question to ASK, log
off and sign back on (whereby Signon/Security will obtain the correct terminal type identification).

2.2 Escaping from a Jumbled Screen

One consequence of your signon terminal type not matching the actual one being used is that full-screen
display could appear jumbled. To escape from a ScreenMan form (e.g., Edit User Characteristics), all you
need to do is enter two carets ("), each followed by the <Enter> key. To escape from VA FileMan's
Screen Editor, you should press <PF1>E to exit.

2.3 Alerts

After signing on, you could be presented with an alert notice just before the menu prompt. If so, you need
to pick the View Alerts "VA" option [XQALERT] for viewing alerts to take care of urgent, pending
matters.

REF: For more information about alerts, see the "Alerts" chapter, in the "Menu Manager"
section in this manual.
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Figure 2-6. System commands: View Alerts ""VA" option

SYSTEM COMMAND OPTIONS . .. [XUCOMMAND]
View Alerts "VA" [XQALERT]

2.4 User's Toolbox Menu

The User's Toolbox menu [XUSERTOOLS] is available from any menu prompt, by entering the toolbox
synonym (e.g., "TBOX") or "User's Toolbox." It makes available, from one menu, some of the most
frequently used Kernel options.

Figure 2-7. User's Toolbox menu options

Select User®s Toolbox Option:
Change my Division [XUSER DIV CHG]
Display User Characteristics [XUUSERDISP]
Edit User Characteristics [XUSEREDITSELF]
Electronic Signature code Edit [XUSESIG]
Menu Templates ... [XQTUSER]
Spooler Menu ... [XU-SPL-MENU]
**> Locked with XUMGR
Switch UCI [XU SWITCH UCI]
TaskMan User [XUTM USER]
User Help [ XUUSERHELP]

The following table lists the options contained in the User's Toolbox menu and the chapters in this manual
where each option is described:

Table 2-1. User's Toolbox menu options and documentation references

Option Text Chapter Described
Change my Division [XUSER DIV CHG] Signon/Security: User Interface
Display User Characteristics [XUUSERDISP] Signon/Security: User Interface
Edit User Characteristics [XUSEREDITSELF] Signon/Security: User Interface
Electronic Signature code Edit [XUSESIG] Electronic Signatures
Menu Templates [XU-SPL-MENU] Menu Manager: User Interface
Spooler Menu [XU-SPL-MENU] Spooling
(locked with XUMGR security key)
Switch UCI [XU SWITCH UCI] Signon/Security: User Interface
TaskMan User [XUTM USER] TaskMan: User Interface
User Help [XUUSERHELP] (accesses online help)
July 1995 Kernel 13
Revised June 2012 Systems Management Guide

Version 8.0



Signon/Security: User Interface

2.5 Change my Division Option

The Change my Division option [XUSER DIV CHG] allows users to select from a list of divisions, if
any, stored for that user in the NEW PERSON file (#200).

2.6 Edit User Characteristics Option

The Edit User Characteristics option [ XUSEREDITSELF] is one of the options available from the User's
Toolbox menu. It allows you define some characteristics of your online environment via ScreenMan, as
shown below:

Figure 2-8. Edit User Characteristics option—ScreenMan form

EDIT USER CHARACTERISTICS
NAME: XUUSER,ONE PAGE 1 OF 1

INITIAL: OX PHONE:
NICK NAME: ONE OFFICE PHONE: (555) 555-5555

VOICE PAGER:

DIGITAL PAGER:

ASK DEVICE TYPE AT SIGN-ON: DON®"T ASK
AUTO MENU: YES, MENUS GENERATED
TYPE-AHEAD: ALLOWED
TEXT TERMINATOR:
PREFERRED EDITOR: SCREEN EDITOR - VA FILEMAN
NETWORK USERNAME:

Want to edit VERIFY CODE (Y/N):

Exit Save Refresh

Enter a command or "~" followed by a caption to jump to a specific field.

COMMAND: Press <PF1>H for help
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There are a number of NEW PERSON file (#200) field values that you can edit with the Edit User

Characteristics option:

Table 2-2. Edit User Characteristics option—Editable fields
Field Description
INITIAL (#1) Enter your initials, which can serve as an alternate way for users to

specify your account (e.g., when sending mail to you).

NICK NAME (#13)

Enter a nick name, which can serve as an alternate way for users to
specify your account (e.g., when sending mail to you).

Telephone Contact
Information:

e PHONE (HOME) (#.131)
e OFFICE PHONE (#.132)
e VOICE PAGER (#.137)

e DIGITAL PAGER (#.138)

Enter the appropriate phone numbers in the fields indicated.

ASK DEVICE TYPE AT
SIGN-ON (#200.05)

This field controls whether Kernel should determine what kind of
terminal you are using when you sign on. If this is set to DON'T ASK,
Kernel assumes you are using the same kind of terminal you used the
last time you signed on. This can cause problems if you are using a
different kind of terminal (screen displays may not work properly), so
this should normally be set to ASK.

AUTO MENU (#200.06)

This field determines whether, in the menu system, a list of items on the
current menu is displayed with the menu prompt. Beginning users
should usually set AUTO MENU to YES so that they can see menu
items for each menu. Experienced users who are familiar with their
menus may prefer to set this field to NO, which makes menu displays
speedier, since individual items on each menu are not displayed.

TYPE-AHEAD (#200.09)

This field controls whether characters you type faster than the system
can process end up being processed or not. Normally you should set
TYPE-AHEAD to YES, so that keystrokes you enter are not lost due to
system slowness.

TEXT TERMINATOR (#31.2)

The TEXT TERMINATOR is a setting used by VA FileMan's Line Editor.
When you are using the Line Editor and are importing text from an
external source, you may not want a blank line to indicate the end-of-
file, which could prematurely terminate the text transfer. By default, the
TEXT TERMINATOR in VA FileMan's Line Editor is the carriage return
character (<Enter>). Setting this to another character string, like ZZ
(something that will not be encountered in the target text) can permit
downloading without interruption. If you change the setting of the TEXT
TERMINATOR from the default of the carriage return character, you will
need to remember your TEXT TERMINATOR when using the Line
Editor; otherwise, you will be unable to exit the Line Editor.

o REF: For more information on the TEXT TERMINATOR, see the
VA FileMan Getting Started Manual.

PREFERRED EDITOR

Users can choose which text editor Kernel uses when you edit word-
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Field

Description

(#31.3)

processing fields on the system. You can choose any editor defined on
your system.

NETWORK USERNAME
(#501.1)

Enter your network user name. This is the username that is used by the
Windows Active Directory (AD). It allows VISN data extracts to link the
VistA user with their network user name.

Format:

"WVHA" + 3 chararacter station ID + first 5 characters of last name + first
character of first name

For example, for user One Xuuser at Station ID 999, the network user
name would be:

VHA999XUUSEO
Holders of the XUMGR security key can override this field.

o NOTE: This field was added to the NEW PERSON file (#200) with
Kernel Patch XU*8.0*514.

VERIFY CODE (#7.2)

Users can change their VERIFY CODE by answering YES to this field.
First enter your current VERIFY CODE; then, enter a new VERIFY
CODE. You will be asked to confirm the new VERIFY CODE by
entering it a second time; if you confirm it, the new VERIFY CODE will
take effect immediately.
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2.7 Display User Characteristics Option

The Display User Characteristics option [ XUUSERDISP], like Edit User Characteristics, is an option in
the User's Toolbox menu. It prints out a description of many of the characteristics of your current
computing environment, including some of the characteristics that can be set through the Edit User

Characteristics option.

Figure 2-9. Display User Characteristics option—Sample output and user dialogue

Signon/Security: User Interface

WONEIEtMINE (#9999) DEVICE: DEVICE: pEENS ($1: TNA730:)

JOB: SZNNETNIe

ENVIRONMENT ATTRIBUTES
Site _._...... OAKLAND Type-ahead ...... Y
ucr ......... KRN, KDE Time-out ........ 300
Signed on ... 08:48 Fileman code(s) .. #

Terminal type C-VT100

Person Class: Physicians (M.D. and D.0.)
Physician/Osteopath
Pathology, Anatomic

KEYS HELD

XMMGR XUPROG XUPROGMODE

SYSTEM COMMAND OPTIONS (XUCOMMAND)
User®s Toolbox (XUSERTOOLS)
Display User Characteristics (XUUSERDISP)

"A® to escape, <CR> to view Mailman user info: <Enter>

Current Banner: Technical Writer
Last used MailMan: 07/12/06@15:09
NEW messages: 274 (274 in the IN basket)

Office phone: (555) 555-5555
Fax: (555) 555-5555
Add*1 phone: (555) 555-5555
Add" 1 phone: (555) 555-5555

Introduction:

My name is One Xmuser and | am one of the Technical Writers for the
Common Services (CS) products/projects (e.g., Broker, Components,

Kernel, VA FileMan, MailMan, Toolkit).

Mail Groups:

ISC STAFF (Public)

KERNEL PROGRAMMERS (Public)
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2.8 Switch UCI Option

The Switch UCI option [ XU SWITCH UCI] allows users to select from a list of UCls, if any, stored for
that user in the NEW PERSON file (#200).

2.9 Summary

VistA's Kernel's Signon/System Security module provides the means for signing into Kernel with a
unique identity. Once you complete the signon process, you are sent to Kernel's menu system, where you
can run any option your system manager has placed in your menus. When you finish a computer session,
always be sure to sign off; this protects your account from misuse by someone else.
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This chapter describes the system management tools for Kernel's Signon/Security module.

3.1 Signon Process

If signons are enabled, as shown in the Signon Flow Chart that follows, the signon process begins with a
gathering of information from the KERNEL SYSTEM PARAMETERS file (#8989.3) and then from the
DEVICE file (#3.5) to determine whether to allow signon for this session and, if so, how to create an
appropriate environment. If, for example, the MAX SIGNON ALLOWED limit has been reached, the
signon attempt will fail. If the current device is tied to a routine (as specified in the TIED ROUTINE field
of the DEVICE file [#3.5]), that routine is executed and the session is halted. If not, the user is prompted
for Access and Verify codes. After a successful signon, attributes for that user are then retrieved from the
NEW PERSON file (#200). Signon/Security then sends the user to Menu Manager. If a primary menu is
associated with the device (PRIMARY MENU OPTION field in the DEVICE file [#3.5]), that menu is
presented. Otherwise, the user's primary menu is presented. If the user does not have a primary menu (the
PRIMARY MENU OPTION field in the NEW PERSON file [#200] is NULL), the session is halted.

The signon flow chart in this topic (see Figure 3-4) illustrates the procedural steps taken by Kernel's
Signon/Security system to determine whether to permit signons and, if so, how to create an appropriate
computing environment. Typically, after site parameters and device characteristics are checked, the user
is prompted for Access and Verify codes, user attributes are collected, and a primary menu prompt is
presented.

3.1.1 Introductory Text
Before gathering system parameters or prompting for Access and Verify codes, Signon/Security displays
contents of the INTRO TEXT field in the KERNEL SYSTEM PARAMETERS file (#8989.3). The text

can be edited with the Enter/Edit Kernel Site Parameters option or with the Introductory text edit option
[XUSERINT], an option specially designed for this purpose).

Figure 3-1. Introductory text edit option

SYSTEMS MANAGER MENU ... [EVE]
Operations Management ... [XUSITEMGR]
Introductory text edit [XUSERINT]
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3.1.2 Parameters Checked during Signon

Various parameters are checked as an initial step in the signon process. The KERNEL SYSTEM
PARAMETERS file (#8989.3) stores the default values for most of the parameters. Values for critical
fields should be defined by IRM when Kernel is installed. The values in the KERNEL SYSTEM
PARAMETERS file (#8989.3) can be edited any time, though, with the Enter/Edit Kernel Site Parameters
option [XUSITEPARM].

Figure 3-2. Enter/Edit Kernel Site Parameters option

SYSTEMS MANAGER MENU ... [EVE]
Operations Management ... [XUSITEMGR]
Kernel Management Menu ... [ XUKERNEL]
Enter/Edit Kernel Site Parameters [XUSITEPARM]

Figure 3-3. Enter/Edit Kernel Site Parameters option—ScreenMan form 1

Kernel Site Parameter edit
DOMAIN : XXX . FO-OAKLAND .MED . VA .GOV

DEFAULT # OF ATTEMPTS: 3 AGENCY CODE: VA
DEFAULT LOCK-OUT TIME: 600
DEFAULT MULTIPLE SIGN-ON: Only one MULTIPLE SIGN-ON LIMIT: 2
DEFAULT AUTO-MENU: YES DEFAULT AUTO SIGN-ON: Disabled
DEFAULT LANGUAGE: 1
DEFAULT TYPE-AHEAD: YES

DEFAULT TIMED-READ (SECONDS): 300 BROKER TIMEOUT: 180
BYPASS DEVICE LOCK-OUT: NO CCOW TOKEN TIMEOUT:6000:
LIFETIME OF VERIFY CODE: 90 ASK DEVICE TYPE AT SIGN-ON: YES

DEFAULT INSTITUTION: SAN FRANCISCO
AUTO-GENERATE ACCESS CODES: NO
LOG RESOURCE USAGE?: YES

Exit Save Next Page Refresh

Enter a command or "~" followed by a caption to jump to a specific Ffield.

COMMAND: Press <PF1>H for help Insert

3.1.2.1 Signon Attempts and Device Lock-out Times

The DEFAULT # OF ATTEMPTS field in the KERNEL SYSTEM PARAMETERS file (#8989.3) holds
the default limit of the number of times a user can try to enter a valid Access and Verify code pair. When
the limit is reached, Signon/Security is unresponsive for the duration specified by the DEFAULT LOCK-
OUT TIME field. The values for number of attempts and lock-out time are overridden by any values for
the current device specified by comparable fields in the DEVICE file (#3.5). Device values are ignored,
however, if the BYPASS DEVICE LOCK-OUT site parameter in the KERNEL SYSTEM
PARAMETERS file (#8989.3) is set to YES. In particular, the fields that are bypassed are OUT-OF-
SERVICE DATE, SECURITY, and PROHIBITED TIMES FOR SIGN-ON. Device values are put back
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into effect for the current device if the DEVICE file's PERFORM DEVICE CHECKING field is set to
YES.

3.1.2.2 MAX SIGNON ALLOWED

One Kernel site parameter used in the initial signon screening is MAX SIGNON ALLOWED. It is a field
within the VOLUME SET field (Multiple) in the KERNEL SYSTEM PARAMETERS file (#8989.3). Its
value sets an upper limit for number of M processes (interactive, background, and system) that can run
concurrently on the specified Volume Set or CPU. The TASKMAN JOB LIMIT, a field in the
TASKMAN SITE PARAMETERS file (#14.7), should be set to a number slightly lower than MAX
SIGNON ALLOWED to leave room for a few interactive logons when TaskMan is busiest.

NOTE: OpenVMS Sites: The OpenVMS interactive logins parameter (set by the DCL
command SET LOGINS/INTERACTIVE) should be set to a number less than the Kernel MAX
SIGNON ALLOWED to conserve system resources. If the OpenVMS limit is set too high in
relation to the Kernel limit, users will try to access Kernel only to be rejected when reaching
Signon/Security. That means that they would waste system resources by creating a new
OpenVMS process and activating a Caché image, all to no avail.

REF: For more information about alerts, see Chapter 10, "Alerts," in this manual.
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3.1.2.3 PROHIBITED TIMES FOR SIGN-ON
Time periods can be specified, during which interval signons can be barred by device or by user. This is

controlled by the PROHIBITED TIMES FOR SIGN-ON field in the DEVICE file (#3.5) and a
comparable field in the NEW PERSON file (#200).

Figure 3-4. Signon flow chart

[ Display Introductory Text )

Get system parameters from KERNEL
SYSTEM PARAMETERS File

v

Update system parameters from DEVICE File
1. Number of bad attempts allowed

2. Lockout time after bad sign-on

3. Prohibited time for sign-on

4. Time to wait for a response

v

TIED ROUTINE
Checkif device is'tied' to a function

iNo

Enter Access and Verify codes No >

Yes
v Yes
Checkif DISUSER flag is set for user )_>
No

Retrieve Post Sign-in Text
Append one-line greeting
|_Execute XU USER SIGN-ON extended-action option J

v

'd ~\
Display Post Sign-in Text

Update system parameters from NEW PERSON File
Query Terminal Type

\ J

v

DEVICE PRIMARY MENU Yes
Checkif terminal istied to a menu

iNo

USER PRIMARY MENU Yes
Checkif useristied to a menu

No

( Execute the Routine )—' Menu Manager )
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3.1.2.4 Multiple Sign-On Restriction

The DEFAULT MULTIPLE SIGN-ON field in the KERNEL SYSTEM PARAMETERS file (#8989.3)
controls whether users can create two or more simultaneous sessions by signing on to more than one
device. The setting is overridden by comparable fields in the DEVICE (#3.5) and NEW PERSON (#200)
files, respectively. The value is checked at signon to prevent unauthorized multiple sessions.

If multiple signons are prohibited, problems can occur if users experience an abnormal exit such that the
signon record cannot be cleared. To clear an individual user, the Release User option can be used
(described later in this chapter). To make sure all users are clear when the system is brought up after a
crash, IRM can use the Clear all users at startup option.

3.1.2.5 INTERACTIVE USER'S PRIORITY

The INTERACTIVE USER'S PRIORITY parameter in the KERNEL SYSTEM PARAMETERS file
(#8989.3) should usually be left NULL. A setting here affects the job priority of interactive users and
could result in poor response time.

3.1.2.6 ASK DEVICE TYPE AT SIGN-ON

The ASK DEVICE TYPE AT SIGN-ON parameter controls whether the user's current device at signon is
queried for its display attributes (DA). Thus, the correct terminal type can be identified without prompting
the user.

It is recommended that ASK DEVICE TYPE AT SIGN-ON be set to ASK so that Signon/Security
performs the DA query and allows the Device Handler to set up the correct terminal type attributes. This
has become more important with the advent of screen control. VA FileMan's Screen Editor and Screen
Manager, for example, will not function properly if the terminal type recorded by Kernel fails to match
the actual terminal type being used.

As with other parameters, the site default (ASK DEVICE TYPE AT SIGN-ON field in the KERNEL
SYSTEM PARAMETERS file [#8989.3]) is overridden by a DON'T ASK setting for the device (like-
named field in the DEVICE file [#3.5]), which would similarly be overridden by a DON'T ASK setting
for the user (like-named field in the NEW PERSON file [#200]). A NULL value functions as ASK. The
user override can be set by any user via the Edit User Characteristics option.

If the parameter is set to DON'T ASK, Signon/Security does not perform the DA query and assumes the
user's last terminal type is still appropriate. Although the difference in resource consumption is negligible,
the user can appreciate a split second's savings in time. Thus, bypassing the DA query can be acceptable,
if the same terminal type is always being used. But if the user should sign onto another terminal type,
problems can occur with the presentation of screen-oriented displays unless the user knows how to
change the terminal type to match the actual current one.

If the device is non-ANSI-standard, Signon/Security may not find a DA but will continue to determine the
terminal’s identity by querying its answerback message. All known non-ANSI devices (e.g., Qume 102
terminal) should have their answerback messages programmed. This is accomplished by using the
terminal type setup mechanism and entering C-QUME as the Qume 102's answerback message. The name
must match an entry in Kernel's TERMINAL TYPE file (#3.2) to take effect. If the answerback message
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contains additional characters (e.g., a serial number), the message will not match an entry in the
TERMINAL TYPE file (#3.2) and will be useless for signon purposes.

If the terminal's DA return code does not match an entry in the DA RETURN CODES file (#3.22), or if
the terminal is non-ANSI and cannot be programmed with an appropriate answerback message,
Signon/Security prompts the user to identify the terminal type if the user's ASK DEVICE TYPE AT
SIGN-ON setting is set to ASK. This is the only case in which the terminal type prompt is asked during
signon. The last terminal type used will be presented as the default (it is stored in the NEW PERSON file
[#200]). If ASK DEVICE TYPE AT SIGN-ON is set to DON'T ASK, Signon/Security assumes that the
last terminal type is appropriate and does not prompt the user for validation.

3.1.2.7 Display Attributes (DA) Return Codes

The DA RETURN CODES file (#3.22) is used to equate DA return codes to entries in the TERMINAL
TYPE file (#3.2). You can use the DA Return Code Edit option to automate the population of the DA
RETURN CODES file (#3.22).

REF: For more information, see the "Display Attributes (DA) Return Codes" topic in the
"Device Handler: System Management" chapter in this manual.

3.1.2.8 SELECTABLE AT SIGNON

IRM can also control which devices can be selected at signon with a field in the TERMINAL TYPE file
(#3.2). The SELECTABLE AT SIGN-ON flag should be set to YES for all devices commonly used for
sign on. Ordinarily, it should not be set for printers (e.g., P- terminal types P-DEC or P-OTHER). To
allow the loading of ScreenMan forms and proper functioning of other screen-oriented displays, the flag
should also not be set for PK- types, that is, printers with keyboards. This is not an actual restriction,
however, but a recommendation.

3.1.2.9 LIFETIME OF VERIFY CODE

To insure that users change their Verify codes at periodic intervals, IRM should set the LIFETIME OF
VERIFY CODE parameter in the KERNEL SYSTEM PARAMETERS file (#8989.3) to a certain number
of days. The maximum number is 90 days and the minimum number is 1 day. Thus, sites can choose any
number from 1-90 days before requiring users to change their Verify code. At the end of that period

(e.g., every 90 days), users must then change their Verify codes. Signon/Security checks whether the
Verify code needs to be changed, and if so, prompts the user at signon to enter a new Verify code.

3.1.2.10 AUTO-GENERATE ACCESS CODES

When assigning Access codes, the security officer or IRM staff can invent an alphanumeric string or can
ask Kernel to generate one. If the AUTO-GENERATE ACCESS CODES site parameter in the KERNEL
SYSTEM PARAMETERS file (#8989.3) is set to YES, only generated, cryptic codes can be assigned. It
is not necessary to pick the first one presented; others can be generated for selection.
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3.1.2.11 DEFAULT INSTITUTION and AGENCY

The institution running Kernel software is defined during the Kernel installation when prompted for the
DEFAULT INSTITUTION in the KERNEL SYSTEM PARAMETERS file (#8989.3). This field is a
pointer to the INSTITUTION file (#4). One or more institutional affiliations can also be associated with a
user (e.g., a VA Outpatient Clinic and an Army Medical Center). This data is stored in the DIVISION
field (Multiple) in the NEW PERSON file (#200). If a user is associated with more than one Institution,
the user will be prompted at signon to select a division. In this way, the local variable DUZ(2) can be set
to the appropriate value. If the user's DIVISION field (Multiple) is blank, the DEFAULT INSTITUTION
field (File #8989.3) is used to define DUZ(2). Since the INSTITUTION file (#4) contains a pointer to the
AGENCY file (#4.11), the signed-on user's agency affiliation can also be determined.

The KERNEL SYSTEM PARAMETERS file (#8989.3) also contains a field named AGENCY. This field
is not a pointer but is instead a SET OF CODES (e.g., "N" for Navy). This field is presented for editing
during Kernel installation. Its value is used at signon to set the DUZ("AG") local variable. Thus, the
agency associated with the overall Kernel system can be determined.

3.1.2.12 AUTO MENU

The AUTO MENU flag, stored in the local variable DUZ("AUTQ"), is used by Menu Manager to control
whether all items on a menu are presented automatically after each cycle through the menu system. If the
items are not displayed, the user can always invoke the display by entering a question mark ("?"). New
users often like to see all the menu choices. Experienced users probably do not need to see the choices
and the display can be suppressed to save system resources. The user setting for AUTO MENU (in the
NEW PERSON file [#200]) will override any comparable device setting (File #3.5), which will, in turn,
override the site parameter default (File #8989.3). Users can edit the setting with the Edit User
Characteristics option.

3.1.2.13 TYPE-AHEAD

If TYPE-AHEAD is disabled, any keystrokes that the user enters while computer system processes
previously issued instructions will not register. If TYPE-AHEAD is enabled, keystrokes entered in
advance of processing will be stored in the TYPE-AHEAD buffer and will be interpreted when the earlier
process is finished. New users may experience unwanted results if TYPE-AHEAD is enabled and they
had not anticipated the effect. Experienced users may prefer TYPE-AHEAD for efficiency. The user
setting overrides the device setting, which, in turn, overrides the site parameter setting. Users can edit the
setting with the Edit User Characteristics option.

3.1.2.14 TIMED READ

The value for the TIMED READ parameter is stored in the local variable DTIME and is used to calculate
how long Kernel should wait before terminating a READ. If, for example, a user does not respond to a
menu prompt in the number of seconds defined by the TIMED READ, Kernel will take steps towards
signoff and, without subsequent user response, will halt the user session. The user setting overrides the
device setting, which, as usual, will override the site default.
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3.1.2.15 POST SIGN-IN MESSAGE

The POST SIGN-IN MESSAGE is similar to introductory text (i.e., INTRO TEXT field in File #8989.3),
except that Kernel displays it only after a successful signon. Like the introductory text, you can edit the
message text using the Enter/Edit Kernel Site Parameters option; alternately, you can use the Post sign-in
Text Edit option [XUSERPOST], which is specially designed for this purpose:

Figure 3-5. Post sign-in Text Edit option

SYSTEMS MANAGER MENU ... [EVE]
Operations Management ... [XUSITEMGR]
Post sign-in Text Edit [XUSERPOST]

Applications can append information to the POST SIGN-IN MESSAGE (on a per-user, per signon basis
only) by attaching to the new XU USER SIGN-ON option.

REF: For more information on the XU USER SIGN-ON option, see the "Signon/Security:
Developer Tools" chapter in the Kernel Developer's Guide.

3.1.3 XU USER SIGN-ON Option

The XU USER SIGN-ON option can attach action-type options to this extended-action-type option, so
that software-specific actions can be performed at signon.

REF: For more information, see the "Signon/Security: Developer Tools" chapter in the Kernel
Developer's Guide.

3.1.4 XU USER START-UP Option

Added with Kernel Patch XU*8.0*593, the XU USER START-UP option is a protocol option used
exclusively during a VistA user signon event. Items attached to this option are "TYPE: action" options in
the OPTION file (#19), which can be used for software-specific actions that prompt users for input upon
VistA signon before their Primary Menu Option is displayed. Unlike the XU USER SIGN-ON option, it
can provide interactive prompting to users. It is not used for GUI signon. It is called from the XQ12
routine.

REF: For more information, see the "Signon/Security: Developer Tools" chapter in the Kernel
Developer's Guide.
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3.1.5 Clear all users at startup Option

Figure 3-6. Clear all users at startup option

PARENT OF QUEUABLE OPTIONS ... [ZTMQUEUABLE OPTIONS]
Clear all users at startup [XUSER-CLEAR-ALL]

If multiple signons are prohibited, users may be prevented from signing on to the system when it is
brought up after a crash (which can cause numerous abnormal exits). To prevent this problem from
occurring, IRM can use the Clear all users at startup option [XUSER-CLEAR-ALL]. Kernel recommends
this option be scheduled to run at system startup. Although this option can be invoked interactively
without ill effects, it was designed as a background process, thus, it is placed along with other tasked
options on the PARENT OF QUEUABLE OPTIONS menu.

REF: For information on how to release a single user, see the "Release User option™ in the
"User Management Options" in the "Operations Menu" topic in this chapter.

3.1.6 Enabling and Disabling Logons

IRM has full control over whether logons are enabled. Access to a particular Volume Set can be disabled
by setting the INHIBIT LOGONS? flag in the VOLUME SET file (#14.5). Setting the flag to YES sets
the ~%Z1S("14.5","LOGON","volume set") node, whose presence disallows user logons. That is, logons
through Signon/Security, invoking the ~ZU routine, will fail (terminals for user access are usually linked
to ZU within the operating system setup. Some special terminals, like the console, are untied.) The
NAZIS("14.5""LOGON","volume set™) node is also checked after each cycle through the menu system;
signed-on users will be logged off as soon as they return to a menu prompt.

3.2 Adding New Users

Creating a new user account involves adding a record to the NEW PERSON file (#200), assigning an
Access code, and assigning a primary menu. You need the XUMGR security key to assign primary menu
options. Even the at-sign ("@"'; programmer access) is insufficient, as checked by the PRIMARY MENU
OPTION field's input transform.

Figure 3-7. User Management menu options: Associated menu options when adding a new user

SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
Add a New User to the System [ XUSERNEW]
Grant Access by Profile <locked: XUMGR> [XUSERBLK]
User Inquiry [XUSERINQ]
July 1995 Kernel 27
Revised June 2012 Systems Management Guide

Version 8.0



Signon/Security: System Management

3.2.1 Add a New User to the System Option

You can use the Add a New User to the System option [ XUSERNEW] to set up user accounts one-by-
one. The option presents a standard scrolling-mode editing sequence for user attributes.

When using this option, entry of a social security number in the SSN field (#9) is usually required. While
SSN is not required in the NEW PERSON file (#200) data dictionary, it is a required field when using
this option. If the option is used by someone who holds the XUSPF200 security key, however, entry of an
SSN is not required.

You can also print security forms for the new user with this option.

When signing on for the first time, the new user should simply press <Enter> at the "Verify code"
prompt, which then lets them enter their own secret Verify code.

3.2.1.1 NEW PERSON File (#200) Required Fields

When adding new users, a default set of fields is required, at a minimum. This set is defined by the NEW

PERSON IDENTIFIERS field in the KERNEL SYSTEM PARAMETERS file (#8989.3). If it is NULL,
the default set of required fields for the NEW PERSON file (#200) entries is:

e INITIAL (#1)
o SEX (#4)
e SSN (#9)

If, given local site policy, a different set should be used, IRM can use this field to specify other
identifiers.

o NOTE: SSN is not required if the person entering accounts holds the XUSPF200 security key.

3.2.2 Grant Access by Profile Option

The Grant Access by Profile option [ XUSERBLK] includes features unavailable in the Add a New User
to the System option [XUSERNEW!]. With the Grant Access by Profile option you can grant access to
one or more people based on a typical user profile. All characteristics of the typical user, including
menus, keys, and service/section, are copied to the new user or replace the characteristics of an existing
user. For new users, access security forms are generated as part of the process. These forms can be
delivered to the service/section coordinator by inter-office mail and can be distributed to the new users.

The Grant Access by Profile option is locked with the XUMGR security key and is strictly limited for use
by IRM. It must be restricted, because any user profile, even that of a developer, can be copied to another
user. As with the Add a New User option, the SSN field (#9) is required when adding new records except
by holders of the XUSPF200 security key or if another default set of New Person Identifiers has been
defined.
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Access is assigned according to an existing user profile. Characteristics of the new user are cloned from
the existing one. Rather than copying the characteristics from an actual user, creating several dummy
users with profiles of typical positions can be worthwhile. A user (e.g., PHARMACY , TECH or
RESIDENT,SURGERY) could be created with the appropriate user attributes, including menu options,
keys, and service/section codes.

Several steps are involved in copying access to new or existing users. First you enter the name of the user
account to clone from. Then, optionally, you can specify a TERMINATION DATE. Next, you enter the
names of the new users to create. The system will pause for each new user as it verifies identifiers, checks
for duplicates, and updates the NEW PERSON file (#200). You must enter a device upon which to print
the computer account notification letters. You can either run the access assignment immediately or queue
it for a later time.

3.2.3 Security Forms

Figure 3-8. Reprint Access agreement letter option

SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
Reprint Access agreement letter [XUSERREPRINT]

Two security forms are printed for each new user:

e The Computer Account Notification—Includes the user's auto-generated Access code and the
name of the service/section coordinator who can answer questions.

e The Computer Access Policy—A contract to which users must adhere. It states the terms of
granting access to sensitive information; the user must accept these terms as a condition of being
given system access.

These security forms are stored in the XUSER COMPUTER ACCOUNT help frame and should be edited
for local use as follows:

1. Copy the XUSER COMPUTER ACCOUNT help frame into a new site help frame (e.g., SFO
COMPUTER ACCOUNT).

2. Edit the security forms for local use. Replace the "placeholder" text with the actual name and
address of the facility.

3. Repoint the Kernel Parameter to the new site XUSER COMPUTER ACCOUNT help frame using

VA FileMan.
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For example:

Figure 3-9. Security Forms—Sample user entries (1 of 4)

>D ~XUP

Setting up programmer environment
This is a TEST account.

Terminal Type set to: C-VT320

You have 13 new messages.
Select OPTION NAME: SYSTEMS MANAGER MENU

Device Management ...
Programmer Options ...
Operations Management ...
Spool Management ...
Information Security Officer Menu ...
Taskman Management ...
User Management ...
Application Utilities ...
Capacity Management ...
Manage Mailman ...

Menu Management ...

VA FileMan ...

Verifier Tools Menu ...

Select Systems Manager Menu Option: VA FileMan
VA FileMan Version 22.0

Enter or Edit File Entries
Print File Entries

Search File Entries

Modify File Attributes
Inquire to File Entries
utility Functions ...

Data Dictionary Utilities ...
Transfer Entries

Other Options ...

Select VA FileMan Option: TRANSFER ENTRIES
Select TRANSFER OPTION: TRANSFER FILE ENTRIES

INPUT TO WHAT FILE: HELP FRAME// HELP FRAME <Enter> (562 entries)
TRANSFER FROM FILE: HELP FRAME// <Enter>
TRANSFER DATA INTO WHICH HELP FRAME: 1SC COMMPUTER ACCESS
Not a known package or a local namespace.
Are you adding "1SC COMMPUTER ACCESS®" as a new HELP FRAME (the 563RD)?

No// Y (Yes)

HELP FRAME NUMBER: 742// <Enter>

HELP FRAME HEADER: Computer Access
TRANSFER FROM HELP FRAME: XUSER COMPUTER ACCOUNT <Enter> Batch user
access document
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WANT TO DELETE THIS ENTRY AFTER IT"S TRANSFERRED? No// <Enter> (No)
---SORRY, LET ME THINK ABOUT THAT A MOMENT. ..
SINCE THE TRANSFERRED ENTRY MAY HAVE BEEN "POINTED TO*®
BY ENTRIES IN THE "HELP FRAME®" FILE, ETC.,
DO YOU WANT THOSE POINTERS UPDATED (WHICH COULD TAKE QUITE A WHILE)? No//
<Enter> (No)

Enter or Edit File Entries
Print File Entries

Search File Entries

Modify File Attributes
Inquire to File Entries
utility Functions ...

Data Dictionary Utilities ...
Transfer Entries

Other Options ...

Select VA FileMan Option: ENTER OR EDIT FILE ENTRIES

INPUT TO WHAT FILE: HELP FRAME// <Enter>
EDIT WHICH FIELD: ALL// TEXT <Enter> (word-processing)

Select HELP FRAME NAME: ISC COMMPUTER ACCESS <Enter> Computer Access
NAME: ISC COMMPUTER ACCESS// <Enter>

HEADER: Computer Access// <Enter>

TEXT: . . .

suspension/termination of access privileges.

I affirm with my signature that 1 have read, understand, and agree to
fulFfill the provisions of this User Access notice.

| INDENT(5) | IWIDTH(75) | INOWRAP]
Signature:

1#20.2] |#29]
RETURN THIS FORM TO: IRMS - NEW ACCTS (XXX/XXX)

Edit? NO// YES
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Figure 3-10. Security Forms—Sample user entries (2 of 4)

::[ WRAP ]::[ INSERT ]:::::::::::::< TEXT >::::::::::::[ <PF1>H:HeIp ]
| INDENT(5)| [WIDTH(70)|

|NOWRAP |

|CENTER("USER ACCOUNT NOTIFICATION™)]|

| CENTER("'Department of Veterans Affairs'™)|
| CENTER(*'SuperStar VAMC'™)|

ICENTER("'123 Any Street™)]|
ICENTER('Any Town, ST., 99999')]
IXUVT(12) ]

1#20.2]

1#29]  ( |#29:#1.5] )

Read through and edit entries specific
to your site information and save your
changes.

IXUVT(19) |

|WRAP |

A user account has been created in your name to enable you to access
on-line clinical and/or administrative data required to perform your

duties as an employee of the Department of Veterans Affairs. Please read

< T T ==T=======T T T T T

>

Select RELATED FRAME KEYWORD: <Enter>
Want to LOAD KEYWORDS (Y/N)?: N
Select INVOKED BY ROUTINE: <Enter>
Select EDITOR: <Enter>

Select OBJECT: <Enter>

ENTRY EXECUTE STATEMENT: <Enter>

EXIT EXECUTE STATEMENT: <Enter>
Select HELP FRAME NAME: <Enter>

Enter or Edit File Entries
Print File Entries

Search File Entries

Modify File Attributes
Inquire to File Entries
utility Functions ...

Data Dictionary Utilities ...
Transfer Entries

Other Options ...

Select VA FileMan Option: ENTER OR EDIT FILE ENTRIES

INPUT TO WHAT FILE: HELP FRAME// 8989.2 <Enter> KERNEL PARAMETERS
entries)
EDIT WHICH FIELD: ALL// <Enter>

Select KERNEL PARAMETERS NAME: XUSER COMPUTER ACCOUNT
NAME: XUSER COMPUTER ACCOUNT Replace <Enter>

TYPE: <Enter>

DEFAULT: <Enter>

REPLACEMENT: 1SC COMPUTER ACCESS

(6
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Select VA

FM

Select KERNEL PARAMETERS NAME: <Enter>

Enter or Edit File Entries
Print File Entries

Search File Entries

Modify File Attributes
Inquire to File Entries
utility Functions ...

Data Dictionary Utilities ...
Transfer Entries

Other Options ...

FileMan Option: <Enter>

VA FileMan ...

Core Applications ...
Device Management ...
Information Security Officer Menu ...
Manage Mailman ...

Menu Management ...
Operations Management ...
Programmer Options ...
Spool Management ...
Taskman Management ...
User Management ...

Select Systems Manager Menu Option: USER MANAGEMENT

Add a New User to the System
Grant Access by Profile

Edit an Existing User
Deactivate a User

Reactivate a User

List users

User Inquiry

Switch ldentities

File Access Security ...

Clear Electronic signature code
Electronic Signature Block Edit
Manage User File ...

OAA Trainee Registration Menu ...
Person Class Edit

Reprint Access agreement letter

Select User Management Option: REPRINT ACCESS AGREEMENT LETTER
Select NEW PERSON NAME: REQUEST,ACCESS <Enter>
SPECIALIST

Is REQUEST,ACCESS the one you want? YES// <Enter>
DEVICE: O;

80;60 <Enter> Telnet Terminal

AR COMPUTER
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Figure 3-11. Security Forms—Sample User Account Notification form (3 of 4)

USER ACCOUNT NOTIFICATION

Department of Veterans Affairs
Superstar VAMC
123 Any Street
Any Town, ST. 99999

4——_—’___,,_———4//;;ename(ﬁtheuserandIocaﬁonis
displayed here. For this example, the

ACCESS REQUEST ‘\user's name is "Access Request" at

Superstar VANMC the "Superstar VAMC."

A user account has been created in your name to enable you to
access on-line clinical and/or administrative data required to
perform your duties as an employee of the Department of Veterans
Affairs. Please read the enclosed NEW USER INFORMATION before
you attempt your first log-on to the system. Questions about
access should be referred to the AIS Application Coordinator in
your service, your facility Information Security Officer (1S0),
or your IRM Service.

Thenamesand‘\

Your Computer Access Coordinator is: contact
XUUSER , ONE information
123X specific to your
510-555-9999 site will be

Your Facility Information Security Officer: displayed here.
Two Xuser

Your Alternate Information Security Officer: D

Three Xuser

NT Domain:
NT Username: VHA
NT Password:

VistA Access Code:
VistA Verify Code:
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Figure 3-12. Security Forms—Sample Computer Account Access Policy form (4 of 4)

COMPUTER ACCOUNT ACCESS POLICY

Department of Veterans Affairs
SuperStar VAMC

The name of the user and location is
displayed here. For this example, the
user's name is "Access Request" at the
"Superstar VAMC."

ACCESS REQUEST
SuperStar VAMC

As an authorized user of VHA automated information systems (AlISs) and
having access to data stored in them, I will be given sufficient access
to perform my assigned duties. | will use this access ONLY for its
intended purpose and understand the following policies that apply to VA
data and computer systems:

I agree to safeguard all passwords (e.g., Access/Verify codes, electronic
signature codes) assigned to me and am strictly prohibited from
disclosing these codes to anyone including family, friends, fellow
workers, supervisor(s), and subordinates for ANY reason.

I understand that | may be held accountable for all entries/changes made
to any government AIS using my passwords.

I am aware of the regulations and facility AIS security policies designed
to ensure the confidentiality of all sensitive information. |1 am aware
that information about patients or employees is confidential and
protected from unauthorized disclosure by law. 1 understand that my
obligation to protect VA information does not end with either the
termination of my access to this facility"s systems or with the
termination of my government employment.

I will exercise common sense and good judgment in the use of electronic
mail. 1 understand that electronic mail is not inherently confidential
and 1 have no expectation of privacy in using it. | understand that
technical or administrative problems may create situations which requires
viewing of my messages. |1 also understand that facility management
officials may authorize access to my electronic mail messages whenever
there is a legitimate purpose for such access.

I understand that a violation of this notice constitutes disregard of a
local and/or VHA policy and will result in appropriate disciplinary
action as defined in VA employee conduct Regulations (VAR 820(b)) as well
as suspension/termination of access privileges.

I affirm with my signature that 1 have read, understand, and agree to
fulFfill the provisions of this User Access notice.

The name of the
user and location is

Signature: displayed here

ACCESS REQUEST SuperStar VAMC
RETURN THIS FORM TO: IRMS - NEW ACCTS (XXX/XXX)
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VA FileMan word-processing "windows" are used to retrieve the user's name, service/section, and
service/section coordinator's name. To be effective, the SERVICE/SECTION field in the NEW PERSON
file (#200) must be filled in for the new user. The COORDINATOR (IRM) field, a field in the
SERVICE/SECTION file (#49), must also be filled in and updated when necessary. Word-processing
"windows" are also used for formatting, like |[TOP|, to separate the two forms. When using the File Access
Security system, READ access to the SERVICE/SECTION file (#49) is needed to retrieve the
Coordinator's name within the window command.

REF: For more information on using word-processing "windows," the File Access Security
system, and navigation, see the VA FileMan Getting Started Manual.

The Reprint Access Agreement Letter option allows you to reprint the computer access agreement letter
in case there was a problem printing the first form (e.g., the first form is jammed in the printer). It does
not reprint the Access code on the letter, however.

3.3 Edit an Existing User Option

Figure 3-13. Edit an Existing User option—Menu

SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
Edit an Existing User [XUSEREDIT]

The attributes of an existing user can be edited with the Edit an Existing User option [XUSEREDIT].
This option invokes a screen-oriented display using ScreenMan.

It is impossible to exit the form and save changes unless all required fields (e.g., the SERVICE/SECTION
field in the NEW PERSON file [#200]) are filled in.

Table 3-1 describes each of the user field attributes you can edit with the Edit an Existing User option.

Table 3-1. Edit an Existing User option—Editable fields/attributes

Field/Attribute Description
NAME (#.01) The user's name should be entered in capital letters. The syntax should be
(Required) "LAST,FIRST ML." with only a comma (no spaces) between the last and first

name. A middle initial can follow, separated with a space and followed with a
period. It is not appropriate to add credentials (e.g., M.D.), since there are other
ways to specify such additional information (by the Title and the Signature Block
Printed Name). Furthermore, the parsing algorithms commonly used in software
applications only recognize two pieces, before and after the comma,
rearranging them and using uppercase/lowercase to generate "First MI. Last".

INITIAL (#1) The user's initials can be entered, usually two or three capital letters with no
spaces. The NEW PERSON file (#200) contains a lookup-type cross-reference
by INITIAL (C), so if the INITIAL field is filled in, the user can be found in the
NEW PERSON file (#200) by entering the initials. For example, just the initials
can be used at the "Select NEW PERSON Name:" prompt, or when addressing
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Field/Attribute

Description

mail messages, or for other lookup purposes. Users can edit their initials at any
time since this field is included in the common option Edit User Characteristics.

TITLE (#8)

This field points to the TITLE file (#3.1), a file exported with Kernel but without
data (records). The User Management options to add or edit a user's record
allow LAYGO into the TITLE file (#3.1), so titles can be added via the NEW
PERSON file (#200). Although not required, it may be wise to assign
appropriate titles to users, so this field can be referenced by other software
applications. MailMan, for example, displays titles in message headers if the
user who is reading mail has so indicated with a flag in MailMan's Edit User
Options called Show Titles.

NICK NAME (#13)

Like INITIAL, NICK NAME has a lookup type cross-reference (D) in the NEW
PERSON file (#200) so that lookups will succeed simply by using the NICK
NAME. This field is also included in Edit User Characteristics.

SSN (#9)

The SSN field (#9) is not a required field in the data dictionary for the NEW
PERSON file (#200). SSN is required when using the User Management
options to add a new user unless the XUSPF200 security key is held by the
person using the option.

It is highly recommended that each new user have the SSN field (#9) filled in to
minimize the problem of subsequent duplicate entries. Since many existing
users do not have an SSN entered, however, the Edit an Existing User option
does not require that one be entered.

MAIL CODE (#28)

The user's MAIL CODE can be entered for purposes of interoffice routing of
manually delivered mail.

PRIMARY MENU
OPTION (#201)
(Required for
functional access)

Users must be assigned a PRIMARY MENU OPTION in order to reach Menu
Manager after successfully entering Access and Verify codes. The PRIMARY
MENU OPTION should provide a route to all the computing functions the user
can be expected to need. The XUMGR security key must be held by the person
assigning the menu (unless delegated options are available for use with the
Secure Menu Delegation system).

o REF: Building and rearranging menus is discussed in the "Menu
Manager: System Management" chapter in this manual.

SECONDARY
MENU OPTIONS
(#203)

The SECONDARY MENU OPTIONS can be used to assign particular options to
individual users to customize their menu choices. While a user may have a
standard primary menu to carry out the usual functions of a department or
service, additional special functions just for this user can be assigned as
secondary options. This is a multiple field, unlike the PRIMARY MENU
OPTION, so additional items can easily be added.

ACCESS CODE (#2)

VERIFY CODE
(#7.2)

These fields can be used to edit a user's Access or Verify Code as needed. If a
user has forgotten the Verify code, or needs a new one, IRM/ISO should delete
the existing code so that when the user logs on and presses the <Enter> key at
the "VERIFY CODE" prompt, a new (secret) password (VERIFY CODE) can be
entered. To accomplish this, "Y" should be entered at the "Want to edit VERIFY
CODE (Y/N) :" prompt. An at-sign ("@") should then be entered to delete the
existing code. The change will be filed immediately, unlike other changes that
will be processed as part of the overall transaction when leaving the ScreenMan
form.

Users can edit their Verify code at any time via the Edit User Characteristics
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Field/Attribute

Description

option on the Common menu. If this option uses a local template, the ability to
edit the VERIFY CODE field should probably remain, as a security measure.
IRM can choose to add the ability to edit the ACCESS CODE field as well.

FILE MANAGER
ACCESS CODE (#3)

The FILE MANAGER ACCESS CODE (i.e., FILE MANAGER ACCESS CODE
field [#3] in the NEW PERSON file [#200]) is stored in the local variable DUZ(0).
If DUZ(0)=@, the user is a developer with the highest level of programmer
access authority. Other non-reserved symbols can be assigned for File Access
Security, depending on the user's needs. Software applications will indicate
which symbols are needed for site-specific File Access Security.

o NOTE: In previous documentation and data dictionaries, it has been
implied that the pound sign ("#") symbol/character was reserved for File
Access Security for IRM, however, this is not true. It has merely been
used as a convention.

If the File Access Security conversion has been run, the FILE MANAGER
ACCESS CODE is not used to control file-level access security as it was before
the conversion. The File Access Security system (formerly known as Part 3 of
the Kernel installation) permits the association of a user with a file whereby
explicit access can be granted. While the conversion process is somewhat
involved, the benefits resulting from implementing the File Access Security
system are worthwhile.

Even after running the file access conversion, the FILE MANAGER ACCESS
CODE field continues to serve several functions:

If a user has been granted full file access privileges for a particular file, a further
restriction can be placed at the file or field level to prohibit modification of the
definition or entry of data. Files have top-level restrictions of READ, WRITE, or
DELETE access as do fields and templates.

If the file, field, or template is protected with the at-sign ("@"; programmer
access), the user must also have the at-sign in the FILE MANAGER ACCESS
CODE field (#3) in the NEW PERSON file (#200).

The Device Handler also checks the FILE MANAGER ACCESS CODE of the
user if the SECURITY field in the DEVICE file (#3.5) has been defined with a
character string. The user would not be able to select the device unless at least
one of the characters in the user's code matched at least one character in the
device code.

The most important FILE MANAGER ACCESS CODE field (#3) character is the
at-sign ("@"; programmer access). It has special meaning and overrides other
file access restrictions or other FILE MANAGER ACCESS CODE field (#3)
characters. It is not recommended that the at-sign be allocated unless
absolutely needed. Allocation is, in part, restricted by the fact that only those
few users who have developer access to the system can give other users the
at-sign.

o NOTE: A SET statement from programmer mode can be used to
temporarily assign DUZ(0)="@" without storing the code in the NEW
PERSON file (#200), which would give permanent programmer access.

Use of the at-sign ("@"; programmer access) is less common now than in the
past since alternative security measures have been developed. It is still required
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Field/Attribute

Description

for several critically sensitive checks, however, such as entering M code into VA
FileMan files (e.g., OPTION [#19] and FUNCTION [#.5] files).

o REF: For more information on File Access Security, see Chapter 5, "File
Access Security," in this manual and the VA FileMan (Version 22.0) and
Kernel (Version 8.0) File Access Security supplemental documentation
located on the VHA Software Document Library (VDL) at:
http://www.va.gov/vdl/application.asp?appid=5

PREFERRED
EDITOR (#31.3)

If a user's PREFERRED EDITOR field is NULL, Kernel uses VA FileMan's Line
Editor to edit word-processing fields. If the PREFERRED EDITOR is set to
another entry in the ALTERNATE EDITOR file (#1.2), like VA FileMan's Screen
Editor, Kernel uses that editor when the user edits word-processing fields. As
described in VA FileMan's documentation, users can switch from the Line Editor
to another editor by using the Utility sub-option on the Edit option menu.

Figure 3-14. VA FileMan Line Editor—Sample user dialogue

Enter one space character on Line 1 and
then press the <Enter> key at Line 2.
1> <Enter>

2><Enter>

EDIT Option: Utilities in Word-Processing

UTILITY Option: Editor

Select ALTERNATE EDITOR: SCREEN EDITOR - VA FILEMAN

If the PREFERRED EDITOR is the Screen Editor, it is also possible to switch to
another editor, like the Line Editor, to take advantage of Line Editor features
such as File Transfer from Foreign CPU.

o NOTE: Other editors (e.g., WordMan or VA LetterMan) do not support
switching to the Line Editor, which may be a limitation in some
circumstances.

This field is also included in Edit User Characteristics and MailMan's Edit User
Options so that all users can define a PREFERRED EDITOR if they so choose.

DIVISION (#16)

The DIVISION field (Multiple) has a corresponding site parameter, the Default
Institution, that sets users' DUZ(2) if this field is not filled in. A user setting,
however, takes precedence over the site parameter. This is a multiple field and
if the user is associated with more than one institution, the user is prompted at
signon to pick the one corresponding to the computing activities to be carried
out in that session.

SERVICE/SECTION

This field points to the SERVICE/SECTION file (#49) distributed with Kernel's

(#29) virgin installation. No data is included. It is a required field since applications
(Required) have begun to use it in various utilities. Kernel's CPU/Service/User/Device Stats
option [XUSTAT], for example, can summarize signon information for all users
in the same Service/Section. The Grant Access by Profile option also makes
use of this field to specify the Service/Section Coordinator to whom the access
forms of the new users should be delivered.
TIMED READ As discussed with other site parameters earlier in this chapter, TIMED READ
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Field/Attribute

Description

(#200.1)

defines the length of time Kernel should wait for a user response to a READ. A
setting for the user attribute overrides the site default. It is used to define the
local variable DTIME.

MULTIPLE SIGN-ON
(#200.04)

As discussed with other site parameters, this field controls whether the user will
be permitted to have two or more concurrent signon sessions. The user setting
takes precedence.

AUTO MENU
(#200.06)

As discussed with other site parameters, this field controls whether the entire
list of menu options is automatically presented or whether the user needs to
enter a question mark ("?") to invoke the display. The user setting takes
precedence.

ASK DEVICE TYPE

As discussed with other site parameters, this field controls whether the device

AT SIGN-ON being used at signon will be queried for its terminal type. The user setting takes
(#200.05) precedence.

TYPE-AHEAD This field controls whether the user can enter text faster than the computer can
(#200.09) read it. If set to YES, the computer buffers input from the user. If set to NO,

keystrokes from the user are lost if they are typed faster than the computer can
process them.

ALLOWED TO USE
SPOOLER (#41)

This field controls whether a user can pick the spool device at the device
prompt to send output to the spooler.

PAC (#14,
Programmer Access
Code)

For users who have been granted the Programmer Mode option along with the
XUPROG and XUPROGMODE security keys, a Programmer Access Code can
be assigned as additional security. If a PAC is defined, Kernel prompts for the
PAC just before allowing a user to enter programmer mode. If this field is NULL,
a PAC is not asked.

CAN MAKE INTO A
MAIL MESSAGE
(#41.2)

This field controls whether a spooled document can be transformed into a
regular mail message for use within MailMan.

DISUSER (#7)

If set to YES, disables access to the system for this user (without terminating
the user's account).

FILE RANGE (#31.1)

Users who have VA FileMan privileges to create files can be given a numeric
range of numbers to use as file numbers. Assigning number ranges acts as a
safeguard to keep users from picking a number within a range that is nationally
reserved for VistA software applications. It can also serve local database
administration needs of segmenting local development by number ranges.

TERMINATION
DATE (#9.2)

As mentioned in the topic about terminating users, this field indicates when a
user's access privileges should be revoked.

ALWAYS SHOW
SECONDARIES
(#200.11)

If set to YES, contents of a user's SECONDARY MENU OPTIONS are shown
when the user enters one question mark ("?") at a menu prompt. Otherwise, the
user must enter two question marks ("??") to see their secondary menu.

PROHIBITED TIMES
FOR SIGN-ON (#15)

As discussed with other signon parameters, this field can be used to regulate
when the user can sign on to the system. The user setting takes precedence
over any corresponding device setting.

PHONE (HOME)
(#.131)

OFFICE PHONE
(#.132)

Set up phone numbers for the user in these fields.
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Field/Attribute

Description

PHONE #3 (#.133)
PHONE #4 (#.134)

COMMERCIAL
PHONE (#.135)

FAX NUMBER
(#.136)

VOICE PAGER
(#.137)

DIGITAL PAGER
(#.138)

Set up pager numbers for the user in these fields.

LANGUAGE
(#200.07)

Overrides the setting of the DEFAULT LANGUAGE field in the KERNEL
SYSTEM PARAMETERS file (#8989.3). Both of these are used to set the
DUZ("LANG") flag for each user. VA FileMan uses this setting to enable the
display of language-specific dates and times, numeric formats, and dialogues.

Figure 3-15. Edit an Existing User option—Screen 1

Edit an Existing User

NAME: XUUSER,ONE Page 1 of 5
NAME. .. XUUSER,ONE INITIAL: OX
TITLE: COMPUTER SPECIALIST NICK NAME: ONE
SSN: 000123456 DOB:
DEGREE: MAIL CODE:
DISUSER: TERMINATION DATE:

Termination Reason:

PRIMARY MENU OPTION: EVE
Select SECONDARY MENU OPTIONS: ISCSTAFF
Want to edit ACCESS CODE (Y/N): FILE MANAGER ACCESS CODE: @
Want to edit VERIFY CODE (Y/N):

Select DIVISION:
SERVICE/SECTION:

INFORMATION SYSTEMS CENTER

Exit Save

Next Page

Enter a command or "~ followed

Refresh

by a caption to jump to a specific field.

COMMAND: Press <PF1>H for help
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Figure 3-16. Edit an Existing User option—Screen 2

Edit an Existing User
NAME: XUUSER,ONE Page 2 of 5

TIMED READ (# OF SECONDS): 999

MULTIPLE SIGN-ON: ALLOWED MULTIPLE SIGN-ON LIMIT:
ASK DEVICE TYPE AT SIGN-ON: DON"T ASK AUTO MENU: YES, MENUS GENERATED
PROHIBITED TIMES FOR SIGN-ON: TYPE-AHEAD: ALLOWED

AUTO SIGN-ON:
Preferred Editor: SCREEN EDITOR - VA FILEMAN

ALLOWED TO USE SPOOLER: PAC:
CAN MAKE INTO A MAIL MESSAGE:

FILE RANGE:
ALWAYS SHOW SECONDARIES:

Exit Save Next Page Refresh

Enter a command or “~" followed by a caption to jump to a specific field.

COMMAND: Press <PF1>H for help

Figure 3-17. Edit an Existing User option—Screen 3

Edit an Existing User
NAME: XUUSER,ONE Page 3 of 5

PROHIBITED TIMES FOR SIGN-ON:

PHONE: 510-768-6874 OFFICE PHONE: 510-768-6874
COMMERCIAL PHONE: FAX NUMBER:
VOICE PAGER: DIGITAL PAGER:
LANGUAGE:

Person Class Effective Expired
Technologists, Technicians and Other Tec DEC 7,2005 JAN 1,2006
Emergency Medical Service Providers JAN 1,2006 DEC 7,2005
Other Service Providers DEC 7,2005 DEC 8,2005
Allopathic and Osteopathic Physicians DEC 8,2005
Exit Save Next Page Refresh

Enter a command or "~" followed by a caption to jump to a specific field.

COMMAND: Press <PF1>H for help
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Figure 3-18. Edit an Existing User option—Screen 4

Edit an Existing User

NAME: XUUSER,ONE Page 4 of 5
RESTRICT PATIENT SELECTION: OE/RR LIST:
CPRS TAB ACCESS:

Name Description Effective Date Expiration Date
Exit Save Next Page Refresh

Enter a command or “~" followed by a caption to jump to a specific field.

COMMAND : Press <PF1>H for help

Figure 3-19. Edit an Existing User option—Screen 5

Edit an Existing User
NAME: XUUSER,ONE Page 5 of 5

PERMANENT ADDRESS:
Street 1:
Street 2:
Street 3:
City:
State:
Zip Code:
E-Mail Address:
Is this person an active Trainee?:
VHA Training Fac.:
Start Date of Training: Last Training Month & Year:
Trainee Inactive (Date):
Program of Study:
Target Degree Lvl:

Exit Save Next Page Refresh

Enter a command or "~" followed by a caption to jump to a specific field.

COMMAND: Press <PF1>H for help
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3.3.1 Additional Attributes Editable by Users

Some but not all of the user attribute fields can be edited by users using the Edit User Characteristics
option. The only field the user can edit that is not part of the system manager's Edit an Existing User form
is the TEXT TERMINATOR field.

REF: For a description of the fields users can edit (using the default Edit User Characteristics
form and template), see Table 2-2 in the "Edit User Characteristics Option" topic in Chapter
2,"Signon/Security: User Interface™ in this manual.

3.3.2 Edit User Characteristics Form and Template

Kernel exports a ScreenMan form and a template to be used in the Edit User Characteristics option. Both
are called XUEDIT CHARACTERISTICS. The INPUT template by the same name is invoked if the
ScreenMan form cannot be loaded on the current terminal type.

IRM can substitute a locally-developed template by entering its name in the USER CHARACTERISTICS
TEMPLATE field in the KERNEL PARAMETERS file (#8989.2). IRM can also design a customized
form with the same name as the local INPUT template that will be displayed instead, terminal type setup
permitting. In other words, to invoke a locally modified display, an INPUT template must exist. If a
ScreenMan form by the same name also exists, an attempt will be made to display the form before
defaulting to the INPUT template.

o REF: For more information on creating a local Edit User Characteristics form and template, see
the Kernel Installation Guide.

For a sample form, see the "Edit User Characteristics Option" topic in Chapter
2,"Signon/Security: User Interface™ in this manual.

3.4 Deactivating and Reactivating Users

Kernel provides options to deactivate and reactivate users on the User Management menu [XUSER].
When users no longer need access privileges, IRM can partially or entirely close access to their account.

Figure 3-20. User Management menu options

SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
Deactivate a User [ XUSERDEACT]
Purge Inactive Users®" Attributes [XUSERPURGEATT]
Reactivate a User [XUSERREACT]
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3.4.1 Deactivating Users

The Deactivate a User option [ XUSERDEACT] lets you temporarily or permanently disable access for
users. You can schedule termination of a user for a future date. The Deactivate a User option loads a
ScreenMan form with the fields described in Table 3-2:

Table 3-2. Deactivate a User option—Editable fields/attributes

Field/Attribute

Description

DISABLE USER

Setting the DISABLE USER field to YES prevents a user from signing on, but
leaves all of their menus, keys, and other attributes (essentially the user's entire
account) still enabled. It sets the DISUSER field (#7) in the user's NEW
PERSON file (#200) to YES.

You might want to use this feature to prevent access to your system by an
external support person, except during pre-approved times (where you may
want to monitor their actions). Setting DISUSER to YES prevents them from
logging on to the system until you clear the field.

If you set this field to YES, do not set any other fields in the Deactivate a User
form (they only apply to terminating a user). Then, to re-enable access, use the
Reactivate a User option [XUSERREACT].

o REF: For a description of the Reactivate a User option, see the
"Reactivating Users" topic that follows.

TERMINATION
DATE (#9.2)

Terminating a user is the way to formally deactivate a user (as opposed to
temporarily disabling their account). Setting this date effectively terminates that
user's account, effective from that date forward.

The Deactivate a User option automatically performs the following steps when
you deactivate a user:

e Revokes the user's status as an authorized sender of any mail groups.
¢ Revokes the user's status as a surrogate.
¢ Revokes the user's status as a Secure Menu Delegation delegate.

e Deletes the user's Access code, Verify code, Electronic Signature code, VA
FileMan Access code (i.e., FILE MANAGER ACCESS CODE field [#3]), and
Programmer Access code.

e Deletes the user's menu templates.
e Deletes the user's delegated options.
e Purges the *DISV global on that CPU for that user.

You can also decide whether all mail messages and all security keys for the
account will be deleted on the TERMINATION DATE with the final two fields in
the Deactivate a User option [XUSERDEACT] (DELETE ALL MAIL ACCESS
and DELETE KEYS AT TERMINATION). If the user is expected to return to the
facility and will need to have the user account reopened, security keys and mail
could be retained.

o REF: For more information on cleaning up user access and privileges at
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Field/Attribute

Description

termination, see the "XU USER TERMINATE Option" topic in the
"Signon/Security: Developer Tools" chapter in the Kernel Developer's
Guide.

DELETE ALL MAIL
ACCESS (#9.21)

Setting the DELETE ALL MAIL ACCESS field causes all mail messages for the
user to be deleted when their account is terminated on the TERMINATION
DATE.

DELETE KEYS AT
TERMINATION
(#9.22)

Setting the DELETE KEYS AT TERMINATION field causes all security keys for
the user to be deleted at termination (except security keys marked "KEEP AT
TERMINATE").

As discussed in the "Security Keys" chapter in this manual, the application
developer can export a security key with the KEEP AT TERMINATE field set to
YES in such a situation. The Provider security key, included with Kernel, has
the flag set to YES for this purpose. Although a user may have been
deactivated, it could be important to continue a processing activity that the user
had authorized, based on privileges associated with a security key. A medical
order could continue to hold an approved status, for example, even though the
authorizing provider had been deactivated.

3.4.2 Automatically Deactivating Users

The Automatic Deactivation of Users option [XUAUTODEACTIVATE] finds all users in the NEW
PERSON file (#200) with a TERMINATION DATE (#9.2) in the past, but who still have an Access code.
In addition, it also looks to see if there are any users who have not signed on in the last "'n" days.

The XUAUTODEACTIVATE option terminates any users who fit this criteria. Any such users are users
who had been scheduled for termination but were not terminated (usually because the task that should
have terminated them did not run). It acts as a safety net to ensure that all users who were scheduled for
termination are, in fact, terminated. It should be scheduled to run on a regular basis.

o REF: For recommended frequency of scheduling, see the Kernel Installation Guide.

Because the XUAUTODEACTIVATE option is not intended for interactive use, it is placed on the
ZTMQUEUABLE OPTIONS menu.
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3.4.2.1 Termination Process

The termination process does the following:
o Sets the DISUSER field (#7) in the NEW PERSON file (#200) to YES (1).
e Deletes the user's Access code.
o Deletes the user's security keys.

e Calls the XU USER TERMINATE protocol in the OPTION file (#19) so other applications can
take any action they need.

e Ifthe DELETE ALL MAIL ACCESS field (#9.21) in the NEW PERSON file (#200) is set to
YES, then the user will also be removed from the VistA MailMan system, which deletes their
MailMan mail boxes and deletes them from any mail groups.

3.4.2.2 Academic Afiliation Waiver

The VA Handbook 6500 page 60 (POLICY AND PROCEDURES, Technical Controls, Logical Access
Controls), Item "d" states that accounts are automatically disabled if inactive for 30 days. This
requirement is repeated in VA Handbook 6500 Appendix D.

The Office of Academic Affiliation requested a waiver for the 30 day disabling of inactive accounts
asking it be 90 days and the waiver was approved.

o REF: A copy of the approved waiver is available as an attachment to Remedy Ticket #283028.

Kernel Patch XU*8.0*514 added the ACADEMIC AFFILIATION WAIVER field (#13) to the KERNEL
SYSTEM PARAMETERS file (#8989.3). This field is used to control the LAST SIGN-ON DATE/TIME
field (#202) in the NEW PERSON file (#200). If the Office of Academic Affiliation waiver is applicable
to a site, the site can set the ACADEMIC AFFILIATION WAIVER field (#13) to YES (1). The default
for this field is NULL.

When the ACADEMIC AFFILIATION WAIVER field (#13) is set to YES, the users will only be
automatically disabled if they have been inactive for over 90 days (i.e., LAST SIGN-ON DATE/TIME is
over 90 days). If it is not set, this option will work as usual (i.e., 30 day limit).

3.4.3 Purging Mail and Security Keys for Inactive Users

You can use the Purge Inactive Users' Attributes option [XUSERPURGEATT] to clean up files. It
removes all mailboxes, messages, mail groups, and security keys for users who have been terminated. If
any of these users still retain Access codes, they are deleted.

This is particularly significant with mail. A mail message cannot be completely removed from a system
until all recipients have deleted it from their mail baskets. If a user is no longer active, then it becomes
unlikely that the message will ever get purged.
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There are two modes of running this option. You can VERIFY the process for each user that the computer
selects as eligible. If you choose not to verify the process for each user, then for every user with a non-
future TERMINATION DATE, their set of security keys, mail groups, messages, and mail baskets will be
deleted.

3.4.4 Reactivating Users

You can use the Reactivate a User option [ XUSERREACT] to re-enable access for a user who has either
been terminated, or whose access has been temporarily disabled. To re-enable access for someone whose
account is merely disabled (with the DISUSER field set to YES), use this option to simply clear the
DISUSER field. Otherwise, using this option, you can fill in all the fields needed for an active account
(i.e., FILE MANAGER ACCESS CODE field [#3], PRIMARY MENU OPTION, etc.).

When you reactivate a user, you are asked whether to deny access to old mail messages. If the reactivated
user account is a less privileged account than previously, it may be appropriate to deny the user access to
messages that were received in the user's prior capacity. Even if that user's mailbox was deleted at
termination, once the user is reactivated, an old message would be delivered if responded to by another
recipient.

3.5 User Management Options on the Operations Menu

Kernel provides a set of options for IRM to monitor and support users logged onto the system. These
options are on the User Management Menu [ XUOPTUSER], under the Operations Management menu
[XUSITEMGRY], as shown below:

Figure 3-21. User Management Menu options

SYSTEMS MANAGER MENU ... [EVE]
Operations Management ... [XUSITEMGR]
User Management Menu ... [XUOPTUSER]
Find a user [XU FINDUSER]

List users [XUSERLI1ST]

Print Sign-on Log [XUSC LIST]
Release user [XUSERREL]

User Inquiry [XUSERINQ]

User Status Report [XUUSERSTATUS]

3.5.1 Find a User Option

You can use the Find a User option [XU FINDUSER] to find a user who is currently signed on to the
system in this UCI group. If you are on the same CPU as the user, this option will also show the menu
path of the user. The option finds users based on the "CUR" cross-reference of the SIGN-ON LOG file
(#3.081).
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3.5.2 List Users Option

The List Users option [XUSERLIST] lists all users known to the system.

3.5.3 Print Sign-on Log Option

The Print Sign-on Log option [XUSC LIST] prints out the SIGN-ON LOG file (#3.081).
Figure 3-22. Sample Kernel Sign-On Log report

USERS WHO HAVE SIGNED ONTO THE COMPUTER MAY 3,2006 15:20 PAGE 1
ELAPSED
TIME
Sign-on time (MINUTES) USER $1 NODE NAME
IP ADDRESS
MAY 2,2006 10:28 -628 XUUSER, ONE TNA35: 1SC6A2
10.6.15.11
MAY 2,2006 10:28 0 XUUSER, TWO TNA35: 1SC6A2
10.6.17.191
MAY 2,2006 12:51 0 XUUSER, TWO TNAS35: 1SC6A2
10.6.17.191
MAY 2,2006 14:00 3 XUUSER, TWO TNAS35: 1SC6A2
10.6.17.191
MAY 2,2006 14:14 3 XUUSER, TWO TNAS35: 1SC6A2
10.6.17.191
MAY 2,2006 14:45 6 XUUSER, TWO TNAS35: 1SC6A2
10.6.17.191

3.5.4 Release user Option

If multiple signons are prohibited, problems can occur if users experience an abnormal exit such that the
signon record cannot be cleared. IRM can use the Release user option [XUSERREL] to remedy the
problem for individual users. To clear all users on startup, schedule the Clear all users at startup option.

3.5.5 User Inquiry Option

The User Inquiry Option option [XUSERINQ] displays various attributes of a specified user. If the user is
currently signed on, it displays the job and device numbers, the signon time, and what option is being
executed. Otherwise, it displays the last signon time. It also displays which security keys are held by the
user.

3.5.6  User Status Report Option

The User Status Report option [ XUUSERSTATUS] produces a report of the users currently signed on to
this CPU and UCI. It shows the option each user is running and when they signed on, as well as their
device and job numbers.
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3.6 Signon Audits

Signon events are recorded in the SIGN-ON LOG file (#3.081). Statistics, such as the time of access and
the user's identity, are stored for audit purposes. If the user exits normally (is not "bumped" off the
system), the signon record will include the time of exit. If the user exits abnormally with an error or enters
programmer mode, the signon record cannot include a time of exit.

Information about signon activity can be reviewed with options on the Operations and System Security
menus.

The SIGN-ON LOG file (#3.081) is purged with the XUSCZONK option that should be tasked to run on
a regular schedule (e.g., every night). This option cannot be reached from Menu Manager; like other
options that should only be queued, it is on the PARENT OF QUEUABLE OPTIONS menu.

3.6.1 Signon Statistics

Statistics about active sessions can be obtained with the CPU/Service/User/Device Stats option
[XUSTAT]. This option permits sorting by CPU, by the user's Service/Section (e.g., MAS) by individual
users, or by particular devices.

Figure 3-23. CPU/Service/User/Device Stats option

SYSTEMS MANAGER MENU ... [EVE]
Operations Management ... [XUSITEMGR]
CPU/Service/User/Device Stats [XUSTAT]

3.6.2 Failed Access Attempts Audit

When a user enters invalid Access and Verify code pairs, the number of attempts is recorded and the
device appears to lock after the site parameter limit of failed access attempts is reached. After this point,
Signon/Security continues to record what the user types (but only to create a record in the FAILED
ACCESS ATTEMPTS LOG file [#3.05]). If a valid Access code is entered, Signon/Security can link the
attempt with a known user and will record that user's name in the log. Since it is a valid code, its text is
not recorded in the log. The text of subsequently entered invalid Verify codes can, however, be recorded
as clues to the source of the access attempt. If the Access code is not valid, a user's name cannot be

associated but the text of the attempt can be recorded. The log also records the time of day, device used,
and CPU/UCI location.

Table 3-3. Kernel Signon Auditing Files

Global Set Display Initiate/ Print Purge
File Location Parameters | Parameters | Terminate Reports Logs
SIGN-ON A"XUSEC(O0, Predefined N/A Always done | Print Sign- | Purge
LOG (#3.081) on Log Sign-on
[XUuscC Log
LIST] [Xusczo
50 Kernel July 1995
Systems Management Guide Revised June 2012

Version 8.0




Signon/Security: System Management

Global Set Display Initiate/ Print Purge
File Location Parameters | Parameters | Terminate Reports Logs
NK]
FAILED "%ZUA(3.05, | Establish Display the On/Off switch | Devices: Failed
ACCESS System Kernel Audit Device Access
ATTEMPTS Audit Parameters Failed Attempts
LOG (#3.05) Parameters | [XU-SPY- Access Log Purge
[XUAUDIT] SHOW] Attempts [XUFPUR
[XUFDEV] | GE]
Users:
User Failed
Access
Attempts
[XUFDISP]
OLD AVA(200, Predefined N/A Always done | N/A Purge Log
ACCESS of Old
AND VERIFY Access
CODES and Verify
(#200 XREF) Codes
[XUSERA
OLD]
3.6.3 Purge Old Access and Verify Codes
Figure 3-24. Purge Log of Old Access and Verify Codes option
SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
Purge Log of Old Access and Verify Codes [XUSERAOLD]

The Purge Log of Old Access and Verify Codes option [ XUSERAOLD] purges all inactive Access and
Verify codes, which allows for the recycling of codes. Old Access and Verify codes are stored so that
users cannot pick a previously used code when required to choose a new code. If old codes are stored
indefinitely, though, it may become difficult for users to invent new codes. When you use this option
interactively, you can purge codes older than a retention period you specify, from 7 to 90 days. When

scheduled, the retention period defaults to 90 days, but can be changed to anything from 30 to 90 days by
putting the number of days in the TASK PARAMETERS field.

The log of Access codes is stored in the whole-file AOLD cross-reference of the NEW PERSON file
(#200). The log of Verify codes is stored per user in the VOLD cross-reference of the NEW PERSON file
(#200, not a whole-file cross-reference). Thus, Verify codes are not necessarily unique between users,
while Access codes are.

Kernel 51
Systems Management Guide
Version 8.0

July 1995
Revised June 2012



Signon/Security: System Management

52 Kernel July 1995
Systems Management Guide Revised June 2012
Version 8.0



4. Electronic Signhatures

4.1 User Interface

An electronic signature is a security tool that software applications can use as an additional identification
check. For example, software can require that an electronic signature be applied to a particular form or
document before subsequent processing can continue.

Electronic signature codes are stored in the NEW PERSON (#200) file.

4.1.1 Electronic Signature code Edit Option

If you need to create an electronic signature for yourself, you can choose the Electronic Signature code
Edit option [ XUSESIG], available from the User's Toolbox menu.

You can enter a new electronic signature code or change an existing code. The length of the code must be
between 6 and 20 uppercase characters. Requiring all uppercase allows the code to be verified with either
uppercase or lowercase input, since lowercase will be converted to uppercase in the matching process.
You should choose a code that other users are not likely to guess, as this code verifies that it is actually
you who are signing off on some important action.

The Electronic Signature code Edit option [XUSESIG] also allows you to edit the following fields in the
NEW PERSON file (#200):

e INITIAL

e SIGNATURE BLOCK PRINTED NAME (#20.2)

e SIGNATURE BLOCK TITLE (#20.3)

e OFFICE PHONE (#.132)

e VOICE PAGER (#.137)

e DIGITAL PAGER (#.138)

Applications can print some or all of these fields when printing an electronically signed document. You
should therefore ensure that the values entered in these fields are accurate.

4.2 System Management

Figure 4-1. User Edit menu options

SYSTEMS MANAGER MENU ... [EVE]
User Edit ... [XUSER]
Electronic Signature Block Edit [XUSESIG BLOCK]
Clear Electronic signature code <locked: XUMGR> [XUSESIG CLEAR]
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4.2.1 Electronic Signature Block Edit Option

The Electronic Signature Block Edit option [ XUSESIG BLOCK] lets you edit the electronic signature
code for any user on the system. When you create an electronic signature code for a user, the
SIGNATURE BLOCK PRINTED NAME field is initially filled in by a cross-reference on the NAME
field (#.01) (and will be overwritten if the NAME field [#.01] is changed). Credentials (e.g., "M.D.") can
be added to customize the printed name. As a security feature, an input transform requires that the user's
last name (first comma piece of the NAME field (#.01)) be included in the printed name. (This field
cannot be edited through VA FileMan since it is WRITE-protected with a caret [""].)

4.2.2 Clear Electronic signature code Option

The Clear Electronic signature code option [ XUSESIG CLEAR] is another option available to IRM that
allows the clearing (deleting) of an electronic signature code. This option is locked with the XUMGR
security key. This option can be used to clear a user's electronic signature code if the user has forgotten
the code. The user can then enter a new code with the Electronic Signature code Edit option [ XUSESIG]
in the User's Toolbox menu.
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The File Access Security system is an optional Kernel module. It provides an enhanced security
mechanism for controlling user access to VA FileMan files.

REF: For more information on File Access Security, see the VA FileMan (Version 22.0) and
Kernel (Version 8.0) File Access Security supplemental documentation located on the VHA
Software Document Library (VDL) at: http://www.va.gov/vdl/application.asp?appid=5

5.1 User Interface

As a user, you typically access VistA data by use of application options. You enter data into files and
retrieve information from files through the menu options within the software. Except under a few unusual
circumstances, your use of the system will not be affected by the File Access Security system. If you need
to work directly with files by using VA FileMan options, however, you will be affected.

VA FileMan options provide direct access to data files. Figure 5-1 lists some sample VA FileMan
options:

Figure 5-1. Sample VA FileMan menu options

Select VA FileMan Option: ?

Enter or Edit File Entries [DIEDIT]
Print File Entries [DIPRINT]
Search File Entries [DISEARCH]
Inquire to File Entries [DIINQUIRE]

If the File Access Security system is implemented, the only files you can access directly through VA
FileMan options are those listed in your ACCESSIBLE FILE Multiple field (#32) in the NEW PERSON
file (#200). IRM grants file access by using a sub-menu on the User Management menu [ XUSER].
There are six levels of File Access Security properties (listed alphabetically):

e AUDIT

e DATADICTIONARY ("DD")

e DELETE ("DEL")

e LAYGO

e READ ("RD")

e WRITE ("WR")

o REF: These File Access Security level properties are described in Table 5-1.
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Each level of access is granted as YES or NO. If the File Access Security system is implemented, file
access is controlled by these YES/NO flags, not by the matching of your FILE MANAGER ACCESS
CODE field (#3) string in the NEW PERSON file (#200) with security placed on the file.

If you have not been granted any security access to VA FileMan files, entering two question marks ("??")
when prompted for a file name/number shows no files to access:

Figure 5-2. User has not been granted security access to any VA FileMan files—Sample user dialogue

Select VA FileMan Option: ENTER OR EDIT FILE ENTRIES

INPUT TO WHAT FILE: ??
No files displayed here indicates that the user has not
been granted any security access to VA FileMan files.
INPUT TO WHAT FILE:

In this case, you need to contact IRM and be granted access to the VA FileMan files you need.

File Access Security is also invoked when an option uses VA FileMan's Line Editor. In particular, the
Transfer Lines from Another Document option on the Line Editor's Edit menu does not permit access to
other word-processing documents in the current file or other files unless READ access to that file has
been explicitly granted. If you need to transfer text from other files using the Line Editor, contact IRM to
request access to those files.
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5.2 System Management

Prior to introduction of the File Access Security system, user access to VA FileMan files through VA
FileMan options was controlled by matching a character in a user's FILE MANAGER ACCESS CODE
field (#3) (the DUZ(0) string) in the NEW PERSON file (#200) with a character in the file's top level file
security fields.

Kernel's optional File Access Security system uses a different method. It allows you to control access to
files for any user using VA FileMan options directly. Access is granted (or denied) by adding (or
removing) a file from a user's ACCESSIBLE FILE Multiple field (#32) in their NEW PERSON file
(#200) entry.

The File Access Security system does not affect access to files through non-VA FileMan options; security
in this case is managed by controlling the availability of the option.

o REF: For exceptions, see the "When is File Access Security Checked?" topic in this chapter.

If a user's DUZ(0) is set to the at-sign ("@"'; programmer access), VA FileMan options allow complete
file access. If it is set to anything else (except the caret [""]), VA FileMan options use the
ACCESSIBLE FILE Multiple field (#32) specifications in the NEW PERSON file (#200) to grant
varying levels of file access.

o NOTE: The caret ("~") overrides the at-sign ("@"; programmer access).

This higher degree of control over a user's file access comes at a price, because it requires more
management on IRM's part to provide each user access to the files to which they need access. However,
the payoff in using the File Access Security system is in enhanced control and security for VA FileMan
files.

5.2.1 Whenis File Access Security Checked?
When using VA FileMan options, access to files through the File Access Security system is checked.

When initially accessing data in a file through software options (e.g., options using VA FileMan
Application Program Interfaces [APIs]), File Access Security is not checked. File Access Security is
checked, however, when calling the following APIs:

e "DIC calls—Adding an entry to the top level of a file (i.e., LAYGO access)
o "DIE calls—Deleting an entry at the top level of a file (i.e., DELETE access).

Developers can bypass these LAYGO and DELETE access checks using the following variables:
e DLAYGO
o DIDEL, respectively.
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When accessing data through software options, File Access Security is also checked when a file is
navigated to from another file (i.e., READ, WRITE, DELETE, and LAY GO access). Currently, there is
no way for developers to override access checks when navigating to a file from another file, so explicit
access to files navigated to/from an application option must be granted by IRM.

5.2.2 What in VA FileMan is Still Protected by the File Manager
Access Code?

When the File Access Security system is enabled, access to templates (e.g., INPUT, PRINT, SORT, etc.)
is denied when using VA FileMan options, if the user's DUZ(0) string does not contain a matching
character. Similarly, when editing fields via VA FileMan's Enter or Edit File Entries option [DIEDIT], the
DUZ(0) matching process is invoked to permit or deny editing for protected fields. The DUZ(0) value is
also checked by some non-VA FileMan applications. Finally, if a user's DUZ(0) is "@", they are allowed
complete access to all files.

5.2.3 Purpose for Granting File Access

IRM is responsible for granting file access. The needs of each user must be determined and an appropriate
degree of access authority assigned. Too much access may risk the security of your system, while too
little may inhibit productive activity.

What is the purpose of File Access Security? Why bother specifying who has access to which files? The
answer is threefold:

e To monitor the use of VA FileMan.

e To regulate the extent of VA FileMan access from among six levels of security that allow
AUDIT,, DATA DICTIONARY ("DD"), DELETE ("DEL"), LAYGO, READ ("RD"), or
WRITE ("WR") access.

o REF: These File Access Security level properties are described in Table 5-1.

e Toreserve DUZ(0), the FILE MANAGER ACCESS CODE field (#3), as a security measure to
protect just templates and fields, not files, from VA FileMan options.

With file access security, it is possible to know who has access to which files and what kind of access
they have. This information can also be retrieved by user or by file. In addition, privileges can also be
entirely restricted for an individual user or for a single file that may contain sensitive information.
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You need to grant File Access Security in the following cases:

File Access Security

e A user needs to access files directly through VA FileMan options.

o Within an application option, VA FileMan is used to navigate from one file to another.

e Within an application option that calls the *"DIE API to edit a file entry; a user is unable to add or
delete entries in a pointed-to file.

e Within an application option that calls the *DIE or *DIC APIs to edit a file entry; a user is unable
to add or delete entries in the primary file (because the application did not set the DLAYGO or
DIDEL variables).

e A user needs to use VA FileMan's Line Editor's Transfer Lines from Another Document option.

Application developers can document which files need to be granted to whom, or can modify their code
or data dictionary (DD) specifications to allow access.

5.2.5 Levels of File Access Security

There are six file access security properties involved with File Access Security. If a file access security
property is not defined (i.e., the value is null), the VA FileMan exported menu options for that property
are not open to full access for users.

REF: The following table is taken from the VA FileMan (Version 22.0) and Kernel (Version
8.0) File Access Security supplemental documentation located on the VHA Software Document
Library (VDL) at: http://www.va.gov/vdl/application.asp?appid=5

Table 5-1. File Access—Security level properties

Access

Security Property Description

Property Location (Classic VA
FileMan)

AUDIT

The AUDIT security property controls the
setting of auditing characteristics and the
deletion of audit trails. This property only
deals with the auditing of data and not the
auditing of data dictionary (DD) changes.
To audit DD changes, users would enter
"YES" at the "DD AUDIT? NO// " prompt
when modifying a file's File Security

Access.

Examples of the VA FileMan

options that this property controls are as

follows:

Fields Being Audited [DIAUDITED
FIELDS]

Data Dictionaries Being Audited
[DIAUDIT DD]

Purge Data Audits [DIAUDIT
PURGE DATA]

"DIC(<file number>,0,"AUDIT")=<value>
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Access

Security Property Description

Property Location (Classic VA
FileMan)

e Purge DD Audits [DIAUDIT
PURGE DD]

e  Turn Data Audit On/Off [DIAUDIT
TURN ON/OFF]

DATA
DICTIONARY
(IIDDII)

The DATA DICTIONARY security property
controls who has access to modify the data
dictionary. Examples of the VA FileMan
options that this property controls are as
follows:

e Modify File Attributes [DIMODIFY]
e  Utility Functions [DIUTILITY]
e Data Dictionary Utilities [DI DDU]

For example, to use the Map
Pointer Relations option, DD
access is needed to the PACKAGE
file (#9.4) and to the files one
selects for mapping.

"DIC(<file number>,0,"DD")=<value>

DELETE
(IIDELII)

The DELETE security property controls
who can delete an existing record that is
contained within the file. It does not permit
deletion of the file or any of its attribute
fields. Examples of the VA FileMan options
that this property controls are as follows:

e Enter or Edit File Entries [DIEDIT]
e Transfer Entries [DITRANSFER]

ADIC(<file number>,0,"DEL")=<value>

LAYGO

The LAYGO (Learn As You Go) security
property controls who can add a new
record to the file. Examples of the VA
FileMan options that this property controls
are as follows:

e Enter or Edit File Entries [DIEDIT]

o NOTE: You must have LAYGO and
WRITE access to a file to add new
entries. In addition, you must have
WRITE access at the field level for all
required identifier fields.

ADIC(<file
number>,0,"LAYGO")=<value>

READ ("RD")

The READ security property controls who
has access to read data contained within a
file. Examples of the VA FileMan options
that this property controls are as follows:

e  Print File Entries [DIPRINT]
e Search File Entries [DISEARCH]

"DIC(<file number>,0,"RD")=<value>
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Access Security Property Description Property Location (Classic VA
FileMan)

e Inquire to File Entries [DIINQUIRE]
e Statistics [DISTATISTICS]

e List File Attributes [DILIST]

e Transfer Entries [DITRANSFER]

To transfer text, the user needs
READ access to the file from which
text is being transferred. Similarly,
WRITE access is needed for the
file to which entries are being
transferred with this option.

e Transfer File Entries (transfer-to
file)

o NOTE: READ access is also required
to use some of the Filegram and
Audit options.

WRITE The WRITE security property controls who | "DIC(<file number>,0,"WR")=<value>
("WR") can alter data in an existing record that is
contained within the file. It will not permit
the adding of new entries to the file.
Examples of the VA FileMan options that
this property controls are as follows:

e Enter or Edit File Entries [DIEDIT]
e Transfer Entries [DITRANSFER]

To transfer text, the user needs
READ access to the file from which
text is being transferred. Similarly,
WRITE access is needed for the
file to which entries are being
transferred with this option.

Any or all of these six levels of access can be enabled for each of the user's accessible files. This is done
by changing the field value from NULL to YES. This flag is overridden for developers whose
DUZ(0)=@.

Granting the READ, WRITE, DELETE, and LAYGO levels of access permits adding and deleting file
entries as well as editing their attribute field data values. This is true unless the attribute field has been
protected. If so (i.e., if there is READ, WRITE, or DELETE protection within the data dictionary [DD]
for a given field), the user's FILE MANAGER ACCESS CODE field (#3), DUZ(0), is checked. Access is
denied if the user's DUZ(0) does not contain a character matching the field protection. Again, DUZ(0)=@
overrides this restriction.
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The DATA DICTIONARY ("DD") and AUDIT levels of access pertain to the structure of the file itself.
While this provides a generous scope for VA FileMan data dictionary (DD) modification, it falls short of,
for example, deleting a field protected with the at-sign ("@"'; programmer access).

The same applies to templates. If the template is protected, the user who has access to the file will not
have access to the template from VA FileMan options unless there is a match in the DUZ(0) character
string.

5.2.6  Audit Access to Files

Audit privileges might be granted to advanced VA FileMan users who are interested in developing new
audit capabilities. With AUDIT access, which must be accompanied by DD access, VA FileMan's Modify
File Attributes option [DIMODIFY] can be used to set an audit flag for a particular field within a file.
This access does not include setting audit conditions with M code, which is reserved for users with a
FILE MANAGER ACCESS CODE field (#3) containing "@".

The data values for attribute fields can be recorded in the AUDIT file (#1.1) by setting an audit flag in the
data dictionary (DD) for that field. For example, the SSN field in the PATIENT file (#2) could be audited.
There are two choices for the audit in the AUDIT file (#1.1):

e An entry can be made when a value is entered or changed.

e An entry can be made only when the value is changed (i.e., edited or deleted).

The second method may be all that's needed. In the SSN example, you would monitor just the
circumstances of the change, not of the initial SSN assignment.

To display the results of the audit, your DUZ(0) must equal the at-sign ("@"; programmer access). Then,
you can query the AUDIT file (#1.1) in the usual way with VA FileMan's Inquire to File Entries option
[DIINQUIRE].

527 How to Grant File Access

IRM specifies the particular files and levels of access for users. The File Access Security menu
[XUFILEACCESS], on the User Management menu [XUSERY], provides options to grant file access
security. These options edit the ACCESSIBLE FILE Multiple field (#32) in the NEW PERSON file
(#200).

The options for granting file access privileges fall into three functional categories:

o EDITING—To assign file access to an individual user or a group of users. One user's profile can
also be duplicated or copied to another user or group of users. To simplify adding files, number
ranges can be specified.

e LISTING—To display one user's profile, a name-sorted list of all user's profiles, or a file or range
of files with associated users and the access levels of each.

o RESTRICTING—To entirely limit access by user or by file, or to delete a range of files for a user
or group of users.
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The options are designed to facilitate queries by user or by file. You can add or delete file access for one
user or for many users. Or, you can begin with the file and list users with access or restrict access.

5.2.8 Using the File Access Options

Figure 5-3. File Access Security menu options

SYSTEMS MANAGER MENU ... [EVE]
User Management ... [XUSER]
File Access Security ... [XUFILEACCESS]
Grant Users®™ Access to a Set of Files [XUFILEGRANT]

Copy One User®s File Access to Others [XUFILECOPY]
Single file add/delete for a user [XUFILESINGLEADD]
Inquiry to a User"s File Access [XUFILEINQUIRY]

List Access to Files by File number [XUFILELIST]

Print Users Files [XUFILEPRINT]
Delete Users® Access to a Set of Files [XUFILESETDELETE]
Remove All Access from a Single User [XUFILEREMOVEALL]

Take away All access to a File [XUFILEDELETE]
Assign/Delete a File Range [XUFILERANGEASSIGN]

When using options on the File Access Security menu [ XUFILEACCESS], you may have the following
guestions:

o What is the DUZ# that appears next to the user's name?
e How is a range of file numbers specified?

e What are the queuing questions all about?

5.2.8.1 Understanding DUZ (the User Number)

When listing the file accesses by user or by file, the user's name is followed by a number in parentheses.
The heading indicates that this is the "User #," which is the same as the DUZ#.

DUZ is a local variable that identifies the user who has signed onto the system. Once the user enters an
Access and Verify code, Kernel's Signon/Security uses this variable to identify an entry in the NEW
PERSON file (#200). It must be unique, so the user's name will not do. Instead, the internal entry number
(IEN) is used. That is what becomes the value of DUZ.

Some users have low numbers while others have high ones. This simply indicates the order their names
were entered into the NEW PERSON file (#200). Users with low numbers are often people who began
using the system some years ago, while users with high numbers tend to be recent entries in the file.
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5.2.8.2 Using Ranges of File Numbers

Can files be specified by number ranges? Yes; it is useful to do this when granting several files at once.
First, find out the number of the files. Typing a question mark ("?") at the "to Files:" prompt will display
the number and name of the files. Note the numbers and then put them together on one line. You can use
hyphens to indicate a consecutive range and commas to separate the single numbers and hyphenated
groups as follows:

2,3,4,6,7,8,125,236,799
OR
2-4,6-8,125,236,799

File numbers are also used when printing a group of consecutive files. The prompt asks for a place to start
with a default file name presented. To print just this one file, respond to the next prompt by simply
pressing the <Enter> key, thereby accepting the default of ending after printing that one file.

To print a consecutive range of files, the lowest number is entered as the starting point and the highest
number as the ending point. All files that fall in this range will be printed.

5.2.8.3 Queuing File Access Specifications

Most of the options provide the opportunity to queue, after specifying who is to be granted which files.
Queuing sends the specifications to TaskMan to assign to users at a later time. TaskMan can work at an
off-peak time (e.g., midnight) to avoid consuming system resources during the daytime. If the system is
not busy, queuing is still a good idea since your terminal will otherwise be tied up while the report is
being printed.

5.3 Running the File Access Security Conversion

5.3.1 Advantages

To implement File Access Security you need to run a conversion. Some advantages of implementing File
Access Security include:

o Easier to identify levels of access—Running the conversion makes it possible to identify the
levels of access each individual user has to each file.

o Enhanced system performance—Checking file access by user is slightly faster in terms of
global accesses and CPU time.
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5.3.2 Advance Preparation for the Conversion

The File Access Security conversion is designed to allocate access privileges to all of your users
according to their current FILE MANAGER ACCESS CODE field (#3) value in the NEW PERSON file
(#200), DUZ(0), combined with information about their file access through options stored in the *DISV
global. After the conversion you should get only a few user requests for file access. The File Access
Security menu [ XUFILEACCESS], an option on the User Management menu [ XUSER], should then be
used to add a file to a user's ACCESSIBLE FILE Multiple field (#32) in the NEW PERSON file (#200).

The conversion uses the FILE MANAGER ACCESS CODE field (#3) (DUZ[0] string) to assign file
access according to the characters in the string. If a file is protected with a particular character that
matches one in the user's code, that file is entered into the user's ACCESSIBLE FILE Multiple field
(#32). Levels of access are granted according to the file's original security (field-level security continues
to function the same, by checking the FILE MANAGER ACCESS CODE field (#3)).

NOTE: Users with programmer-level access (FILE MANAGER ACCESS CODE field [#3] =
@) will not need to have any files in their ACCESSIBLE FILE Multiple field (#32), since they
will be able to access all files without restriction.

5.3.2.1 ~DISV Global

The File Access Security conversion process makes use of the ~DISV global to identify which files have
recently been accessed by which users. The conversion adds all files that the user has been able to access
(select from) to the user's ACCESSIBLE FILE Multiple field (#32) list. It grants READ access to these
files.

Using the ~DISV global to grant file access has the benefit of permitting option usage "as usual” the day
after the conversion is run. KILLing the *DISV global just before the conversion is not advised, since
many users will suffer inappropriate access restrictions and will need special attention by IRM just after
the conversion. KILLing the "DISV global a week or two before the conversion, however, may be
worthwhile as a way of purging obsolete user data. In multi-CPU environments, where each CPU has its
own copy of the "DISV global, you should choose the busiest user node upon which to run the conversion
(in order to pick up the most comprehensive information from that node's ~DISV). Caché sites should run
the conversion from their busiest user node.

It is assumed that *DISV is not translated, so K ~DISV on the CPU where the conversion will be run. Do

this about two weeks before you perform the conversion, as advance preparation. *DISV will be reset as
soon as a user responds to a "Select:" prompt.

Figure 5-4. KILLing “"DISV—Sample code
SETIST Do this only on the CPU where the conversion will run, about
two weeks beforehand, as advance preparation.
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5.3.2.2 Adding Explicit File Access for IRM

If there are any files that are neither protected nor accessed by users (e.g., the DOMAIN file [#4.2]) the
conversion will not list them in any user's ACCESSIBLE FILE Multiple field (#32). Before the
conversion, these types of files are accessible to everyone, while after the conversion these files will only
be accessible to users with programmer-level access. Therefore, before the conversion, assign a unique
symbol/character to otherwise unprotected files. This will ensure that at least those users with that unique
symbol (e.g., IRM staff) will be granted access. VA FileMan's Edit File option [DIEDFILE] can be used
to edit the codes.

NOTE: In previous documentation and data dictionaries, it has been implied that the pound sign
("#") symbol/character was reserved for File Access Security for IRM, however, this is not true.
It has merely been used as a convention.

Figure 5-5. Updating file access settings (before conversion)

Select OPTION: UTILITY FUNCTIONS
Select UTILITY OPTION: EDIT FILE

MODIFY WHAT FILE: USER// DOMAIN <Enter> (227 entries)
Do you want to use the screen-mode version? YES// N <Enter> NO
NAME: DOMAIN// <Enter>
DESCRIPTION:

No existing text Enter a unique symbol/character for

Edit? NO// <Enter>
each level of access so that those
select APPLICATION GROUP: EEmPeNz unprotected files will be assigned to

DEVELOPER: <Enter>
DATA DICTIONARY ACCESS: <Enter> IRM staff.
READ ACCESS: <Enter>

WRITE ACCESS: <Enter>
DELETE ACCESS: <Enter>
LAYGO ACCESS: <Enter>
AUDIT ACCESS: <Enter>
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5.3.3 Summary of the File Access Security Conversion

The File Access Security conversion prepares the NEW PERSON file (#200) for VA FileMan's method of
file access (lookup into a user's record for file access). VA FileMan's ability to protect data within files on
fields and templates, remains the same. The summary steps that occur when the conversion is run are
outlined below:

1. Setup structure. The structure for implementing the file access method is set up via the following:

a. Place the data dictionary (DD) for the ACCESSIBLE FILE Multiple field (#32) in the NEW
PERSON file (#200). This multiple will be permanently put in place by running the File
Access Security conversion.

b. Install menu options, help frames, and templates used for maintaining the user file access
method (i.e., entries with the XUFI namespace).

2. Add protected files to the ACCESSIBLE FILE Multiple field (#32). Each user's FILE
MANAGER ACCESS CODE field (#3) is used to add entries to the ACCESSIBLE FILE
Multiple field (#32) as follows:

a. Create a list of files to be processed by examining each file's protection codes. Files that meet
both of the following requirements are temporarily stored in the "UTILITY ($J global:

o Files that have protection defined.

o Files with protection not equal to "@"".

o NOTE: Files that lack any protection will be bypassed. Such unprotected files will
not later be listed in anyone's ACCESSIBLE FILE Multiple field (#32). Protection
should therefore be applied before running the conversion so that at least some users
(e.g., IRM Staff) will be granted access.

b. Examine each user in the NEW PERSON file (#200). Each user meeting all of the following
requirements is selected for further processing:

e Users not terminated.
e Users with an Access code.

e Users with a VA FileMan Access code (i.e., FILE MANAGER ACCESS CODE field
[#3] in the NEW PERSON file [#200]).

e Users with a FILE MANAGER ACCESS CODE field (#3) in the NEW PERSON file
[#200] not equal to "@".

The user's FILE MANAGER ACCESS CODE field (#3) in the NEW PERSON file [#200] is
parsed. Each symbol/character is compared with the list of files in the "UTILITY ($J global.
All files that have a protection code matching this symbol/character are added to the user's
ACCESSIBLE FILE Multiple field (#32) in the NEW PERSON file [#200]. If the
symbol/character is used as the file's DATA DICTIONARY ("DD") file security, the user is
granted DD access; if it is used as LAYGO, the user is granted LAY GO access, and so on.

3. Add files accessed by the user to the ACCESSIBLE FILE Multiple field (#32). Files accessed by
the user through options since the last time the ~DISV global was KILLed are added to the user's
ACCESSIBLE FILE Multiple field (#32) by the processing of the ~DISV global. Entries in
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5.3.4

ADISV that meet both of the following requirements will be added to the ACCESSIBLE FILE

Multiple field (#32), with READ access:

e The file must not be in VA FileMan's file number range (i.e., file number must be equal
to or greater than 2).

e The user does not already have access to this file.

File Access Security Conversion Instructions

The steps that occur when the file access secuurity conversion is run are described below:

1.

68

Identify unprotected files and assign protection codes as desired (as described in the "Advance
Preparation for the Conversion™ topic described earlier). For example, the DOMAIN file (#4.2)
may need to be protected so that it will be granted to users having a FILE MANAGER ACCESS
CODE field (#3) containing the assigned symbol/character.

NOTE: In previous documentation and data dictionaries, it has been implied that the
pound sign ("#") symbol/character was reserved for File Access Security for IRM,
however, this is not true. It has merely been used as a convention.

Review the FILE MANAGER ACCESS CODE fields (#3) of VA FileMan users. The codes
should contain symbols/characters matching those used to protect the files that these individuals
use. Since the conversion will automatically grant files to users according to previous privileges
as indicated by the FILE MANAGER ACCESS CODE field (#3), add any additional
symbols/characters to their FILE MANAGER ACCESS CODE fields (#3) to take advantage of
the conversion's automated file assignment according to levels of access.

Be ready to use the File Access Security menu [ XUFILEACCESS], Figure 5-3, to review and
grant file access privileges after the conversion.

In the production account, enable File Access Security system features and options with
ENABLEAXUFILES, as illustrated below:

Figure 5-6. Enabling File Access Security—Sample user dialogue

In VAH:
>D ENABLEMXUFILE3

>
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5. In the production account, begin the conversion with ~XUINCON:

Figure 5-7. ~XUINCON conversion routine—Sample user dialogue

In VAH:
>D ~XUINCON

Version 7 of the Kernel defined a new multiple-valued field
in the New Person File called Accessible File. This conversion
will store file access in this multiple in the following manner:

Those Users who have a FileMan Access Code (DUZ(0)) which
is not null, i.e., contains some character string,

will have their access string matched to the protection
currently on your files. For each match between the file
and the user, the file will be listed in the user”s
Accessible File multiple as will the type of access
(dictionary, delete, laygo, read, write, audit).

NOTE: Files with no protection will NOT be assigned to any user.

Would you like to run the conversion now? NO//

6. If you are ready to run the conversion, answer YES:

Figure 5-8. Running a conversion—Sample user dialogue

Would you like to run the conversion now? NO// YES
56237 ,36565

Build Table.

Convert Users.

Give access from DISV file.

X-ref.

Done56237,36565.

>

7. Review the newly assigned access settings. Use the File Access Security menu
[XUFILEACCESS], Figure 5-3, located on the User Management Menu [XUSER], to display file
access by user and by file.

5.3.5 After the File Access Security Conversion

After the file access security conversion, users may complain about not being able to add entries to files
as they previously could. This typically results from use of an option that navigates from one file to
another. To be able to add entries to the navigated-to file, the user needs LAYGO access to that file. IRM
can solve the problem by granting LAY GO access using the File Access Security menu options
[XUFILEACCESS], Figure 5-3.

If this form of security is implemented, IRM will find that it provides a more accurate and precise
knowledge of who has what level of access to which files. When the conversion is run, privileges are
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granted to existing users by making use of information stored in the VA FileMan record of file
manipulation activity, the *DISV global. The file access conversion grants each user READ access to
files that the user had recently accessed as indicated in the ~DISV global. IRM can grant file access
privileges to new users by copying the profile of an existing user with similar duties (e.g., a laboratory
application coordinator or admissions clerk).

To be sure that appropriate levels of access have been allocated, IRM staff should determine who has
what level of access to which files. Access to sensitive files (e.g., the NEW PERSON file [#200]) should
be reviewed and readjusted for individual users as appropriate. All files on a system should be reviewed
before and after running the File Access Security conversion.

Figure 5-9 shows how to create a PRINT template to display a report on the current file access security:

Figure 5-9. Creating a PRINT template to display file access security—Sample user dialogue

Select OPTION: PRINT FILE ENTRIES

OUTPUT FROM WHAT FILE: FILE Enter the starting and ending
SORT BY: NAME// @NUMBER file numbers.
START WITH NUMBER: FIRST// 3
GO TO NUMBER: LAST// 4

WITHIN NUMBER, SORT BY: <Enter>
FIRST PRINT ATTRIBUTE: NUMBER;L8;S;""
FIRST PRINT ATTRIBUTE: NAME:L25:""
THEN PRINT ATTRIBUTE: DD ACCESS:R6
THEN PRINT ATTRIBUTE: RD ACCESS:R6
THEN PRINT ATTRIBUTE: WR ACCESS:R6
THEN PRINT ATTRIBUTE: DEL ACCESS:R6
THEN PRINT ATTRIBUTE: LAYGO ACCESS:R6
THEN PRINT ATTRIBUTE: AUDIT ACCESS:R6
THEN PRINT ATTRIBUTE: <Enter>
HEADING: FILE LIST// FILE SECURITY
STORE PRINT LOGIC IN TEMPLATE: ZZFILE SECURITY

Store in alocal template for
later use (e.g., ZZFILE
SECURITY).

Once the conversion has been run, you can use the File Access Security menu [XUFILEACCESS], Figure
5-3, to print the accessible files for individual users. Thus, you can establish profiles that would be typical
of groups of users (e.g., Nursing, Pharmacy, or other services). Then, when establishing an account for a
new user or reactivating the access of a previously terminated user, the profile will be available for
copying to the new user.
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6. Menu Manager: User Interface

Kernel's menu system presents menu options within VistA software in a standard fashion. Once you
become familiar with using the menu system in one application, using other applications will be easier
since the same rules apply.

6.1 Navigating Kernel's Menus

When you successfully sign into the computer system, Menu Manager presents your primary menu
options. Your primary menu is the top-level menu assigned to you by IRM. Most options that are
available to you are available from your primary menu, or from a sub-menu attached to your primary
menu.

The menu system prompts you with a "Select (menu name) Option:" prompt. For example, in a menu
named Billing, Menu Manager would prompt you with "Select Billing Option:". You can navigate
through the menu system by responding to this prompt in different ways, which are described in this
chapter.

You can enter question marks to see option choices and obtain online help. You can enter an option's
synonym or the first few letters of its menu text, using upper or lowercase, to select the option. You can
also enter a caret (") along with the option specification (option menu text or synonym) to jump to the
destination option rather then traversing the menu pathways step-by-step.

6.1.1 Choosing Options

You can choose an option from your current menu at the select prompt. Choosing the option launches the
software application associated with the option. To choose an option, type in the first few letters of the
option as it is displayed and press the <Enter> key. If multiple options match those first few characters
you will be presented with a list of matching options from which you can choose the specific option you
want to run. If the option is another menu, indicated by trailing ellipses (...), it will become the current
menu, and so on down the menu pathway.

To come back up the menu pathway, press <Enter> at the select prompt. Each time you press <Enter>,
Menu Manager will return you to the next higher menu level, until you reach your highest menu, the
primary menu. If you press <Enter> at the primary menu, Menu Manager asks if you want to halt your
session. If you answer YES, your Kerenl session will be ended.
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6.1.2 Listing Options

When you enter a menu, the items may or may not be displayed automatically, based on whether you
have AUTO MENU turned on. The AUTO MENU feature, as described in the "Signon/Security: User
Interface" chapter in this manual, is a flag that controls the menu display. If you do not have a setting
specified for AUTO MENU, the site parameter default will be used. Often, to save system resources, the
site parameter can be set to disable automatic display. In this case, to display menu items, simply enter a
single question mark ("*?"), as shown below:

Figure 6-1. One question mark (?) help—Sample user dialogue

Select Any Level Menu Option: ?

First Item
Second Item
Third Item of Menu Choices ...
Fourth Item

Enter ?? for more options, ??? for brief descriptions, ?0PTION for help text.

Select Any Level Menu Option:

6.1.3 Displaying Option Help
To obtain a lengthier description of an individual option, enter a single question mark (*?"), and the first

few letters of the option name. If there is an extended description of the option, or a help frame describing
the option, they are displayed.

Figure 6-2. Using ?Option to get help on a named option—Sample user dialogue

Select User®s Toolbox Option: ?

Display User Characteristics
Edit User Characteristics
Electronic Signature Code Edit
Menu Templates...

Spooler Menu. ..

TaskMan User

User Help

Select User®s Toolbox Option: ?DISPLAY

"Display User Characteristics” Option name: XUUSERDISP
Display the user®"s name, location, and characteristics

**> Press "RETURN" to continue, "~" to stop: <Enter>

Select User®s Toolbox Option:
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6.1.4 Listing Secondary and Common Options

At any select prompt you can enter two question marks ("??") to see options on the Secondary and
Common menus, as well as options available on the current branch of your menu tree.

The Secondary menu and the Common menu contain options that you can select at any location in the
menu system. Options on the Secondary menu are typically created by your system manager. Options on
the Common menu are standard Kernel options available from anywhere in the menu system. Options on
the current menu, on the other hand, can only be directly selected while that menu is the current menu.

The two-question-mark display shows the option's synonym (a short abbreviation), if one exists . You can
select an option by its synonym as well as by its full name. On the same line, it lists the option's full name
followed by the formal option name in capital letters enclosed in square brackets. (The name is the .01
field of the OPTION file [#19].) It also shows any option restrictions such as:

e Out-of-Order
e |ocked

e Prohibited times
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Figure 6-3. Two question marks (??) help—Listing Primary, Secondary, and Common menu options

FM

Select Systems Manager Menu Option: ??

VA FileMan ...
Core Applications ...
Device Management ...

**> Locked with XUPROG
Information Security Officer Menu ...
Manage Mailman ...

Menu Management ...
Operations Management ...
Programmer Options ...

**> Locked with XUPROG
Spool Management ...
Taskman Management ...
User Management ...

You can also select a secondary option:

[DIUSER]
[XUCORE]
[XUT10]

[XUSPY]
[XMMGR]
[XUMAINT]
[XUSITEMGR]
[XUPROG]

[XU-SPL-MGR]
[XUTM MGR]
[XUSER]

ouT Equipment Checked Out to Myself [A6A EQUIP USER]
PAID SIGN INTO MARTINEZ VIA TELNET, TYPE DUSER [A6A USE PAID]
RUM Capacity Planning ... [XTCM MAIN]
I1SC OFFICE MENU OPTIONS ... [I1SCSTAFF]
Or a Common Option:
KNF Kernel New Features Help [XUVERS IONEW-HELP]
Halt [XUHALT]
Continue [ XUCONT INUE]
Restart Session [XURELOG]
MM MailMan Menu ... [XMUSER]
NPI PROVIDER NPI SELF ENTRY [XUS NP1 PROVIDER SELF ENTRY]
TBOX User®s Toolbox ... [XUSERTOOLS]
VA View Alerts [XQALERT]
Time [XUTIME]
Where am 1? [ XUSERWHERE]
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6.1.5 Displaying Option Descriptions

Entering three question marks ("???") at any select prompt displays option descriptions (from a word-
processing-type field in the OPTION file [#19]). If entered at the select prompt for a menu within the
primary tree, the top-level options are described; then you are prompted whether you want to see
descriptions for secondary or Common options.

Figure 6-4. Three question marks (???) help—Sample user dialogue

Select Spooler Menu Option: ???

"Allow other users access to spool documents” Option name: XU-SPL-ALLOW
This option edits the "OTHER AUTHORIZED USERS®" field of the SPOOL
DOCUMENT file to allow other users access to a spool document.

"Delete A Spool Document* Option name: XU-SPL-DELETE
**> Extended help available. Type "?Delete" to see it.
Delete a spool document from the spool document file and delete the
associated message if they are still linked.

"List Spool Documents* Option name: XU-SPL-LIST
**> Extended help available. Type "?List"™ to see it.
This option lists entries in the spool document file.

"Make spool document into a mail message” Option name: XU-SPL-MAIL
**> Extended help available. Type "?Make™ to see it.
This option will take a spool document and post it as a mailman
message to the user"s IN basket. This doesn™t move the data at all
but does decrease the number of lines charged to the user.

**> Press "RETURN" to continue, """ to stop, or "?[option text]" for more
help: <Enter>

"Print A Spool Document* Option name: XU-SPL-PRINT

**> Extended help available. Type "?Print"” to see it.
This allows the printing of a document that has been spooled.

Shall 1 show you your secondary menus too? No// <Enter>
Would you like to see the Common Options? No// <Enter>

Select Spooler Menu Option:

You should be ready to use three question marks (*???") to learn more about unfamiliar options
(e.g., options distributed in a new software release).
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6.1.6 Jumping to Options—"Up-arrow Jump")

The pathways of the primary, secondary, and Common menus have tree-like structures. You can step up
or down the pathways to reach your destination, or invoke the menu system's "Up-arrow Jump" feature as
a shortcut. To jump to an option, enter a caret ("~") before the option specification (the option's menu text
or synonym in upper- or lowercase letters). You only need to enter the first few characters needed to
uniquely identify the option. You can use the option's synonym to limit ambiguity, especially if the
synonym is distinct from other synonyms or menu texts.

Figure 6-5. Using the ""Up-arrow Jump''—Sample user dialogue

Select Systems Manager Menu Option: ~INTRO <Enter> ductory text edit

The menu system carries out the necessary footwork to reach the desired option. If, along the way, there
are pathway restrictions (e.g., locks or prohibited times), access to the option will be denied, just as when
stepping to an option. If a match is found within the primary or secondary menus, that option is executed
(the menu system will not search the Common menu if it can find a match in the primary or secondary
menus).

If the menu system finds more than one matching option on either the primary, secondary, or Common

menu tree, the menu system presents a list of matching choices. Entering a caret ("~") followed by a
question mark ("?') will display all of the options available to you.

Figure 6-6. List of choices—Sample user dialogue

Select Systems Manager Menu Option: ~LIST NAMES

1 List Namespaces [XUZ NAMESPACES]
2 List Namespaces [ZZ NAMESPACE LIST]

Type *~" to stop, or choose a number from 1 to 2 :

IRM should assign "shallow" secondary menus to facilitate menu jumping. When a jump is requested, the
menu system searches all the way through the primary as well as the secondary, looking for a match.
Users will be inconvenienced and system resources will be consumed if secondary menus are "deep" in
terms of their hierarchical tree-like structure.

You may occasionally find jumping disabled; when you try to jump, you may get a message that quick
access is temporarily disabled. Jumping will stay disabled until the needed menu trees are rebuilt.
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6.1.7 Jumping to Options—"Rubber-band Jump"

The menu system's jump feature includes the ability to jump out to a destination option and then back
again, something like the motion of a rubber band. The syntax for the "Rubber-band Jump” request is the
use of a double caret ("~") followed by the usual option specification. For example:

Figure 6-7. "'"Rubber-band jump"—Sample user dialogue

Select Systems Manager Menu Option: ~MTASKMAN USER

As with the single "Up-arrow Jump" ("~"), restrictions along the menu pathways are checked.

If you enter two carets (") without a following option specification/name, you are returned to the
primary menu. This technique is a quick way for you to "go home" to the menu that is displayed at
signon, and is called the "Go-home Jump."

is no attempt to protect variables that can be SET or KILLed, via Entry or Exit Actions,
as you jump through the menu tree. Thus, the "Rubber-band Jump" can be
inappropriate under certain circumstances, since it could cause significant alteration of
your environment.

ﬁ CAUTION: It is important to note that when you invoke the "Rubber-band Jump," there

6.1.8 Common Menu

The Common menu is designed as a collection of options that are available to all users. The standard
Common menu items are:

e User's Toolbox: As described in the "User's Toolbox Menu" topic in the "Signhon/Security: User
Interface" chapter, the User's Toolbox is a menu containing options that allow users to control
some aspects of their computing environment.

¢ Halt, Continue, Restart Session: As described in the "Signon/Security: User Interface” chapter
in this manual, these options are three different ways to log out of the system.

o View Alerts: As described in the "Alerts" and "Signon/Security: User Interface” chapters in this
manual, View Alerts is an option that lets you process Alerts.

e Time: The Time option simply displays the date and time.

o Where am I?: This option lists information identifying what computer system you are signed
into (e.g., UCI, Volume Set, Node, and Device).
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6.1.8.1 Selecting Common Options with the Double Quote

Since Common options are intended to be readily accessible, there is a shortcut method to reach them.
While you could use an "Up-arrow Jump," it is quicker to enter a quotation mark followed by the option
specification (e.g., name, synonym). Figure 6-8 selects the User's Toolbox menu from the Common menu

via its synonym, TBOX:

Figure 6-8. Selecting common options via the double quote—User's Toolbox menu option

Select Sample Menu Option: "TBOX

Display User Characteristics
Edit User Characteristics
Electronic Signature code Edit
Menu Templates ...

Spooler Menu ...

TaskMan User

User Help

Select User®s Toolbox Option:

6.2 Menu Templates Option

Menu templates are like scripts. You can use them to execute a fixed series of options, in sequence. Tools
for creating, deleting, listing, and renaming templates are options on the Menu Templates menu, part of
the User's Toolbox (TBOX) menu:

Figure 6-9. Menu Templates Option

Select Menu Templates Option: ?

Create a new menu template

Delete a Menu Template

List all Menu Templates

Rename a menu template

Show all options in a Menu Template

Select Menu Templates Option:

When you create a MENU template, you are prompted for a series of options that lead to a final non-
menu (i.e., executable) destination option. Once you choose one non-menu option to be executed, you can
navigate to other options and choose them to be executed as well, if you wish. When you have selected
each executable option to be part of the template, enter a plus sign (*+") to store the sequence of options.
You will be asked to confirm the sequence of options in the template, and then to give the template a
name.
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To invoke the template, simply enter a left square bracket followed by the template name:

Figure 6-10. Invoking a template—Sample user dialogue

Select Option: [MYTEMPLATE

Loading MYTEMPLATE. ..

The template will then execute each option that is part of the template, in the same order as the options
were selected for the template.

MENU templates are stored in the MENU TEMPLATE field (Multiple) of the NEW PERSON file
(#200), so you can use any name for MENU templates. If your MENU template points to options that are
subsequently removed from the OPTION file (#19), you receive a message that the MENU template will
no longer function properly and needs to be deleted or rebuilt.

Use menu jumping (i.e., the "Up-arrow Jump") when you want to jump immediately to an option. Use
MENU templates when you have a series of options that you will need run in the same order repeatedly,
over a period of time.

6.2.1 LOGIN Menu Template

Beginning with Kernel 8.0, you can have a MENU template execute automatically, on your first signon of
the day. If you have a MENU template named LOGIN (all uppercase), the MENU template will be
executed on your first signon of the day. So if you have a series of options you execute on your first
signon every day, an easy way to execute them is to create a MENU template; store the series of options
in the template; and name the template LOGIN.

6.3 Summary

Once you learn how to navigate Kernel's menu tree, you can use some of Menu Manager's additional
features to help increase your productivity in the VistA computer system. These features include the "Up-
arrow Jump," the "Rubber-band Jump," using three question marks (*???") to obtain online option help,
and using MENU templates as scripts.
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7. Menu Manager: System Management

Menu Manager is built around options, which are entries in the OPTION file (#19). There are several
types of options:

o Menus—Options with subentries in the MENU (item) field (Multiple).

e Multiples—Options that point back to the OPTION file (#19) itself.

e Plugins—Options that are designed as items that plug into the MENU (item) field (Multiple) of a
menu-type option.

Kernel provides a number of tools to create and manage menus and options.

7.1 Kernel Menus

Most of the options exported with software are tied to a parent option, or master menu, as a collection
point. Kernel exports three menu tree "roots.” The Systems Manager menu [EVE] is the master menu for
IRM. The Common menu [XUCOMMAND] is linked through the display function of the menu system
rather than the OPTION file (#19). Kernel also exports a menu that is a miscellaneous collection of
options that should not normally be invoked by the interactive user; it is the PARENT OF QUEUABLE
OPTIONS menu [ZTMQUEUABLE OPTIONS]. Most of the options on this menu should be scheduled
to run as TaskMan jobs.

Figure 7-1. Kernel menu tree roots

SYSTEMS MANAGER MENU ... [EVE]
SYSTEM COMMAND OPTIONS ... [XUCOMMAND]
PARENT OF QUEUABLE OPTIONS ... [ZTMQUEUABLE OPTIONS]

7.2 Creating Menus and Options

Figure 7-2. Edit options option

SYSTEMS MANAGER MENU ... [EVE]
Menu Management ... [XUMAINT]
Edit options [XUEDITOPT]

One task IRM performs frequently is defining local primary menus that are appropriate for their users.
This task of menu creation is accomplished by grouping exported menus from various software
application together on a new master menu. You can use Edit options, on the Menu Management menu, to
define a new menu if READ, WRITE, and LAY GO access to the OPTION file (#19) has been granted
(either through the FILE MANAGER ACCESS CODE field [#3] or through the File Access Security
system if that is enabled). Only a few fields need to be defined, as shown below. The new menu can then
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be assigned to a user, as described in the "Signon/Security: User Interface™ chapter, with one of several
options on the User Edit menu.

Figure 7-3. Defining local primary menus (IRM)—Sample user dialogue

Select OPTION to edit: ZZSTAFF MENU
Located in the Z (Local) namespace.
ARE YOU ADDING "ZZSTAFF MENU" AS A NEW OPTION (THE 721ST)? Y <Enter> (YES)
OPTION MENU TEXT: STAFF MENU
NAME: ZZSTAFF MENU// <Enter>
MENU TEXT: Staff Menu// <Enter>
PACKAGE: <Enter>
OUT OF ORDER MESSAGE: <Enter>
LOCK: <Enter>
REVERSE/NEGATIVE LOCK: <Enter>
DESCRIPTION:
1>This is the primary menu for staff members.
2><Enter>
EDIT Option: <Enter>
TYPE: MENU
Select ITEM: XUCORE <Enter> Core Applications
ARE YOU ADDING "XUCORE" AS A NEW MENU (THE 1ST FOR THIS OPTION)? Y <Enter> (YES)
MENU SYNONYM: <Enter>
SYNONYM: <Enter>
DISPLAY ORDER: 10
Select ITEM: XUSPY <Enter> System Security
ARE YOU ADDING "XUSPY®" AS A NEW MENU (THE 2ND FOR THIS OPTION)? Y <Enter> (YES)
MENU SYNONYM: <Enter>
SYNONYM: <Enter>
DISPLAY ORDER: 20
Select ITEM: XT-KERMIT MENU <Enter> Kermit menu
ARE YOU ADDING "XT-KERMIT MENU®" AS A NEW MENU (THE 3RD FOR THIS OPTION)?
YES <Enter> (YES)
MENU SYNONYM: <Enter>
SYNONYM: <Enter>
DISPLAY ORDER: 30
Select ITEM: <Enter>
CREATOR: SITE,MANAGER// <Enter>
HELP FRAME: <Enter>
PRIORITY: <Enter>
Select TIMES PROHIBITED: <Enter>
Select TIME PERIOD: <Enter>
RESTRICT DEVICES?: <Enter>
Select PERMITTED DEVICE: <Enter>

7.2.1  Option Name and Menu Text

By convention, the formal option name is usually entered in all capital letters. According to namespacing
conventions, it must begin with a namespace that identifies the associated software. It is the NAME field
(#.01) of the OPTION file (#19). The menu text is what is displayed to the user at the select prompt. Like
the words of a heading or title, initial capitalization is used for all words except prepositions and articles,
all of which are presented in lowercase. To minimize the number of keystrokes needed to select an option,
different first letters should be used for the text of each menu item. Menus should be limited to about
seven items so they will all appear together on one screen. The most frequently used items should be
presented first.
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7.2.2 Synonyms and Display Order

By default, the items on the menu are displayed in alphabetical order by menu text. If any of the items is
assigned a synonym, those items will be displayed before others lacking synonyms. To facilitate menu
jumping, synonyms should ideally be unique; numbers are not good choices for synonyms.

To customize the order of the display, each item on the menu can be assigned a Display Order. This field
is an option attribute that will be presented when using Edit options. When first assigning a number for
the display order, you may want to use 10, 20, and 30 rather than 1, 2, and 3 to permit easier modification
in the future if another item needs to be inserted.

7.2.3 PRIORITY

You can set an option's PRIORITY field to set a run priority for an option. Experimentation will be
needed to determine the effect of priority settings.

7.24 HELP FRAME

You can specify a help frame for an option. The help frame is displayed if, at the "Select..." menu prompt,
the user enters 7OPTION (where OPTION is the name of an option).

7.25 DISPLAY OPTION

If AUTO MENU (#200.06) is in effect for a user, the items on that user's current menu are always
displayed. A problem can arise when, if an option displays output and then quits, AUTO MENU's
automatic display of menu options scrolls the output off the screen. Since the AUTO MENU display
usually scrolls the option's output off the screen faster than the user can read the output, it can effectively
render the option unusable. You can avoid this problem by setting the option's DISPLAY OPTION field
(#11) in the OPTION file (#19) to YES. If set to YES and the user has AUTO MENU turned on, Menu
Manager will prompt "Press RETURN to continue..." after the option completes, but before displaying the
list of menu options. The user will then have a chance to review the output before returning to their menu.

REF: For information on other fields in the OPTION file (#19), including how to create options
of a type other than Menu, see the "Menu Manager: Developer Tools" chapter in the Kernel
Developer's Guide.

7.2.6 If the Option Invokes Non-VistA Applications

If you create an option that invokes non-VistA applications (e.g., WordMan or CalcMan) include a call to
the Device Handler with the code D HOME”"%ZIS in the EXIT ACTION field of the OPTION file (#19)
so that the required 10 variables will be present when leaving these options. Do the same for any other
utility that is known to KILL 10 variables upon exit.
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7.2.7 If the Option Should Be Regularly Scheduled

If an option should be regularly scheduled to run through TaskMan, you must set its SCHEDULING
RECOMMENDED field (#209) in the OPTION file (#19) to YES. You will not be able to use
Schedule/Unschedule Options to schedule an option unless this field is set to YES for the option.

7.2.8  Auditing Option Use

Figure 7-4. Auditing menu options

SYSTEM MANAGER MENU. .. [EVE]
System Security... [XUSPY]
Audit Features ... [XUAUDIT MENU]
Maintain System Audit Options ... [XUAUDIT MAINT]
Establish System Audit Parameters [XUAUDIT]

Audited Options Purge [XUOPTPURGE]

Audit Display ... [XUADISP]
Option Audit Display [XUOPTDISP]

You can establish an audit on options to record every time an option is used. You can do this with the
Establish System Audit Parameters option [ XUAUDIT], which is in the Audit Features [ XUAUDIT
MENU] menu tree. Simply enter a time to initiate audit and a time to terminate audit. Then enter the
specific options you want to audit (you can also choose all options).

Each time a user uses an audited option, an entry is made in the AUDIT LOG FOR OPTIONS file
(#19.081). You can display these entries using the Option Audit Display option [XUOPTDISP]. You can
purge the AUDIT LOG FOR OPTIONS file (#19.081) with the Audited Options Purge option
[XUOPTPURGE].

If Kernel Toolkit is installed at your site, you can also use its Alpha/Beta Test Option Usage menu to
count the number of times an option is invoked.

REF: For more information, see the Kernel Toolkit documentation and the Kernel Security
Tools Manual.
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7.3 Display Menus and Options Menu

Figure 7-5. Display Menus and Options menu

SYSTEMS MANAGER MENU ... [EVE]
Menu Management ... [XUMAINT]
List Options by Parents and Use [XUXREF]
Display Menus and Options [XQDISPLAY OPTIONS]
Abbreviated Menu Diagrams [XUUSERACC2]
Diagram Menus [XUUSERACC]
Inquire [XUINQUIRE]

Menu Diagrams (with Entry/Exit Actions) [XUUSERACC1]

Print Option File [XUPRINT]

Kernel provides a number of options to display and diagram menus and options on the Display Menus
and Options menu [XQDISPLAY OPTIONS].

7.3.1  Diagramming Options

To discover the menu tree roots of other software applications and how options and suboptions are
related, you can use the following menu diagramming options:

Table 7-1. Menu diagramming options to discover tree roots and relationships between options/suboptions

Menu Description
Abbreviated Menu Diagrams Outlines the menu tree.
Diagram Menus Outlines the menu tree, and shows option attributes

(e.g., locks and prohibited times).

Menu Diagrams (with Entry/Exit Actions) [ Outlines the menu tree, shows option attributes, and shows
entry/exit and header actions as well.

Also, the List Options by Parents and Use option [ XUXREF] identifies which options have "no parents,"
and thus, are standalone roots. It also indicates whether options are used as primary menus, secondary
menus, or as regularly scheduled tasks.

7.3.2  Option Descriptions

To learn more about the options included in a software application, you can use the Print Option File
option [XUPRINT] (from the Display Menus and Options menu [XQDISPLAY OPTIONS]) to print the
option description, type, and other information. This listing can be sorted by namespace. For example, to
print all the VA FileMan options, you can sort from DD to DI.
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7.3.3 Displaying Options

To display an option, use the Inquire option:

Figure 7-6. Inquire option—Sample user dialogue

Select Display Menus and Options Option: [INQUIRE

Which OPTIONS item to display: XT-KERMIT MENU <Enter> Kermit menu
NAME: XT-KERMIT MENU MENU TEXT: Kermit menu

TYPE: menu CREATOR: POSTMASTER

PACKAGE: KERNEL E ACTION PRESENT: YES

X ACTION PRESENT: YES

DESCRIPTION: This is the top level menu for kermit functions. It gives access
to the send, receive, and edit options.

ITEM: XT-KERMIT RECEIVE SYNONYM: R

ITEM: XT-KERMIT SEND SYNONYM: S

ITEM: XT-KERMIT EDIT SYNONYM: E

EXIT ACTION: D CLEANXTKERM4 ENTRY ACTION: D INITAXTKERM4

UPPERCASE MENU TEXT: KERMIT MENU

7.3.4  Option Access by User Option

Figure 7-7. Option Access by User option

Menu Management ... [XUMAINT]
Show Users with Selected Primary Menu [XUXREF-2]
Option Access By User [XUOPTWHO]

Use the Show Users with Selected Primary Menu option [ XUXREF-2] to show which users have been
assigned a particular option as a primary or secondary menu. The Option Access by User option
[XUOPTWHOY] is another cross-referencing tool.
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7.4 Managing Menus and Options
7.4.1 Managing Primary Menus

When IRM receives new software applications, existing primary menus should be modified to include the
new menus. It is not wise to create a new primary menu for every new or unusual circumstance. This
would lead to a tremendous variety of menus that would be difficult to sort out and use in the future.
Primary menus can be customized with security keys.

o REF: For more information on security keys, see the "Security Keys" chapter in this manual.

If there are a few menu options that require special privilege, they can be locked and the security keys
assigned to the appropriate users. In this way, a smaller number of primary menus can serve the needs of
a larger number of users.

Also, while putting new master menus onto users' secondary menus can be a quick fix, it is not a good
idea to do this. Too many options on a user's secondary menu can be cumbersome for the user. In
addition, in the long run, it is easier for IRM to manage access to a menu reached from a few well-defined
primary menus than to manage access to a menu reached from a large number of users' secondary menus.

7.4.2 Assigning Secondary Menus

An easy way to allocate menu options is to assign them to users individually as SECONDARY MENU
OPTIONS. Secondary options are unique for each user and are stored in a multiple in the user's NEW
PERSON file (#200) entry. Assignment of SECONDARY MENU OPTIONS should be limited to the
essential few, and should not involve deep structures with multiple levels. Instead, new primary menus
should be built or existing ones modified. During menu jumping, all branches of both the primary and
secondary menu trees are searched each time a jump request is received by the menu system. Greater
efficiency and user convenience will result if the depth of the secondary menu trees is confined.

7.43 ALWAYS SHOW SECONDARIES Field

You can set the ALWAYS SHOW SECONDARIES field in a user's NEW PERSON file (#200) entry. If
set to YES for a user, that user will always have their secondary and common options listed when options
on their primary menu are listed (which occurs either by the user entering two question marks ["??"] at
the "Select..." menu prompt, or when AUTO MENU is turned on).
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7.4.4 Redefining the Common Menu

All users automatically have access to the options on the Common menu [XUCOMMAND]) by virtue of
the menu system's design. As described earlier, entering two question marks (*??") at any select prompt
will display the Common menu. The only way to deny access to a particular user is to lock the Common
menu option with a reverse key and then allocate the security key to the same user.

o REF: For more information on security keys, see the "Security Keys" chapter in this manual.

The items on the Common menu can be left as they are distributed by Kernel, or modified locally as
desired. For example, an item can be added to display online help about local computer access policies.
This is accomplished by using Edit options to edit the XUCOMMAND menu option. The Item multiple
lists the existing menu choices; other locally namespaced options can be added.

If options are locally added to the standard XUCOMMAND menu set, new installations of Kernel will
not overwrite the changes. During installation, items on the local XUCOMMAND menu are compared
with the exported items. Any previously exported items that were removed by the site will not be added
back. Brand new items, however, will be added and any matching items will be updated. Other items that
the site may have added will be left in place.

7.4.5 Altering Exported Menus

Generally speaking, exported menu structures should stay intact. If local modifications to exported menus
are made, great care must be taken to preserve any logic that may exist in the exported structure. For
example, the entry action of one option can set up key variables that are then assumed to exist when
another option, one further down on the menu tree, is invoked. Although each one of a software's options
should be able to be invoked independently once the steps described in the Kernel Technical Manual for
creating and KILLing software-wide variables have been taken (according to the Programming Standards
and Conventions [SAC]), this is not always the case and cannot be assumed.

If an option cannot be invoked independently, the developer can set that option's INDEPENDENTLY
INVOCABLE field to NO, as an alert that some other option or action must be done before the option can
be called.

To give users the options associated with new software applications, IRM should try to allocate the menus

as whole entities. If dissection appears necessary, the "Internal Relations™ section of the software
documentation should be consulted before rearranging any of the items.

7.4.6 Delete Unreferenced Options Option

Figure 7-8. Delete Unreferenced Options option

Programmer Options ... <locked: XUPROG> [XUPROG]
Delete Unreferenced Options [XQ UNREF*D OPTIONS]
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All options for interactive use (hot designed exclusively as queuable tasks) should normally be tied to a
menu that is used as a primary menu or at least as a secondary menu. Standalone options that have no
parents and are not menu-type options should be reviewed. They may be obsolete software options or
local test options and could be candidates for deletion. Use the Delete Unreferenced Options option [XQ
UNREF'D OPTIONS] to delete unreferenced options. It can be used to cycle through the entire OPTION
file (#19) and delete non-menu options that are not referenced by other options. Deletion should
obviously be done with care. Use of this option is limited to those who hold the XUPROG security key.

7.4.7  Fix Option File Pointers Option

Figure 7-9. Fix Option File Pointers option

Menu Management ... [XUMAINT]
Fix Option File Pointers [XQOPTFIX]

After performing maintenance work on the OPTION file (#19) (e.g., deleting obsolete options that may
have been items on a menu), you can use the Fix Option File Pointers option [ XQOPTFIX] (see Figure
7-10) to remove any dangling pointers that may have been left in the Item multiple. Running this option is
an alternative to having VA FileMan update the pointers each time an individual option is deleted.

Figure 7-10. Fix Option File Pointers option—Sample user dialogue

Select OPTION NAME: ZZTEST3 <Enter> Test Option
NAME: ZZTEST3// @
SURE YOU WANT TO DELETE THE ENTIRE "ZZTEST3" OPTION? Y <Enter> (YES)
SINCE THE DELETED ENTRY MAY HAVE BEEN "POINTED TO*
BY ENTRIES IN THE "USER® FILE, ETC.,
DO YOU WANT THOSE POINTERS UPDATED (WHICH COULD TAKE QUITE A WHILE)? NO// <Enter>

7.4.8 Testing a User's Menus

Figure 7-11. Switch Identities option

User Management. .. [XUSER]
Switch ldentities [XUTESTUSER]

You can test a user's menus using the Switch Identities option [ XUTESTUSER]. It lets you test the user's
menus and security keys. It does not allow you to execute any bottom-level menu options, however; it
only lets you navigate menu trees. You are reminded at each prompt whose menu it is that you are testing.
To exit this mode and return to your own menus, simply enter an asterisk ("*").
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7.4.9 Managing Out-Of-Order Option Sets

Figure 7-12. Out-Of-Order Set Management menu options

Menu Management ... [XUMAINT]
Out-0f-Order Set Management. .. [XQOOMAIN]
Create a Set of Options To Mark Out-Of-Order [ XQOOMAKE]
List Defined Option Sets [XQOOSHOW]
Mark Option Set Out-Of-Order [XQOOFF]
Options in the Option File that are Out-of-Order [XQOOSHOFIL]
Protocols Marked Out-of-Order in Protocol File [XQOOSHOPRO]
Recover Deleted Option Set [ XQOOREDO]
Remove Out-Of-Order Messages from a Set of Options [XQOON]
Toggle options/protocols on and off [XQOOTOG]

Menu Manager, starting with Kernel 8.0, provides a mechanism for defining sets of options and protocols,
and a way to disable and enable access for these pre-defined option and protocol sets via options on the
Out-Of-Order Set Management menu [XQOOMAIN]. This can be handy when you need to repeatedly
disable and enable sets of options and protocols.

Use the Create a Set of Options to Mark Out-Of-Order option [ XQOOMAKE] to define a set of options.
You are prompted first to select options, and then to select protocols.

For both options and protocols, you can use the following to:
e Add a group of options to the set—Use the wildcard asterisk ("*") with or without a namespace.

e Add arange of options to a set—Use NAM1-NAMZ2 to add a range of options from NAML1 to
NAM?2 to the set, where "NAM" represents a namespace.

e Subtract/Remove a group of options from a set—Use the minus sign (i.e., hyphen, "-") followed
by a namespace.

Use the Mark Option Set Out-Of-Order option [XQOOFF] to disable access to a set of options. You are
asked to enter the message used to place all options in the set out-of-order. The option then places the
message in each option's OUT OF ORDER MESSAGE field (#2).

Use the Remove Out-Of-Order Messages from a Set of Options option [XQOON] to enable access to an
option set.

To toggle the status of an individual option only, use the Toggle Options/Protocols On and Off option
[XQOOTOG].

Out-of-Order Option sets are stored in the ~XTMP global, with a purge date set for seven days in the
future. If you place a set of options out of order, but the option set is purged from ~XTMP before you
enable access to it, you can rebuild the out-of-order option set using the Recover Deleted Option Set
option [ XQOOREDQ]. It asks you to specify the exact text of the message used to place the set of options
out of order; it then recreates an out-of-order option set containing all options currently placed out of
order with the specified message
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o NOTE: Make sure the message you specify is unique to the set of options you are re-enabling.

You can then enable access to the rebuilt option set with the Remove Out-Of-Order Messages from a Set
of Options option [ XQOON].

To see what sets of options have been grouped in sets on the system, use the List the Defined Options
Sets option [XQOOSHOW]. To show all options and protocols currently marked out of order, use the

Options in the Option File that are Out-of-Order option [ XQOOSHOFIL] and the Protocols Marked Out-
of-Order in Protocol File option [XQOOSHOPROQ].

7.5 Restricting Option Usage

Figure 7-13. Restrict Availability of Options option

Menu Management ... [XUMAINT]
Restrict Availability of Options [XQRESTRICT]

Options can be restricted in terms of when users can select them and when devices can be used to invoke
them. Many of the option restrictions are included in the Restrict Availability of Options option
[XQRESTRICT].

7.5.1  Setting Options Out of Order

To completely restrict access, you can mark an option to be out-of-order. Do this by entering text in an
option's OUT OF ORDER MESSAGE field (#2) in the OPTION file (#19). If a user attempts to invoke
the option, the Out of Order Message will be displayed.

7.5.2 Locks

Both the normal lock, and also the Reverse/Negative lock can be associated with options (as described in
the "Security Keys" chapter). Also, M code can be entered in the HEADER, ENTRY ACTION, or EXIT
ACTION fields to restrict the use of an option given certain conditions.

7.5.3 Prohibited Times

You can prohibit the use of an option at certain times during the day by assigning a set of prohibited time
periods at the "Select TIMES PROHIBITED" prompt.
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7.5.4 Permitted Devices

If the RESTRICT DEVICES flag is set to YES, the option can only be invoked on one of the devices
listed in the PERMITTED DEVICES field (Multiple). Thus, the running of an option can be restricted.
This 