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Infrastructure

Overview

Infrastructure XE "Infrastructure"  involves the technical components, such as wiring, hardware, and software that support, maintain, and enhance the underlying products that serve as the foundation for the VHA computing environment.  Infrastructure supports the information, applications, and databases needed to meet business needs and objectives.  Key infrastructure components within VHA can be organized into the following categories: computing platform, network (Local Area Network/Wide Area Network XE "LAN/WAN"  and communication applications), Internet/Intranet XE "Internet/Intranet" , and security XE "security" .  These infrastructure models XE "infrastructure models"  will evolve as business, information, data, and applications architecture mature.  The subsequent sections discuss each category in more detail.

Computing Platform

The computing platform XE "computing platform"  base is volatile and will continually change as the structure of VHA changes and technology advances.  As of March 1998, the VISTA XE "VISTA"  platform breakout was 93 facilities running VMS XE "VMS"  on DEC Alphas XE "DEC Alphas"  and 70 facilities running Windows NT XE "Windows NT"  on DEC Alphas.  At each facility, interconnected processors run M-based VISTA  XE "M-based VistA" , access a common database, and print reports.

There has been a growing intent within VHA to move to PC- and Web-based client/server applications and COTs products XE "COTs products" .  Individual medical centers and VISN XE "VISN" s have undertaken their own projects in an effort to create GUI front ends XE "GUI front ends"  to VISTA and create VISN-level relational databases.  PC-based commercial applications have been integrated with VISTA as well.  Some VISNs have begun using thin clients and network computers to reduce maintenance costs.

Network

To meet the needs of the VHA health care XE "health care"  environment and information technology advances, VHA has been improving its network capabilities.  An integrated LAN XE "LAN"  and WAN XE "WAN"  enables communication within individual VHA facilities between users and enables connectivity among medical centers, VISN XE "VISN" s, and other VHA institutions.

· Local Area Network (LAN):  LAN XE "LAN" s have been upgraded to conform to a minimum set of requirements.  Fiber optic backbones XE "Fiber optic backbones" , category 5 horizontal cabling XE "category 5 horizontal cabling"  and hubs/switches to support high-speed LAN equipment have been installed at all sites. Existing cable-based LANs are being enhanced with the addition of wireless technologies.

· Wide Area Network (WAN):  The VA WAN XE "WAN"  is currently being upgraded from a 1.544 MBPS frame relay and X.25 network to an ATM network backbone.  Some VISNs have installed an ATM network to integrate voice, data, and video over a high-bandwidth network.  This capability is seen as being increasingly important as VHA begins to use telemedicine XE "telemedicine"  and teleradiology XE "teleradiology"  applications.

Communication Applications

Audio Teleconferencing

The VA Nationwide Teleconferencing System (VANTS) XE "The VA Nationwide Teleconferencing System (VANTS)"  audio teleconferencing XE "audio teleconferencing"  has been operational since September 1989.  In fiscal year 1990, VANTS maintained an audio system capacity of 200 ports and produced 485 teleconferences.  In contrast, fiscal year 1997 ended with VANTS supporting 15,090 teleconferences using 432 ports.  The current audio teleconferencing capacity can be used for up to 216 separate conferences or one large conference of 432 participants.

Video Teleconferencing 

The VANTS videoconferencing system is co-located with the audio teleconferencing system in Martinsburg, West Virginia, and has been operational since October 1996.  The Multipoint Control Unit (MCU) XE "Multipoint Control Unit (MCU)"  video-conferencing XE "video-conferencing"  bridge serves an AT&T XE "AT&T"  network, U.S. Sprint XE "U.S. Sprint"  network, and commercial service users and can cascade to other external MCUs.  Teleconferencing has reduced travel costs.  OCIO uses a PictureTel high-performance video teleconferencing (VTC) network XE "VTC network" .  Some VISN XE "VISN" s are installing individual ISDN XE "ISDN"  or T-1 XE "T-1"  lines to support their teleconferencing capabilities.  VTC users not connected to a local switch have been using ISDN lines through local carriers on the public telephone network.
Electronic Mail

Most field personnel have access to both MS Exchange XE "MS Exchange"  and the VISTA MailMan XE "VistA MailMan"  application to send and receive mail messages; some also have FORUM XE "FORUM"  accounts and access other electronic mail XE "electronic mail"  products installed on their LANs.  FORUM, a separate implementation of the VISTA MailMan application running at the Washington CIO Field Office, is accessible via remote log on and has served as a national VHA resource since 1980.  FORUM is used for electronic discussions, conferences, and distributing VA directives, news, and computer programs.  In addition to network mail, FORUM also hosts several national databases.  The Mailman package also transports VISTA  XE "VistA"  outputs (clinical reports, alerts, images, etc.) to individuals, groups of individuals, and other systems.
VHA's Exchange infrastructure includes 100,000 mailboxes and approximately 211 servers and is growing.  This is the largest MS Exchange implementation in the world in terms of servers.  Currently, the access level to Exchange varies from VISN to VISN and medical center to medical center.  It is expected that almost every employee will eventually have his or her own mailbox.  The number of mailboxes could go to 200,000.

Voicemail

Almost all VHA facilities provide voicemail capabilities to employees in addition to e-mail.  PBX XE "PBX"  systems have been upgraded at almost all facilities.  Once these upgrades are complete, it is expected that voicemail will be available throughout VHA.

Internet and Intranet

In 1993, VHA established an Internet gateway XE "Internet gateway" , using a commercial Internet service provider.  Currently, gateways located at the CIO field offices at Silver Spring, Maryland; Hines, Illinois; and San Francisco, California, allow VA organizations to connect to the Internet.  Services available to VA field stations across the VA-Internet gateway include SMTP (electronic mail) XE "SMTP (electronic mail)" , TELNET (remote login) XE "TELNET (remote login)" , FTP (file transfer) XE "FTP (file transfer)" , and HTTP (web access) XE "HTTP (web access)" .

Since 1994, the VA Internet
 has gone through a number of platform, operating system, and Web server software iterations.  It serves several major customer bases, including veterans and their dependents, veteran service organizations, the military, the public, and VA employees.  Internet mail is also available for veterans to communicate with VA.  The home page provides links to many other web sites including individual VA headquarters offices or field facilities sponsors.

The VA Intranet XE "VA Intranet" 
, first implemented in 1994, contains links to general information about both VA and VHA, such as new initiatives, organizational structure, key statistics, and links to other key agencies or offices.  The current VHA web site
 was also first established in 1994.  Currently, the VA Intranet provides access to information about VHA departments, special programs, training, links to VISN Intranets, and other reference links.  The national VHA Intranet Project's goals are to (1) provide a collaborative computing environment and infrastructure based on web technologies to meet the increasing internal corporate communications and information sharing needs and (2) improve information access throughout VHA and the VA.

Security

VHA's current information security environment comprises three major components:  (1) Customer Services Medical Information Security Service (MISS) XE "Customer Services Medical Information Security Service (MISS)" ; (2) field-based information security officers (ISOs) XE "field-based information security officers (ISOs)" ; and (3) the Enterprise Management Center (EMC) XE "Enterprise Management Center (EMC)" .  MISS staff oversee the VHA security program, ensuring the confidentiality XE "confidentiality" , data integrity XE "data integrity" , and availability of VHA’s information assets.  The office accomplishes this by providing policy, external security review, security consultation, and security-related products.  The field arm of this program is the ISOs, who together with IRM staff, ensure local implementation of the national program.

The EMC monitors security-relevant activities, configures security components, and responds to real-time intrusions, anti-virus, and computer incident response.  The EMC accomplishes this through a 24 x 7 operational posture working closely with both VA and VISN XE "VISN" -level IT managers.  The EMC deals with the day-to-day operation and management of the VHA-wide technical security.  The EMC is responsible for detecting, protecting, and reacting to emergent threats and repositioning/reconfiguring VHA security resources as needed to insure the continuous availability of vital information services.

Infrastructure Architecture Models

The infrastructure architecture models provide a graphical representation of systems, network, security and other IT components at the infrastructure layer of the Reference Architecture model.  The infrastructure architecture models include representations of the current (as-is) VHA environment as well as the future (to-be) VHA environment envisioned by the EA.  Models present a picture as of a point in time and often are quickly outdated due to the rapidly changing IT environment.  Updates to the models will be made between publication dates of the EA document.  The most current version of the models can be found on the EA web site.

The infrastructure architecture models developed to date are the:

· VA IP/TV XE "VA IP/TV"  implementation

· Security infrastructure XE "Security infrastructure"  between facilities and VISN-level systems (to be)

· WAN Infrastructure XE "WAN Infrastructure"  (as is)

· WAN Infrastructure XE "WAN Infrastructure"  (to be)

· Security infrastructure XE "Security infrastructure"  between facilities and VA/VHA systems and external to VHA partners (to be)

· Security infrastructure between users (both Windows NT and Web/Internet) and VISTA (to be)

· Systems architecture—corporate XE "Systems architecture—corporate"  (as is)

· Systems architecture—corporate (to be)

· VISN-level security services XE "VISN-level security services"  (to be)

· Systems Architecture—Medical Center XE "Systems Architecture—Medical Center"  (as is)

· Systems Architecture—Medical Center (to be)
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-46: VA IP/TV Implementation

Figure III-47: Security Infrastructure Between Facilities and VISN-Level Systems (To Be)
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Figure III-48: WAN Infrastructure (As Is)
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Figure III-49: WAN Infrastructure (To Be)

Figure III-50: Security Infrastructure Between Facilities and VA/VHA Systems External to VHA Partners (To Be)
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Figure III-51: Security Infrastructure Between Users (Both Windows NT and Web, Internet) and VISTA (To Be)
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VHA has 140 corporate-level systems and databases used to collect data from VHA health care facilities.  Each of these systems and databases address a specific VHA business need and reside on a variety of application platforms.  Figure III-52, VHA Database Breakouts, provides a graphic representation of key statistics about the corporate-level systems and databases.  A complete inventory of these systems and databases is available at:  http://vista.med.va.gov/nds/Database_Inventory/VHA_Corporate_Database_Inventory.htm
Figure III-52: VHA Database Breakouts
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Figure III-53: Systems Architecture—Corporate (As Is)
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[image: image12.wmf]Figure III-54:  Systems Architecture - Corporate (To Be)
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Figure III-56: Systems Architecture - Medical Center (As Is)
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Figure III-57: Systems Architecture - Medical Center (To Be)
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Figure III-55: VISN-level Security Services (to-be)
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Figure III-58: High-level Security Information Flow Between VHA and GCPR (To Be)








� VA Internet homepage:  http://www.va.gov/


� VA Intranet homepage:  http://vaww.va.gov/


� VHA Intranet homepage:  http://vaww.va.gov/med/
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