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Technical Reference Model

Background

tc "Technical Reference Model & Standards" \f C \l 1A technical reference model XE "technical reference model"  is a conceptual framework that describes and discusses actual and proposed systems within a specific domain.  It is based on descriptions of services, with related services grouped into entities.  Relationships between these entities may be represented in the model; often this is done as part of the descriptions of the services.

This technical reference model (TRM) XE "technical reference model (TRM)"  is a tool to promote integration and interoperability within the VHA information technology XE "information technology"  infrastructure.  It serves as a roadmap XE "roadmap"  for consistent systems and technology solutions, evaluation selections, and development.  The TRM XE "TRM"  provides a high-level framework and technology architecture guideline for VHA, and does not target specific technologies.

Approach

It is common practice for reference models to be constructed by adapting an existing reference model whenever it seems to closely fit one’s domain and purposes.  The basic concepts and architecture contained in the VHA TRM XE "VHA TRM"  are primarily adapted from and based upon the Institute Of Electrical And Electronics Engineers Guide (IEEE)  XE "IEEE Guide"  to the POSIX Open System Environment (OSE).
 XE "POSIX Open System Environment (OSE)."  

To foster consistency within the federal government, VHA has adopted a similar TRM taxonomy and graphical representation as one published by the Federal CIO Council in their guide to enterprise architecture framework
 XE "DoD TRM" .  Additionally, periodic comparisons of the VHA Technical Reference Model/Standards Profile (TRM/SP) XE "Technical Reference Model/Standards Profile (TRM/SP)"  to the DoD TRM/SP XE "DoD TRM/SP"  are conducted to promote compatibility.  Historically, over 90 percent of the standards identified in the two documents have been the same. 

The VHA TRM/SP was used as a starting point for development of the VA TRM/SP XE "TRM/SP" .  Annual synchronizations of the two are currently planned for November each year.  An iterative process is used to update the VHA TRM/SP.  As new standards are identified for adoption and determined to be supportive of the EA, they are added to the TRM/SP XE "TRM/SP" .  An updated TRM/SP will be published at least annually.

Objectives

The purpose of the VHA technical reference model XE "technical reference model"  is to identify a comprehensive set of enterprise architecture standards, services, protocols, and products that define the target technical environment for the acquisition, development, and support of VHA information systems.

The TRM XE "TRM"  serves as a framework for technology harmonization across the organization, a template for checking the appropriateness of the technical function of an application, and a framework for mapping the standards profile to a new IT initiative.

Application of the technical reference model presented in this document can result in improvements to user productivity, development efficiency, portability, scalability, interoperability, security and manageability.  It will also promote vendor independence, can reduce life-cycle costs and increase the availability of services.

IEEE Model

VHA is a highly distributed organization, from its organizational elements to its business processes to its information systems.  The IEEE OSE Reference Model - Distributed Systems (Figure 1 below) was designed to support the distributed environment found in VHA.  

Figure 1: IEEE OSE Reference Model – Distributed Systems
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As indicated in the figure above, the basic elements of the distributed system model consist of three entities (application software, application platform and external environment) and two interfaces (application program and external environment).  These basic elements are described in more detail below.  These entities and interfaces interact through a set of distributed system services (system, communications, information, human/computer interaction and security) that are described in more detail in the next section.  These services allow various tasks, operations, and information transfers to occur on multiple, physically or logically dispersed, computer platforms.  In a distributed environment, multiple application platforms may interact by way of an external communication mechanism.   This external environment interface serves to make the application platform transparent to the user or external environment.

Application software entity – Application software is composed of programs, data, and documentation.  VHA has application software located at various levels of the organization.  The software runs on a variety of hardware platforms, operating systems, and database management systems.   There are four main categories of VHA software: administrative, clinical, financial and infrastructure.

 XE "Application software entity" 
Application program interface (API) - The API is defined as the interface between the application software and the application platform across which all services are provided. APIs are developed so that they define business rules and standardize access to data, and are based on standard messaging protocols.  APIs support consistency of data throughout an organization and help eliminate discrepancies in information access.

 XE "Application program interface (API)" 
Application platform entity - The application platform specifies a uniform set of standard services in support of application portability and system interoperability that support the services on which the application software will run.  The application platform provides services at its interfaces that make the implementation-specific characteristics of the platform as transparent as possible to the application software.

 XE "Application platform entity" 
External environment interface (EEI) - The External Environment Interface (EEI) XE "External Environment Interface (EEI)"  is the interface between the application platform and the external environment across which information is exchanged.  It is defined primarily in support of system and application software interoperability.  User and data portability are directly provided by the EEI, but application software portability also is indirectly supported by reference to common concepts linking specifications at both API and EEI.  The EEI specifies a complete interface between the application platform and the underlying external environment.

External environment - The external environment XE "external environment"  can be viewed as the peripheral hardware through which the outside world is able to access an information system.  The external environment contains the external entities with which the application platform exchanges information.  These entities are classified into the general categories of people, information interchange, and communication entities.

 XE "External environment" 
This model is highly generalized to accommodate a wide variety of general and special purpose systems.  VHA’s adaptation of this model enables the accommodation of a variety of architectures and standardization approaches.  Although the graphical representation of the generic reference model may appear to be layered, it is important to note that the reference model is not layered and that no hierarchy is implied.  Similarly, there is no hierarchy that should be implied within the VHA TRM XE "TRM" .  

Services

This section describes the services XE "services"  that are used by the entities and interfaces of the distributed system model XE "TRM" .  The services have been divided into service areas and sub-categories as depicted in Figure 2.  Each service area and sub-category is described in more detail in Appendix A.  The detailed descriptions in Appendix A may also be accessed through hyperlinks in the figure below by clicking on the category or sub-category titles.

Figure 2: Distributed System Services














Standards Profile

VHA has promoted the use of standards for its health care information systems, has been a member of many standards development organizations (SDOs) XE "standards development organizations (SDOs)"  over the years, and has participated in SDO efforts to develop standards.  This standards profile has been derived from international, national and industry standards that are appropriate for the VHA EA.  By using standards, VHA is able to:

· Promote interoperability, portability, and adaptability within systems

· Promote quality assurance

· Place VHA in a position to utilize current technology

· Provide a framework for IT XE "IT"  application and infrastructure development

New systems development and selections must adhere to approved standards and rules, unless it can be shown to be more cost-effective (from an enterprise perspective) over the life of the application to deviate from standards.  The standards, strategies, and guidelines identified in the following sections establish the fundamental technologies that enable VHA to meet many of its business and information system goals.

As noted earlier in this chapter, services that support the TRM XE "TRM"  objectives are divided into categories and subcategories.  Figure 3, Summary of Standards, provides a snapshot of VHA-specified standards that relate to each service category and subcategory.  Each individual standard is described in more detail in Appendix B (including an overview of each standard).  The detailed descriptions in Appendix B may also be accessed through hyperlinks in the figure below by clicking on the service category or sub-category titles.  

Figure 3: Summary of Standards
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Appendix A: Technical Reference Model – Descriptive Information

System

System services provide access to services associated with resources that are internal to the application platform.  The services within this category are language services and core system services.

Language

Language XE "Language"  services provide tools, syntax, and definitions for professional system developers to develop and maintain applications.  Some language services include:

· Programming languages XE "Programming languages"  provide the basic syntax and semantic definition XE "semantic definition"  for use by a software developer to describe the desired application software function.  Developers will often use one or more standardized programming languages to write portable application software code.  Shell and executive script language services enable the use of operating system commands or utilities rather than a programming language XE "programming language" .  Other programming tools may use procedural or object-oriented languages to define the functionality of the desired applications.  Third-generation languages XE "Third-generation languages"  provide primarily command line interfaces and text-based code for defining the applications, while more recent fourth-generation languages XE "fourth-generation languages"  are forms-based and provide a graphical interface. Web development languages are used for Internet/Intranet-oriented application development XE "Internet/Intranet-oriented application development" .

· Scripting languages XE "Scripting languages"  are interpreted languages that allow the user to carry out some complicated function in a simple way.  Application areas served by special purpose scripting languages include calculation, graphical user interface XE "graphical user interface"  development and development of prototype applications.

· Computer-aided software engineering (CASE) tools XE "Computer-aided software engineering (CASE) tools"  and environment include systems and programs that assist in the automated development and maintenance of software.  These include tools for requirement specifications and analysis, design work and analysis, creating and testing program code, documentation, prototyping, and group communication.  An adjunct to these capabilities is the ability to manage and control the configuration of software components, test data, and libraries.

· Graphical user interface (GUI) XE "Graphical user interface (GUI)"  building services assist in the development of the human computer interface elements of applications.  This increases the ease of use of these applications.  Tools include services for generating and capturing screen layouts, and for defining the appearance, function, behavior, and position of graphical objects.

Core System

Core system services XE "Core system services"  are the services provided to application software, usually considered part of an operating system in support of portability and interoperability. These are the services needed to operate and administer the application platform and provide an interface between the application software and the platform.  Core system services are responsible for the management of platform resources, including the processor, memory, files, and input and output.  They generally shield applications from the implementation details of the machine.  Core system service areas include:

Process and thread management XE "Process and thread management"  relate to the creation, management, and deletion of processes and tasks.

Environment servicesXE "Environment services"  provide application access to a variety of information relating to the application environment.

Node internal communications and synchronization XE "Node internal communications and synchronization"  coordinate and synchronize applications and components that run independently and simultaneously on an application platform.

Generalized Input/Output services XE "Generalized I/O services"  provide synchronous and asynchronous generalized device input/output (I/O) operations, frequently via language services.

File storage XE "File storage"  enables mass storage in the form of directories, sub-directories, and files that are available within an application platform.

Event, error, and exception management services XE "Event, error, and exception management services"  provide a common facility for the generation and communication of asynchronous events within the application platform and with application programs.

Time and timer services XE "Time and timer services"  are used by applications to perform services based on absolute or relative time.

Memory management services XE "Memory management services"  are used by application processes and threads to manage memory space.

Logical naming services XE "Logical naming services"  allow the use of system resources through logical names instead of hardware device naming conventions.

System management XE "System management"  enables system administrators to manage many resources without learning different techniques for each resource.  Some elements that system administrators are able to manage include users, configurations, licenses, performance, availability and fault tolerance, security, capacity, software installation, print services, network services, backup and restore services and others.

Communications

Communications services are provided to support distributed applications requiring data access and applications interoperability in heterogeneous or homogeneous networked environments.  Communications services span across both API XE "API" s and EEI XE "EEI" s and include:

· Application services XE "Application services"  are the functions and interfaces that reside on the underlying network and communications system protocol software and are used by applications.

· Transport services XE "Transport services"  are a variety of functions concerned primarily with the end-to-end transmission of data across a network and end-to-end reliability.  The services performed include end-to-end error detection and recovery, regulating flow control, and managing the quality of service.

· Sub-network technology services XE "Sub-network technologies services"  support access to LANs and other networks based on the physical, data link, and network layers.  This area includes LAN, WAN and wireless communications.

Application Programming Interface (API) XE "API" 
This section addresses communications services provided at the API level.  The major categories of these services are transparent network, directory, application-to-platform communications, application-to-application communications, and distributed system.

Transparent network services XE "Transparent network services"  are typically provided by the core system services but can be extended across a network with no modifications to the applications.  The extension of core system services across a network may require some of the following abilities:

· Determine the services that are supported by particular files or directories via querying capabilities XE "querying capabilities" 
· Declare the intent to accept less than full file semantics for file access across a network

Directory services XE "Directory services"  help people and applications find the names and addresses of objects and services available to an application.  Directory services implemented across an enterprise enable people to find destination recipients in other organizations.  Directory services can be connected to the entire VHA and can store information such as: names of users; organizations; network resources; mailbox addresses; and message distribution lists. Interoperability among external computer systems is supported through compliance with international directory services and standards protocols.

Application-to-platform communications services XE "Application-to-platform communications services"  are requested by an application and performed by the application platform without communicating directly with any other applications.  Some of these services may connect to remote applications, but only via the application platform.  These services are provided by high-level APIs XE "high-level APIs"  and are supported by various communications protocols such as:

· Transmission control protocol/internet protocol (TCP/IP) XE "Transmission control protocol/internet protocol (TCP/IP)"  is part of a protocol family that includes transport, file transport XE "file transport" , terminal emulator XE "terminal emulator" , messaging, and network management XE "network management"  definitions.  It provides peer-to-peer connections to the Internet XE "Internet" , Intranet XE "Intranet" , or LAN XE "LAN" s.  TCP/IP also can re-route packets around failures in the network.

· Hypertext transfer protocol (HTTP) XE "Hypertext transfer protocol (HTTP)"  is the basic protocol for the World Wide Web XE "World Wide Web" .  It is an application-level protocol for distributed and collaborative hypermedia information systems.  Data transferred by this protocol can be plain text, hypertext, audio, images, or any Internet-accessible information.

Application-to-application communication services XE "Application-to-application communication services"  can be used for applications to communicate transparently across a physical network or on the same application platform.  These services can be accomplished via remote procedure calls (RPCs) XE "remote procedure calls (RPCs)"  and interface routines.  RPCs are a session layer protocol.

Distributed system services XE "Distributed system services"  provide specialized support for applications that may be physically or logically dispersed among computer systems in a network, yet wish to maintain a cooperative processing environment.  A distributed network XE "distributed network"  spreads individual services and isolated pieces of data across multiple networked machines.  Information and services become transparently available because location-specific references are removed.  The components of distributed computing services typically exist within the following service areas:

· Client/server services XE "Client/server services"  provide support for computing services which are partitioned into requesting processes (clients) and providing processes (servers), whether on the same platform or in a distributed environment XE "distributed environment" .

· Object services XE "Object services"  support the definition, instantiation, and interaction of objects in a distributed environment, and include services that handle operating system bindings, message transport and delivery, and data persistence.  These services are described in greater detail within the Data Interchange XE "Data Interchange"  section of the TRM. XE "TRM." 
· Remote access services XE "Remote access services"  provide location transparency functionality for distributed computing services XE "distributed computing services" .  This allows users and client processes to access appropriate systems resources (e.g., files, data, and processes) without regard to their location.

External Environment Interface (EEI) XE "EEI" 
This section addresses communications services XE "communications services"  provided at the EEI level.  The major categories of these services are network user interface XE "interface" , network connectivity XE "network connectivity" , and incoming connection XE "incoming connection" .  

Many of the services provided by TCP/IP XE "TCP/IP"  at the API XE "API"  level are also available at the EEI level.  A more detailed description of TCP/IP is provided above in the application-to-platform communications services section within API services.

Local Area Network (LAN) technologies XE "LAN technologies"  allow user groups bound by geography and/or function to share and leverage common resources.  Common technologies used in LAN environments include Ethernet XE "Ethernet" , Token Ring XE "token ring" , switched Ethernet XE "switched Ethernet" , switched Token Ring, Fiber Distributed Data Interface (FDDI) XE "fiber distributed data interface (FDDI)" , Fast Ethernet XE "fast Ethernet" , switched Fast Ethernet, Wireless, and Asynchronous Transfer Mode (ATM).  XE "asynchronous transfer mode (ATM)."  Gigabit Ethernet XE "Gigabit Ethernet"  is an emerging standard in this area.

The following figure outlines the bandwidth, access type, and environment for these technologies:

Figure III-1: LAN Technologies XE "LAN Technologies" 
	Topology
	Bandwidth
	Access Type
	Environment

	Ethernet
	10 Mbps
	Shared
	Workgroup

	Token Ring
	4 or 16 Mbps
	Shared
	Workgroup

	Switched Ethernet
	10 Mbps
	Switched
	Backbone/Workgroup

	Switched Token Ring
	16 Mbps
	Switched
	Backbone/Workgroup

	FDDI
	100 Mbps
	Shared
	Backbone

	Fast Ethernet
	100 Mbps
	Shared
	Backbone/Workgroup

	Switched Fast Ethernet
	100 Mbps
	Switched
	Backbone/Workgroup

	ATM
	25 - 622 Mbps
	Switched
	Backbone

	Wireless
	1 – 54 Mbps
	Shared
	Workgroup


Wide area network (WAN) XE "Wide area network (WAN)"  technologies allow communications across a large geographical area.  Common technologies used in WAN environments include ISDN XE "ISDN" , digital leased lines XE "digital leased lines" , Frame Relay, XE "frame relay,"  and ATM XE "ATM" .

The following figure outlines the service bit rate, service type, and type of traffic supported by these technologies:

Figure III-2: WAN Technologies XE "WAN Technologies" 
	Technology
	Service Bit Rate
	Type of Service
	Supported Traffic

	ISDN XE "ISDN" 
	64 Kbps - 1.544 Mbps
	Switched
	Voice, Data, Video

	Digital Leased Lines XE "Digital Leased Lines" 
	  56 Kbps - 45 Mbps
	Dedicated
	Voice, Data , Video

	Frame Relay XE "Frame Relay" 
	 9.6 Kbps - 1.544 Mbps
	Switched
	Voice, Data

	ATM XE "ATM" 
	  25 Mbps - 2.2 Gbps
	Switched
	Voice, Data , Video


Services provided by network user interfaces XE "network user interfaces"  include the ability to:

· Transfer and access files between application platforms

· Execute commands on remote application platforms

· Login to remote application platforms

· Mail messages to users on local and remote application platforms

· Access directory information on local and remote application platforms

Services provided by network connectivity XE "network connectivity"  include the ability to:

· Connect and interoperate with other systems using standards-based protocols and de facto networking standards

· Connect and interoperate with PC and workstation networks

Incoming connection services XE "Incoming connection services"  are provided by the application platform and are not directed to an end-user application or server.  The services provided include:

· Virtual terminal XE "Virtual terminal" 
· Remote execution XE "Remote execution"  of commands

· File transfer XE "File transfer" 
· Remote authentication XE "Remote authentication" 
· Remote data access XE "Remote data access" 
· Remote status information XE "Remote status information" 
· Mail delivery XE "Mail delivery" 
· Directory services XE "Directory services" 
Information

Information services XE "Information services"  manage information, in the form of data, across an application platform.  Information can be managed through supporting applications, document management services XE "document management services" , data management services, XE "data management services,"  data interchange services, XE "data interchange services,"  and transaction processing services. XE "transaction processing services." 
Supporting Applications

These applications are standardized across multiple VHA business areas and are used to provide common office functions for day-to-day business operations.  Supporting applications XE "Supporting applications"  are often COTS XE "COTS"  products used for office automation or other applications that automate the information flow within VHA.

Electronic mail (email) services XE "Electronic mail (email) services"  provide the capability to send, receive, forward, store, display, and manage electronic messages.  Email applications can provide connectivity to internal mail and Internet mail XE "Internet mail" .  Electronic mail services with GUI XE "GUI"  interfaces that provide the ability to send and receive PC-generated documents are also available.

Office automation services XE "Office automation services"  provide business processing and common office functions used in day-to-day operations.  Office automation services include:

· Spreadsheet services, including the capability to create, manipulate, and present information in tables or charts.  This capability should include fourth-generation-language‑like capabilities that enable the use of programming logic within spreadsheets.

· Project management services XE "Project management services" , including tools that support the planning, administration, and management of projects.

· Calculation services XE "Calculation services" , including the capability to perform routine and complex arithmetic calculations.

· Calendar services XE "Calendar services" , including the capability to manage personal tasks and time and to coordinate multiple personal schedules via an automated calendar.

· Word processing services XE "Word Processing services" , including the capability to perform spell checking, document templates, formatting, etc.

Document Management

Document management XE "Document management"  services manage and track correspondence and other important documents at the office level.  These services use automated tools to schedule, manage, and monitor the flow of information and documents among staff and outside parties.  It improves office-wide document tracking and simplifies and streamlines the executive document review, correction, and approval process.  Some of the commercial workflow and image management software products include developer toolkits that define the workflow and generate program code.

Data Management

Data management XE "Data management"  services support management of information throughout an organization.  Central to most systems is the management of data that can be defined independently of the processes that create or use it, maintained indefinitely, and shared among many processes.  Data management services can be grouped into three categories: database services, vocabulary services and metadata services.

Database services XE "Database services"  are the specialized data services required to create, access, and manage databases located on an application platform.  This includes the following services:

· Data administration XE "Data administration"  defines the standardization and registration of individual data element types to meet the requirements for data sharing and interoperability among information systems throughout the enterprise.  Data administration functions include procedures, guidelines, and methods for effective data planning, analysis, standards, modeling, configuration management, storage, retrieval, protection, validation, and documentation.  These services often include mechanisms for schema definition, data access, data manipulation, and data integrity services.

· Database utility services XE "Database utility services"  provide the capability to retrieve, organize, and manipulate data extracted from a database management system.  These common services provide a consistent interface to the user while providing access to a variety of databases.  Database utility services include query processing, screen generation, report generation and network/concurrent access.

· Database Management System (DBMS) services XE "Database Management System (DBMS) services"  provide data administration, managed objects functionality, and controlled access and modification of structured data.  To manage the data, the DBMS provides concurrency control and facilities to combine data from different schemas. DBMS services are accessible through a programming language interface, an interactive data manipulation language interface such as SQL, or an interactive/ fourth‑generation language interface.  For efficiency, database management systems generally provide specific services to create, populate, move, backup, restore/recover, and archive databases, although some of these services could be provided by general file management capabilities described in operating system services.

· Database environment services XE "Database environment services"  provide an interface to access data stored in diverse legacy databases and interface with non-SQL XE "SQL"  data repositories.

· File management services XE "File management services"  provide data management through file access methods.

Vocabulary services XE "Vocabulary services"  help enforce the standardization of data across an organization and across multiple organizations.  These services are used for information sharing as well as for controlled medical vocabularies XE "medical vocabularies" .  Vocabulary services provide a mechanism to centralize, manage, and standardize information resources.  Vocabulary services XE "Vocabulary services"  also allow end users/applications to define and obtain data that are available in the database.

Metadata services XE "Metadata services"  support the development of data definition standards.  Metadata services document data about data elements or attributes (name, size, data type, etc.), data about records or data structures (length, fields, columns, etc.), and data about data (where it is located, how it is associated, ownership, etc.).  Metadata services also support comparison of data elements to determine similarities and differences.  These services also allow data administrators and information engineers to access and modify metadata, including internal and external formats, integrity and security rules, and location within a distributed system.  
Data Interchange

Data interchange services XE "Data interchange services"  provide specialized support for the interchange of information between applications and to/from the external environment.  These services are designed to handle data interchange between applications on the same platform and applications on different platforms.  The exchange of data may occur through many mechanisms, including plain files, network messages, or database fields.

Data interchange services contain a group of standards that provides an approach to formatting messages and transactions between information systems by defining specifications that enable the exchange of data and program events.  There are three types of standards within data interchange services: data and message exchange standards;  XE "Data and message exchange standards" message content standards; and  XE "Message content standards" distributed computing standards.

 XE "Distributed computing standards" 
Two rapidly emerging areas of data interchange services are object services and web services.  These areas are discussed in greater detail below.

Object services XE "Object services"  support the definition, instantiation, and interaction of objects in a distributed environment.  The protocols that describe communication between object-based applications fall into three categories: the Object Management Group’s (OMG) XE "Object Management Group’s (OMG)"  common object request broker architecture (CORBA), XE "common object request broker architecture (CORBA)"  Microsoft’s distributed component object model (DCOM) and the Internet Engineering Task Force Simple Object Request Protocol (SOAP)  XE "Microsoft’s distributed component object model (DCOM)" .

· CORBA compliant tools are fairly complex and require developers to purchase a commercial object request broker.  CORBA is a specification for providing network-based application services by facilitating the sharing of data and logic between applications.  The OMG has defined a robust model for distributed services that can be implemented using CORBA or other distributed environments.

· DCOM (an extension of COM (component object model) – formerly object linking and embedding (OLE)) XE "OLE))"  is a Microsoft specification for building applications that can share data and functionality.  DCOM (and other related Microsoft technologies) are being replaced by the Microsoft .NET Framework which uses SOAP in place of DCOM.

· SOAP is a lightweight, extensible, XML-based protocol for information exchange in a decentralized, distributed environment. Primarily, SOAP defines a framework for message structure and a message-processing model. SOAP also defines a set of encoding rules for serializing data and a convention for making remote procedure calls. The SOAP extensibility model provides the foundation for a wide range of composable protocols running over a variety of underlying protocols like HTTP.
Web services XE "Web services"  provide access to a network that combines many government, university, and industrial organizations to provide an infrastructure for using email, bulletin boards, files, hypertext documents, data, and other resources.  These services enable documents on different computer platforms to appear to be linked to each other.  A client uses a browser program to access a web site and retrieve resources or files residing on a server.

· Internet services XE "Internet services"  are provided via client/server applications that use TCP/IP XE "TCP/IP"  to communicate across computer networks external to an organization.

· Intranet services XE "Intranet services"  adopt Internet technologies and apply them for use within an organization’s internal information systems.  The Intranet provides a means of communication between VHA developer communities and their customers.

· Web browsers XE "Web browsers"  are required to access interconnection services for accessing global or public networks such as the Internet XE "Internet" .

· Web servers are World Wide Web XE "World Wide Web"  platforms for creating, managing, and intelligibly distributing information and on-line applications.  The web server should address Internet message handling, advanced authoring, and a range of security issues.  Most web servers enable users to navigate, create, edit, and publish hypertext markup language (HTML) XE "hypertext markup language (HTML)"  documents in a user-friendly environment.

· Web authoring services provide tools to develop, create, or mark up documents for importing to Internet Web pages.  It requires products that can create unique web pages from scratch or convert documents or files from office automation applications into innovative web pages.

Transaction Processing

Transaction processing services XE "Transaction processing services"  provide support for the on‑line capture and processing of information in an interactive exchange with the user.  A transaction is a “unit of work” consisting of a series of operations that must be completed together.  This typically involves predetermined sequences of data entry, validation, display, and update or inquiry against a file or database.  It also includes services to prioritize and track transactions.  Transaction processing services may include support for distribution of transactions to a combination of local and remote processors.  While transaction processing is often associated with database management, it is also applicable in operating systems and communications, as well as physical actions (e.g., dispensing money at a cash machine) that are unrelated to database management.  A transaction is characterized by the following four properties:

· Atomicity XE "Atomicity"  implies that the operations of a unit of work are either all performed, or none of them are performed

· Consistency XE "Consistency"  implies that the operations of a unit of work, if performed at all, are performed accurately, correctly, and with validity, with respect to application semantics

· Isolation XE "Isolation"  implies that the partial results of a unit of work are not accessible, except by operations which are part of the unit of work, and also implies that units of work which share data can be serialized

· Durability XE "Durability"  implies that any sort of failure does not alter the effects of a completed unit of work. 

Human/Computer Interaction

Human/computer interaction services XE "Human/computer interaction services"  enable end-users to share information with the application platform via the external environment interface.  These services define how users may interact with an application.  They provide a consistent way for people who develop, administer, and use a system to gain access to application programs, operating systems, and various system utilities.  The user interface is a combination of menus, screen design, keyboard commands, command language, and help screens, which control the way a user interacts with a computer.  The use of mice, touch screens, and other input hardware are included as part of the user interface.

User Command Interface

User command interface services XE "User command interface services"  facilitate the successful porting of applications and help users to manage and maintain applications and solve problems on an ad-hoc basis.  These services enable end-users and developers to switch application platforms without having to learn a new user command interface for each platform.  These services include:

· Command I/O XE "Command I/O" 
· Error detection/correction XE "Error detection/correction" 
· Command abortion/suspension XE "Command abortion/suspension" 
· Shells and utilities XE "Shells and utilities" 
Character-based User Interface

Character-based user interface services XE "Character-based user interface services"  are related to character-based terminals and the look and feel of the interaction between the user and the user interface.  Character-based user interface services demand fewer resources than graphical interfaces and are therefore good choices when cost is a concern and the system does not require a sophisticated end-user interface.

Character-based user interfaces XE "Character-based user interfaces"  present information to the user by sending codes to the display device.  This mode of interaction prevents the display of graphical information.  The services provided include:

· Presentation management XE "Presentation management" 
· Forms management XE "Form management" 
· Screen management XE "Screen management" 
· “Look and feel” of character, block-mode, and forms-based interfaces

· Input device management XE "Input device management" 
· Mouse-driven interfaces XE "Mouse-driven interfaces" 
· Terminal and line-printer protocols XE "Terminal and line-printer protocols" 
Windowing System

Windowing system services XE "Windowing system services"  provide specifications that define how windows are created, moved, stored, retrieved, removed, and related to each other.  The availability of low-cost, bitmapped graphic workstations and personal computers has led to the increased use of GUI XE "GUI" s and windowing technologies.  The major functional areas of windowing system services are:

· Window management XE "Window management" 
· Desktop management XE "Desktop management" 
· Event handling XE "Event handling" 
· Error handling XE "Error handling" 
· Inter-client communications XE "Inter-client communications" 
· Input device management XE "Input device management"  (keyboard, pointing device, etc.)

· Screen management XE "Screen management" 
· User preferences management XE "User preferences management" 
· Server connection management XE "Server connection management" 
Graphics

Graphics services XE "Graphics services"  provide functions required for creating, storing, retrieving, and manipulating two- and three-dimensional images in a device-independent manner.

· Graphical client-server operations XE "Graphical client server operations"  define the relationships between client and server processes operating within a network, in particular, GUI XE "GUI"  display processes.  In this case, the program that controls each display unit is a server process, while independent user programs are client processes that request display services from the server.

· Graphical object management services XE "Graphical object management services"  define multi-dimensional graphic objects in a form that is independent of output devices.

· Drawing services XE "Drawing services"  support the creation and manipulation of images with software such as GKS XE "GKS" , CGM, XE "CGM"  or OpenGL XE "OpenGL" .

· Graphics display or plotting devices can display graphics in two different ways: raster and vector.  Raster graphics XE "Raster graphics"  represent images as a matrix of dots.  Raster graphics images are created by scanners and cameras and are generated by paint software packages.  Vector graphics XE "Vector graphics"  represent graphical objects as sets of endpoints for lines, curves, and other geometric shapes with data about width, color, and spaces bounded by lines and curves.  Vector graphics are used when geometric knowledge about the depicted object is needed.

Application Software Development Support XE "Application Software Development Support" 
Application software development XE "Application software development"  support services enable application software to be physically developed and executed on an application platform.  These services include source (software) maintenance services, execution preparation services, and application execution services at both the API XE "API"  and EEI XE "EEI"  levels.

Security

Security services XE "Security services"  are necessary to protect information in VHA information systems from unauthorized access or use.  Access to VHA applications and data sets are restricted to specific groups of users.  Security services are cross-area services because the mechanisms implemented to provide them are part of multiple platform service categories.

Technical

Technical security encompasses services such as identification, authentication, access control and authorization, accountability, data integrity, non-repudiation, availability, and confidentiality.  Each service is described below.

· Identification services XE "Identification services"  prevent the unauthorized use of user privileges by uniquely identifying users so that specific privileges may be associated with each user.  This service also assists in providing accountability of users and their actions and is supported by establishing a public key infrastructure and enterprise-wide directory services.

· Authentication services XE "Authentication services"  ensure system entities (processes, systems, and personnel) are who they say they are.  These services verify that the identities of connected entities and the sources of received information are valid.  These services assist in providing accountability and audit of users and their actions; protection of authentication data; active user status information; and password authentication mechanisms.

· Access control and authorization services XE "Access control and authorization services"  prevent the unauthorized use of information system resources.  These services also prevent the use of a resource in an unauthorized manner.  These services may be applied to various aspects of access to a resource (e.g., access to communications with the resource, the reading, writing, or deletion of an information/data resource, the execution of a processing resource) or to all accesses to a resource.  Security labels are used to manage access and authorizations, which are managed for all entities, whether individual users, groups of users, resources, or processes.

· Accountability services XE "Accountability services"  provide proof that a user accessed a particular resource at a particular time.  This can be accomplished via audit trails and logs.  These services make users accountable for their actions and enable the detection of unauthorized use of system resources.

· Data integrity services XE "Data integrity services"  provide proof that data is not altered or destroyed in an unauthorized manner.  This service applies to data in permanent data stores and to data in communications messages.

· Non-repudiation services XE "Non-repudiation services"  provide proof that a user carried out an action, or sent or received information at a particular time.  Non-repudiation services ensure that senders and recipients cannot deny the origin or delivery of data.  Non-repudiation mechanisms can be used to validate the source of software packages or to verify that hardware is unchanged from its manufactured state.  These services include open systems non-repudiation, electronic signature, and electronic hashing.

· Availability services XE "Availability service"  ensure that timely and regular system and communications services are available.  These services are intended to minimize delay or non‑delivery of data across communications networks.  These services include protecting systems and communications networks from accidental or intentional damage and ensuring graceful degradation in services.

· Confidentiality services XE "Confidentiality services"  ensure that data is not made available or disclosed to unauthorized individuals or computer processes.  This is accomplished through the use of data encryption, security association, and key management.  Confidentiality services will be applied to devices that permit human interaction with the information system.  In addition, these services ensure that observation of usage patterns of communications resources is not possible.

Administrative

Administrative security XE "Administrative security"  encompasses services such as certification, chain of trust partner agreements, enumeration of individuals, credentialing and privileging.  For the most part administrative security services are implemented through written policies and procedures.

Management

Security Management encompasses services such as event and alarm monitoring/reporting and review of audit trails.

Appendix B: Standards Profile – Descriptive Information

Each standard for each of the five service categories(System, Communications, Information, Human/Computer Interaction, and Security is described in detail in the following sections.

System

Language XE "Language" 
	Software Development

	Required Standards:  M (MUMPS), Delphi, C Sharp (C#) (Emerging)

	Standard Description:  M is available on most platforms, including PC and UNIX.  Common capabilities are provided throughout the computer spectrum from desktop processors to enterprise-wide systems.  M has a strong emphasis on text handling and database management, with multi-user and multi-tasking support.  In addition to its portability, M XE "M"  is simple and direct with a relatively small command set, providing the functionality and flexibility of a 3GL XE "3GL" , with the programming ease of a 4GL XE "4GL" .  The M language has been an ANSI standard since 1977, with updates in 1984, 1990, and 1995. The identical standard has been adopted by ISO XE "ISO" , BSI XE "BSI"  and FIPS XE "FIPS" .  (ANSI/MDC X11.1/1990, FIPS Pub 125-1, ISO/IEC 11756).

Borland first released Delphi in 1995.  Delphi combines visual, component-based design with an optimizing native code compiler and scalable database access.  It is often thought of as a rapid application development (RAD) XE "rapid application development (RAD)"  tool for developing database applications in a Windows XE "Windows"  environment.

C Sharp (C#) is one of the foundational languages of Microsoft’s .Net Framework.  C# has been submitted as a standard to the European Computer Manufacturers Association (ECMA).


Core System XE "Core System Services" 
	Client Workstation Operating System

	Required Standards: Microsoft Windows NT 4.0 Desktop (Windows 98 selectively) 

	Standard Description:  VHA requires a workstation configuration that supports existing legacy applications as well as current technology.
 Windows 2000 is an emerging standard.


 XE "Core System Services" 
	Server Operating System

	Required Standards: Microsoft Windows NT 4.0 Server (or later version) 

	Standard Description:  VHA requires an operating system that supports existing legacy applications as well as current technology.  The Windows NT operating system provides low-level services necessary to create and manage processes, execute programs, define and communicate signals, define and process system clock operations, manage files and directories, and control input-output processing to and from external devices. Windows 2000 is an emerging standard.


	System Management

	Required Standards: Microsoft Systems Management Server (SMS), Management Information Base-II (MIB-II), Remote Monitoring (RMON) (IETF RFC 1155, 1213, 1757)

	Standard Description:  VHA requires a specification for utility programs that will provide system and network administration functions.  These administration functions include services such as system monitoring, user resource allocation, user access control, device configuration, file systems, job accounting, queues, system backup, and machine/platform profiles. Systems Management Server is designed to help systems administrators lower their management costs by helping them install and maintain operating systems and applications, discover system configurations, and perform helpdesk operations.



	Smartcard

	Required Standards: ISO 7816 (Parts 1 through 6), Identification Cards; FIPS Pub 190, Guideline for the Use of Advanced Authentication Technology Alternatives

	Standard Description:  VHA requires a specification that standardizes the interface with smartcards and smartcard reader devices to support portability and interoperability of smartcards used in VHA.


Communications XE "Communications" 
API

	Software Development

	Required Standards: M (MUMPS), Delphi, C Sharp (C#) (Emerging)

	Standard Description:  M is available on most platforms, including PC and UNIX.  Common capabilities are provided throughout the computer spectrum from desktop processors to enterprise-wide systems.  M has a strong emphasis on text handling and database management, with multi-user and multi-tasking support.  In addition to its portability, M XE "M"  is simple and direct with a relatively small command set, providing the functionality and flexibility of a 3GL XE "3GL" , with the programming ease of a 4GL XE "4GL" .  The M language has been an ANSI standard since 1977, with updates in 1984, 1990, and 1995. The identical standard has been adopted by ISO XE "ISO" , BSI XE "BSI"  and FIPS XE "FIPS" .  (ANSI/MDC X11.1/1990, FIPS Pub 125-1, ISO/IEC 11756).

Borland first released Delphi in 1995.  Delphi combines visual, component-based design with an optimizing native code compiler and scalable database access.  It is often thought of as a rapid application development (RAD) XE "rapid application development (RAD)"  tool for developing database applications in a Windows XE "Windows"  environment.

C Sharp (C#) is one of the foundational languages of Microsoft’s .Net Framework.  C# has been submitted as a standard to the European Computer Manufacturers Association (ECMA).


 XE "API" 
	Client/Server Communication

	Required Standards: RPC Broker

	Standard Description:  Currently, VHA’s automated information systems are running on multiple platforms, some with incompatible operating systems.  VHA requires a single logical process for client/server communication and a standard for operating systems that can build scaleable, portable, and interoperable automated information systems.  In addition, VHA is working to reduce development costs and create common user interfaces.

The RPC Broker currently provides a portability layer between the underlying operating system and application code.  Using the RPC Broker enables the entire VistA system, and other VHA applications, to be portable among different computers, operating systems, and M implementations.  The concepts of portals and web-enabled applications are becoming more important.  As a result, XML (and the Simple Object Access Protocol (SOAP)) is an emerging standard in this area that is gaining greater importance for client/server communication.


	Network Management

	Required Standards: Simple Network Management Protocol (SNMP) version 2

	Standard Description:  VHA requires a standard protocol for network management.  SNMP is the TCP/IP standard protocol for providing communications between a network management client program used by a human and a network device such as a gateway or router.


 XE "Network Management" 
	Collaboration – Data Communications

	Required Standards: ITU T.120, T.121, T.124, T.125, T.130, T.131and T.132

	Standard Description:  VHA requires network standards for collaboration services to help promote the following system characteristics: interoperability, reliable data delivery, multicast enabled delivery, network transparency, platform, application and network independence, scalability, support for varied topologies, and co-existence with other systems.

The T.120 through T.132 standards contain a series of communication and application protocols and services that provide support for real-time, multi-point data communications. This family of open standards was defined by leading data communication practitioners in the industry.



 XE "Collaboration – Data Communications" 
	Naming

	Required Standards: Domain Name Service (DNS)

	Standard Description:  VHA requires a mechanism that maps domain names to IP (Internet Protocol) addresses for end systems to communicate easily with the VHA network.  DNS is a set of distributed databases that enables people to easily identify individual end-system devices using a meaningful, descriptive name instead of an IP address.  Domain names are a part of the machine name used in email addresses and in host names.



	Directory

	Required Standards: CCITT ITU-T X.500; ISO-9594 and Lightweight Directory Access Protocol (LDAP) (IETF RFC 1777)

	Standard Description:  X.500 is the set of ITU-T standards covering directory services.  It is a "white pages" for the Internet--a directory of people, computers, services, and of course electronic mail addresses.  LDAP is an Internet Engineering Task Force standard that implements a subset of the X.500 standard.  LDAP has become more widely implemented than X.500 and it is the standard for directory services on the Internet.


EEI XE "EEI" 
	Network Connectivity

	Required Standards: Transmission Control Protocol/Internet Protocol (TCP/IP) – TCP IAB Standard 7 and IP Standard 5 (IETF RFC 791, 793, 919, 922, 959, 1112); Dynamic Host Configuration Protocol (DHCP) (IETF RFC 2131); Internet Control Message Protocol (ICMP) (IETF RFC 792)

	Standard Description:  VHA requires a set of communications protocols to enable its applications and automated information systems to operate, access, manage, and achieve interconnection and communications with global or public networks such as the Internet and Intranet.  The TCP/IP protocol family includes transport, file transfer, terminal emulator, messaging, and network management definitions.  It provides connection to the Internet, Intranet, or LANs.  DHCP and ICMP supplement TCP/IP capabilities.


 XE "Network Connectivity" 
	File Transfer

	Required Standards: File Transfer Protocol (FTP) IAB Standard 9 (IETF RFCs 959, 2228, 2640)

	Standard Description:  VHA requires a standard protocol for transferring files between networked computers.  FTP is part of the TCP/IP standard protocol for transferring files between networked computers.


	Character-based Connectivity

	Required Standards: Virtual Terminal Communications (TELNET) Standard 8 (IETF RFC 854, 855, 856)

	Standard Description:  VHA requires a standard protocol for character-based connectivity within a network.  TELNET is the TCP/IP standard virtual terminal communications protocol.  It allows a user to connect to any server (host) within the bounds of the network.


	Mail Delivery

	Required Standards: Simple Mail Transfer Protocol (IETF RFC 821, 1869, 1870); Internet Message Access Protocol (IMAP) version 4 (IETF RFC 1730, 1734, 2060)

	Standard Description:  VHA requires a standard protocol for the exchange of mail between network computers. SMTP is the TCP/IP standard protocol that provides the exchange of mail between network computers.  It specifies the exact format of the message to be sent from an SMTP client operating on one computer system to and from an SMTP server on another computer system.  IMAP supports use of SMTP over the Internet.


	Mail Message Handling System

	Required Standards: SMTP to X.400 Gateway (IETF RFC 1327, 1495)

	Standard Description:  X.400 is the set of ITU-T (International Telecommunications Union) communications standards covering electronic mail services provided by data networks. It is widely used in Europe and Canada.  It is the International standard for a store-and-forward message handling system in a multi-vendor environment.  The SMTP to X.400 gateway will be used to communicate with X.400 mail systems.


 XE "Mail Message Handling" 
	Multimedia Video

	Required Standards: CCITT ITU-T H.221, H.230, H.242, H.243, H.244, H.261, H.310, H.320 and H.323

	Standard Description:  VHA requires network standards for multimedia videoconferencing services to promote compatibility and interoperability with multiple vendor products. The H.221 through 323 standards provide a foundation for audio, video, and data communications across IP-based networks, including the Internet over LANs.  They establish standards for compression and decompression of audio and video data streams, ensuring that equipment from different vendors will have some area of common support.



WAN XE "WAN" 
	Sub-Network Technologies

	Required Standards: Asynchronous Transfer Mode (ATM) (ITU-T I.371.1, I.381, I.630)

	Standard Description:  VHA requires standards for sub-network technologies to support the variety of services and traffic types on the network.  The VHA network needs an environment that can accommodate bandwidth requirements for complex networked applications such as those used for data, video, and voice communications.

ATM technologies provide capabilities for a high-bandwidth network that can support telemedicine XE "telemedicine"  and teleradiology XE "teleradiology"  applications.  ATM is a telecommunications standard that allows multiple services like voice, data, and video to be mixed over a network.  ATM provides the opportunity to integrate LANs and WANs using one network solution.



 XE "WAN - ISDN" 
	Synchronous Optical Network (SONET)

	Required Standards: ANSI T1.105 series (SONET)

	Standard Description:  SONET is a standard for connecting fiber-optic transmission systems. SONET was proposed by Bellcore in the mid-1980s and is now an ANSI standard.


 XE "Wan Sub-Network Technologies" 
	ISDN

	Required Standards: Integrated Service Digital Network (ISDN) (ANSI T1.606, FIPS Pub 182)

	Standard Description:  ISDN is a CCITT defined digital network standard for integrated voice and data network access, services, and user network messages.


 XE "Synchronous Optical Network (SONET)" 
	Fiber Distributed Data Interface (FDDI)

	Required Standards: FDDI (ISO 9314)

	Standard Description:  FDDI is a 100 Mbps local area network, defined by ANSI and OSI standards.  It was originally designed to operate over fiber optic cabling, but now also includes standard copper media for interconnection.  FDDI uses a token ring media access control protocol.  Most of the standardization of FDDI was done in Accredited Standards Committee X3T9.5.  In 1995, X3T9.5 became X3T12.  Both ANSI and ISO approve FDDI standards.



LAN XE "LAN" 
	Wiring

	Required Standards: 100Mb Fiberoptic backbone (ISO 9314) and Category 5 cabling (CAT-5)

	Standard Description:  Category 5 cabling is the recommended cable used for LAN wiring and has ANSI specifications.  The name derives from the specifications for meeting the requirements of transmitting up to one hundred million bits per second (or 100 Mbps) across the cable.  This is the speed at which a computer, connected to the network, sends data through the CAT-5 cable.


 XE "LAN Wiring" 
	Wireless

	Required Standards: Wireless LAN (IEEE 802.11a)

	Standard Description:  The IEEE 802.11a standard is recommended for wireless LANs, while IEEE 802.11b is an alternate.  The IEEE 802.11 series of standards defines three characteristics for wireless LANs - diffused infrared, direct sequence and frequency hopping spread spectrum.  The 802.11a standard operates at the 5-GHz band and supports data rates between 6 and54 Mbps.  The 802.11b standard operates at the 2.4-GHz band and supports data rates between 1 and11 Mbps.


 XE "Switched Multimegabit Data Services (SMDS)" 
	CSMA/CD

	Required Standards: 10-Base-T Ethernet XE "10-Base-T Ethernet"  (IEEE XE "(IEEE"  802.3:1985), 100-Base-T Fast Ethernet (IEEE 802.3u), 1000-Base-T Gigabit Ethernet (IEEE 802.3z, 802.3ab)

	Standard Description:  Short for Carrier Sense Multiple Access/Collision Detection, a set of rules determining how network devices respond when 2 devices attempt to use a data channel simultaneously (called a collision). Standard Ethernet networks use CSMA/CD XE "CSMA/CD" .  This standard enables devices to detect a collision.  After detecting a collision, a device waits a random delay time & attempts to re-transmit the message.

10-Base-T is one of several adaptations of the Ethernet (IEEE 802.3) standard for LANs.  The 10-Base-T standard (twisted pair Ethernet) uses a twisted-pair cable with maximum lengths of 100 meters.  The cable is thinner & more flexible than the coaxial cable used for the 10-Base-2 or 10-Base-5 standards.

100-BASE-T, a networking standard, supports data transfer rates up to 100 Mbps (100 megabits per second).  100-BASE-T is based on the older Ethernet standard.  Because it is 10 times faster than Ethernet, it is often referred to as Fast Ethernet.  Officially, the 100-BASE-T standard is IEEE 802.3u.
  1000-Base-T is the newest standard.  It is referred to as Gigabit Ethernet.


 XE "CSMA/CD" 
Information

Supporting Applications

	Office Development

	Required Standard:  Microsoft Back Office

	Standard Description:  VHA requires an integrated server environment for traditional back office services such as messaging, Internet and network/desktop management.  The family of MS BackOffice products provides capabilities for fast file and print, communications, messaging and GroupWare, database, host connectivity, systems management, Internet, secure proxy, content creation and web site management, and information retrieval and search services.  The MS BackOffice applications have been designed to integrate into and work with existing legacy systems.



	Office Automation

	Required Standard:  Microsoft Office 2000

	Standard Description:  VHA requires a suite of office automation applications that support day-to-day operations such as word processing, spreadsheet, and graphics presentations.  MS Office is the most widely used office automation suite.  It provides a range of services from word processing, spreadsheets, and database management to email, presentations, and web integration.



	Electronic Mail

	Required Standard:  Microsoft Exchange 5.5 using bi-directional SMTP-based Internet gateway connectivity

	Standard Description:  VHA business needs require an improved GUI interface to electronic mail and the ability to easily send and receive PC-generated documents.  The electronic mail software must provide connectivity to Internet mails and be able to send and receive electronic mail from within and outside VHA.

Microsoft Exchange is an enterprise email server.  It provides built-in connectivity to the Internet.  The Microsoft Exchange Internet Mail Connector provides high-performance SMTP connectivity for fast Internet mail.  It combines email and GroupWare applications on a single platform that can be managed with a centralized administration program.  It is the most reliable way to send email and access GroupWare applications over the Internet or any other network.


Document Management XE "Document Management" 
	Document Distribution Format

	Required Standard:  VA FileMan, Relational Database Final form document distribution should use the Adobe portable document format 3.0 (PDF) or Rich Text Format (RTF) or Microsoft Word format (DOC)

	Standard Description:  PDF captures formatting information from a variety of desktop publishing applications, making it possible to send formatted documents and have them appear on the recipient's monitor or printer as they were intended.  To view a file in PDF format, you need Adobe Acrobat Reader, a free application distributed by Adobe Systems.
 RTF is a standard format that most word processors support.  Microsoft DOC is a default format used by Microsoft Word.


Data Management

Database XE "Data Management" 
	Database Management System

	Required Standard:  VA FileMan, Relational Database Management System (RDBMS), Object Relational Database Management Systems (ORDBMS)

	Standard Description:  VHA requires a database environment that provides an interface to access data stored in diverse legacy databases and supports COTS products and the information sharing objectives of the organization.  An RDBMS or ORDBMS platform provides data management services for definition, query, update, administration, and security of structured data.  A relational database is appropriate for general-purpose data management, especially applications requiring flexibility in data structure and access paths.  Most COTS products in the market today operate on RDBMS or ORDBMS platforms with SQL access capabilities.


	Repository

	Required Standard:  Health Data Repository (HDR) (Emerging)

	Standard Description:  VHA requires a Health Data Repository (IHDR) to support front line clinician needs related to decision support, care provided, ancillary services, and the outcomes of a course of care.  The HDR, currently in its conceptual phase, will provide an integrated view of patient-centered information across points of care and time.  Standards in the areas of patient record architecture, information exchange, terminology and mediation services will significantly influence selection of the specific components of the HDR.


	Patient Record Architecture

	Required Standard:  HL7 CDA, GCPR PRA (Emerging) 

	Standard Description:  VHA requires a patient record architecture to support its business needs related to the longitudinal patient record and patient care in general.  Standards are still under development in this area.  The EA project will draw upon work currently being done by HL7, CEN and GCPR.


Vocabulary XE "Vocabulary" 
	Lexicon

	Required Standard: VistA Lexicon Utility, OMG TQS

	Standard Overview: The VistA Lexicon Utility provides a set of lexical capabilities for use by VistA applications.  It contains a set of lexical tools and an extensive vocabulary of concepts and terms based upon UMLS.

OMG Terminology Query Service supports access to vocabulary services by application programs for the purpose of mediating terminology differences.


	Drug Codes

	Required Standard: National drug codes (NDC) will be used when identifying drug products

	Standard Overview: The FDA and Department of Health and Human Services with the support of drug manufacturers produce National drug codes.



 XE "Drug Codes" 
	Lab and Clinical Observation Codes

	Required Standard: Laboratory and clinical observations shall be recorded using LOINC (logical observation identifiers, names and codes) identifiers

	Standard Overview: LOINC creates universal identifiers (result codes) for clinical observations for use in the context of ASTM, DICOM, and HL7 messages; 13,000 codes that are free and downloadable from the Internet.



	Mental Disorder Codes

	Required Standard: Mental disorders shall be encoded using the Diagnostic and Statistical Manual of Mental Disorders, Fourth Edition (DSM-IV) standard

	Standard Overview: The DSM-IV standards are maintained by the American Psychiatric Association (APA).



	Multiaxial Medical Nomenclature

	Required Standard: The International Classification of Diseases, 9th Revision, Clinical SNOMED shall be used for recording multiaxial coded medical nomenclature

	Standard Overview: SNOMED is the multiaxial coded medical nomenclature for medical vocabulary developed by the College of American Pathologists (CAP).  Adherence to SNOMED enables full integration of all medical information in the electronic medical record into a single data structure.
  CAP has a new effort underway called SNOMED-RT that has the potential to support a broader range of health care encoding needs and that may subsume other coding systems.


	Outpatient Procedure Codes

	Required Standard: All outpatient procedures shall be encoded using standardized procedure codes (CPT-4)

	Standard Overview: The Current Procedural Terminology, 4th Edition (CPT-4) is a listing of descriptive terms and identifying codes for reporting medical services and procedures. The purpose of CPT is to provide a uniform language that accurately describes medical, surgical, and diagnostic services, and thereby serves as an effective means for reliable nationwide communication among physicians, patients, and third parties.

This system of terminology is the most widely accepted medical nomenclature used to report medical procedures and services under public and private health insurance programs.  CPT is also used for administrative management purposes such as claims processing and developing guidelines for medical care review.  The use of standardized procedure codes enables billing, which can increase non-appropriated funds available to VHA.



	Patient Diagnosis

	Required Standard: The International Classification of Diseases, 9th Revision, Clinical Modification (ICD-9-CM) shall be used for recording patient diagnosis and subsequent institutional billing

	Standard Overview: ICD-9-CM is a classification system that groups related disease entities and procedures for the reporting of statistical information.  The clinical modification of the ICD-9 was developed by the National Center for Health Statistics for use in the United States.  The Central Office on ICD-9-CM was created through a written memorandum of understanding between the American Hospital Association (AHA), the World Health Organization (WHO), and the National Center for Health Statistics (NCHS) in 1963.  Responsibility for maintenance of the classification system is shared between NCHS (diagnosis classification) and the Health Care Financing Administration, or HCFA (procedure classification).
  ICD-10, the successor to ICD-9, is under development and will become the preferred diagnostic coding system in the near future.


	Learning Technology Data and Metadata

	Required Standard: IEEE 1484 series of standards

	Standard Overview: VHA requires the ability develop, deploy and maintain interoperable implementations of education and training components and systems.  The IEEE standards are designed to support these needs.


	Metadata

	Required Standard: ISO/IEC 11179, ANSI X3.285, XML Metadata Interchange (XMI), Meta Object Facility (MOF) and Common Warehouse MetaModel (CWM) standards shall be used for specifying, exchanging and standardizing data about data (metadata)

	Standard Overview: NCITS L8 is concerned with the development of proposed standards (notably ISO/IEC 11179 and ANSI X3.285) that will facilitate the standardized naming, definition, and description of data elements.  NCITS L8 on Data Representation, is a technical committee of the National Committee on Information Technology Standards (NCITS) Accredited Standards Committee X3. NCITS L8 establishes standards for specifying and standardizing data.  The focus of the work is on establishing ways to describe data to facilitate human use and to enable intelligent computer processing. Metadata issues covered by the committee include naming, identification, definitions, classification, and registration.  The standards developed by the committee are used in many areas, such as: Electronic Data Interchange (EDI); data administration; information management; application development for information systems; and data access/interchange via the World Wide Web (WWW) and National Information Infrastructure (NII).
 XMI and MOF are OMG standards that support the exchange of metadata.

The XML Metadata Interchange (XMI) Format specifies an open information interchange model that is intended to give developers working with object technology the ability to exchange programming data over the Internet in a standardized way, thus bringing consistency and compatibility to applications created in collaborative environments. The OMG’s MOF specification defines a common framework for representing metadata. At the moment, the MOF is restricted to providing metadata for CORBA based systems since the only defined way to interchange MOF metadata is to use the CORBA interfaces produced by the MOF’s IDL mapping. XML (in the form of XMI) provides a way to lift this restriction.

The Common Warehouse Metamodel (CWM) is an OMG standard specification for exchanging data warehouse and business intelligence metadata between tools/products.  It leverages three existing industry standards: the OMG's Unified Modeling Language (UML), the eXtensible Markup Language (XML), and OMG's XML Metadata Interchange (XMI).


Data Interchange

Data Access XE "Data Interchange" 
	Clinical Information (Text-based)

	Required Standard: Health Level 7 (HL7), version 2.4 (or later versions) shall be used for peer-to-peer exchange of clinical, text-based information

	Standard Overview: VHA requires a messaging capability for health information that provides the support, flexibility, efficiency, and ease of implementation that is required to meet the information sharing objectives of the organization.  VHA must be able to share information within its facilities and with external organizations at a low cost with ease and utilize COTS products when appropriate.

HL7 is an ANSI approved standard messaging protocol that specifies the transactions and encoding rules for electronic data exchange between various health care computing systems.  Its membership is directly focused on health care informatics standards and cooperates closely with developers of other standards.



	Business Information

	Required Standard: Insurance, eligibility, and managed care information shall be exchanged using the ANSI Accredited Standards Committee (ASC) X12 standard along with HL7

	Standard Overview: The use of the ASC X12 standard will be mandated by HIPAA regulations for the exchange of business and administrative information.  Through the use of the standard, all institutions can enjoy the efficiencies of a common interchange language, rather than experience the difficulties of a proliferation of methods and procedures that could occur if each institution were to impose its own format on every institution with which it does business.



	Medical Images

	Required Standard: DICOM 3.1, HL7 2.4 and JPEG 2000 (Emerging)

	Standard Overview: DICOM develops standards to support the exchange of medical images and related information. DICOM is used primarily in radiological and other imaging applications.

Clinical images will be exchanged between imaging systems using DICOM 3.1.  Data exchanges between imaging systems and health information systems will use HL7.

JPEG 2000 is an emerging standard that will support better image quality at higher rates of compression.  It also creates a standard format that can be incorporated into web browsers and provides capabilities for encryption safeguards. 


	SQL Access

	Required Standard: SQL-based applications and tool sets will comply with published national standards: ISO 9075:1992, FIPS Pub 127-2, FIPS Pub 193

	Standard Overview: Adherence to published national standards results in the increased portability of applications and the cross-application use of tool sets.


	SQL XE "SQL"  and Open Database Connect (ODBC) Interfaces to Databases

	Required Standard: Data management interfaces to RDBMS systems shall be uniform, consistent, and allow for SQL (ISO 9075-3) and ODBC (ISO/IEC 10027) access

	Standard Overview: Data management interfaces to RDBMS systems shall be uniform and consistent.  Developed by Microsoft, ODBC (Open Database Connectivity) is a standard database access method.  The goal of ODBC is to make it possible to access any data from any application, regardless of which database management system (DBMS) is handling the data.



	Digital Image Compression

	Required Standard: Digital images shall be encoded using Joint Photographic Experts Group (JPEG) grayscale and color data compression formats (ISO/IEC 10918.1-2) or Graphic Interchange Format (GIF) standard formats

	Standard Overview: JPEG is a standardized method for compression and coding of continuous-tone (gray scale or full color) digital still image data.  It is applicable to a wide range of applications that use compressed images.  The primary use is as a standardized way of compressing and storing both 24-bit color and gray-scale images.  With this specification, compressed formatted image files are more efficiently transmitted across networks. GIF is also a widely used standard format.


	Video Compression

	Required Standard: Video data shall be encoded using Motion Picture Experts Group 1 (MPEG-1) video data compression format (ISO/IEC 11172.1-4) or MPEG-2 (ISO/IEC 13818 series)

	Standard Overview: The MPEG compression standards are intended for full-motion image compression for high-performance entertainment-quality video.  MPEG-1 provides video compression for multimedia applications.  It addresses compression of video signals up to 1.5 megabits/second.  MPEG-2 is a further enhancement over MPEG-1.  MPEG compression techniques are widely used by the digital video, graphics, and moving image communities for both storage and transmission of digital moving images.


	Computer Based Training

	Required Standard: AICC Guidelines and Recommendations (AGR) Number 006

	Standard Overview: VHA requires guidelines that promote the interoperability of Computer Managed Instruction (CMI) systems (on local file systems). Interoperability means the ability of a given CMI system to manage CBT lessons from different origins. It also includes the ability for a given CBT lesson to exchange data with different CMI systems.


	Documents and Hypertext Documents

	Required Standard: Document and hypertext document representation, structure, and exchange will abide by the standard generalized markup language (SGML) standard (ANSI/ISO 8879:1986), the extensible markup language (XML) standard 1.0 (W3C REC-XML-19980210), and the hypertext markup language (HTML 4.1) standard (IETF RFC 1866)

	Standard Overview: VHA needs to adopt a standardized electronic interchange format for managing mixed-mode document structure and content. SGML formally defines the grammar of languages for document markup.  SGML provides a way to communicate the allowed markup, what is required or optional, and how the markup is distinguished from the text.  By defining the structure in a standard syntax, SGML enables document interchange across applications and computing platforms and provides a universal way to identify, manage, and share document elements.  XML and HTML are subsets of SGML.  They are used to exchange and display information on the World Wide Web.  The benefits of HTML and XML are their relative simplicity and independence from operating system, server, or client platforms.



	Electronic Data Interchange (EDI)

	Required Standard: CCITT ITU-T X.435 (1991), ASC X12 and FIPS Pub 161-2 standards shall be used for Electronic Data Interchange (EDI)

	Standard Overview: Electronic Data Interchange (EDI) is the application-to-application electronic exchange of business data in a standardized, digital, computer-readable format.  EDI is a procedure in which documents to be interchanged between separate organizations are converted to strictly formatted sequences of data elements and transmitted as messages between computers.  EDI provides a mechanism for the electronic exchange of data that traditionally is conveyed on paper documents.  EDI standards are available from a variety of organizations for specific types of data.


	Patient Identification

	Required Standard: The VHA Master Patient Index (MPI) system shall create and maintain unique health care identifiers
 in accordance with the ASTM E1714 standard.  The MPI system shall support application programming interfaces based upon the OMG Person Identification Service (PIDS) standard and the HL7 standard.  The MPI shall also federate with other MPI systems using the PIDS standard

	Standard Overview: The term unique health care identifier should be understood to mean a number (or other identifying code) that identifies one, and only one, person, used for the purpose of managing all health information.


Object

	Object Management Services

	Required Standard:  CORBA 2.5: 2001; the ActiveX (Open Group) specification (formerly object linking and embedding – OLE) and DCOM (Microsoft) (Retiring); Simple Object Request Protocol (SOAP) (Emerging)

	Standard Overview: The Object Management Group (OMG) is an industry-independent consortium dedicated to developing object-based application integration standards.  CORBA (common object request broker architecture)
 is OMG’s specification for providing network-based application services to facilitate the sharing of data and logic between applications.  More significantly, it defines a robust model for distributed services that can be implemented using CORBA or other distributed environments.

The distributed component object model (DCOM) is a Microsoft specification for building applications that can share data and functionality using the Active X specification over a network.  DCOM (and other related Microsoft technologies) are being replaced by the Microsoft .NET Framework which uses SOAP in place of DCOM.

SOAP is a lightweight, extensible, XML-based protocol for information exchange in a decentralized, distributed environment. Primarily, SOAP defines a framework for message structure and a message-processing model. SOAP also defines a set of encoding rules for serializing data and a convention for making remote procedure calls.


Web XE "Web" 
	Server

	Required Standard: Microsoft Internet Information Server (IIS)

	Standard Overview: VHA requires ways to integrate, manage, and distribute its live and on-line web application information and functions.  VHA needs a high-performance web server that addresses its information management needs.

The MS Internet Information Server is built into the Windows NT Server operating system, which is also a VHA standard.  MS IIS is a high-performance, secure, World Wide Web platform for creating, managing, and intelligently distributing information and supporting live on-line applications.



	Client

	Required Standard: MS Internet Explorer (IE) 5.x by Microsoft Corporation is required for Intranet and Internet access.  Netscape Navigator 4.x by Netscape Communications Corporation is supported for accessing web applications external to VHA only

	Standard Overview: VHA requires browsers to provide client interconnection services to access global or public networks such as the Internet and interconnection services to the VHA Intranet.  The MS Internet Explorer
 is built into the Windows NT 4.0 workstation and Windows 98, which are also VHA standards.  Both MS IE and Netscape Navigator
 provide layout and page presentation capabilities to any Internet client and are able to incorporate various multi-media capabilities such as video, audio, and animation.


	File Sharing

	Required Standard: Hypertext transfer protocol (HTTP) (IETF RFC 2616), Common Gateway Interface (CGI) (ISO/IEC 9636 series)

	Standard Overview: HTTP is the basic protocol for the World Wide Web.  Data transferred by this protocol can be plain text, hypertext, audio, images, or any Internet-accessible information.

CGI is a standard for interfacing external applications with information servers, such as HTTP or Web servers.


	Computer Based Training

	Required Standard: AICC Guidelines and Recommendations (AGR) Number 010

	Standard Overview: VHA Requires guidelines that promote the interoperability of web-based Computer Managed Instruction (CMI) systems. The purpose of this AGR is to promote the same kind of interoperability as described AGR 006 for Web-based CBT courseware and CMI systems.


Transaction Processing XE "Transaction Processing" 
Standards for transaction processing services are still under review.

Human/Computer Interaction XE "Human/Computer Interaction" 
User Command Interface

	Native Operating System

	Required Standard: Microsoft Windows NT 4.0 (or later versions)

	Since MS Windows NT 4.0, or later versions, is the standard operating system on client workstations, by default it is also the user command interface.  Windows 2000, the successor to NT 4.0, will become the standard operating system in the near future.


Character-based User Interface

	Native Operating System

	Required Standard: TELNET, TELNET 3270 (IETF RFC 854, 855, 856, 1576)

	Standard Overview: TELNET and TELNET 3270 are part of the TCP/IP suite of communication applications.  They support character-based interfaces to applications across a network.


Windowing System

	Native Windowing Environment

	Required Standard: Microsoft Windows NT 4.0 (or later versions)

	Standard Overview: Because MS Windows NT 4.0, or later versions, is the standard operating system on client workstations, by default it is also the windowing system interface.  Windows 2000, the successor to NT 4.0, will become the standard operating system in the near future.


Graphics

	Graphical Services

	Required Standard: Open GL, CGM (ISO 8632.1-4) and GKS (ISO/IEC 8651-4)

	Standard Overview: Open GL is a widely used industry standard for developing portable, interactive 2D and 3D graphics applications. CGM is a very robust vector graphics data format. GKS is an international standard that defines a basic two-dimensional graphics system. It provides applications programmers with standard methods of creating, manipulating, and displaying or printing computer graphics on different types of computer graphics output devices. It provides an abstraction to save programmers from dealing with the detailed capabilities and interfaces of specific hardware.


Application Software Development Support XE "Application Software Development Support" 
	Graphical Representations Of Enterprise and System Functions

	Required Standard: Structured graphical representations of enterprise and system functions (modeling language, rules, and techniques) shall be maintained using the Unified Modeling Language (UML) 1.4: 2001

	Standard Overview: The Unified Modeling Language (UML) is a language for specifying, visualizing, constructing, and documenting the artifacts of software systems, as well as for business modeling and other non-software systems. The UML represents a collection of best engineering practices that have proven successful in the modeling of large and complex systems.


	Logical Model

	Required Standard: A logical model of information system data shall be maintained based on FIPS Pub 184 (IDEF1X)

	Standard Overview: This standard is part of the IDEF methodology from NIST related to logical modeling (IDEF1X).


Security XE "Security" 
Technical

	Identification and Authentication

	Required Standard: ASTM E1714, Properties of a Universal Health Care Identifier; ASTM E1985, Standard Guide for User Authentication and Authorization; IETF RFC 1510, The Kerberos Network Authentication Service; IETF RFC 2138, Remote Authentication Dial In User Service (RADIUS); IETF RFC 2633, S/MIME Version 3 Message Specification; ISO 10181-2, Information Technology-Open Systems Interconnection-Security Frameworks for Open Systems-Authentication; FIPS Pub 83, Guideline On User Authentication Techniques for Computer Network Access Control; FIPS Pub 190, Guideline for the Use of Advanced Authentication Technologies; FIPS Pub 196, Entity Authentication Using Public Key Cryptography

	Standard Overview: The entire area of security in general, and security as it relates to health care in particular, is quite complex.  Some simplification is achieved by viewing security as a set of services, but even then there is a proliferation of standards related to each of the different security services.  This section of the standards profile is intended to provide an overview of security standards as they relate to the rest of the standards in the standards profile.  For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Access Control and Authorization

	Required Standard: ASTM E1985, Standard Guide for User Authentication and Authorization; ASTM E1986, Standard Guide for Information Access Privileges to Health Information; ISO/IEC 10181-3, Information Technology – Open Systems Interconnection – Security Frameworks in Open Systems – Access Control; Object Management Group Resource Access Decision (RAD) Facility

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Accountability

	Required Standard: ISO/IEC 10164-8, Information Technology—Open Systems Interconnection—Systems Management – Security Audit Trail Function; ISO/IEC 10181-7, Information Technology— Open Systems Interconnection - Security Frameworks in Open Systems—Security Audit Framework

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Data Integrity XE "Data Integrity"  and Non-Repudiation

	ASTM E1762, Standard Guide for Electronic Authentication of Health Information; ASTM E2086, Standard Guide for Internet and Intranet Health Care Security; IETF RFC 2246, Transport Layer Security (TLS) Protocol; IETF RFC 2402, IP Authentication Header; IETF RFC 2406, IP Encapsulating Security Payload (ESP); IETF RFC 2633, S/MIME Version 3 Message Specification; ISO/IEC 10181-4, Information Technology—Security Frameworks in Open Systems—Non-repudiation; ISO/IEC 10181-5, Information Technology— Open Systems Interconnection - Security Frameworks in Open Systems – Confidentiality; FIPS Pub 113, Standard on Computer Data Authentication; FIPS Pub 180-1, Secure Hash Standard; FIPS Pub 186-2, Digital Signature Standard (DSS)

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Availability

	Required Standard: ASTM 1769, Standard Guide for Properties of Electronic Health Records and Record Systems; FIPS Pub 87, Guidelines for ADP Contingency Planning

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Confidentiality

	ASTM E1762, Standard Guide for Electronic Authentication of Health Information; ASTM E1986, Standard Guide for Information Access Privileges to Health Information; ASTM E2086, Standard Guide for Internet and Intranet Health Care Security; IETF RFC 2246, Transport Layer Security (TLS) Protocol; IETF RFC 2406, IP Encapsulating Security Payload (ESP); IETF RFC 2409, The Internet Key Exchange (IKE); IETF RFC 2633, S/MIME Version 3 Message Specification; IETF RFC 2660, The Secure Hypertext Transfer Protocol (S-HTTP); ISO/IEC 10181-4, Information Technology—Security Frameworks in Open Systems—Non-repudiation; ISO/IEC 10181-5, Information Technology— Open Systems Interconnection - Security Frameworks in Open Systems – Confidentiality; FIPS Pub 46-3, Data Encryption Standard (DES); FIPS Pub 171, Specifications for Key Management Using ANSI X9.17; FIPS Pub 180-1, Secure Hash Standard; FIPS Pub 185, Escrowed Encryption Standard (EES); FIPS Pub 186-2, Digital Signature Standard (DSS)

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


Administrative

	Certification

	Required Standard: FIPS Pub 140-1, Security Requirements for Cryptographic Modules; ISO IS 15408, The Common Criteria for Information Technology Security Evaluation (CC) version 2.0

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Chain of Trust Partner Agreement

	Required Standard: ASTM E1869, Standard Guide for Confidentiality, Privacy, Access, and Data Security Principles for Health Information Including CPR; NIST SP 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Enumeration

	Required Standard: ASTM 1986, Standard Guide for Information Access Privileges to Health Information

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


	Credentialing and Privileging

	Required Standard: VHA Policy Handbook 1100.19

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.


Management

	Management

	Required Standard: ISO/IEC 10164-4, Information Technology – Open Systems Interconnection – System Management; Alarm Reporting Function; ISO/IEC 10164-5, Information Technology – Open Systems Interconnection – System Management: Event Report Management Function; ISO/IEC 10164-7, Information Technology – Open Systems Interconnection – System Management: Security Alarm Reporting Function; ISO/IEC 10164-8, Information Technology – Open Systems Interconnection – System Management: Security Audit Trail Function; ISO/IEC 10164-9, Information Technology – Open Systems Interconnection – System Management: Objects and Attributes for Access Control

	Standard Overview: For an in depth discussion of security and security standards we refer you to the Security Architecture Framework section of the EA.
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� The VA Intranet can be accessed at http://vaww.va.gov/.
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� Microsoft SMS homepage: http://www.microsoft.com/smsmgmt/default.asp
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� Borland Delphi homepage: http://www.borland.com/delphi/


� T.120 References:


PictureTel Corporation.  The PictureTel Corporation Standards Page: http://standards.pictel.com/


DataBeam Corporation.  A Primer on the T.120 Series Standard: http://www.databeam.com/ccts/t120primer.html


International Telecommunications Union homepage: http://www.itu.ch/


� NetBenefit’s Frequently Asked Questions homepage: http://www.domainnames.co.uk/


� H.323 References:


PictureTel Corporation.  The PictureTel Corporation Standards Page: http://standards.pictel.com/


DataBeam Corporation.  A Primer on the H.323 Series Standard: http://www.databeam.com/h323/h323primer.html


International Telecommunications Union homepage: http://www.itu.ch/
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The ATM Forum homepage: http://www.atmforum.com/


� FDDI reference: http://webopedia.internet.com/TERM/F/Fiber_Distributed_Data_Interface.html


� CSMA references:


CSMA: http://webopedia.internet.com/TERM/C/CSMA_CD.html


10Base-T: http://webopedia.internet.com/TERM/1/10BaseT.html


100Base-T: http://webopedia.internet.com/TERM/1/100Base_T.html


� Microsoft BackOffice homepage: http://backoffice.microsoft.com/


� Microsoft Office homepage: http://www.microsoft.com/office/default.asp


� PDF references:


http://webopedia.internet.com/TERM/P/PDF.html


Adobe Systems homepage: http://www.adobe.com/


� FDA’s NDC homepage: http://www.fda.gov/cder/ndc/index.htm


� LOINC References:


htt:p://www.cpri.org/terminology/loinc


http://nelle.mc.duke.edu/standards/HL7/termcode/loinc.htm


� APA’s DSM homepage: http://www.psych.org/


� SNOMED homepage: http://snomed.org/


� CPT-4 References:


AMA’s CPT site: http://www.ama-assn.org/med-sci/cpt/process.htm


HFMA’s CPT site: http://www.hma.com/98cptcodes.html


� ICD-9-CM homepage: http://www.icd-9-cm.org/


� Ernest Orlando Lawrence Berkeley National Laboratory NCITS web site: http://www.lbl.gov/~olken/X3L8/index.html


� HL7 reference: http://www.hl7.org/


� X12 reference: http://polaris.disa.org/index.html


� DICOM reference: http://www.xray.hmc.psu.edu/dicom/dicom_home.html


� ODBC references:


ODBC 3.0, SQL call level data management interface, SQL-3 part3


Microsoft’s ODBC site: http://www.microsoft.com/data/odbc/


� Gartner Group.  Strategic Analysis Report (R-200-132). April 1996.


� ASTM. Guide for the Properties of a Universal Health care Identifier, E1714, 1995; ASTM E31 reference: http://www.astm.org/COMMIT/e-31.htm


� CORBA reference:  http://www.omg.org/corba/beginners.html 


� Microsoft IIS homepage: http://www.microsoft.com/ntserver/Basics/WebServices/default.asp


� Microsoft IE homepage: http://www.microsoft.com/products/prodref/206_ov.htm


� Netscape homepage: http://www.netscape.com/
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