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ACRONYMS AND GLOSSARY

ACRONYMS

	AAC
	Austin Automation Center



	ADT
	Automated Data Transfer; Admission, Discharge, Transfer



	AHCPR
	Agency for Health Care Policy and Research



	AMIE
	Automated Medical Information Exchange



	ANSI
	American National Standards Institute



	API
	Application Programming Interface



	APW
	Architecture Planning Workgroup



	ASC X12
	Accredited Standards Committee X12



	ASP
	Application Service Provider



	ASTM
	American Society for Testing and Materials



	ASU
	Authorization and Subscription Utility



	ATM
	Asynchronous Transfer Mode



	BSC
	Balanced Score Card



	BEST
	Business Enterprise Solutions and Technologies



	CA
	Certificate Authority



	CASE
	Computer Assisted Software Engineering



	CBOC
	Community Based Outpatient Clinic



	CBSE
	Component Based Software Engineering



	CCOW
	Context management service standard within HL7.  Formerly Clinical Context Object Workgroup, but the acronym currently has no formal meaning.



	CDA
	Clinical Document Architecture



	CDC
	Centers for Disease Control



	CDR
	Clinical Data Repository.  For the term Clinical Data Repository, now see Health Data Repository or HDR).



	CDW
	Corporate Data Warehouse



	CEN
	European Committee for Standardization (Committee European de Normalisation)



	CEN TC 251
	European Committee for Standardization (Committee European de Normalisation) Technical Committee for Health Informatics



	CHCS
	Composite Health Care System (Dept. of Defense)



	CIO
	Chief Information Officer



	CIOFO
	Chief Information Office Field Office



	CIRN
	Clinical Information Resource Network



	CMOP
	Consolidated Mail Outpatient Pharmacy/Pharmacies



	COAS
	Content Access Service (formerly Clinical Observation Access Service)



	COM+
	Component Object Model + 



	CORBA
	Common Object Request Broker Architecture



	COTS
	Commercial Off The Shelf



	CPRI-HOST
	Computerized Patient Record Institute-Healthcare Open Systems and Trials

	CPRS
	Computerized Patient Record System



	CPT
	Current Procedural Terminology



	CSA
	Common Services Architecture



	CWM
	Common Warehouse Meta-model 



	DBMS
	Database Management Systems



	DCE
	Distributed Computing Environment



	DES
	Digital Encryption Standard



	DHCP
	Decentralized Hospital Computer Program



	DICOM
	Digital Imaging and Communication in Medicine



	DNS
	Domain Name Server



	DoD
	Department of Defense



	DSS
	Decision Support System



	DTD
	Document Type Definition



	DVA
	Department Veterans Affairs



	EA
	Enterprise Architecture



	EDI
	Electronic Data Interchange



	EDR
	Event Driven Reporting



	EDW
	Enterprise Data Warehouse



	EHR
	Electronic Health Record



	EHRA
	Electronic Health Record Architecture



	EKG
	electrocardiogram

	EMI
	Electromagnetic Interference



	EMR
	Electronic Medical Record



	E/R
	Entity Relationship



	ESI
	The name of a company



	FCP
	Federal Credentialing Program



	FDDI
	Fiber Distributed Data Interchange



	FIPS
	Federal Information Processing Standards



	FORUM
	The name of a VHA electronic mail system



	FTEE
	Full-time Employee Equivalent



	FTP
	File Transfer Protocol



	FY
	Fiscal Year



	G2B
	Government to Business



	G2C
	Government to Consumer

	
	

	G2G
	Government to Government



	GAO
	General Accounting Office



	GCPR
	Government Computer-based Patient Record



	GEHR
	Good Electronic Health Record



	GOTS
	Government Off The Shelf



	GPRA
	Government Performance and Results Act

	GUI
	Graphical User Interface



	HAC
	Health Administration Center



	HCFA
	Health Care Financing Administration



	HDR
	Health Data Repository (formerly known as Clinical Data Repository)



	HEC
	Health Eligibility Center



	HEDIS
	Health Plan and Employer Data and Information Set



	HHS
	Health and Human Services



	HILS
	Heterogeneous Information Locator Service



	HIPAA
	Health Insurance Portability and Accountability Act



	HISBA
	Health Information Standards Board



	HL7
	Health Level 7



	HL7 RIM
	Health Level 7 Reference Information Model



	HOST
	Hybrid Open Systems Technology



	HRLINK$
	Human Resources (LINK$) system for VA



	HTML
	HyperText Markup Language



	HTTP
	HyperText Transfer Protocol



	ICD
	International Classification of Diseases



	ICDR
	Interactive Clinical Data Repository (now referred to as Interactive Health Data Repository)



	IDL
	Interface Definition Language



	IDS
	Intrusion Detection Service



	IEEE
	Institute of Electrical and Electronics Engineers



	IETF
	Internet Engineering Task Force



	IHDR
	Interactive Health Data Repository (formerly Interactive Clinical Data Repository)



	HIS
	Indian Health Service



	IIS
	(Microsoft) Internet Information Server product



	IP
	Internet Protocol



	IPSEC
	Internet Protocol Security



	IRM
	Information Resource Management



	ISDN
	Integrated Services Digital Network



	ISO
	International Standards Organization



	ISO/IEC 11179
	International Standards Organization/International Electrotechnical Commission Specification and Standardization of Data Elements



	ISO TC 215
	International Standards Organization Technical Committee on Health Informatics



	IT
	Information Technology



	ITS
	Implementation and Training Services



	IVM
	Income Verification Match



	JCAHO
	Joint Commission on Accreditation of Health Care Organizations



	KB/SQL
	The name of a product



	LAN
	Local Area Network



	LDAP
	Lightweight Directory Access Protocol



	LOINC
	Logical Observation Identifier Names and Codes



	M
	MUMPS



	MDR


	Meta Data Registry

	MISS
	Medical Information Security Service



	MOF
	Meta-Object Facility



	MPI
	Master Patient Index (or Master Person Index)



	MRTS
	Message Routing and Translation System



	MS
	Microsoft



	MS IE
	Microsoft Internet Explorer



	MS IE3
	Microsoft Internet Explorer (version 3)



	MS IIS
	Microsoft Internet Information Server



	MUMPS
	Massachusetts General Hospital Utility Multiprogramming System (now known as “M”)



	MVR
	Master Veteran Record



	NAS
	Network-addressable Storage



	NCA
	National Cemetery Administration



	NCQA
	National Committee for Quality Assurance



	NIH
	National Institutes of Health



	NIST
	National Institute of Standards Technology



	NLM
	National Library of Medicine



	NPAD
	National Patient Administration Database



	NPCD
	National Patient Care Database



	NPI
	National Provider Index



	NPS
	National Provider System



	O&M
	Operations and Maintenance



	ODBC
	Open Database Connectivity



	ODS
	Operational Data Store



	OI
	Office of Information (formerly known as the Office of the Chief Information Officer)

	OLAP
	On-Line Analytic Processing



	OLTP
	On-Line Transaction Processing



	OMB
	Office of Management and Budget



	OMG
	Object Management Group



	OQL
	Object Query Language



	ORB
	Object Request Broker



	OS
	Operating System



	OSE
	Open Systems Environment



	PAYVA
	Payroll system for VA



	PBM
	Pharmacy Benefit Manger



	PC
	Personal Computer



	PCMM
	Patient Care Management Module



	PDA
	Personal Digital Assistant



	PIDS
	Person Identification Service



	PIMS
	Patient Information Management System



	PKI
	Public Key Infrastructure



	PL
	Public Law



	POMA
	Patient Oriented Management Architecture



	POSIX
	Portable Operating System Interface



	RAD
	Resource Access Decision



	RAI/MDS
	Resident Assessment Instrument/Minimum Data Set



	RFP
	Request for Proposal



	RIM
	Reference Information Model



	RPC
	Remote Procedure Call 



	RSA
	Rivest – Shamir – Adleman (encryption algorithm)



	RTM
	Reference Terminology Model



	RDBMS
	Relational Database Management System



	SAN
	Storage Area Network



	SAS
	Statistical Analysis System (a product name)



	SDO
	Standards Development Organization



	SIG
	Special Interest Group



	S/MIME
	Secure Multipurpose Internet Mail Extensions



	SMTP
	Simple Mail Transfer Protocol



	SNMP
	Simple Network Management Protocol



	SMS
	Software Management Server



	SNOMED
	Systematized Nomenclature of Medicine



	SOAP
	Simple Object Access Protocol



	SP
	Standards Profile



	SQL
	Structured Query Language



	SSL
	Secure Socket Layer



	STM
	Short Term Model



	TBD
	To Be Determined



	TCP/IP
	Transmission Control Protocol/Internet Protocol



	Telnet
	Remote login (Internet)



	TIP
	Telecommunication Infrastructure Project



	TQS
	Terminology Query Service



	TRM
	Technical Reference Model



	TRM/SP
	Technical Reference Model/Standards Profile



	UML
	Unified Modeling Language



	UMLS
	Universal Medical Language System



	USG
	United States Government



	USH
	Under Secretary for Health



	VA
	Department of Veterans Affairs



	VACO
	VA Central Office (Headquarters)



	VAMC
	Veterans Administration Medical Centers



	VANTS
	VA National Teleconferencing System



	VARO
	VA Regional Office (Part of VBA)



	VBA
	Veterans Benefits Administration



	VHA
	Veterans Health Administration



	VISN
	Veterans Integrated Service Network



	VISTA
	Veterans Health Administration Information Systems Technology 

Architecture

	VoXML
	Voice XML



	VPN
	Virtual Private Network



	VTC
	Video Teleconferencing



	W3C
	World Wide Web Consortium



	WAN
	Wide Area Network



	WAP
	Wireless Application Protocol



	WML
	Wireless Markup Language



	WWW
	World Wide Web



	X.12
	Identification number for ANSI standard committee and the standards the committee issues



	XMI
	XML Metadata Interchange



	XML 

XQL


	Extensible Markup Language

XML Query Language

	XSL
	XML Stylesheet Language




GLOSSARY

A

ACCESS: (1) The ability of a subject to view, change, or communicate with an object in a computer system. Typically, access involves a flow of information between the subject and the object (for example, a user reads a file, a program creates a directory). [O’Reilly, 1992]  (2) The provision of an opportunity to approach, inspect, review, make use of data or information. Refers to such actions by the individual receiving health care as well as providers of health care services and any other individual or entity who has appropriate authorization for such actions. [CPRI, 1995b]

ACCESS CONTROL: (1) The prevention of unauthorized use of a resource. [ISO 7498-2] (2) Information-use policy to determine who can have access to what data/information (both within and external to the organization adopting the access control policy); policies and procedures preventing access by those who are not authorized to have it. [Institute of Medicine, 1994].

ACCOUNTABILITY: (1) The property that ensures that the actions of an entity can be traced. [ISO 7498 - 2] (2) The concept that individual persons or entities can be held responsible for specified actions, such as obtaining informed consent or breaching confidentiality. [National Research Council, 1991]

ADAPTIVE ARCHITECTURE: A framework of design elements and specifications that results in an orderly plan than can evolve to fit new circumstances without destruction of the design or plan.

ADJUSTED FUNCTION POINTS: The function point count obtained by applying 14 adjustment factors to a raw function point count.

ADMINISTRATIVE DATA/INFORMATION: Data/information collected during the course of a health care event unrelated to the status of the individual's health or health care. Includes demographics, provider identification, caregiver identification, date and time of care, and other such data providing the who, what, when, and where of data capture. [CPRI, 1995a]

AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI): The American National Standards Institute (ANSI) is a privately funded, non-profit organization which coordinates the development of voluntary standards in the United States and is the agency that approves standards (as American National Standards). It coordinates and manages U.S. participation in the work of several non-governmental international standards organizations, including ISO.

AMERICAN STANDARD CODE FOR INFORMATION INTERCHANGE (ASCII): A widely used system for encoding characters for processing and transmission between data processing systems, data communication systems, and associated equipment.

APPLET: A program written in the JAVA programming language that can be included in an HTML web page to extend a browser’s capabilities (e.g., to view animation, display a scrolling ticker).

APPLICATION: The computer programs and systems which allow people to interface with the computer and programs which collect, manipulate, summarize, and report data and information.

APPLICATION ARCHITECTURE: A specification of how a software application is designed and how it cooperates at its boundaries inclusive of Application Program Interfaces and External Environment Interfaces. Good application architecture enables a high and efficient level of data interchange, reuse of components and rapid deployment of applications in response to changing business requirements.

APPLICATION PLATFORM: The collection of hardware and software components that provide the services used by specific software applications.

APPLICATION PORTABILITY PROFILE (APP): The structure that integrates Federal, national, international, and other specifications to provide the functionality necessary to accommodate the broad range of Federal information technology requirements.

APPLICATION PROGRAMMING INTERFACE (API): (1) The interface, or set of functions, between the application software and the application platform, (2) The means by which an application designer enters and retrieves information.

APPLICATION SERVICE PROVIDER (ASP): A third party company or organization providing hosting services for applications on their own infrastructure, generally offered as a fee-for-service capability.

ARCHITECTURE: The style or method of design and construction that comprises the elements of an information system and defines the purpose and interrelationships of those elements.

ARCHITECTURE REQUIREMENTS (AR): A set of constraints and framework under which a business driven enterprise architecture must operate. AR defines the basic IT requirements needed to enable and support the key enterprise business strategies or business drivers of the enterprise.

ARTIFICIAL INTELLIGENCE (AI): AI is the use of computer technology to perform functions that are normally associated with human intelligence, such as reasoning, learning, and self-improvement.

ASSURANCE: (1) A measure of confidence that a system’s security features have been implemented and work property. [O’Reilly] (2) Justified confidence in the security of a system. (3) Development, documentation, testing, procedural, and operational activities carried out to ensure that a system’s security services do in fact provide the claimed level of protection. [CORBA Security Services, 1997]

ASYMMETRIC ENCRYPTION: A form of cryptography in which encryption and decryption are performed using two different keys, one of which is referred to as the public key and one of which is referred to as the private key. Also known as public-key encryption. [Stallings]

ASYMMETRIC KEY: One half of a key pair used in an asymmetric (public-key) encryption system.

ASYNCH: Asynchronous; without regular time relationship; unexpected or unpredictable with respect to the execution of a program's instructions; a physical transfer of data to or from a device that occurs without a regular or predictable time relationship.

ASYNCHRONOUS TRANSFER MODE (ATM): A high-speed connection-oriented data transmission method that provides bandwidth on demand through packet-switching techniques using fixed-sized cells. ATM supports both time-sensitive and time-insensitive traffic, and is defined in CCITT standards as the transport method for B-ISDN services. Cell-switching technology that operates at high data rates: up to 622 Mbps currently, but potential data rates could reach Gbps. ATM runs on an optical fiber network that uses Synchronous Optical Network (SONET) protocols for moving data between ATM switches.

ATTACK: (1) The act of aggressively trying to bypass security controls. The fact that an attack is made does not necessarily mean that it will succeed.  The degree of success depends on the vulnerability of the system and the effectiveness of existing countermeasures. [Fites and Kratz, 1993] (2) An attempt to bypass security controls on a system.  An active attack alters data. A passive attack releases data.  Whether or not an attack will succeed depends on the vulnerability of the system and the effectiveness of existing countermeasures. [O’Reilly, 1992]

AUDIT: To record independently and later examine system activity (e.g., logins and logouts, file accesses, security violations). See security audit. [O’Reilly, 1992]

AUDIT EVENT: The data collected about a system event for inclusion in the system audit log. [CORBA Security Services, 1997]

AUDIT TRAIL: (1) Data collected and potentially used to facilitate a security audit. [ISO 7498-2] (2) The chronological set of records that provides evidence of system activity.  These records can be used to reconstruct, review, and examine transactions from inception to output of final results.  The records can also be used to track system usage and detect and identify intruders.  [O’Reilly, 1992] (3) Documentary evidence of monitoring each operation of individuals on health information.  [National Research Council, 1991] (4) Audit trails may be comprehensive or specific to the individual and information.  For example, an audit trail may be a record of all actions taken by anyone on a particularly sensitive file.  [OTA, 1993]

AUTHENTICATION: (1) The process of verifying the identity of an end user or process.  Authentication may be accomplished using various methods such as user ID and password, digital signature, or biometrics devices.  (2) The corroboration that an entity is the one claimed.  [ISO 7498 - 2] (3) The process of proving that a subject (e.g., a user or a system) is what the subject claims to be.  Authentication is a measure used to verify the eligibility of a subject and the ability of that subject to access certain information.  It protects against the fraudulent use of a system or the fraudulent transmission of information.  There are three classic ways to authenticate oneself: something you know, something you have, and something you are.  [O’Reilly, 1992] (4) Providing assurance regarding the identity of subject (author) or object (information).  [ASTM 1762] (5) Authentication of data origin is corroboration that the source of data is received as is claimed [ASTM E1762] (6) Authentication of user is the provision of assurance of the claimed identity of an individual or entity [ASTM E1762]

AUTHENTICITY: A security principle that ensures that a message is received in exactly the form in which it was sent.  See also message authentication and message authentication code.  [O’Reilly, 1992]

AUTHORIZE: Granting of rights, which includes granting of access based on access rights.  [ISO 7498-2]

AUTHORIZATION: (1) The process of determining whether the end user’s use of resources is permitted and of granting appropriate systems, network, or resource access.  Authorization prevents unauthorized access and deters attempts to gain access.  (2) The granting of rights, which includes the granting of access based on access rights.  [ISO 7498 - 2]

AUTHORIZED DISCLOSURE: The release of personally identifiable information to a third party upon authorization.  [Abdelhak, 1996]

AVAILABILITY: (1) The property of being accessible and useable upon demand by an authorized entity.  [ISO 7498 - 2] (2) The probability that system functional capabilities are ready for use by a user at any time, where all time is considered, including operations, repair, administration, and logistic time.   Availability is further defined by system category for both routine and priority operations.

B

BACKBONE: A central high-speed network that connects smaller, lower speed,  independent networks.  The NSFnet is an example.  

BANDWIDTH: The range of frequencies occupied by an information-bearing signal or that can be accommodated by a transmission medium.

BATCH: Form of processing whereby input of a type is kept together and then processed all at one time, generally considered an older style of processing but still necessary for some applications.

BEST PRACTICES: Frequently repeated actions or customs that have been shown in actual application to be of value.  Proven practices.

BIOMETRICS: (1) The statistical study of biological data.  In computer security, the use of unique, quantifiable physiological, behavioral, and morphological characteristics to provide positive personal identification.  Examples of such characteristics are fingerprints, retina patterns, and signatures.  [O’Reilly] (2) A biometric identification system identifies a human from a measurement of a physical feature or repeatable action of the individual (e.g., hand geometry, retinal scan, iris scan, fingerprint patterns, facial characteristics, DNA sequence characteristics, voice prints, and hand written signature).  [ASTM E1762]

BIT: The smallest unit of information in a computer, equivalent to a single zero or one.  The word 'bit' is a contraction of binary digit.

BRIDGE: A device that interconnects LANs using the bottom two OSI layers.

BROWSER: World Wide Web client program designed to navigate or "browse" the Internet.  They are generally formatted, include graphics, and feature hyperlinks, and support.  Two major browsers are Microsoft’s Internet Explorer and Netscape Navigator. 

BUSINESS ACTIVITY: Decomposition of subprocess. Activities are actions required to produce a particular result. Resources can be applied to activities.  Activities can be costed (Activity based costing-- ABC). Example, obtain materials and supplies

BUSINESS ALIGNMENT: The positioning of information technology to match the needs of the business. With respect to Veterans Health Administration, this implies that information technology implementation enable the range of functions in support of our mission.

BUSINESS ARCHITECTURE: A knowledge base that catalogs and describes the work performed to realize VHA’s mission, vision, and goals.  It includes a depiction of the organization and functions of the Veterans Health Administration and the business processes that support those functions.

BUSINESS DRIVERS: External and internal forces (e.g. legislative, healthcare, executive leadership, program office) that create a need for business action or "drive" the organization's business, as well as significant enterprise-level strategies that an organization defines in response to these forces. 

BUSINESS FUNCTION: A high-level grouping of related processes within an organization. Example: financial management, patient care services

BUSINESS PROCESS (ALSO CALLED SUBPROCESS): A group of activities that takes an input, transforms it, and provides an output to an internal/external customer. Any company/organization typically comprises 40 to 60 processes.

BUSINESS PROCESS RE-ENGINEERING (BPR): The fundamental analysis and redesign of business processes and management systems, job definitions, organizational structures and beliefs and behaviors to achieve dramatic performance improvements to meet contemporary requirements.  Information technology (IT) is a key enabler in this process.  

BUSINESS TASK: Decomposition of activity. Normally, an individual performs tasks. It is the lowest decomposition of a process. Example: complete purchase order.

BUSINESS UNITS: Organizational elements that have been established to address specific enterprise-wide business needs of the VA and VHA and are operated and maintained individually.

BYTE: A sequence of bits, usually eight, treated as a unit for computation, typically an alpha or numeric character.

C

CACHE: Cache memory is a small area of very fast RAM used to speed exchange of data.  Also, a file or directory included on your computer's hard drive which automatically stores the text and graphics from a web page you pull up, which, in turn, allows you to go back to that web page, without having to wait for the information to reload.

CACHÉ:  An ‘M’ based product (by InterSystems) which has been selected as the next generation VISTA platform.

CCOW:  A context management standard owned by HL7 used to coordinate access across multiple [workstation client] applications.  The CCOW acronym formerly represented the Clinical Context Object Workgroup that was defining this specification, but now has no formal meaning.

CERTIFICATION: (1) The technical evaluation performed as part of, and in support of, the accreditation process that establishes the extent to which a particular computer system or network design and implementation meet a pre-specified set of security requirements.  [O’Reilly, 1992] (2) The administrative act of approving a system for use in a particular application.  [National Research Council, 1991]

CERTIFICATION AUTHORITY: (1) A party trusted to vouch for the binding between names or identities and public keys.  Also known as a “Certificate Authority (CA)”. In some systems, certification authorities generate public keys.  [CORBA Security Services, 1997] (2) A trusted issuer of certification.  [National Research Council, 1991]

CLIENT: A computer that is seeking data from another computer--the server.  

CLIENT/SERVER: A distributed computing system in which the client is the requesting program, sending requests to servers across a network, and the server provides a service in response to requests from clients.  This allows access to the files and databases on the server computer.

CLINICAL DATA/INFORMATION: Data/information related to the health and health care of an individual collected from or about an individual receiving health care services.  It includes a caregiver's objective measurement or subjective evaluation of a patient's physical or mental state of health; descriptions of an individual's health history and family health history; diagnostic studies; decision rationale; descriptions of procedures performed; findings; therapeutic interventions; medications prescribed; description of responses to treatment; prognostic statements; and descriptions of socio-economic and environmental factors related to the patient's health.  [CPRI, 1996b; ASTM 1769]

CLINICAL DATA REPOSITORY: See Health Data Repository.

CLINICAL DOCUMENT ARCHITECTURE (CDA): The CDA is a document markup standard for the structure and semantics of exchanged “clinical documents”.  A clinical document is a documentation of observations and other services with the following characteristics: Persistence, Stewardship, Potential for authentication, Wholeness and Human readability. A CDA document is a defined and complete information object that can exist outside of a message, and can include text, sounds, and other multimedia content.

CLINICAL OBSERVATION ACCESS SERVICE (COAS): See Content Access Service.  

CLINICAL TEMPLATE: A special instance of an information template with the purpose of transmitting clinical or clinically relevant information across points of care.  Note that work is ongoing within the HL7 organization’s Clinical Templates SIG to identify and define Clinical Templates to support the requirements identified within that standards body.

COMMERCIAL OFF-THE-SHELF (COTS): Refers to an item of hardware or software that has been produced by a vendor and is available for general purchase.  Such items are at the unit level or higher.  Such items must have been sold and delivered to government or commercial customers, must have passed customer’s acceptance testing, be operating under customer’s control, and within the user environment.  Further, such items must have meaningful reliability, maintainability, and logistics historical data.

COMMON OBJECT REQUEST BROKER ARCHITECTURE (CORBA): Simply stated, CORBA allows applications to communicate with one another no matter where they are located or who has designed them.  CORBA version 1.1 was introduced in 1991 by Object Management Group (OMG) and defined the Interface Definition Language (IDL) and the Application Programming Interfaces (API) that enable client/server object interaction within a specific implementation of an Object Request Broker (ORB).  CORBA 2.0, adopted in December of 1994, defines true interoperability by specifying how ORBs from different vendors can interoperate.  The ORB is the middleware that establishes the client-server relationships between objects.  Using an ORB, a client can transparently invoke a method on a server object, which can be on the same machine or across a network.  The ORB intercepts the call and is responsible for finding an object that can implement the request, pass it the parameters, invoke its method, and return the results.  The client does not have to be aware of where the object is located, its programming language, its operating system, or any other system aspects that are not part of an object's interface.  In so doing, the ORB provides interoperability between applications on different machines in heterogeneous distributed environments and seamlessly interconnects multiple object systems.

COMMON WAREHOUSE META-MODEL (CWM): An OMG standard specification for exchanging data warehouse and business intelligence metadata between tools/products.  It leverages three existing industry standards: the OMG's Unified Modeling Language (UML), the eXtensible Markup Language (XML), and OMG's XML Metadata Interchange (XMI).

COMPONENTS: Individual parts of an organized whole.  A set of discrete parts that must be combined to produce a working and useful result.  A component-based architecture will allow for significant flexibility in application implementation and adaptation.  Components will comprise the building-blocks from which software systems are built.

COMPONENT-BASED SOFTWARE ENGINEERING (CBSE): Component-based Software Engineering is the construction of software based upon the integration of custom and off-the-shelf building blocks working in tandem to address business objectives.  Based on IEEE Software (September, 1998) CBSE encompasses several software engineering concepts including architectural-centricity, dynamic binding, formal interface specification, and high-grained business capabilities.

COMPONENT OBJECT MODEL+ (COM+): The successor to DCOM, COM+ is the Microsoft proprietary approach and interface specification for distributed object computing.
COMPUTER-AIDED DESIGN (CAD): The application of information technology to elements of the design process for manufactured, assembled, and constructed products.  It usually covers both drafting applications and modeling.

COMPUTER ASSISTED SOFTWARE ENGINEERING (CASE): The application of computer technology to systems development activities, techniques, and methodologies.  Sometimes referred to as Computer Aided Systems Engineering.

COMPUTER-BASED PATIENT RECORD SYSTEM: The people, data, rules and procedures, processing and storage devices, and communication and support facilities that provide the capture, storage, processing, communication, security, and presentation of computer-based patient record information.  [CPRI, 1995a]

COMPUTER-BASED TRAINING (CBT): Training which is delivered via a computer.  Computer-based training includes tutorials, drill and practice, simulations, testing and may also include embedded training.

COMPUTER TELEPHONE INTEGRATION (CTI): A term for connecting a computer to a telephone switch and having the computer issue the switch commands to move calls around.

CONCEPTUAL ARCHITECTURE: A notional design that indicates the overall intent and outline of the target architecture.   It is not a product or vendor specific.  A conceptual architecture serves to form the wire-frame and define the process that will be used to develop the target architecture.

CONFIDENTIALITY: (1) A condition in which information is shared or released in a controlled manner.  [National Research Council, 1997] (2) The property that information is not made available or disclosed to unauthorized individuals, entities or processes.  [ISO 7498 - 2] (3) A security principle that keeps information from being disclosed to any one not authorized to access it.  [O’Reilly] (3) The act of limiting disclosure of private matters maintaining the trust that an individual has placed in one that has been entrusted with private matters.  [CPRI, 1995b] (4) The status accorded to data or information indicating that it is sensitive for some reason, and that therefore it needs to be protected against theft or improper use and must be disseminated only to individuals or organizations authorized to have it.  [Ball and Collen, 1992; OTA, 1993]

CONFIGURATION MANAGEMENT (CM): A discipline applying technical and administrative direction and surveillance to: (a) identify and document the functional and physical characteristics of a configuration item, (b) control changes to those characteristics and, (c) record and report changes to processing and implementation status.

CONNECTIVITY: The potential (of a computer-based patient record system) to establish links to or interact effectively (with another computer system).  [Institute of Medicine, 1994]

CONSENT: (1) The agreement of an individual for a given action relative to the individual.  [Huffman, 1985] (2) In health care, consent refers to a communication process between the caregiver and the patient, and may refer to consent for treatment, special procedures, release of information, and advanced directives (which give instructions regarding the patient's wishes in special medical situations {Patient Self-Determination Act, December 1991}).  [Abdelhak, 1996]

CONSULTATIVE COMMITTEE FOR INTERNATIONAL TELEPHONE AND TELEGRAPHY (CCITT): An international committee that specifies international communication standards.

CONTENT ACCESS SERVICE (COAS): An OMG standard, COAS is an interface specification in IDL defining a common access mechanism for the retrieval of information content within a distributed infrastructure.  The standard was formerly known as the Clinical Observation Access Service.

CONTINGENCY PLAN: A plan for responding to a system emergency.  The plan includes performing backups, preparing critical facilities that can be used to facilitate continuity of operations in the event of an emergency, and recovering from a disaster.  Synonymous with disaster recovery plan.  [O’Reilly, 1992]

CONTINUOUSLY AVAILABLE SYSTEMS: Fault-tolerant systems that eliminate all downtime, planned and unplanned.  The hardware and software can be upgraded while the system is running.

CONTINUOUS QUALITY IMPROVEMENT (CQI): A methodology intent on meeting or exceeding customer requirements by continuous improvement and innovation in products, processes, and services.

CONTROL UNIT: Circuits that sequence, interpret, and carry out instructions from central processing units.

CONTROLLED VOCABULARY/TERMINOLOGY: Controlled vocabularies/terminologies provide a means to capture, identify, and relate complex concepts into a codified form.  The following criteria are among those criteria that have achieved broad international acceptance as the fundamental principles to which controlled vocabularies/terminologies must adhere: Multipurpose, content expressiveness, concept-orientation and permanence, non-semantic concept identification, polyarchial, formally defined, support of multiple granularities and multiple consistent views, etc.  

CORE PROCESS: A group of related (and end-to-end) processes that together create value (product/service) for a customer. Most organizations have 6-8 core processes that drive their business. Example: admit-to-bill/discharge.

COUNTERMEASURE: An action, device, procedure, technique, or other measure that reduces the vulnerability of a system or a threat to that system.  [O’Reilly, 1992]

COVERT CHANNEL: A communications channel that allows a process to transfer information in a way that violates a system’s security policy.  [O’Reilly, 1992]

CREDENTIALS: Information describing the security attributes (identity and/or privileges) of a user or other principal.  Credentials are claimed through authentication or delegation and used by access control.  [CORBA Security Services, 1997]

CRYPTANALYSIS: The branch of cryptology dealing with the breaking of a cipher to recover information, or forging encrypted information that will be accepted as authentic.  [Stallings, 1995]

CRYPTOGRAPHY: (1) The branch of cryptology dealing with the design of algorithms for encryption and decryption, intended to ensure the secrecy and/or authenticity of messages.  [Stallings, 1995] (2) The study of encryption and decryption.  From the Greek "kryptos" meaning "hidden," and "graphia" meaning "writing."  [O’Reilly, 1992] (3) The art of keeping data secret, primarily through the use of mathematical or logical functions that transform intelligible data into seemingly unintelligible data and back again.  [National Research Council, 1991]

CURRENT PROCEDURAL TERMINOLOGY (CPT): CPT is a coding system primarily used to encode outpatient procedures for billing and reimbursement purposes.  The American Medical Association in 1966 developed the CPT coding system.  Each year, an annual publication is prepared, that makes changes corresponding with significant updates in medical technology and practice.

CYCLIC REDUNDANCY CHECKS (CRC): A mathematical (polynomial division) means to digitally fingerprint or perform an error check on a block of data.  [Prosise, 1996]

D

DATA: A sequence of symbols to which meaning may be assigned.  [National Research Council, 1991]

DATABASE: A collection of related information about a subject organized in a useful manner that provides a base or foundation for procedures such as retrieving information, drawing conclusions, and making decisions.

DATABASE MANAGEMENT SYSTEM (DBMS): A system used to store, retrieve, and manipulate data in an organized (modeled) fashion.  It usually consists of Dictionary, Manipulation, Security, and Access components.

DATA DICTIONARY (DD): A repository of information about data, such as its meaning, relationships to other data, origin, usage and format.  The dictionary assists management, database administrators, systems analysts and application programmers in effectively planning, controlling and evaluating the collection, storage and use of data.  

DATA ENCRYPTION STANDARD (DES): (1) The National Institute of Standards and Technology (NIST) Data Encryption Standard, adopted by the U.S. government as Federal Information Processing Standard (FIPS) Publication 46, which allows only hardware implementations of the U.S. Government official data encryption algorithm.  (2) A private key encryption algorithm adopted as the federal standard for the protection of sensitive unclassified information and used extensively for the protection of commercial data as well.  [O’Reilly, 1992]

DATA/INFORMATION SECURITY: (1) The result of effective protection measures that safeguard data/information from undesired occurrences and exposure to accidental or intentional disclosure to unauthorized persons, accidental or malicious alteration, unauthorized copying, loss by theft and/or destruction by hardware failures, software deficiencies, operating mistakes, or physical damage by fire, water, smoke, excessive temperature, electrical failure, or sabotage.  [Institute of Medicine, 1994] (2) The protection of the integrity, availability, and confidentiality of computer-based information and resources used to enter, store, process, and communicate it.  [NIST, 1994]

DATA INTEGRITY: (1) The property that data has not been undetectably altered or destroyed in an unauthorized manner or by unauthorized users.  [CORBA Security Services, 1997] (2) A process to ensure that data is not destroyed or modified.  Also, the formal definition of comprehensive rules, and the consistent application of those rules, to assure high integrity data.  It consists of techniques to determine how well data are maintained in the data resource and to ensure that the data resource contains data that have high integrity.  Data integrity includes techniques for data value integrity, data structure integrity, data retention integrity, and data derivation integrity.

DATA MART: (1) A data mart is a subject-specific data warehouse that provides information specific to an individual department or business area (e.g., radiology).  Each data mart has its own data, infrastructure, and format and may be populated from data in the corporate data warehouse. (2) A database that is read-only, except for new record creation.  It contains specialized views, typically business process centric, typically by recent quarter or fiscal year.  It is frequently used for business decision support and third party report generation.  It focuses on solving a specific business problem in a single department or subject area.

DATA MINING: A process that uses a variety of data analysis tools to discover patterns and relationship in data.  A model of the data relationships is produced that may be based on decision trees, statistics, artificial intelligence (e.g., neural nets).  Data mining emphasizes exploratory analysis rather than confirmatory analysis.  In confirmatory analysis, the user has a hypothesis and either confirms or refutes it.  In exploratory analysis, the user finds suitable hypotheses to confirm or refute.  The data mining tools take the initiative in data analysis, not the user.  This contrasts with OLAP tools, which are user-driven.  Another characteristic of data mining tools is their ability to analyze large amount of data, making them favorable tools for fully exploiting operational data sets and/or data warehouses.  To that end, data preparation is key.

DATA MODEL: A representation, often expressed graphically, of data elements and their relationships.  A data model can be logical or physical.  A logical data model represents the classes of data elements (e.g., a Patient), their attributes (e.g., Patient Name), and their relationships to one another.  Logical data models are usually developed during the database design process to represent data requirements and as an implementation-independent design.  A physical data model is a description of the structural properties that define all entries represented in a database and all the relationships that exist among them.  Physical models strive to implement logical models based on the target database management system and on the intended use of the data.
DATA REGISTRY: A place to keep facts about characteristics of data (i.e., metadata) that are necessary to clearly describe, inventory, analyze, and classify data.  A data registry supports data sharing with cross-system and cross- organization descriptions of common data.  Units of shareable data have precise identifiers, meanings, structures, and values.  They are consistently deployed among users and systems and are centrally administered within an organization.  Functional experts and/or stewards (registration authorities), who have the domain knowledge, expertise, and localized control over their particular functional area maintain the registry.  Data registries may be organized into federations for interchange among many enterprises.  A data registry assists users of shared data to have a common understanding of a unit of data's meaning, representation, and identification.  Just as a data registry may assist users in understanding like units of data, registries also assist in the understanding of differences of similar but different units of data.  ISO Standard 11179 Specification and Standardization of Data Elements provides registry conventions for classifying, attributing, defining, naming, and registering data elements.

DATA REGISTRATION AUTHORITY: An individual or group responsible for administering the data registry and who acts as a resource to the registry's clients for establishing metadata about registered data and their applications.

DATA WAREHOUSE: (1) A subject oriented, integrated, time-variant, non-volatile collection of data in support of management's decision making process.  A repository of consistent historical data that can be easily accessed and manipulated for decision support.  (2) An implementation of an informational database used to store sharable data sourced from an operational database-of-record.  It is typically a subject database that allows users to tap into a company's vast store of operational data to track and respond to business trends and facilitate forecasting and planning efforts.  (3) An integrated (cross-functional), complete, historical, non-volatile repository of data obtained from a variety of sources (e.g., operational databases, external sources) that can be accessed and manipulated for strategic decision support.  Data is usually extracted, transformed (including cleansing) and loaded into the warehouse.  Managers, analysts, researchers, and others with a need to perform reporting, analysis and data mining are the primary users of a data warehouse.  Data warehouses are typically implemented at the corporate level and provide strategic analysis capability often to the lowest level of data granularity.  A data warehouse is created based on corporate subject areas and is usually built and owned by centrally coordinated organizations.

DECENTRALIZED HOSPITAL COMPUTER PROGRAM (DHCP): A hospital information system developed by the Veterans Health Administration starting in 1977.  Also referred to as VA DHCP.  DHCP was designed and developed based on a set of principles:

· Local control and responsibility for computing resources

· Local flexibility regarding software applications

· Commitment to using information standards

· Vendor independence for hardware and operating systems

· Establishment of an integrated database

· Close user involvement in software development

· Modular design of nationally developed software

These principles helped DHCP develop into a robust, functionally rich, highly adaptable, cost-effective information system.  DHCP has been superseded by, and forms the core of, the Veterans Health Information Systems and Technologies Architecture (VISTA).

DECISION SUPPORT SYSTEM (DSS): (1) Database(s), warehouse(s), and/or mart(s) in conjunction with reporting and analysis software optimized to support timely business decision making.  A computer based information system that is designed with the purpose of improving the processes and outcomes of human decision making.  Most decision support systems are developed to support an individual decision-maker, such as a manager or an engineer, but some are used by a number of decision-makers to arrive at a common decision (called group decision support systems).  An example of a group decision support system is the executive information systems (EIS), which gives many decision makers access to the same information system and supports individual or discrete decisions.  (2) A VHA executive information system that provides data on patterns of care and patient outcomes linked to resource consumption and costs.

DECRYPTION: (1) The translation of encrypted text or data (called cipher text) into original text (called plain text).  Sometimes called "deciphering."  [O’Reilly, 1992] (2) The process of decoding a message so that it’s meaning becomes obvious.  [OTA, 1993]

DEFACTO STANDARD (Proprietary Standard): A standard that has been endorsed by industry or government, but not officially approved by an accredited standards body such as ISO.

DE JURE STANDARD: A standard approved or sanctioned by local or national standards-setting organizations.

DENIAL OF SERVICE: The prevention of authorized access to resources or the delaying of time-critical operations.  [ISO 7498 - 2]

DESKTOP OLAP (DOLAP): A type of OLAP that enables multidimensional analysis of data retrieved from a relational database and stored locally in a multidimensional structure on a user’s desktop, facilitating mobile computing.

DEVELOPMENT: Building an application system which carries out a process in an automated fashion, particularly employing a new method or replacing a manual effort.

DIAL-UP: To connect to a computer by calling it on the telephone (usually via a modem).

DIGITAL: Pertaining to the representation or transmission of data by discrete signals (as opposed to continuous analog signals).

DIGITAL AUDIO TAPE (DAT): A digital recording technology that uses a helical scan read/write head and 4mm magnetic tape.  Although initially a CD-quality audio format, the Digital Data Storage (DDS) specification defined a format and quality level for DAT tapes so that computers could use them. The DDS specification was developed by Sony Corporation and Hewlett-Packard Corporation in 1988.

DIGITAL SIGNATURE: (1) Data appended to, or cryptographic transformation of, a data unit that allows a recipient of the data unit to prove the source and integrity of the data unit and protect against forgery, for example, by the recipient.  [ISO 7498 - 2] (2) An authentication mechanism that enables the creator of a message to attach a code that acts as a signature.  The signature guarantees the source and integrity of the message.  [Stallings] (3) An authentication tool that verifies the origin of a message and the identity of the sender and receiver.  It can be used to resolve any authentication issues between the sender and receiver.  A digital signature is unique for every transaction.  [O’Reilly, 1992] (4) A means to guarantee the authenticity of a set of input data the same way a written signature verifies the authenticity of a paper document.  A cryptographic transformation of data that allows a recipient of the data to prove the source and integrity of the data and protect against forgery.  Specifically, an asymmetric cryptographic technique in which each user is associated with a public key distributed to potential verifiers of the user's digital signature used to encrypt messages destined for other users, and a private key known only to the user and is used to decrypt incoming messages.  To sign a document, the document and private key are input to a cryptographic process that outputs a bit string (the signature).  To verify a signature, the signature, document, and user's public key are input to a cryptographic process, which returns an indication of success for failure.  Any modification to the document after it is signed will cause the signature verification to fail (integrity).  If the signature was computed using a private key other than the one corresponding to the public key used for verification, the verification will fail (authentication).  [ASTM E1762]

DIGITIZE: To represent data in digital, or discrete, form, or to convert an analog, or continuous, signal to such a form.

DIRECTORY SERVICE: A system that provides locator services that are restricted to finding the location of a service, location of data, or translation of a common name into a network specific address.  It is analogous to telephone books and supports distributed directory implementations.

DISASTER PLAN: (1) A plan that provides direction and guidelines to protect health information from damage, minimize disruption, ensure stability, and provide for orderly recovery in the event of a disaster, such as flood, fire, etc.  [AHIMA, 1996b] (2) The Joint Commission on Accreditation of Health Care Organizations requires that accredited facilities develop a management plan that addresses emergency preparedness.  [Joint Commission, 1996]

DISASTER RECOVERY: The process whereby an enterprise would restore any loss of data in the event of fire, vandalism, natural disaster, or system failure.  [CPRI, 1996c]

DISCLOSURE: The release of information to third parties within or outside the health care provider organization from an individual's record with or without the consent of the individual to whom the record pertains.  There are a multitude of internal and external users of health information for which various policies of disclosure may apply.  For instance, when patients present to a health care facility or provider for treatment, it is reasonable to assume that they are authorizing the caregiver to have information about their condition and treatment.  However, such assumption should not extend to all employees of a health care provider organization, but only those with a need to know.  Disclosures for quality monitoring, educational purposes, research, administrative purpose, payment purposes, attorneys, law enforcement personnel and agencies, family members, and the patients themselves all must be conducted according to institutional policies.  [CPRI, 1995b; CPRI, 1995c]

DISCRETIONARY ACCESS CONTROL (DAC): An access control policy regime wherein the creator of a resource is permitted to manage its access control policy information.  The controls are discretionary in the sense that a subject with a certain access permission is capable of passing that permission (perhaps indirectly) on to any other subject (unless restrained by mandatory access control).  [O’Reilly, 1992]

DISTRIBUTED COMPONENT OBJECT MODEL (DCOM): DCOM is a set of Microsoft concepts and program interfaces in which client program objects can request services from server program objects on other computers in a network.  The Component Object Model (COM) provides a set of interfaces allowing clients and servers to communicate within the same computer (running a Windows 95 or NT system).  This has been succeeded by COM+. 

DISTRIBUTED COMPUTING ENVIRONMENT (DCE): DCE is an industry-standard, vendor-neutral set of technologies developed by the Open Software Foundation (a consortium of vendors).  It provides security services to protect and control access to data, name services that make it easy to find distributed resources, and a highly scalable model for organizing widely scattered users, services, and data.  DCE runs on all major computing platforms and is designed to support distributed applications in heterogeneous hardware and software environments.

DISTRIBUTED DATABASE: A database whose objects (tables, views, columns and files) reside on more than one system in a network, and can be accessed or updated from any system in the network.

DISTRIBUTED QUEUE DUAL BUS (DQDB): The IEEE 802.6 MAN architecture standard for providing both circuit-switched (isochronous) and packet-switched services.

DISTRIBUTED SYSTEMS: Refers to computer systems in multiple locations throughout an organization working in a cooperative fashion, with the system at each location serving the needs of that location but also able to receive information from other systems, and supply information to other systems within the network.

DOCUMENT TYPE DEFINITION (DTD): A DTD is the formal definition of the elements, structures, and rules for enabling platform independent data access via XML or for marking up a given type of SGML document.  You can store a DTD at the beginning of the document or externally in a separate file.  

DOMAIN: The set of objects that a subject is allowed to access. [O’Reilly, 1992]

DOMAIN NAME SYSTEM (DNS): A distributed database system for translating computer names (like ibm.mtsac.edu) into numeric Internet addresses (like 140.144.204.50), and vice versa.

DOWNLOAD (D/L): The transfer of mainframe information/data/files to mini or microcomputers or the transfer of downloaded information from a central file server to other processors.

DOWNSIZING: The redeployment of current systems or applications to different and less expensive computing and network environments.

E

E-BUSINESS ARCHITECTURE: A collection of related standards, technologies and guidelines for electronic commerce among trading partners and customers.  Defines how VHA will posture its Information Technology when conducting electronic business with veterans, their families, business partners, and other customers.

EFFICIENT-UTILITY: Computer hardware that provides immediate functional capability as well as the potential for greater utility without replacement.

ELECTRONIC COMMERCE (EC): The end-to-end digital exchange of all information needed to conduct business.  Examples include Electronic Data Interchange transactions, electronic mail, archives, audit trails, and all forms of records, including graphical images.

ELECTRONIC DATA INTERCHANGE (EDI): The inter-organizational, computer-to-computer exchange of structured information in a standard, machine-processable format.

ELECTRONIC DATA INTERCHANGE FOR ADMINISTRATION, COMMERCE AND TRANSPORT (EDIFACT): United Nations rules for Electronic Data Interchange for Administration, Commerce and Transport.  They comprise a set of internationally agreed upon standards, directories and guidelines for the electronic interchange of structured data related to trade in goods and services between independent computerized information systems.

ELECTRONIC FUNDS TRANSFER (EFT): An electronic commerce technology that allows the transfer of funds from the bank account of one person or organization to that of another.  EFT is also used to refer to the action of using this technology.

ELECTRONIC HEALTH RECORD ARCHITECTURE (EHRA): This architecture provides a formal set of relationships between clinical content with respect to the subject and circumstances of care.  The EHRA provides the structure for the formal electronic health record, and can serve as the evidential record (assuming that sufficient context and security are included).  It is important to differentiate between a EHRA and a Clinical Template, as they are not synonymous. For VHA, a clinical template should be considered as a structure capable of (and for the purpose of) transporting information between sources.  Conversely, a Health Data Repository can be considered an instantiation of an EHRA.

ELECTRONIC MAIL (EMAIL): Correspondence sent by computer users to each other electronically.  Mail can include text, graphics, or audio files depending on the capability of the computer.

ELECTRONIC HEALTH RECORD: Synonymous with Electronic Medical Record (EMR) and with Patient Record Architecture.

ELECTRONIC MEDICAL RECORD: Defined by the Institute of Medicine as an "electronic patient record that resides in a system designed to support users through availability of complete and accurate data, practitioner reminders and alerts, clinical decision support systems, links to bodies of medical knowledge, and other aids.” [The Computer-based Patient Record: An Essential Technology for Health Care 1991, ISBN 0-309-04495-2].

ELECTRONIC SIGNATURE: The attribute that is affixed to an electronic document to bind it to a particular entity.  An electronic signature process secures the user authentication (proof of claimed identity, such as by biometrics [fingerprints, retinal scans, hand written signature verification, etc.], tokens or passwords) at the time the signature is generated; creates the logical manifestation of signature (including the possibility for multiple parties to sign a document and have the order of application recognized and proven) and supply additional information such as time stamp and signature purpose specific to that user; and ensures the integrity of the signed document to enable transportability, interoperability, independent verifiability, and continuity of signature capability.  Verifying a signature on a document verifies the integrity of the document and associated attributes and verifies the identity of the signer.  There are several technologies available for user authentication, including passwords, cryptography, and biometrics.  [ASTM 1762]

EMULATION: The imitation by one computing device or program of another device or program.  This allows the client and the server to conduct transparent access to networked resources.  VT100 is one of the most common telecommunications emulations.

ENCRYPTION: (1) The cryptographic transformation of data to produce cipher text.  [ISO 7498-2] (2) The process of encoding a message so that it’s meaning is not obvious.  [OTA, 1993] (3) A method of ensuring data secrecy.  The message is encoded using a key available only to the sender and the receiver.  The encoded message is sent to the receiver and then decoded upon receipt.

END-TO-END ENCRYPTION: When end-to-end encryption is used, both the sender and receiver must be equipped with compatible hardware. After validating each other, the two unit’s exchange encrypted data. Messages are encrypted by the sender and decrypted only at the final destination. Contrast with link encryption.

ENTERPRISE: An organization, especially a business venture. Government example: Veterans Health Administration.

ENTERPRISE ARCHITECTURE (EA): (1) An integrated framework that enables the evolution and maintenance of existing information technology systems and guides future technology acquisitions.  (2) The structures or components, their relationships, and the principles and guidelines governing their design and evolution over time (IEEE).  (3) A series of principles, guidelines or rules used by an enterprise to direct the process of acquiring, building, modifying and interfacing IT resources throughout the enterprise.  These resources can include equipment, software, communications, development methodologies, modeling tools and organizational structures.  (4) A framework that links the overall business structure and functions to information management and technology.

ENTERPRISE ARCHITECTURE MONOGRAPH: Material that expands on specific sections of the Enterprise Architecture to provide additional detail not covered elsewhere.  Monographs focus upon a single architectural topic, represent official positions of the VHA architecture office and are considered part of the total Enterprise Architecture.

ENTERPRISE ARCHITECTURE REPORT: Material that is for information/discussion purposes but that does not represent an official position of the VHA architecture office.  Reports are not part of the Enterprise Architecture.

ENTERPRISE ARCHITECTURE PROCESS: Material that describes how components of the Enterprise Architecture are developed.  Enterprise Architecture processes do not contain architecture information per se but do provide information useful to determining the overall completeness and sufficiency of material that follows the process.
ENTERPRISE BUSINESS STRATEGIES (EBS): Those highest priority organizational strategies that significantly impact and/or set direction for activities that across the enterprise. See also Business Drivers

ENTERPRISE DATA WAREHOUSE (EDW): Enterprise Data Warehouse is a data/content repository that contains integrated, cross-functional, and historical data. The data generally is non-volatile. The data is detailed, and subject-oriented. The information derived from the enterprise data warehouse is actionable. The information is useful for strategic and operational decision making. Data Warehouses are optimized for large numbers of queries that are both predictable and unpredictable (non linear).
ENTITY/RELATIONSHIP (E/R) MODEL: A type of data model used to depict persons, places, things, or events of interest and their relevant associations, primarily for the purposes of requirements definition and high-level or detailed database design.

ETHERNET: Networking architecture, a bus-structured local area network designed originally at Xerox Corporation.  See IEEE 802.3 for technical specifications.

EXECUTIVE INFORMATION SYSTEMS (EIS): Decision support software; a wide variety of software intended to be used by an executive (manager) to assist in organizing information for decision making purposes.

EXPERT SYSTEMS: A practical development of Artificial Intelligence (AI) which requires creation of a knowledge base of facts and rules furnished by human experts and uses a defined set of rules (inference engine) to access this information in order to suggest solutions to problems.

EXPRESSED CONSENT: Oral or written agreement.  Because it is difficult to prove that oral consent was given, most expressed consent is expected to be recorded with a signature.  [Huffman, 1985]

EXTENSIBLE MARKUP LANGUAGE (XML): A standard from the World Wide Web Consortium (W3C) that provides for tagging of information content within documents, offering a means for representation of content in a format which is both human and machine readable.  Through the use of customizable “style sheets” and “schemas” information can be represented in a uniform way, allowing for interchange of both content (data) and format (metadata).

EXTRANET: When a company or organization extends information normally available exclusively on their Intranet out to the public, via the Internet.

F

FAT CLIENT NETWORKING: The use of personal computers in a decentralized network environment, in which many of the functions available are independent and self-contained.  The opposite of thin client networking in which dumb terminal workstations are set up, and many network functions are controlled by a minicomputer or mainframe server.

FAULT-TOLERANT SYSTEMS: Systems with redundant hardware components that continually check the veracity of each other.  If one component is found to be in error, the system eliminates that component from the environment and notifies the operator that a failure has occurred.  All failed component replacement occurs while the system is running, thus eliminating unplanned downtime.  The component is restored to the environment with no penalty to the application.

FEDERAL INFORMATION PROCESSING STANDARD (FIPS): Standards published by the U.S. National Institute of Standards and Technology, after approval by the Department of Commerce; used as a guideline for federal procurements.

FIBER DISTRIBUTED DATA INTERFACE (FDDI): A token ring passing scheme that operates at 100 megabytes per second over fiber optic lines with a built in geographic limitation of 100 kilometers.

FIBER OPTICS: The technology of encoding data as pulses of light beamed through ultra thin strands of glass or plastic.

FILE: A coherent unit of information that may contain text, graphics, and other types of information linked together in a logical, intelligible statement.

FILE SERVER: A computer that is modified to store and transfer large amounts of data to other computers.  File servers often receive data from mainframes and store it for transfer to other micros, or from other micros to mainframes.

FILE TRANSFER, ACCESS AND MANAGEMENT (FTAM): The Open Systems Interconnection standard for file transfer, file access and management.

FILE TRANSFER PROTOCOL (FTP): The Internet standard high level protocol for transferring files from one computer to another.

FIREWALL: (1) A computer system that sits between the Internet and a company's WAN or LAN.  It is a means of automatically limiting what a company's computer system will pass along to outside computer systems.  It acts as an active gateway to keep non-company entities from accessing company confidential data.  (2) A dedicated computer equipped with safeguards that acts as a single, more easily defined, Internet connection [Cheswick and Bellovin, 1994].
FLOATING POINT OPERATIONS PER SECOND (FLOPS): A metric used to compare computing power.

FRAME RELAY: An ANSI and CCITT defined LAN/WAN networking standard for switching frames in a packet mode similar to X.25, but at higher speeds and with less nodal processing (assuming fiber transmission).

FRAMEWORK: A set of integrating structural elements around or over which something is built.

FREEDOM OF INFORMATION ACT: A U.S. law that requires records pertaining to the executive branch of the federal government be available to the public except for matters that fall within exempted areas, including "medical files and similar files, the disclosure of which would constitute a clearly unwarranted invasion of personal privacy."  [U.S.C. §552]

FREQUENTLY ASKED QUESTIONS (FAQ): A text file describing an Internet resource in a series of questions with answers.

FUNCTION POINT: A single end-user business function.

FUNCTION POINT ANALYSIS: A methodology that sizes an application based on the end-user business functions that it supports independent of the coding language in which it is written.

FUNCTIONAL REQUIREMENTS: A statement of the system behavior needed to enforce a given policy.  Requirements are used to derive the technical specification of a system.  [National Security Council, 1991]

G

GANTT CHART: A project planning and reporting chart developed by Henry Gantt.  The Gantt chart is a horizontal bar chart showing the relative duration of tasks plotted on a time scale.

GATEWAY: (1) A device in the computer communications environment that directs information traffic.  Gateways are often employed to connect a network under the control of one organization (an internal network) to a network controlled by another organization (an external network such as a public network).  Thus gateways are natural points at which to enforce access control policies.  [National Research Council, 1991] (2) A computer system that transfers data between normally incompatible applications or networks or which allows users of one system or network to gain access to another network or system and provides protocol translation as needed.

GIGABYTE: A billion bytes of data.

GOOD ELECTRONIC HEALTH RECORD (GEHR): The Good Electronic Health Record (GEHR), a major part of the work of the open EHR Foundation, is an evolving electronic health record architecture designed to be comprehensive, portable and medico-legally robust. It has been developed from the Good European Health Record project requirements statement and object model - the most comprehensive requirements documents ever developed for the electronic health record.  Information can be found at http://www.gehr.org.

GOVERNMENT COMPUTER-BASED PATIENT RECORD [FRAMEWORK PROJECT] (GCPR): GCPR Framework is a collaborative partnership (VA, DoD, IHS) to improve public and individual health status.  The goal of GCPR Framework Project is the development of an electronic communication mechanism whereby all health care providers of the participating agencies can access and provide pertinent medical information about an individual across the continuum of care.

GOVERNMENT OFF-THE-SHELF (GOTS): Similar to commercial off-the-shelf, GOTS refers to those items that have been produced for the Government and are available for general use within Government programs. Such items must have been developed by or for the Government, passed acceptance testing, and be operating under government control.  Further, such items must have meaningful reliability, maintainability, and logistics historical data.

GOVERNMENT OPEN SYSTEMS INTERCONNECTION PROFILE (GOSIP): The U.S. government's OSI protocols that address communication and inter-operation of computer systems across government agencies.

GRAPHICAL USER INTERFACE (GUI): A graphics based system that incorporates visual representations of data and processes, using icons, pull down menus, and a mouse.  Examples are Windows on the MS DOS platform, the Macintosh's Standard User Interface and OS/2 Presentation Manager.

GROUPWARE: A class of applications that use collaborative data stored on a server.  Examples are electronic mail, group scheduling, and project management applications.

H

H.261: An international video conferencing standard.

H.320: An international video conferencing standard.

H.323: A set of international video conferencing standards.

HARDWARE: The physical apparatus of a computer system.

HEALTH CARE DATA: Data that are input, stored, processed or output by the automated information system, which support the business functions of the health care establishment.  These data may relate to person identifiable records or may be part of an administrative system where persons are not identified.

HEALTH DATA REPOSITORY: A repository of clinical information normally residing on one or more independent platforms for use by clinicians and other personnel in support of patient-centric care.  The data is retrieved from heritage, transaction-oriented systems and is organized in a format to support clinical decision-making in support of patient care.

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA): A law passed by Congress in 1996 that requires the Department of Health and Human Services to implement regulations that will require the use of specific standards related to health care claims, code sets, identifiers (individual, provider, employer, and health plan), and security.  Also known as the Kennedy-Kassebaum Act of 1996.

HEALTH LEVEL 7 (HL7): HL7 is a standards organization primarily focused on message-oriented middleware for healthcare.  HL7 messages are the dominant standard for peer-to-peer exchange of clinical, text-based information.

HEALTH LEVEL 7 REFERENCE INFORMATION MODEL (HL7 RIM): Developed by the committees and special interest groups within HL7, this model serves as the foundation to both identify the classes and attributes being addressed by HL7 standards, and to ensure that each has semantic consistency whenever they are referenced as part of HL7 activities.  The HL7 Reference Information Model is a representation of those portions of healthcare for which HL7 is creating messaging standards, and serves as the basis for that organization’s Message Development Framework methodology.  The HL7 RIM, however, is an internal resource and not itself a formal standard.

HETEROGENEOUS INFORMATION LOCATOR SERVICE (HILS): An emerging standard being worked within the Object Management Group’s Healthcare SIG, HILS is an interface specification addressing the location of information from across potentially heterogeneous sources and returning those locations so that calling applications can request their desired information.  VHA is currently participating in the development of this standard.

HIGH-AVAILABILITY SYSTEMS: Systems that are usually clustered with a software monitor that acts as a switching mechanism.  The monitor detects component failure, switches processing to another unit, and starts an automated procedure to rebuild data and ensure system integrity.  Downtime usually averages from two to twenty minutes.

HOST: A computer that is attached to a network and provides services rather than just acting as a store-and-forward processor or communication switch.

HUMAN COMPUTER INTERFACE: Anything which allows a human and computer to interact.  Virtual reality is an example.

HYBRID OLAP (HOLAP): A type of OLAP that enables multidimensional analysis of data stored in a combination of multidimensional cells and relational databases.  When the bottom of the multidimensional cells are reached during drill-down analysis, the multidimensional data structures dynamically obtain detail data maintained in relational structures.

HYPERTEXT MARKUP LANGUAGE (HTML): The language used in creating a web page.  It is a subset of SGML.  It provides verbal cues in the text of an HTML document, which act as commands that a browser interprets when downloading an HTML file.

HYPERTEXT TRANSFER PROTOCOL (HTTP): Protocol used on the World Wide Web for the exchange of HTML documents.

I

IDEF0: A method designed to model the decisions, actions, and activities of an organization or system.

IDEF1: A graphical method that extends the process model by modeling the information flows and the entity relationships.  IDEF1X provides extensions to IDEF1 with different graphical representation.

IDENTIFICATION: The process of telling a system the identity of a subject (e.g., a user or another system).  Usually this is done by entering a name or presenting a token to the system.  See also authentication.  [O’Reilly, 1992]

IMPLIED CONSENT: An action other than an expressed consent on the part of a patient that demonstrates consent.  [Huffman, 1985]

INFORMATION: (1) Data that has been processed to a point where it conveys knowledge or represents a usable statement of fact.  (2) Data to which meaning is assigned, according to context and assumed conventions.  [National Security Council, 1991]

INFORMATION ARCHITECTURE: Information architecture provides initial classification and definition of the information required to perform an organization’s business functions.  It is a framework to manage and share information, and to ensure that business-driven data needs are supported by applications.  It provides a specification for data integrity and distribution.

INFORMATION CLASS (or CLASS): A description of a set of objects that share the same attributes, operations, relationships, and semantics.  [The Unified Modeling Language User Guide, Booch, Jacobson, and Rumbaugh 1999]

INFORMATION ENGINEERING: A methodology for developing an integrated information system based on the sharing of common data, with emphasis on decision-support needs as well as transaction processing requirements.  It uses a logical data model as the basis for systems development.

INFORMATION INFRASTRUCTURE: A structured collection of information system components and organization processes that enable the flow of necessary information to effect enterprise integration.

INFORMATION MANAGEMENT (IM): The creation, use, sharing, and disposition of information as a resource critical to the effective and efficient operation of functional activities.  The structuring of functional processes to produce and control the use of data and information within functional activities, information systems, and computing and communications infrastructures.

INFORMATION SUPERHIGHWAY: The Information Superhighway is a network that will potentially connect every government agency, business, and citizen providing a means of rapid access to information (in digital form) and electronic communication to every business and citizen in the country.  The purpose of the information superhighway is to provide an infrastructure for, among other things, electronic commerce, in a variety of forms including electronic banking, electronic data interchange, inventory managing, taxpaying, video conferencing, medical diagnosing, and virtually any other business activity.  The closest approximation to the Information Superhighway at this time is the Internet.

INFORMATION TECHNOLOGY (IT): (1) The merging of computing and high-speed communications links carrying data, sound, and video.  (2) The department responsible for all mainframe, telecommunications, media, television, video, micro computing and technical services.

INFORMATION TECHNOLOGY ARCHITECTURE (ITA): See Enterprise Architecture.

INFORMATION TECHNOLOGY INFRASTRUCTURE: The computing systems (hardware and software), associated communications and network systems, as well as any services needed to operate and maintain such systems, in support of the flow and processing of information.  Business practices and standards, while not part of infrastructure, are closely related to it.  Business practices drive the need for infrastructure and standards guide the selection of infrastructure technologies.

INFORMATION TEMPLATE: A standard information structure coupled with prescribed standard vocabulary sets (semantic representation) to ensure the consistent representation and transmission of information between applications in a way that maximizes interoperability.  See also Clinical Template.

INFORMED CONSENT: The Department of Veterans Affairs requires that for consent to be valid, the patient must be informed.  It therefore must be "a freely given consent that follows a careful explanation by a caregiver to a patient or patient's representative of the proposed diagnostic or therapeutic procedure or course of treatment...the patient should be given the opportunity to ask questions, to indicate comprehension of the information provided, and to grant permission freely and without any coercion for performance of a procedure or course of treatment, as well as the opportunity to withhold or revoke such permission at any time without prejudice." [Huffman, 1985] (2) Regulations promulgated by the Department of Health and Human Services for consent by human subjects in medical treatment (4 CFR Section 46.116) provides that informed consent to release of information should include the elements of disclosure, voluntariness, comprehension, and competence to consent.  [OTA, 1993]

INFRASTRUCTURE: System of wire, hardware, software and facilities that enables the connection of voice-data-video devices and the transmission of voice-data-video information from device to device.

INSTALLED BASE: The current environment.

INSTITUTE OF ELECTRICAL AND ELECTRONICS ENGINEERS (IEEE): An organization of engineers, scientists and students involved in electrical, electronics, and related fields that also functions as a publishing house and standards-making body.

INTERACTIVE HEALTH DATA REPOSITORY (IHDR): A structured, patient-centric database that serves as the authoritative electronic medical record for patients across an enterprise or a portion thereof.  As such, it receives, stores, and sends patient-specific information to and from ancillary systems and other repositories inside or outside of the enterprise, and can support real-time or near real-time transaction analysis (such as for medical alerts).  It serves as the base structure for broader, population-based analysis as well.

INTEGRATED SERVICES DIGITAL NETWORK (ISDN): A CCITT defined digital network standard for integrated voice and data network access, services, and user network messages.

INTEGRITY: (1) The property that data has not been altered or destroyed in an unauthorized manner.  [ISO 7498 - 2] (2) A security principle that keeps information from being modified or otherwise corrupted either maliciously or accidentally.  Integrity protects against forgery or tampering.  [O’Reilly] (3) The property that an object (health data or information) is modified only in a specified and authorized manner.  [Ball and Collen, 1992] (4) Data integrity (the accuracy and completeness of the data), program integrity, system integrity, and network integrity are all relevant to consideration of computer and system security.  [National Research Council, 1991]

INTERFACE DEFINITION LANGUAGE (IDL): A language-neutral syntax with the express purpose of formalizing interfaces. 

INTERNATIONAL CLASSIFICATION OF DISEASES (ICD): ICD is developed by the World Health Organization and is designed for the classification of morbidity and mortality information for statistical purposes, and for the indexing of hospital records by disease and operations, for data storage and retrieval.  The 9th revision (ICD-9) is in current use and a 10th revision is underway.  Diagnoses and procedures coded in ICD-9-CM (Clinical Modification) determine the DRG that controls reimbursement by U.S. Public Health Service and Health Care Financing Administration programs, and most other payers.

INTERNATIONAL STANDARDS ORGANIZATION (ISO): ISO is the international standards organization that is similar in function to ANSI.  They do not create standards but, as with ANSI, provide a means of verifying that a proposed standard has met certain requirements for due process, consensus, and other criteria by those developing the standard.  After this verification the standard is approved by ISO as an international standard.

INTERNATIONAL STANDARDS ORGANIZATION/International Electrotechnical Commission 11179 (ISO 11179): The Specification and Standardization of data elements.  This standard provides registry conventions for classifying, attributing, defining, naming, and registering data elements.

INTERNATIONAL STANDARDS ORGANIZATION/OPEN SYSTEM INTERCONNECTION (ISO/OSI): A standard approach to network design developed by the International Standards Organization that introduces modularity by dividing the complex set of functions into more manageable, self-contained, functional elements.  OSI is a seven-layer framework for implementing open systems rules and regulations.

INTERNATIONAL STANDARDS ORGANIZATION TECHNICAL COMMITTEE 215 (ISO TC 215): The ISO TC 215 on Health Information develops and/or adopts standards in the field of health information and communications technology.   This committee can have a significant impact on health care standards.  It can also fast track the international adoption of existing European and/or US standards.

INTERNATIONAL TELECOMMUNICATION UNION (ITU): An international committee that promotes international telecommunication standards.

INTERNET: Generally any collection of distinct networks working together as one.  Specifically, the world-wide "network of networks" that are connected to each other, based upon an Internet Protocol (IP), the network layer in the TCP/IP Protocol and that all share a common addressing scheme.  The Internet provides file transfer, remote login, electronic mail, news and other services.

INTERNET ENGINEERING TASK FORCE (IETF): An organization that reviews and issues Internet standards.  [CORBA Security Services, 1997]

INTERNET PROTOCOL (IP): A standard that describes how packets of data are transported across the Internet and recognized as an incoming message.

INTERNET RELAY CHAT (IRC): A "real-time" session on the Internet, where multiple users may "chat" interactively within discussion groups.

INTERNET SERVICE PROVIDER (ISP): A company that provides access to the Internet for other companies and/or individuals.  They are NOT commercial services such as Prodigy, America Online, CompuServe, or Microsoft Network.  A subscriber must use browser software such as Netscape to access the World Wide Web.  Often, ISPs will also provide email and web site creation and maintenance capability for the user(s).

INTERNIC: The official source of information about the Internet.  Its goal is to: 1) provide Internet information services, 2) supervise the registration of Internet addresses, and 3) develop and provide databases that serve as white and yellow pages to the Internet.

INTEROPERABILITY: The ability of two or more systems or components to exchange and use information.

INTERPROCESS COMMUNICATION: Communication between two processes, whether the processes reside on the same or different machines.

INTRANET: A TCP/IP-based network similar to the Internet, but only accessible by users within a specific organization.

INTRUSION DETECTION SYSTEM (IDS): A workstation, server or enterprise-scale, real-time, security system designed to detect, report, and terminate unauthorized activity.  Intrusion detection provides two important functions in protecting information system assets. The first function is that of a feedback mechanism which informs the security staff as to the effectiveness of other components of the security system. The second function is to provide a trigger or gating mechanism that determines when to activate planned responses to an incident.

ISO 9000: A series of international standards that provides quality management guidance and identifies quality system elements that are necessary for quality assurance.  In other words, the ISO 9000 series standards have two main roles: to provide guidance for suppliers of all types of products that wish to implement effective quality systems (or improve existing ones); and to provide the generic requirements against which that quality system can be evaluated.

J

JAVA: A programming language that can be used to extend the capabilities of a web browser.  JAVA programs are referred to as applets when they are transferred from one machine and executed on another via a browser.

JOINT APPLICATIONS DESIGN (JAD): A software design methodology that draws users and information systems professionals together to jointly design systems in facilitated working groups.

JOINT COMMISSION ON ACCREDITATION OF HEALTH CARE ORGANIZATIONS (JCAHO): An organization that certifies the compliance of hospitals with a number of specific accreditation standards.  The 1996 JCAHO Accreditation Manual for Hospitals specifies information management (IM) standards.  IM.2 states that the "confidentiality, security and integrity of data and information are maintained." IM.2.2 states that "the hospital determines appropriate levels of security and confidentiality for data and information . . . " and continues by stating that the "collection, storage and retrieval systems are designed to allow timely and easy use of data and information without compromising its security and confidentiality." IM.2.2.3 states that "records and information are protected against loss, destruction, tampering and unauthorized access or use." The intent of these standards is to ensure that a hospital maintains the security and confidentiality of data and is especially careful about preserving the confidentiality of sensitive data.  The hospital is expected to determine the level of security and confidentiality maintained for different types of information.  Access to each category of information is based on need and defined by job title and function.

K

KERBEROS: The name given to Project Athena’s code authentication service.  [Stallings, 1995].  Kerberos provides a means of verifying the identities of principals, (e.g., a workstation user or a network server) on an open (unprotected) network.  This is accomplished without relying on authentication by the host operating system, without basing trust on host addresses, without requiring physical security of all the hosts on the network, and under the assumption that packets traveling along the network can be read, modified, and inserted at will.  [IETF RFC 1510]

KEY: (1) In cryptography, a secret value that’s used to encrypt and decrypt messages.  A sequence of symbols (often a large number) that’s usually known only to the sender and the receiver of the message.  See also private key encryption and public key encryption.  [O’Reilly, 1992] (2) An input that controls the transformation of data by an encryption algorithm [National Research Council, 1991].

KILOBYTE (Kbyte): 1,024 bytes (1,024 being one K, or two to the 10th power): Often used as a measure of memory capacity.

KIOSK: A station for delivering marketing or reference information usually located in a common area.  A typical kiosk consists of a microcomputer with a touch screen.  Other attached input/output devices may include magnetic card readers and printers to enable users’ transactions.
L

LANGUAGE: A set of rules or conventions to describe a process to a computer.

LAYERED MODEL: A type of representation that shows the relationship of different sets of technologies, processes and/or protocols.  Interactions between different layers occur at adjacent layer boundaries.

LEGACY SYSTEM: A functioning computer software application using conventional methodologies; usually a significant portion of the current installed base.

LEXICON:  Synonymous with a Controlled Vocabulary.

LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL (LDAP): A set of protocols for accessing information directories.  LDAP was originally intended to give clients on desktop computers access to X.500 directories.  It has many similarities to X.500.  Like X.500 LDAP defines a global directory structure, including how the information in a directory is to be organized and also the protocol for accessing the information.  Unlike X.500 it is simpler in concept and more easily implemented.  It also supports TCP/IP.  In common with X.500 the LDAP information model is based on the entry, which contains information about some object (e.g., a person).  Entries may include a mix of information such as JPEG photographs, sounds, URLs and PGP keys.  Directory entries are arranged in a hierarchical tree-like structure.  Because LDAP is an open protocol, applications need not worry about the type of server hosting the directory.

LINK ENCRYPTION: Link encryption involves a series of nodes, each of which decrypts, reads, and then re-encrypts the message as it is transmitted through the network. With link encryption, both source and the destination remain private, and no synchronization of special equipment is required. However, more nodes = more possibilities of the message being intercepted and/or modified.  Contrast with end-to-end encryption.

LISTSERV: An electronic discussion group that supports the distribution of files and messages directly to the user's e-mail box.

LOCAL AREA NETWORK (LAN): A system of computer hardware and software that links computers, printers, and other peripherals into a network to transmit data in a limited geographic area and that allows easy interconnections between all network components.

LOGICAL OBSERVATION IDENTIFIERS, NAMES AND CODES (LOINC): The LOINC™ database provides a set of universal names and ID codes for identifying laboratory and clinical observations.  LOINC codes are used to facilitate the exchange and pooling of clinical laboratory results, such as blood hemoglobin or serum potassium, for clinical care, outcomes management, and research.

LOGIN: (1) The process of identifying oneself to, and having one’s identity authenticated by, a computer system.  [O’Reilly, 1992]  (2) A log on command that gains access to another computer, network, or on-line service.  Generally this includes personal identification information and a password.

M

MAINTENANCE: Any modification required to keep a system (software or hardware) operating at its intended level.

MANAGEMENT INFORMATION SYSTEMS (MIS): The total of all information resources, manual and automated, and their application to the normal functions of running an organization - management, administration, problem solving, etc.

MANDATORY ACCESS CONTROL (MAC): (1) An access control regime wherein resource access control policy information is always managed by a designated authority, regardless of who creates the resources.  [CORBA Security Services, 1997]  (2) A means of restricting access to objects that is based on fixed security attributes assigned to users and to files and other objects.  The controls are mandatory in the sense that they cannot be modified by users or their programs.  [Stallings, 1995] Contrast with discretionary access control.

MARKUP: Tags that are added to the data of a document in order to convey information about the data.

MASSIVELY PARALLEL SYSTEMS: Tightly coupled multi-processing computers that house 100 or more central processing units (CPUs), each with its own memory.

MASTER PATIENT INDEX (MPI): (1) The means for locating a patient record in a numeric identification system.  [Abdelhak, 1996] (2) A cross-reference or index of patients that includes the patient’s related identifiers and other patient identifying information.  It is used to associate a patient’s identifiers among multiple ID-assigning entities, possibly including a Health Data Repository, to support the consolidation and sharing of a patient’s health care information.  (3) It has generally referred to an index within a given health care facility, in which case it serves as a patient directory.  [CPRI, 1996a]

MEAN TIME BETWEEN FAILURES (MTBF): The statistical average operating time between the start of a component's life and the time of its first electronic or mechanical failure.

MEGABYTE (M): One million bytes of data (1,048,576 bytes).

MEGAHERTZ (MHz): A unit of measurement equal to one million electrical vibrations or cycles per second.  Commonly used to compare the clock speeds of computers.

MEMORY: The storage facilities of a computer; the term is applied only to internal storage as opposed to external storage, such as disks or tapes.

MESSAGE AUTHENTICATION: Ensuring, typically with a message authentication code, that a message received (usually via a network) matches the message sent.  [O’Reilly, 1992]

MESSAGE AUTHENTICATION CODE (MAC): A code calculated during encryption and appended to a message.  If the message authentication code calculated during decryption matches the appended code, the message was not altered during transmission.  [O’Reilly, 1992] Sometimes the acronym "MAC" is used for message authentication code.

MESSAGE DIGEST: A function that maps a variable-length data block or message into a fixed-length values called a hash code.  The function is designed in such a way that, when protected, it provides an authenticator to the data or message.  A hash function.  [Stallings, 1995]

META-OBJECT FACILITY (MOF): As described in the MOF specification, its prime purpose is to define CORBA interfaces for information models defined in terms of the MOF model using standard interfaces and interoperable semantics.  These interfaces allow a client to create, access, and update information described by the model, with the expectation that the information will be managed in a way that maintains the structural and logical consistency constraints specified in the information model definition.

METADATA: Metadata provides descriptive information about the content, context, quality, condition, location, and other characteristics of data.  For example, metadata would document data about data elements or attributes, (name, size, data type, business rule, etc.) and data about records or data structures (length, fields, columns, etc.) and data about physical data (where it is located, how it is associated, ownership, etc.).  Metadata enables meaningful information exchange and enterprise-wide data integrity.  In addition, it can be crucial to managing applications changes as organizations evolve.

META DATA REGISTRY: VHA’s Meta Data Registry will contain information about data element standards and a catalog of data within existing  systems that map to those standards.  The Registry will support users and systems in locating, retrieving, and exchanging data.  It will provide the capability to map disparate concept representations into a common ground, allowing for medication and reconciliation across care facilities and organizations.  It will also provide standards for the development of data elements that will help to minimize data redundancy and improve data quality.  The registry is being developed in conformance with and building upon ISO Standard 11179 Specification and Standardization of Data Elements.

METROPOLITAN AREA NETWORK (MAN): A MAC level data and communications network which operates over metropolitan or campus areas and recently has been expanded to nationwide and even worldwide connectivity of high-speed data networks.  A MAN can carry video, data, and has been defined as both the DQDB and FDDI standard sets.

MICROSOFT INTERNET EXPLORER: A Web browser created by Microsoft.

MIDDLEWARE: (1) Software that interprets requests between a PC or workstation application and an antiquated database running on a mainframe.  Also used to describe software that helps an application communicate with an underlying operating system.  Middleware is also frequently used as a mechanism for communication between distributed application processes.  (2) A common software interface between components, modules or applications.  Middleware facilitates the interaction of disparate entities through a set of commonly defined protocols that provide transport and or conversion services. Middleware may also serve to interface between applications and network communications and platform technologies.

MIDDLEWARE ARCHITECTURE: Defines the set of interface components and specifications that enable integration among the client and server systems to improve the overall usability of a distributed architecture.

MILLIONS OF INSTRUCTIONS PER SECOND (MIPS): Measured in millions, i.e. 19 MIPS is nineteen million machine instructions per second, a measure used to compare relative computing power.

MODULATOR/DEMODULATOR (MODEM): An external or internal device attached to a computer that translates digital information into analog form and back again.  This device enables computers to communicate over telephone lines.  Telecommunications software is required to act as an interface between the computer and its modem and other computers and telecommunications software.

MULTIMEDIA: Software that incorporates graphics, video, text and sound into an interactive computer presentation or database of information.

MULTIPURPOSE INTERNET MAIL EXTENSIONS (MIME): A standard protocol for exchanging attachments (audio, video, graphics, etc.) to email messages over the Internet.

MULTIDIMENSIONAL OLAP (MOLAP): A type of OLAP that enables multidimensional analysis of typically aggregated data stored in proprietary, multidimensional databases.  MOLAP tools often provide the capability to “reach-through” and retrieve detailed data from relational sources.
N

NATIONAL COMMITTEE FOR INFORMATION TECHNOLOGY STANDARDS (NCITS): Formerly known as X3, NCITS is an ANSI Accredited Standards Committee on information technology.  It is responsible for developing standards in technology areas such as multimedia, storage media, database, security, programming languages, etc.

NATIONAL INFORMATION INFRASTRUCTURE (NII): A concept conceived by the Clinton Administration and an alliance of computer, software, cable, and phone companies.  The proposed concept would be the electronic network of tomorrow and would use phone line, cable systems, and high-speed data-networks to link everyone, including government agencies, universities, company presidents, and private citizens.  The concept envisions vast amounts of services, entertainment, and information being made readily available through computers, televisions, telephones, and other means of electronic communication.

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST): Created in 1901 as the National Bureau of Standards and renamed in 1988, the National Institute of Standards and Technology (NIST) works to strengthen U.S. industry's international competitiveness, advance science, and improve public health, safety and the environment.  NIST conducts science and engineering research in commercially important fields.

NATIONAL PROVIDER IDENTIFIER (NPI): A unique identifier for all health care providers (individuals and organizations) in the U. S. that will be used in administrative, financial and other electronic transactions.  The NPI will be assigned by the National Provider System.

NATIONAL PROVIDER SYSTEM: A system to generate and maintain unique identifiers for all health care providers (individuals and organizations) in the U.S.  The NPS will be administered by the Health Care Finance Administration (HCFA) of the Department of Health and Human Services.

NATIONAL RESEARCH AND EDUCATION NETWORK (NREN): A group that shares research and education information over a computer network.

NEED TO KNOW: A security principle stating that a user should have access only to the data he or she needs to perform a particular function.  [O’Reilly, 1992]

NEEDS ANALYSIS: A quantitative and qualitative study of the technology needs of an organization, including assessment, analysis, and forecasts.

NETWORK: The means for one computer or device to work and communicate with another.  It is a combination of software and hardware that supports transmission of information from one computer to another.

NETWORK ARCHITECTURE: (1) A set of design principles, including the organization of functions and services, used as the basis for design and implementation of a user application network.  (2) The design of a communications infrastructure inclusive of hardware, software, access methods, and protocols. It defines the various topologies, and carrier services necessary to facilitate the VA backbone interconnection to sub-nets and extranets.

NETWORK INFORMATION CENTER (NIC): Any organization responsible for supplying information about any network.

NETWORK NEWS TRANSPORT PROTOCOL (NNTP): An extension of the TCP/IP protocol that describes how newsgroup messages are transported between compatible servers.

NETWORK-ADDRESSABLE STORAGE (NAS): Allows applications to supplement their infrastructure by offloading storage requirements from targeted server platforms to shared resources.  Also called Storage Area Networks.

NEURAL NETWORK: A computer architecture that enables redundancy, self-reparation of communications paths, and supports high traffic loads through routing decisions.

NODE: A junction of communications paths in a network.

NON-REPUDIATION: (1) The provision of evidence which will prevent a participant in an action from convincingly denying his responsibility for the action.  [CORBA Security Services, 1997] (2) Proof (to a third party) that only the signer could have created a signature.  A basis of legal recognition of electronic signatures.  [ASTM E1762]

N-TIER APPLICATION: Software applications built using a layered model approach. N-tier relates to the number of defined interfaces that allow vertical components to be adapted or replaced without affecting the other tiers. The interactions between tiers serve as the focal point and are defined. Internal design within a tier is not in scope.

O

OBJECT: From the Orange Book definition "A passive entity that contains or receives information.  Access to an object potentially implies access to the information it contains.  Examples of objects are records, blocks, pages, segments, files, directories, directory trees, and programs, as well as bits, bytes, words, files, processors, video displays, keyboards, clocks, printers, network nodes, etc." [O’Reilly, 1992]

OBJECT ATTRIBUTES: The quality, feature or characteristic of a person or thing (object).  The elements of data that define a given object.

OBJECT-ORIENTED SYSTEMS: Systems composed of objects (conceptual or programmatic abstractions that include data and functionality encapsulated in a single unit) that communicate with one another using explicitly defined interfaces.

OBJECT MANAGEMENT GROUP (OMG): Is a not-for-profit consortium of technology vendors developing commercially viable and vendor independent specifications for the software industry.  OMG is the steward for the Common Object Request Broker Architecture (CORBA) and Unified Modeling Language (UML) standards.

OBJECT REQUEST BROKER (ORB): Technology that allows application processes to communicate across a network using an object-oriented architecture.  A software process that acts as a director coordinating activities across multiple nodes within a distributed software architecture.

ON-LINE ANALYTICAL PROCESSING (OLAP): A style of decision support processing that enables analysts, managers, and executives to gain insight into data through interactive access.   Measures (e.g., cost per patient) are analyzed via dimensions (e.g., time, provider, medical center, and line-of-care) and attributes of the dimensions or members (e.g., attributes of time are month, fiscal quarter, and fiscal year).  OLAP is a rapid, iterative process, in which the user slices the data across any dimension or member.  Data navigation capabilities including “drill down” to lower levels of detail data, “drill-up” to the most summarized data, and “drill across” to different data views are typically provided via a client or web browser graphical user interface (GUI).  OLAP capabilities can include trend analysis over time, what-if analysis, modeling, and forecasting.

ON-LINE TRANSACTION PROCESSING (OLTP): Online Transaction Processing systems are optimized for processing high volume transactions. They generally include a large number of global users. These systems can handle large number of changes/updates. OLTP systems guarantee transaction integrity, response times, and throughput. Example: airline reservation system.
OPEN DATABASE CONNECTIVITY (ODBC): A standard database access method that makes it possible to access different SQL-based database systems with a common language.  ODBC is based on call level interface (CLI) from the SQL Access Group.

OPEN SYSTEM: A system capable of communicating with other open systems by virtue of implementing common nonproprietary standard protocols.

OPEN SYSTEMS ARCHITECTURE: Use of standardized technology and structures for hardware, operating system, databases, fault tolerances, and networking and communications transport.  [ASTM E1769]

OPEN SYSTEMS FOUNDATION (OSF): A group that supports open computing.

OPEN SYSTEMS INTERCONNECTION (OSI): A standard approach to network design developed by the International Standards Organization that introduces modularity by dividing the complex set of functions into more manageable, self-contained, functional elements.  OSI is a seven-layer framework for implementing open systems rules and regulations.

OPERATING SYSTEM: A complex program used to control, assist, or supervise all other programs that run on a computer system.

OPERATIONAL ASSURANCE: Confidence that a trusted system’s architecture and implementation enforce the system’s security policy.  In the Orange Book, the set of operational assurances includes system architecture, system integrity, covert channel analysis, and trusted recovery.  [O’Reilly, 1992]

OPERATIONAL DATA STORE (ODS): A database where transactions are processed (recorded, updated, and deleted).  It contains recent data and is likely to be highly volatile.  An operational data store (ODS) consolidates data from multiple transactional systems and provides a near real-time, semi-integrated view of volatile, current, limited history, data.  An ODS may be organized around an organization’s major subject areas (e.g., patient, provider) and is used by analysts for operational decisions.  The ODS may also be used as a staging area to drive a data warehouse or data mart.

OPTICAL CHARACTER RECOGNITION (OCR): The process by which text on paper is scanned and converted into text files by a computer system.

OPTICAL DISK: An unalterable optical storage medium that allows large amounts of data to be permanently written to it.  An optical disk is read using laser and magnetic technology and has a useful life span of 100 plus years.

OWNERSHIP: It is a generally accepted principle that the primary patient record is maintained and owned by the health care provider.  This principle is established by statutes and licensing regulations in many states, which grant the provider control over the physical document, but give the patient ownership-type rights to the information contained in the record.  Therefore, the patient generally has control over the release of patient-identifiable (confidential) information, except in circumstances identified by case law, by federal or state statutes and regulations, and by provider policy.  [CPRI, 1994]

P

PACKET: A unit of data, consisting of binary digits including data and call-control signals, switched and transmitted as a composite whole.

PACKET SWITCHING: A data transmission technique where physical resources on a path are switched on a per packet basis, using control information in the header of each packet.  It can operate in either a connection-oriented or connectionless mode.

PARALLEL: Pertaining to data or instructions processed several bits at a time, rather than one bit at a time.

PARSER: A parser is a specialized software program that recognizes SGML and markup in a document.  A parser that reads a DTD and checks and reports on markup errors is a validating SGML parser.  A parser can be built into an SGML editor to prevent incorrect tagging and to check whether a document contains all the required elements.

PATIENT ORIENTED MANAGEMENT ARCHITECTURE (POMA): The Patient-Oriented Management Architecture (POMA) Object Model Specification is intended to define the business object framework required to integrate multiple application software packages in a managed care environment, including ambulatory, non-ambulatory, and in-home settings.  Health care application software packages can export their functions in terms of the POMA model, making them accessible to other applications through standard programming interfaces.  POMA is a vendor-neutral, public domain specification. POMA interfaces may be distributed over multi-vendor, heterogeneous networks through the use of distributed object technology.

PATIENT RECORD ARCHITECTURE: See Electronic Health Record Architecture.

PATTERN (also ANALYSIS PATTERN, DESIGN PATTERN, PROCESS PATTERN): Patterns are simply a structured way of documenting an analysis, design, process or approach to a given problem.  Included are the relevant context, a known and successful solution strategy, and relevant implications.  In general, something is not considered to be a pattern until it has been observed as successful in at least three independent instances.

PERSON IDENTIFICATION SERVICE (PIDS): The Person Identification Service is an OMG Interface Specification standard responsible for the identification, correlation, and search within and across a specified domains
 for identifiers based upon a provided set of search criteria traits.  Essentially, this service provides for the assignment and reconciliation of multiple identifiers across domains and in supporting multiple implementation topologies.   

PERSONALLY IDENTIFIABLE HEALTH INFORMATION: Health information that contains an individual's identifiers (e.g., name, social security number, birth date) or contains a sufficient number of variable to allow identification of an individual.  [OTA, 1993, Institute of Medicine, 1994]

PHYSICAL SECURITY: (1) Protection of physical computer systems and related buildings and equipment from fire and other natural and environmental hazards, as well as from intrusion.  Also covers the use of locks, keys, and administrative measures used to control access to computer systems and facilities.  [O’Reilly, 1992] (2) The measures used to provide physical protection of resources against deliberate and accidental threats.  [CORBA Security Services, 1997]

POINT TO POINT PROTOCOL (PPP): A means to send packets of information over point-to-point serial connections between computers.

PORTABILITY: The ease with which a system or component can be transferred from one hardware or software environment to another.

PORTABLE DOCUMENT FORMAT (PDF): The native file format for Adobe Acrobat, it can represent documents containing graphics, text, images, color, or any combination thereof.  It is device and resolution independent.

PRIMARY PATIENT RECORD (PRIMARY RECORD OF CARE): The primary legal record documenting the health care services provided to a person in any aspect of health care delivery.  This term is synonymous with medical record, health record, client record, and residence record.  When stored in a computer system and used by caregivers while providing patient care services to review patient data, receive decision support, and document their own observations, actions, or instructions it is synonymous with all terms associated with computer-based patient record.  [ASTM E1384; CPRI, 1996d]

PRIVACY: (1) An individual’s desire to limit the disclosure of personal information. [NRC, 1997] (2) The right of individuals to keep information about themselves from being disclosed to anyone.  [CPRI, 1995c] (3) As set forth by Samuel Warren and Louis Brandeis in an 1890 article that first enunciated the concept of privacy as a legal interest deserving an independent remedy, privacy was described as "the right to be let alone." Further, Alan Westin conceived of privacy as "an instrument for achieving individual goals of self realization." [OTA, 1993] (4) Ball and Collen describe privacy as the right of an individual to be left alone, to withdraw from the influence of the environment; to be secluded, not annoyed, and not intruded upon by extension of the right to be protected against physical or psychological invasion or against the misuse or abuse of something legally owned by an individual or normally considered by society to be property.  [Ball and Collen, 1992] (5) A security principle that protects individuals from the collection, storage, and dissemination of information about themselves and the possible compromises resulting from unauthorized release of that information.  [O’Reilly, 1992]

PRIVACY ACT OF 1974: A U.S. law that grants people certain rights to information collected about them by the federal government and its agencies.  These rights include finding out what information has been collected, to see and have a copy of the information, to correct or amend the information, and to exercise limited control of the disclosure of that information to other parties.  [U.S.C. §552a(b), 1977]

PRIVATE KEY: (1) One of the two keys used in an asymmetric encryption system.  For secure communication, the private key should be known only to its creator.  [Stallings, 1995] (2) A key in an asymmetric algorithm; the possession of this key is restricted, usually to one entity.  [ASTM E1762]

PRIVATE-KEY ENCRYPTION: A type of encryption that uses a single key to both encrypt and decrypt information.  Also called symmetric, or single-key, encryption.  Contrast with public key encryption.  [O’Reilly, 1992]

PRIVILEGE: (1) A right granted to a user, a program, or a process.  For example, certain users may have the privileges that allow them to access certain files in a system.  Only the system administrator may have the privileges necessary to export data from a trusted system.  [O’Reilly, 1992] (2) A security attribute that need not have the property of uniqueness, and which thus may be shared by many users and other principals.  Examples of privileges include groups, roles, and clearances.  [CORBA Security Services, 1997] 

PROPRIETY STANDARD (Defacto Standard): A standard which has been endorsed by industry or government as the accepted international standard, but not officially approved by an accredited standards body such as ISO.

PROTOCOL: A mutually determined formal agreement - standard - that determines the form and style of communication that assures reliable information transfers between computers.

PUBLIC KEY: (1) One of the two keys used in an asymmetric encryption system.  The public key is made public, to be used in conjunction with a corresponding private key.[Stallings, 1995] (2) In a public-key (asymmetric) crypto-system, the component of a key pair which is revealed.  [CORBA Security Services, 1997] (2) A key in an asymmetric algorithm, that is publicly available.  [ASTM E1762]

PUBLIC KEY CERTIFICATE: (1) An agreement that binds a user's name to a public key, signed by a trusted issuer.  A framework for the use of public key certificates was defined in Consultative Committee on International Telephony and Telegraphy (CCITT) standard X.509.  [National Research Council, 1991]  The certificate contains the user's name and public key, the certification authority's name, a serial number, and a validity period.  [ASTM E1762]

PUBLIC-KEY CRYPTO-SYSTEM: An encryption system that uses an asymmetric-key (q.v.) cryptographic algorithm.  [CORBA Security Services, 1997]

PUBLIC-KEY ENCRYPTION: A type of encryption that uses two mathematically related keys.  The public key is known within a group of users.  The private key is known only to its owner.  Asymmetric encryption.  Contrast with private key encryption.  [O’Reilly, 1992]

PUBLIC KEY INFRASTRUCTURE (PKI): A system of digital certificates, Certificate Authorities, and other registration authorities that verify and authenticate the validity of each party involved in an Internet transaction.  The concept of a PKI is currently evolving and there is no single PKI or even a single agreed-upon standard for setting up a PKI.  However, nearly everyone agrees that reliable public key infrastructures are necessary before electronic commerce can become widespread.

Q

QUERY LANGUAGE: A defined set of syntax and commands used to submit queries to a text retrieval system.

R

REAL TIME: Programs which process immediately as information is received rather than accumulating data for long periods and processing all of it at one time (batch).

RECOVERY: The restoration of an information system back to an error-free and secure state from which normal operation can resume.  [O’Reilly, 1992]

REDISCLOSURE: The disclosure by a third party recipient of disclosed health information without the authorization of the patient.  [Abdelhak, 1996]

REDUNDANT ARRAYS OF INDEPENDENT DISKS (RAID): A technology that provides protection from data loss by providing a level of redundancy immediately within the array.  The array contains removable disk drive modules that are automatically rebuilt in the event of a device failure without causing the system to shut down.

REFERENCE ARCHITECTURE: (1) A specific technical framework defined by basic political, economic, functional, and technical constraints which guides future planning and implementation and is essential to understanding both how the current systems operate and how evolution of systems can and should proceed.  (2) An abstraction, or model, of the relationships between business processes, information needs, application systems, data definitions, and delivery systems or infrastructure.

REFERENCE INFORMATION MODEL (RIM): A representation of the business domain of an area of interest serving to establish a basis for shared meaning (e.g., semantic interoperability) within or across systems.

RELATIONAL DATABASE: A collection of related (usually through a common field) data files.

RELATIONAL DATABASE MANAGEMENT SYSTEM (RDBMS): A system for storing data based on an architecture of relational calculus and/or relational algebra in which the database is organized and accessed according to the relationships between data items.  Primary components are a Data Dictionary, Data Manipulation Language, Query Facility, Data Security System, and various/interactive systems.

RELATIONAL OLAP (ROLAP): A type of OLAP that enables multidimensional analysis of data stored in a relational database through a dictionary layer of metadata and a calculation engine.
RELEASE OF INFORMATION: The disclosure of documents containing patient-identifiable information to a third party requester.  [Huffman, 1985]

RELIABILITY: (1) A measure of consistency of data items based on their reproducibility and an estimation of their error of measurement.  [Institute of Medicine, 1994] (2) The duration or probability of failure-free performance under stated conditions; or the probability that an item can perform its intended function for a specified interval under stated conditions.

REMOTE PROCEDURE CALL (RPC): A software interface in which the actual execution of the body of the software program (procedure) takes place on a physically distinct processor from which the call is made.

REPLAY: The recording of a legitimate message and the later, unauthorized resending of the message.  [O’Reilly, 1992]

REPOSITORY: A structure for storing descriptions and behaviors of objects in an enterprise, including requirements, policies, processes, data, software libraries, projects, platforms and personnel, with the potential of supporting both software development and operations management.

REPUDIATION: (1) The denial by a message sender that the message was sent, or by a message recipient that the message was received.  [O’Reilly, 1992] (2) Denial by one of the entities involved in a communication of having participated in all or part of the communication.  [ASTM 1762]

RESOURCE ACCESS DECISION (RAD):  An OMG Interface Specification standard, RAD is intended to provide an interface to allow for business logic to be removed from direct implementation within application logic and encapsulated to provide for independent maintenance and reuse.  RAD provides a mechanism to allow for business rules and policies to be evaluated (and the implications of combining multiple policies and policy evaluators) so as to return a yes/no decision based upon a given context.

REVERSE ENGINEERING: The process of extracting, standardizing, and documenting data descriptions and program logic from an implementation-dependent form to an implementation-independent form and then migrating that information to a new environment.

RIGHT: A named value conferring the ability to perform actions in a system.  Access control policies grant rights to principals (on the basis of their security attributes); in order to make an access control decision, access decision functions compare the rights granted to a principal against the rights required to perform an operation.  [CORBA Security Services, 1997]

RISK: The aggregate effect of the likelihood of occurrence of a particular threat with the degree of vulnerability to that threat and the potential consequences of the impact to the organization if the threat did occur.  [Stallings, 1995]

RISK ASSESSMENT: An analysis of a system’s information needs and vulnerabilities to determine how likely they are to be exploited in different ways and the costs of losing and/or recovering the system or its information.  [O’Reilly, 1992]

RIVEST, SHAMIR, AND ADELMAN (RSA): The inventors of a public key encryption algorithm that has become a de facto standard for data sent over the Internet.  The RSA public-key encryption algorithm relies on the inability to factor large numbers of a special type and, therefore, an extraordinary amount of computer processing power and time is required to break a public key created by the RSA algorithm.

ROLE: A privilege attribute representing the position or function a user represents in seeking security authentication.  A given human being may play multiple roles and therefore require multiple role privilege attributes.  [CORBA Security Services, 1997]

ROUTER: A device that operates at the Network layer of the OSI model and links the data link layer and Physical layers of the OSI stack.  Routers are used to interconnect multiple networks, potentially using different high-level protocols.

RSA ALGORITHM: (1) An asymmetric encryption algorithm invented by Ron Rivest, Adi Shamir, and Len Adelman.  A public-key algorithm based on exponentiation in modular arithmetic.  It is the only algorithm generally accepted as practical and secure for public-key encryption.  [Stallings, 1995] (2) A public key crypto-system, invented and patented by Ronald Rivest, Adi Shamir, and Leonard Adelman, based on large prime numbers.  [National Security Council] (3) RSA is the most well known asymmetric algorithm.  [ASTM E1762]

S

SAFEGUARD: Countermeasures, specifications, or controls, consisting of actions taken to decrease the organizations existing degree of vulnerability to a given threat probability, that the threat will occur.  Technical, physical and procedural mechanisms used to protect an information system, personnel, proprietary or other sensitive information.

SCALABILITY: The capability of a system to perform acceptably on any size computer depending on the needs of the user; implies minimal change to accommodate this variance.

SECRET KEY: A key in a symmetric algorithm; the possession of this key is restricted, usually to two entities.  [ASTM E1762]

SECRET KEY CRYPTO-SYSTEM: A crypto-system that uses a symmetric-key (q.v.) cryptographic algorithm.  [CORBA Security Services, 1997]

SECURE/MULTIPURPOSE INTERNET MAIL EXTENSIONS (S/MIME): An extension to the MIME protocol that supports encryption of e-mail messages.

SECURE TIME: A reliable Time service that has not been compromised, and whose messages can be authenticated by their recipients.  [CORBA Security Services, 1997]

SECURE SOCKETS LAYER (SSL): A security protocol that provides communications privacy over the Internet between two communicating applications.  The protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery.   This protocol was originally developed by Netscape Communications.  The Internet Engineering Task Force is currently developing version 3.0.

SECURITY: (1) The combination of availability, confidentiality, integrity and accountability.  Freedom from risk or danger.  Safety and the assurance of safety.  [O’Reilly, 1992] (2) Means to control access and protect information from accidental or intentional disclosure to unauthorized persons and from alteration, destruction, or loss.  [CPRI, 1995b] (3) Protection of information systems against unauthorized access to or modification of information, whether in storage, processing, or transit, and against the denial of service to authorized users or the provision of service to unauthorized users, including those measures necessary to detect, document, and counter such threats.  [National Security Council]

SECURITY ARCHITECTURE: The security architecture is a description of how and where information assurance technology is integrated into the reference architecture to help ensure that the right information can be delivered to the right system users at the right time, and that sensitive information is protected.

SECURITY AUDIT: (1) An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policies and operational procedures, to detect security breaches and to recommend any indicated changes in control policy and procedures.  [ISO 7498 - 2] (2) The facility of a secure system that records information about security-relevant events in a tamper-resistant log.  Often used to facilitate an independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend changes in control, policy and procedures.  [CORBA Security Services, 1997]

SECURITY DOMAIN: A set of information system assets for which an organization (or user) has responsibility for the implementation and maintenance of security.  [Stallings, 1995]

SECURITY LEVEL: A representation of the sensitivity of information, derived from a sensitivity label (consisting of a classification and categories).  [O’Reilly, 1992]

SECURITY MANAGEMENT: Security management services provide secure system set-up and initialization, control of security policy parameters, management of user registration data and system resources and restrictions on the use of administrative functions.

SECURITY POLICY: (1) A statement of the set of rules, measures and procedures that determine the physical, procedural and personnel security controls imposed on the management, distribution and protection of assets. [Stallings, 1995] (2) The framework within which an organization establishes needed levels of information security to achieve the desired confidentiality goals.  A policy is a statement of information values, protection responsibilities, and organization commitment for a system.  It is a set of laws, rules, and practices that regulate how an organization manages, protects, and distributes sensitive information.  [OTA, 1993] (3) The American Health Information Management Association recommends that security policies apply to all employees, medical staff members, volunteers, students, faculty, independent contractors, and agents.  [AHIMA, 1996c] (4) From the Orange Book definition "The set of laws, rules, and practices that regulate how an organization manages, protects, and distributes sensitive information.”  [O’Reilly, 1992] (5) The data that defines what protection a system’s security services must provide.  There are many kinds of security policy, including access control policy, audit policy, message protection policy, non-repudiation policy, etc.  [CORBA Security Services, 1997]

SECURITY SERVICE: Code that implements a defined set of security functionality.  Security services include Access Control, Audit, Non-repudiation, and others.  [CORBA Security Services, 1997]

SECURITY TARGET: The statement of security requirements and functional specifications to be used as baseline for an evaluation.  [ITSEC]

SEMANTIC INTEROPERABILITY: Shared meaning across systems or organizations.  Any use of information or information concepts that are capable of being applied consistently while maintaining context and based on consistent underlying definitions are considered to be semantically interoperable.

SEMANTIC MEDIATION: The process by which disparate representations of the same concept are reconciled.

SENSITIVE INFORMATION: Information that, if lost or compromised, would negatively affect the owner of the information, would jeopardize the ability of the system to continue processing, and/or would require substantial resources to recreate.  According to the U.S. government (NTISSP 2), "information the disclosure, alteration, loss, or destruction of which could adversely affect national security or other federal government interests."  [O’Reilly, 1992]

SENSITIVITY: The degree of importance assigned to information denoting its need for protection against confidentiality related security breaches.

SENSITIVITY LABEL: (1) A security level associated with the content of the information.  [National Security Council] Society has historically considered information that has a heightened potential for causing harm to the patient or data subject, or to others, such as the subject's spouse, children, friends, or sexual partners.  The degree to which the information will cause public humiliation, stigmatization, lost employment, insurance problems, or loss of family and friends all contributes to it being identified as "sensitive." Records that contain information about socially or politically prominent persons have also been accorded special protections.  Society is beginning to attribute special sensitivity to any and all health information.  [Kunitz and Associates, Inc., 1995] (2) A label representing the security level of an object and describing the sensitivity of the data in the object.  The label consists of two parts a hierarchical classification and a set of non-hierarchical categories or compartments.  In systems supporting mandatory access controls, sensitivity labels determine whether a particular subject will be allowed to access a particular object.  [O’Reilly, 1992]

SERIAL: Pertaining to data or instructions that are processed in sequence, one bit at a time, rather than in parallel (several bits at a time).

SERIAL LINE INTERNET PROTOCOL (SLIP): A means to operate IP over telephone lines or cables.  It expands the connections of computers to network environments.

SERVER: A computer on a network that shares its resources, such as printers and files with other computers on the network.  A component of a distributed computing system that provides a service in response to requests from clients.  (See also CLIENT/SERVER).

SIMPLE MAIL TRANSFER PROTOCOL (SMTP): The Internet standard protocol for transferring electronic mail messages from one computer to another.

SIMPLE OBJECT ACCESS PROTOCOL (SOAP): A new Internet protocol that promises a new age of interoperability between the various distributed computing factions. SOAP addresses interoperability at the data serialization level, allowing disparate distributed programming systems to interact without disrupting the aspects of each platform that make them desirable to their adherents. Currently in draft with the W3C standards organization.

SMART CARD: An access card containing encoded information and sometimes a microprocessor and a user interface.  The information on the code, or the information generated by the processor, is used to gain access to a facility or a computer system.  [O’Reilly, 1992]

SOFTWARE: Instructions, or programs, that enable a computer to do useful work; contrasted with hardware, or the actual computer apparatus.

SOFTWARE REENGINEERING: The transformation from one level of abstraction to another; a process based on a usual design methodology, proceeding from requirements to a final product.

SPOOF: A trick that causes an authorized user to perform an action that violates system security or that gives away information to an intruder.  [O’Reilly, 1992]

SQL ACCESS GROUP (SAG): A consortium of 42 leading systems and suppliers that include most suppliers in the relational database market.  The group’s mission is to solve the SQL RDBMS interoperability problems by developing a technical specification to enable multiple RDBMSs and application tools to work together.

STANDARD:  A specification that is sanctioned by a Standards Development Organization (SDO), or one that is widely used and accepted (de facto).

STANDARD GENERALIZED MARKUP LANGUAGE (SGML): A standard that defines a language for document representation that formalizes markup and frees it of system and processing dependencies.  It provides a coherent and unambiguous syntax for describing whatever a user chooses to identify within a document.

STORAGE AREA NETWORK (SAN): See Network-addressable Storage.

STRONG AUTHENTICATION: Authentication by means of cryptographically derived credentials.  [ISO/IEC 9594- 8]

STRUCTURED QUERY LANGUAGE (SQL): A language set that defines a way of organizing and calling data in a computer database.  SQL is becoming the standard for use in client/server databases.

STRUCTURED TERMINOLOGY: Alternative term for Controlled Vocabulary.

SWITCHED MULTIMEGABIT DATA SERVICE (SMDS): A high-speed (up to 34Mbps), connectionless, packet switched MAN data service.  It is considered a wideband/broadband data service and is designed to be easily integrated into user's existing local data communications and computing environments while having minimal impact on user's existing hardware and software.

SYMMETRIC ENCRYPTION: A form of cryptography in which encryption and decryption are performed using the same key.  Also known as conventional encryption.  [Stallings, 1995]

SYMMETRIC KEY: The key used in a symmetric ("secret-key") encryption system.  In such systems, the same key is used for encryption and decryption.  [CORBA Security Services, 1997]

SYMMETRIC MULTIPROCESSING (SMP): A type of multiprocessing in which all CPUs are identical and in which any CPU can execute both user and kernel instructions.

SYSTEM SECURITY: The result of all safeguards including hardware, software, personnel policies, information practice policies, disaster preparedness, and oversight of these components.  [Institute of Medicine, 1994]

SYSTEM SECURITY ADMINISTRATOR: The person who controls access to computer systems by entering commands to perform such functions as assigning user access codes and privileges, revoking user access privileges, and setting file protection parameters.  [CPRI, 1996c]

SYSTEMS MANAGEMENT: A set of processes that facilitates the use of and change to technical resources that deliver information services.  These processes are performed by a combination of manual procedures and automated tools.

SYSTEMS NETWORK ARCHITECTURE (SNA): An architecture based on the use of microprocessors in each major device in a hardware configuration and the use of SDLC protocol.

T

TECHNICAL REFERENCE MODEL (TRM): The document that provides a framework and common vocabulary to describe the information systems domain.

TECHNOLOGY BASELINE: An inventory of the "as is" state of technology.  It identifies existing technology to determine what can be leveraged for the future and what changes must be made to achieve the desired state.

TECHNOLOGY TRENDS: Existing patterns of change that can be used to infer or predict the future of technology.

TELECOMMUNICATIONS: Systems of hardware and software used to carry voice, video, and/or data between locations.  Includes telephone wires, satellite signals, cellular links, coaxial cable, etc., and related devices.

TELECOMMUTING: Use of electronic facilities to allow a worker to "commute" to work through communications networks rather than to physically travel to and from an office or work place.

TELEMEDICINE: Electronic capabilities that verify patients’ insurance and eligibility; order tests and receive results; and submit claims and manage referrals.  Also includes the ability of physicians to offer consultations remotely.

TERMINAL SERVER: A small, specialized, networked computer that connects many terminals to a LAN through one network connection.  Any user on the network can then connect to various network hosts.

TERMINOLOGY QUERY SERVICE (TQS): An OMG Interface Specification standard addressing lexical mediation.

THIN CLIENT TECHNOLOGY: A networking environment in which dumb terminal workstations are set up, and a minicomputer or mainframe server controls many network functions.  It is the opposite of fat client networking in which personal computers are used in a decentralized network environment.

THIRD GENERATION LANGUAGE (3GL): A procedural programming language that offers a higher level of abstraction than assembly language.  Examples are COBOL, Fortran, C, C++, and Pascal.

THREAT: (1) An action or event that might prejudice security.  [ITSEC] (2) A possible danger to a computer system.  [O’Reilly, 1992] (3)  The potential for exploitation of a vulnerability.  [National Research Council, 1991]

TOKEN: (1) When used in the context of authentication, a physical device necessary for user identification.  [National Research Council, 1991] (2) A physical item used to provide identity.  Typically an electronic device that can be inserted in a door or a computer system to gain access.  [O’Reilly, 1992]

TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL (TCP/IP): The most common communication protocol for regional and national networks that links computers together on the Internet.  The combination of a network and transport protocol developed by ARPANET for inter-networking IP-based networks.

TROJAN HORSE: A type of programmed threat.  An independent program that appears to perform a useful function but that hides another unauthorized program inside it.  When an authorized user performs the apparent function, the Trojan house performs the unauthorized function as well, often usurping the privileges of the user.  [O’Reilly, 1992]

U

UNIFIED MEDICAL LANGUAGE SYSTEM® (UMLS®): UMLS helps health professionals and researchers retrieve and integrate electronic biomedical information from a variety of sources.  It can be used to overcome variations in the way similar concepts are expressed in different sources.  This makes it easier for users to link information from patient record systems, bibliographic databases, factual databases, expert systems, etc.  The UMLS Metathesaurus contains mappings to MeSH (Medical Subject Headings at the National Library of Medicine), ICD-9-CM, SNOMED, CPT, and a number of other coding systems.  The UMLS is not itself a standard; it is a cross-referenced collection of standards and other data and knowledge sources.

UNIFIED MODELING LANGUAGE (UML): A general-purpose notational language for specifying and visualizing complex software, especially large, object-oriented projects.  UML builds on previous notational methods such as Booch, OMT, and OOSE.  UML is a standard produced by the Object Management Group (OMG).

UNIFORM RESOURCE LOCATOR (URL): The location or address of an object available through the Internet.  The most common are those used to locate web sites.

UNIX: A multi-tasking, multi-user operating system developed by AT&T Bell Laboratories in the 1960's that runs on a number of computing platforms.  It consists of the kernel, the shell or interface, and the file system.

V

VALUE-ADDED NETWORK (VAN): A data network that supplements basic communications services acquired from a common carrier with additional features that correct transmission errors and ensure compatibility between dissimilar computers and terminals.

VALUE ADDED PROCESS (VAP): Optional products that enhance the performance capabilities of various systems.

VETERANS HEALTH INFORMATION SYSTEMS AND TECHNOLOGY ARCHITECTURE (VISTA): A term used to describe the VA’s health care information system.   It encompasses in-house developed applications developed by VA staff (see Decentralized Hospital Computer Program), office automation applications, locally developed applications and commercial-off-the-shelf applications.

VHA CORPORATE DATABASE: A database that contains aggregated, VHA-wide data.   The data is primarily obtained from operational systems in the field.   The database will normally serve one of the following purposes: operational data store, transaction processing, data warehouse, or data mart.  The database is normally used to support program management or other decision making at a national level.

VIDEO CONFERENCING: In America, the term is fast becoming defined as any use of television to join people in some live interaction.  However, the term is actually applied to a wide range of situations from live video lecturing to large audiences, to a point-to-point, individual-to-individual desktop PC chats.  One possible categorization is into large scale and small scale.  The majority of large-scale set-ups are currently satellite-based in the form of “interactive television,” i.e., one-way video and two-way audio.  This allows for broadcast from a central point to many different locations regardless of distance.  Small scale refers to compressed video for meetings between relatively few points for small meetings.  A technology used for this function is ISDN.  ISDN promises to make two-way video equally as cost effective, with potential for greater interactivity.

VIRTUAL MACHINE (VM): A super operating system that allows expanded and varied configuration and utilization of the IBM and compatible mainframe computers.

VIRTUAL PRIVATE NETWORK (VPN): A network operated as if it were a dedicated point-to-point network by implementing encryption and other security mechanisms across the network.

VIRUS: (1) A computer program hidden in other computer programs written intentionally to cause damage to other programs, files and operating systems.  (2) A computer program, typically hidden, that attaches itself to other programs and has the ability to replicate.  In personal computers, "viruses" are generally Trojan horse programs that are replicated by inadvertent human action and which when executed result in undesired side effects generally unanticipated by the user.

VULNERABILITY: (1) A security weakness due to failures in analysis, design, implementation or operation.  [ITSEC] (2) A system weakness that can be exploited to violate the system's intended behavior.  There may be security, integrity, availability, and other vulnerabilities.  The act of exploiting vulnerability represents a threat, which has an associated risk of being exploited.  [National Research Council, 1991]
W

WIDE AREA NETWORK (WAN): A computer network which covers a geographically large area in which the transmission exchange is carried over telecommunication channels (e.g. telephone lines, satellites) provided by common carriers.

WINDOWS: GUI (Graphical User Interface): Developed by Microsoft Corporation for IBM compatible PCs.

WIRELESS APPLICATION PROTOCOL (WAP): The Wireless Application Protocol (WAP) is an open, global specification that empowers mobile users with wireless devices to easily access and interact with information and services instantly.  Used to communicate with handheld digital wireless devices such as mobile phones, pagers, two-way radios, smartphones and communicators -- from low-end to high-end.
WIRELESS MARKUP LANGUAGE (WML): The WML language used for WAP content makes optimum use of small screens and allows easy navigation with one hand. It also includes a built-in scalability from two-line text displays to the full graphic screens on smart phones and communicators.

WORKFLOW: The automation of work among users where the system is intelligent enough to act based on definition of work types, users, tasks and the recognition of dynamic processing conditions.

WORKFLOW MANAGEMENT: A software application that controls the order and monitors the execution of a series of processes (work steps) in which people act upon work items (documents, forms, folders and images).

WORKSTATION: A powerful personal computer used in a client/server environment.

WORM: Program that can replicate itself and send copies from computer to computer across network connections.  Upon arrival, the worm may be activated to replicate and propagate again.  In addition to propagation, the worm usually performs some unwanted function.  [O’Reilly, 1992]

WORLD WIDE WEB (WWW): A hypertext-based system for finding and accessing Internet resources.

WRAPPER: An interface used to mask underlying technology or API’s so as to shield external, dependent components from the inner-workings, proprietary, or language-dependent issues.  For instance, a wrapper (or wrappering) would be used to encapsulate a proprietary interface, making it appear to external applications as being compliant with an accepted industry standard interface.

X

X3: See National Committee for Information Technology Standards.

X3L8: A technical committee of X3 (X3 is now referred to as the National Committee for Information Technology Standards) responsible for developing standards on data representation.   X3L8 is now referred to as NCITS L8.

X12: The ANSI X12 standards specify the format and data content of electronic business transactions.

X.25: An international standard for connecting computers or terminals to a network that operates by means of packet switching.  This standard defines the interconnection of packet switching networks and their associated computers or terminals.  These types of networks make efficient use of the telecommunications networks by taking the data generated by a computer or a remote terminal and chopping it up into small identified packets and then looking for the most efficient way of sending this information to its destination.

X.75: An international standard that provides for interconnections between data networks of different nations.

X.400: An electronic mail addressing and address directory control system established by the IEEE, designed to facilitate electronic mailing between otherwise independent data networks.

X.500: A standard for distributed directory services.  The standard encompasses both the structure of the X.500 database and also the protocol used in querying the database.  X.500 can be used for different types of directories.  Its most notable implementation is a global White Pages service containing in excess of a million names contributed to by X.500 servers in dozens of countries.  X.500 provides a hierarchical database structure (e.g. country/organization/organizational unit/person).  The database consists of entries (one per object) which may describe persons, network resources, organizations, etc., each with its own set of attributes.

X.509: An ITU-T recommendation that specifies a framework for the use of public key certificates and the authentication service for X.500 directories.  The initial version of X.509 was published in 1988, version 2 was published in 1993, and version 3 was proposed in 1994 and considered for approval in 1995.  Version 3 addresses some of the security concerns and limited flexibility that were issues in versions 1 and 2.  X.509 also defines a syntax for certificate revocation lists (CRLs).

X/OPEN: An international nonprofit organization that defines, promotes, and supplies open systems technology.

X TERMINAL: A terminal with built-in X Window software.

XML:  See Extensible Markup Language
XML Metadata Interchange (XMI): An OMG Interface Specification providing a vendor and middleware neutral open interchange format for metadata in distributed environments.  XMI is based upon existing industry standards (XML, UML, MOF) and provides the infrastructure necessary to resolve interchange issues between incompatible tools, repositories and applications [Adapted from the OMG 1999 XMI Technology Briefing].
XML Query Language (XQL): A draft notation from the World Wide Web Consortium (W3C) for retrieving the elements and text of XML documents.

XML Stylesheet Language (XSL): This language specifies the styling of an XML document by using XSLT (XSL Transformation) to describe how the document is transformed into another document.

� A domain is a sphere of influence.  For instance, a person has an identifier issued by the Social Security Administration (Social Security Number) which is different that their identifier issued by the State Department (Passport Number).  Both the Social Security Administration and State Department could be considered separate domains.
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