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Data Architecture

Data Architecture

Data architecture XE "Data architecture"  is defined as a description of information classes
, data types, methods of capture, extraction, use, access, management, security and other attributes.  This section provides an overview of VHA data architecture.  First, the as-is data environment is described, followed by the tobe state.  The business context is discussed, followed by a practical example of a VISN model XE "VISN model" .

Overview

As-Is Data Environment

VHA has two tiers of systems: the first is at the point of health care delivery and the second is at the enterprise level.  At the point of health care delivery, VistA serves as the point of integration for all patient data and encompasses over 100 clinical and administrative applications.  Enterprise level systems are located at the national (corporate) level and consist of 140 distinct databases on varied platforms.

All patient data is coordinated through VistA, which is the point of origin for the majority of data used by VHA at all levels. VistA XE "VistA"  is based on a VA-developed database management system called VA FileMan but encompasses multiple database management tools.  VA FileMan enables transaction-oriented data capture and processing via the storage and retrieval capabilities of the M language and operating environment.  VA FileMan XE "VA FileMan"  also supports SQL XE "SQL"  access to data using a VA-provided SQL Interface (SQL/I) XE "SQL Interface (SQL/I)"  and various vendor supplied RDBMS database drivers XE "RDBMS database drivers" .

The systems used at the enterprise level currently span a variety of database platforms.  Newer databases are defined and managed using Oracle.  VHA’s Decision Support System (DSS), XE "Decision Support System (DSS),"  for analyzing resource consumption and costs, employs a proprietary database called M204 XE "M204" .  Many of the older enterprise systems are still based on VSAM XE "VSAM"  files manipulated by COBOL XE "COBOL"  programs.

Known Issues

Technical Services classifies VHA data into two major categories: patient and provider.  There are no established data classes within VistA at this time. There is no unique identifier of providers (though one is planned), however, a unique patient identifier is currently being implemented. Up to this point, many VHA systems have been built as a result of urgent business need rather than considering the big picture.  There are numerous corporate systems that receive their own independent data feeds from the medical centers and business units.  The numerous sources of VHA data along with no authoritative source or definition of data have resulted in limited data quality and data integrity.  For example, overlapping data has different values across systems.  In addition, multiple technology platforms require multiple tools and some of the database platforms of VHA databases are not geared for analytical work.  As a result, some corporate data is inaccessible to users.

To-Be Data Environment

The VHA re-alignment into 22 VISN XE "VISN" s has resulted in the need for three tiers of systems.  VistA XE "VistA"  will continue to be used at the point-of-health care delivery at the medical facilities but will expand beyond M, Delphi, and VA FileMan.  Systems at the corporate level will transition to an operational data store, data warehouse/data mart model.  VISN-level databases will also be based on the concepts of data marts and warehousing.

VistA will encompass new database management systems as components of COTS XE "COTS"  products and as tools for development of in-house VHA initiatives.  Selecting new tools will be based on to-be-defined criteria that address the operational needs of VHA.  Interoperability with the current VistA environment will be essential as the acquisition of new tools will not be a one-step replacement effort, but a transitional effort that takes years to accomplish.  VHA will continue to develop applications using M XE "M" , Delphi XE "Delphi" , and VA FileMan, XE "VA FileMan,"  but will redirect its efforts towards a new tool set once it is selected.  All selected database management systems and business rules will synchronize with a VHA corporate data registry.  VistA applications will follow a rule-based model that will allow VHA to mimic an object-oriented model where data is encapsulated and manipulated via methods.

The role of VHA databases and related information systems will be defined with respect to their constituent systems.  System role definition will include identification of the scope, purpose, interrelationship, and dependencies between information systems.  This will include identification of business functions/sub-processes and information classes supported, as well as data stewards.

VHA’s corporate databases will be based on the operational data store and data warehouse models.  VHA has defined a program to review and consolidate its many corporate databases in favor of creation of a data warehouse. Value added analyses or data sets will be included as needed (e.g., health care risk adjustment models, summarization of data sets).  A single point of capture followed by a cleansing process will be instituted to ensure data quality.  The corporate data warehouse will serve as a critical source for VA departmental systems, VISN data marts, XE "data marts,"  and groups external to VHA.

Patient data repositories will be established to store clinical and managed-care data from treatment facilities.  The number and distribution of repositories needed to hold the entire collection of individual veteran health records will primarily be a function of availability, reliability, maintainability, scalability, and performance requirements, making it blind to any future changes in VHA organizational structure.

The VISN data warehouses/marts XE "data warehouses/marts" , corporate data warehouse, and all other operational repositories will be closely connected with each other.  Example, information gleaned from the data warehouse may result in a data input, or an automatic feed/alert/message to an operational system.  VHA’s data warehouses will also draw content from external repositories (for example, benchmark data, live content feeds). The VISN and corporate data warehouses are constructed for information and metadata exchange, and interoperability. The data warehousing architecture will be standards-based, and will support content aggregation and syndication models. More details are provided in the VISN Data Warehouse Architecture document, XE "VISN Data Warehouse Architecture document,"  dated, April 2000
.

VHA will maintain a Meta Data Registry to document and manage its data.  The Registry will serve as the repository of meta data (information about data) that documents data element standards and catalogs the elements across VHA systems that map to those standards.  In addition to defining data element authoritative sources, the Registry will provide accountability, data quality metrics, definitions, and business rules affecting those elements.  It will provide the capability to map disparate concept representations into a common ground, allowing for medication and reconciliation across care facilities and organizations.  It will also provide standards for the development of data elements that will help to minimize data redundancy and improve data quality.  The registry is being developed in conformance with and building upon ISO Standard 11179 Specification and Standardization of Data Elements XE "ISO Standard 11179 Specification and Standardization of Data Elements" .  Functional experts and/or stewards (registration authorities), who have the domain knowledge, expertise, and localized control over their particular functional area will maintain the registry.  Online access to the Meta Data Registry will be provided to all consumers.

A Master Patient Index (MPI) XE "A Master Patient Index (MPI)"  will be used to assign a unique numeric identifier (Integration Control Number) that will become the primary patient record identifier across all VHA systems.  A National Provider Index (NPI) XE "National Provider Index (NPI)"  will be used to uniquely identify providers.  These patient and provider identifiers enable the creation of patient and provider data classes.  Patient data will describe attributes about a patient and can be categorized into the minor classes of demographic, clinical, or ancillary.  Provider data will describe attributes about the VHA delivery of patient care and can be categorized into the minor classes of demographic, financial, or workload.

Data Security

A model for data security was developed by grouping VHA information domains into business contexts.  (In the next edition of the EA, these business contexts will be aligned with the new information classes defined in the Information Architecture section.)  All VHA information domains can be grouped into one of four fundamental VHA business contexts.

A business context is a collection of operational architectures sharing a set of common application data elements (possibly at different sensitivities) and supporting a common business activity implemented in VHA IT software.

The four business contexts are the following:

· Clinical

· Administrative

· Financial

· Infrastructure

The following paragraphs describe each of the four business contexts, its data, data sensitivity and the user classes or roles that primarily operate within the context.

Clinical Business Context XE "Clinical Business Context" 
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The primary mission of VHA is to deliver health care to veterans.  Accomplishing this involves collecting, creating, storing, processing and transferring health care related information on individual veterans.  This information has several sensitivity levels and is stored in a variety of ways (e.g., paper, computerized patient records, databases, treatment files, etc.).

Sensitivity Levels of Clinical Health
Care Information XE "Sensitivity Levels of Clinical Health" 
The Computerized Patient Record Institute (CPRI) XE "Computer-Based Record Institute (CPRI)"  identifies three levels of sensitivity for access to health care information in their position paper entitled “Access to Patient Data”:

1. "Non-Privileged XE "Non-Privileged" " information that is least sensitive and not necessarily confidential; presumption is in favor of ready availability, access, or release, without patient informed consent;

2. "Privileged XE "Privileged" " information that is sensitive and traditionally confidential (such as illness-related information); presumption is against availability or access except:

(a) in accordance with relevant state statutes citing circumstances in which sensitive health data can or must be disclosed with or without patient informed consent;

(b) for those with a defensible "need to know" with a patient "informed consent."

3. "Deniable XE "\"Deniable" " information that is extremely sensitive and virtually always confidential (such as psychiatric or lifestyle information); presumption is against availability or access except, for instance, between patient and practitioner.

“Deniable” information requires the greatest degree of assurance of control and includes such things as abortion, adoption, substance abuse, HIV status, psychiatric records, sexual orientation, sexually transmitted diseases, genetic and celebrity information.  The National Research Council also identifies similar categories of “sensitive information” [NRC97].

VHA information systems generate, store and process patient identifiable health care information.  Some types of patient identifiable information are shown in Figure III–38, Potential Sensitivity Levels of Some Health Care Information.  This figure provides a representative listing of health care clinical roles. These positions reflect the variety and diversity of health care specialties and occupations. In this figure, a “Yes” entry indicates that information probably exists at the sensitivity level indicated; a “No” entry indicates that it probably does not.  The security relevance of each role involves granting of security privileges based upon need-to-know and functions performed. 

Figure III-37: Potential Sensitivity Levels of Some Health Care Information

	· Clinical information Area
	· Non-Privileged
	· Privileged
	· Deniable

	· Audiology and Speech Pathology
	· Yes
	· Yes
	· No

	· Dentistry
	· Yes
	· Yes
	· Possibly

	· Geriatrics & Extended Care
	· Yes
	· Yes
	· Possibly

	· Integrated Patient Databases
	· Yes
	· Yes
	· Possibly

	· Immunology 
	· Possibly
	· Yes
	· Yes

	· Master Veteran Record
	· Yes
	· Yes
	· Yes

	· Mental Health & Behavioral
	· Possibly
	· Yes
	· Yes

	· Nuclear Medicine
	· Yes
	· Yes
	· Yes

	· Pathology & Laboratory Medicine
	· Possibly
	· Yes
	· Yes

	· Patient Treatment File/ Patient Census  
	· Yes
	· Yes
	· Possibly

	· Pharmacy
	· Yes
	· Yes
	· Yes

	· Physical Medicine & Rehabilitation
	· Yes
	· Yes
	· Possibly

	· Prosthetic and Sensory Aids
	· Yes
	· Yes
	· No

	· Radiology
	· Yes
	· Yes
	· Yes

	· Research
	· Yes
	· Yes
	· Possibly

	· Spinal Cord Injury
	· Yes
	· Yes
	· No


Figure III–39, VHA Clinical Positions and Duties, and Figure III–40 Other Clinical-Related Positions and Duties XE "Clinical-Related Positions and Duties" , are shown under the administrative, financial, and infrastructure business contexts.  For each context the position, position title and description of duties are briefly described.  Each business context includes a description of the types of data associated with that context.  A complete listing of health-care personnel can be found in ASTM PS 107 Provisional Standard Guide for Information Access Privileges to Health Information table: “Health-care Personnel that Warrant Differing Levels of Access Control Standard Guide for Information Access Privileges to Health Information table: "Health-care Personnel that Warrant Differing Levels of Access Control”.

Figure III–39: VHA Clinical Positions and Duties

	Position
	Position Title
	Description of Duties

	· Clinical Staff
	· Health Care Provider
	· Members of the participant’s staff who provide care or services.

	· Practitioner
	· Health Care Provider
	· An individual at any level of professional specialization who requires a public license to deliver health care to individuals.  A practitioner may also be a provider.

	· Provider
	· Health Care Provider
	· A business entity which furnishes health care to a consumer; it includes a professionally licensed practitioner who is authorized to operate a health care delivery system.

	· Dentist
	· Dentist
	· A practitioner licensed to treat ailments of the teeth.

	· Dietician
	· Dietician
	· See Clinical Staff

	· Laboratory Staff
	· Laboratory Technician
	· See Clinical Staff

	· Medical Technician
	· Various titles
	· See Clinical Staff

	· Nurse
	· Various
	· See Clinical Staff

	· Pharmacy Staff
	· Pharmacist, pharmacy technician
	· See Clinical Staff

	· Physician
	· Neurologist, Pathologist, Primary Care Physician, Psychiatrist, Radiologist, Surgeon
	· See Practitioner

	· Researcher
	· Researcher, research assistant
	· See Clinical Staff

	· Social Worker
	· Social worker
	· See Clinical Staff


Figure III–40: Other Clinical-Related Positions and Duties

	· Position
	· Position Title
	· Description of Duties

	· Consumer
	· Consumer
	· Health care service user.

	· Patient
	· Consumer
	· Receives health care information and services.

	· Patient Representative
	· Consumer
	· Receives health care information on behalf of a patient.

	· Public
	· Consumer
	· Receives health care information, but not specific health care services.

	· Volunteer
	· Volunteer
	· A person who donates their time to support a health care provider.

	· Business Partners
	· Caregiver
	· “Trusted” business partners such as alliance hospitals, network partners, and outsourced clinical services.  These entities have a legitimate need to access the participant’s clinical data.

	· Vendors
	· Various
	· Business entity engaged in commercial interchanges with the participant.


Administrative Business Context XE "Administrative Business Context" 
VHA's administrative business context supports health-care activities involving the collecting, storing, processing, and transferring of administrative data.  Administrative information consists of patient demographic data and a wide range of non-patient data.

The majority of administrative data requires no special protections.  Sensitive administrative data includes patient demographic information, proprietary business records, personnel and credentialing records, practice patterns, and strategic plans.  Administrative data includes:
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· Credentials Tracking XE "Credentials Tracking" 
· Database Administration XE "Database Administration" 
· EEO XE "EEO"  System

· Facilities and Engineering

· Infrastructure Policy & Development XE "Infrastructure Policy & Development" 
· IRM Policy and Planning XE "IRM Policy and Planning" 
· Management Review

· Peer review XE "Peer review"  information

· Personnel records

· Police and Security XE "Police and Security" 
· Policy, Planning & Operations XE "Policy, Planning & Operations" 
· Proprietary business records. (Note) 

· Quality Assurance XE "Quality Assurance" 
· Real Property XE "Real Property" 
Figure III–41, VHA Administrative Positions and Duties, lists the administrative role, position title, and the administrative duties that pertain to that position

Figure III–41: VHA Administrative Positions and Duties

	· Administrative Role
	· Position Title
	· Description of Duties

	· Administrative Staff
	· Various
	· Administrative functions

	· EEO
	· EEO officer
	· Ensure equal employment opportunities

	· Facility Operations Staff
	· Various
	· Facility management and operation

	· Management
	· Administrator/ health care facility manager
	· Health care facility management

	· Human Resources Staff
	· Various
	· Personnel and staff management

	· Police
	· Police officer
	· Security

	· Quality Assurance
	· Quality assurance specialist
	· Assure the provision of quality care

	· VBA Staff
	· Various
	· Determine veteran’s benefits


Financial Business Context XE "Financial Business Context" 
VHA's financial business context supports health care activities involving the collecting, storing, processing, and transferring of financial and budget information.  This information consists of patient billing data (which may include sensitive health-care data) and other financial service data supporting the following:
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· Business records XE "Business records" , including financial records 

· Financial Management XE "Financial Management" 
· Resource Planning & Management XE "Resource Planning & Management" 
· Budget XE "Budget" 
· Cost Recovery XE "Cost Recovery" 
· Accounting, Time and Attendance XE "Accounting, Time and Attendance" 
· Occupational Worker's Compensation & Pension XE "Occupational Worker's Compensation & Pension" 
· Contract Administration XE "Contract Administration" 
Sensitive financial data includes collateral patient health care information supporting billing, and personal pay records (protected under the privacy act).  Figure III-42 VHA Financial Positions and Duties, lists the financial role, position title, and describes the duties that pertain to each position.

Figure III–42: VHA Financial Positions and Duties

	Financial Role
	Position Title
	Description of Duties

	Finance Staff
	Various
	Provide financial services

	Budget Staff
	Various
	Provide budget services


Infrastructure Business Context XE "Infrastructure Business Context" 
VHA's infrastructure business context provides security for VA activities involving the collection, storing, processing, and transferring of health care data.  The infrastructure business context is involved with use, operation, management and secure configurations of the security infrastructure.  Security Infrastructure data includes configuration, operation, and management data belonging to end systems, relay systems, and transfer systems.
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Infrastructure security information includes the configuration of security controls and safeguards.  Such information is always sensitive as having access to the configuration information of security components allows miscreants to bypass controls and to probe system security features for exploitable vulnerabilities.  Figure III-43, Infrastructure Security Management, XE "Security Management,"  illustrates specific security components of the VA architecture and the types of information supported.

Figure III–42: Infrastructure Security Management
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(Note 1):  Developing capability

Audit data XE "Audit data"  may include sensitive information on patients and caregivers.  For this reason, audit data is considered to be as sensitive as the most sensitive data on the system.  Figure III–44, VHA Infrastructure Positions and Duties, lists the infrastructure position, position titles, and describes the duties associated with each position.

Figure III–44: VHA Infrastructure Positions and Duties

	· Infrastructure Roles
	· Position Title
	· Description of Duties

	· Facility/VISN IRM Staff
	· Various
	· System management, installation, operation

	· System Administration
	· Various
	· System administration, security administration


Architecture Models

The data architecture models provide a graphical representation of specific applications and their interfaces at the data layer of the Reference Architecture model.  The data architecture models currently only include representations of the current (as-is) VHA environment.  Descriptions of the future (to-be) VHA environment envisioned by the EA will be added as soon as they are developed.  Models present a picture as of a point in time and often are quickly outdated due to the rapidly changing IT environment.  Updates to the models will be made between publication dates of the EA document.  The most current version of the models can be found on the EA web site.

The data architecture models developed to date are the:

· VISN On-Line Analytical Processing (OLAP) XE "VISN On-Line Analytical Processing (OLAP)" 
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Figure III-45, VISN On-Line Analytical Processing (OLAP) Information Flow, illustrates the OLAP information flow.
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� Refer to the VHA EA 2001 Information Architecture for a full description of information classes.


� The VISN Data Warehouse Architecture is accessible from the VISN Data Warehouse Information Sharing Web Page at  http://vaww.va.gov/vha-ita/artifact.html


� Intrusion Detection Services (IDS), both network-based and host-based, support early warning and action to detect and respond in real-time to threats against the system infrastructure (LDAP servers, PKI components, communications network, and information objects).
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